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Executive Summary

Title: Persistent Engagement and Defend Forward: The United States’ Critical Role in
Cyberspace

Author: Major Sarah Beth Seagroatt, United States Army

Thesis: This paper will argue that the United States should continue to implement Persistent
Engagement and Defend Forward in support of a national cyber strategy. While these elements
of the current cyber strategy incur risks, the U.S. must continue to incorporate them for military,
economic, and strategic reasons.

Discussion: Persistent Engagement (PE), and its sister framework, Defend Forward (DF), are
critical elements of the 2018 Department of Defense (DoD) Cyber Strategy. These frameworks
drastically shift the United States’ strategic approach to cyberspace, marking the departure from
a passive and reactive approach to proactive forward engagement. Since the DoD unveiled its
2018 Cyber Strategy, scholars have debated the merits and pitfalls of these frameworks. This
paper will argue that the United States must continue to implement PE and DF for military,
economic, and strategic reasons.

This paper will begin by introducing the primary arguments related to PE and DF. It will define
critical terms, examine pertinent events in U.S. cyber strategy evolution, and highlight significant
literature germane to this topic. This paper will then argue that the United States should continue
implementing PE and DF for military, economic, and strategic reasons. Militarily, this paper will
explain that these frameworks support the National Security Strategy (NSS), National Defense
Strategy (NDS), and the National Military Strategy (NMS) by enabling proactive cyber
operations capable of defense, denial, degradation, disruption, and defeat. It will explain how PE
and DF fit into military deterrence theory as outlined by the Joint Chiefs of Staff. It will also lay
out recent critical shifts in cyberspace planning which support PE and DF. Economically, this
paper will argue that the United States must maintain these frameworks because the monetary
costs to the U.S. government and American companies of failing to do so are too egregious. It
will describe three primary ways cyberattacks cause damage: Intellectual Property (IP) theft,
costs to American companies, and long-term erosion of trust in the federal system. Finally, this
paper will discuss the strategic benefits of the PE and DF frameworks. It will argue that creating
norms through tacit bargaining will be more effective than the explicit bargaining primarily used
in U.S. cyber strategies prior to 2018. It will examine the strategic potential of international
litigation to develop cyber norms. This paper will conclude by recommending that the United
States continue to implement PE and DF in future cyber efforts.

Conclusion: Future U.S. cyber strategies should continue to incorporate the Defend Forward and
Persistent Engagement frameworks because they represent the best military, economic, and
strategic option for U.S. cyber efforts.
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Introduction

Two years ago, the United States put forward a pivotal document titled the 2018
Department of Defense (DoD) Cyber Strategy. This document drastically shifted the United
States’ approach to cyber strategy, marking the departure from a passive, defensive cyber
strategy to a more proactive and offensive one. The interdependent frameworks of Persistent
Engagement (PE) and Defend Forward (DF) are two critical elements of this new strategy.
Scholars, politicians, and military leaders have debated the 2018 Cyber Strategy with increasing
fervor over the last two years. Due to the uniqueness of cyberspace and the implications of this
strategic shift, much has been written in support of and against this strategy.

PE and DF are mutually integrated frameworks guiding U.S. operations in cyberspace.
PE encompasses the continuously active and reactive cyber operations which capitalize on the
partner-enabled forward cyber presence of DF. As General Nakasone (Commander of the United
States Cyber Command (USCC), Director of the National Security Agency, and Chief of the
Central Security Service) explained in a statement before the House Committee on Armed
Services last year, DF is the cornerstone of DoD cyber strategy, and “drives Cyber Command’s
doctrine called persistent engagement: [DF] enables partners with unique insights, and it stands
ready to act by imposing costs when authorized.”! Nakasone clarifies the intent of PE and DF in
a Joint Forces Quarterly article, explaining that PE “will degrade the infrastructure and other
resources that enable our adversaries to fight in cyberspace... and [over time] raise the costs that
our adversaries incur from hacking the United States.”? The reciprocally supportive PE and DF
frameworks encompass various proactive, and even preemptive, operations in cyberspace. While
most PE and DF's details remain classified, a general concept of these frameworks is sufficient to

understand the significant shift they herald.



One of the most critical actions supporting PE and DF is the 2019 National Defense
Authorization Act (NDAA) declaration that cyber operations are traditional military activities, or
TMA. MG Charles Moore, former USCC Director of Operations, notes that without this
designation, USCC would need to “declare or make very overt any of our operations and
acknowledge that it’s being done by the DoD and the USA -- not very conducive to being
successful inside the cyber domain...by declaring it a traditional military activity it allowed us to
move away from that.”® Cyber operations as TMA enable the U.S. government to take
immediate, continuous, clandestine actions against adversaries in the ever-evolving cyber
domain.

Cyberspace is unique in a few ways. First, it is a nascent domain, and as such, cyber
strategy is a relatively new field.* Cyber strategy is also distinctive because it is highly dynamic.
Because of this, the publication date of the literature is essential to note. Furthermore, due to the
highly classified nature of DoD actions and regulations in cyberspace, the publications available
to the general public are only a snapshot of what resides in classified environments. Finally,
because of the recent cybersecurity policy changes, official government documents, statements,

and articles comprise a significant portion of the literature.

Defining the Cyber Landscape
A few definitions are necessary in order to understand this topic. Because this domain is
new and burgeoning compared to other domains, the terminology is often misused. Also, civilian
and government definitions are frequently contradictory. This paper will use the definitions put
forth by the Cybersecurity and Infrastructure Agency (CISA), a federal agency within the U.S.

Department of Homeland Security (DHS), and by the DoD Joint Chiefs of Staff. The first is



cyberspace, which is “the interdependent network of information technology infrastructures, that
includes the internet, telecommunications networks, computer systems, and embedded
processors and controllers.”> Another is cybersecurity, which is the “strategy, policy, and
standards regarding the security of and operations in cyberspace, and encompass[ing] the full
range of threat reduction, vulnerability reduction, deterrence, international engagement, incident
response, resiliency, and recovery policies and activities, including computer network operations,
information assurance, law enforcement, diplomacy, military, and intelligence missions as they
relate to the security and stability of the global information and communications infrastructure.”®
Finally, cyberspace operations, also known as cyber operations or CO, are “the employment of
cyberspace capabilities where the primary purpose is to achieve objectives in or through
cyberspace.””’

It is also important to understand the framework for U.S. cyber mission sets, which fall
into three broad buckets: DoD Information Network (DODIN) Operations, Defensive
Cyberspace Operations (DCO), and Offensive Cyberspace Operations (OCO). The DODIN is the
“global infrastructure carrying DoD, national security, and related intelligence community
information and intelligence.”® DODIN Operations are the front line of defense: they “design,
build, configure, secure, and sustain DoD communications systems and networks across the
entire DODIN.”” DCO are intended “to defend DoD or other friendly cyberspace...these are
both passive and active defense operations and are conducted inside and outside of DODIN.” !
OCO are “intended to project power by the application of force in and through cyberspace...
these operations are authorized like operations in the physical domains.”!!

Finally, and most importantly, it is essential to understand the general idea and purpose of

the PE and DF frameworks. As retired Army Colonel Gary Corn, former General Counsel at



USCQC, explains, PE is the operational framework that encourages proactive over reactive efforts
in cyberspace.!? David Luber, former Executive Director of USCC and interim NSA
Cybersecurity Director, explains this new strategy as, “persistent engagement with persistent
force...no longer reactive, but actually operating in cyberspace in an area where there is no
sanctuary or operational pause... we are in constant contact with our enemies.”!* If PE focuses
on the “when,” DF focuses on the “where.” DF, best understood as “counter cyber operations,”
encapsulates the operational actions focused on attacking hostile aggressors as close to the
source as possible.'* By operating closer to the source of aggression, DF enables prompt
defensive actions. DF’s purpose, according to Corn, is “to proactively contest, disrupt and
degrade cyber aggression at or as close as practicable to its source before it reaches U.S., allied
and partner networks.”!> PE and DF are broad frameworks that emphasize continuous and quick
operations in cyberspace.

Despite the significant amount of discussion devoted to PE and DF frameworks,
confusion still arises. As Jacquelyn Schneider, a Senior Advisor to the Cyberspace Solarium
Commission and prominent cyber scholar, notes: “There is still significant debate about the
scope of the actions or effects defend forward might encompass, all the way from benign cyber
network exploitation of adversary cyber capabilities, to cyber-enabled influence operations, to
cyberattacks that degrade an adversary’s ability to use its offensive cyber capabilities. What is
clear, however, is that the Defense Department believes defend forward actions can be
preemptive, which is possible only with persistent engagement.”!® A further misconception of
the PE and DF frameworks is that their primary purpose is deterrence. While strategic deterrence
is a long-term ancillary benefit of PE and DF, the primary purpose of PE and DF is to disrupt

adversary behavior to enable tactical, operational, and strategic initiative.'”



History of the U.S. Cyber Strategy

Before the 2018 Strategy, the U.S. government struggled to develop and implement a
practical strategic approach to cybersecurity. In the last decade alone, the focus of U.S. cyber
strategy has pivoted from reactive deterrence to proactive disruption. In 2011, President Obama
put out the International Strategy for Cyberspace, which optimistically focused on creating
norms through passive discourse and defensive deterrence. This strategy's subtitle — “prosperity,
security, and openness in a networked world” — effectively summarizes its hopeful attitude.'®
This document was the international version of the 2011 Strategy for Operating in Cyberspace. '
Unfortunately, this approach did not deter aggressors. The period between 2011 and 2015 saw a
significant uptick in hostile cyber incidents.?’ During this time, existing U.S. cyber policies,
strategies, and authorities significantly hamstrung the DoD’s ability to react in a timely and
efficient manner to cyberattacks.

Some of the attacks that occurred during the Obama Administration forever colored the
cyber landscape from a U.S. perspective. One of the most impactful events was the Russian
disruption of the 2016 U.S. elections, which became the primary driving force behind the shift in
DoD cyber strategy. However, other attacks during this time also significantly affected U.S.
strategy and policy, including the Chinese Office of Personnel Management (OPM) hack stealing
unprecedented amounts of Personally Identifiable Information (PII) of federal workers and
Intellectual Property (IP), the North Korean ransomware attacks against Sony, and Iran’s attacks
on Saudi Aramco with the virus now known as “Shamoon.”?!

Despite the widespread acknowledgment in 2015 that the Obama administration’s cyber
policies failed to curtail adversary actions, the U.S. did little about it except to double down on

deterrence efforts. In 2015, the Secretary of Defense Ash Carter published a new DoD Cyber



Strategy. This document was essentially a more detailed version of the 2011 Strategy. However,
it did elucidate significant workforce and structural changes to the DoD cyber force, including
the creation of a new unified combatant command (USCC) and the development of the DoD’s
Cyber Mission Force. The 2015 Strategy did two other significant things: it discussed offensive
operations, and it noted the importance of attribution in cyber operations.*

In 2018, DoD unveiled its pivotal cyber strategy. Congress supported many of the
changes in the 2018 Strategy with monetary and authority realignments through National
Defense Authorization Acts (NDAAs) in subsequent years. In 2019, Congress approved the
creation of the Cyberspace Solarium Commission — a bipartisan and intergovernmental group
focused on developing U.S. cyber strategy. The report published by the Solarium Commission is
a central document in the shifting landscape of U.S. cyber strategies.”> While this report uses the
terminology of deterrence calling for a “layered cyber deterrence” strategy — the specific shifts
that it recommends directly enable PE and DF frameworks.

For example, before 2018, approval for offensive cyber operations was lengthy,
laborious, and prevented the national command authority (NCA) from delegating responsibility.
Because of this, according to one U.S. senator speaking in an unclassified environment, the
United States did not conduct even a single offensive operation in the five years between 2013
and 2018.%* The Solarium Commission’s report prioritizes streamlining the approval process and
delegating approval authority for DoD operations in cyberspace. The focus on streamlining was
not unprecedented: in 2018, the Trump administration published National Security Presidential
Memorandum (NSPM) 13, superseding President Obama’s Presidential Policy Directive (PPD)

20 and allowing for delegated authority from the President to the Secretary of Defense for



specific missions in cyberspace.?”> However, while NSPM streamlined some of the authorities,
many remain confined in convoluted and archaic legal shackles.?®

The DoD failures to deter cyberattacks spurred criticism from a handful of prominent
voices. Two such critics were Michael Fischerkeller and Richard Harknett — prominent scholars
with extensive experience within the DoD working on various cyber-focused staffs at the
National Security Agency (NSA), the Joint Chiefs of Staff (JCS), and USCC. In 2017, they co-
authored a piece for Orbis titled “Deterrence is Not a Credible Strategy for Cyberspace.”’ This
article offered PE as the best means for shaping norms, arguing against the operational restraint
put forth up until that point. Along with other prominent voices in the field, these two individuals
laid the foundation for the innovative 2018 departure from deterrence to disruption.

The 2018 Strategy dramatically shifts the U.S. posture in cyberspace.’® As Senator Mike
Rounds, then chair of the Senate Committee on Armed Services (SASC), compared the situation
to the quaint task of trapping mice in an interview with Fifth Domain magazine,

Number one, you’ve got to be able to have mouse traps in the house. Second of all

you’ve got to plug the holes where the mice are getting into the house ... But it’s

also very important that you put offensively, that you put out bait on the outside

and trap as many of those mice as possible before they ever get into the house...

That’s what this is all about. Tracing them down to where they’re at and taking
these mice and rats out before they can get into our house.?

While this analogy may seem quaint, it is one of the more apt descriptors of the new strategy's
purpose and intent. In other words, as JD Work (a member of the U.S. Cyberspace Solarium
Commission) explained in a recent interview, the purpose of PE and DF is to maintain the
initiative.*® This strategy has been widely misunderstood, according to COL (ret) Gary Corn. !
According to Corn, “Defend Forward is meant to proactively contest, disrupt and degrade cyber
aggression at or as close as practicable to its source before it reaches U.S., allied, and partner

networks. It takes as a given adversary persistence and entrenched will and is, therefore, aimed



principally at disruption, not dissuasion.”*? Corn further explained why deterrence does not work
in cyberspace: “Given the physical, virtual and normative structure of cyberspace, the strategic
incentives for adversaries to engage in hostile cyber operations—at least those not clearly
crossing the use-of-force threshold—so significantly outweigh the disincentives that traditional
deterrence models hold little to no sway.”** The failure of deterrence (regardless of actual or
merely perceived) in cyberspace inspires support for a more proactive cyber posture through PE

and DF frameworks.

Relevant Publications

This paper draws upon cyber strategy literature and publications to explain why the
United States should continue implementing PE and DF in future cyber strategies. Two leading
schools of thought exist within the body of unclassified, peer-reviewed literature dedicated to
this topic: those who argue the 2018 Strategy will produce favorable tactical, operational, and
strategic effects for the United States, and those who argue that it will create a dangerous
escalation in cyberspace by amplifying reactionary actions on the conflict continuum.** In
general, scholars believe that PE and DF frameworks are either effective or ineffective.

The Army Cyber Institute’s (ACI) Cyber Defense Review (CDR) publishes some of the
most significant ideas supporting PE and DF. In the Spring 2020 CDR, James R. Platte wrote an
article titled “Defending Forward on the Korean Peninsula.”* In it, he argued PE and DF could
effectively be used to reduce North Korea’s malicious cyber activity. Platte’s article places these
frameworks within an operational as well as a strategic context. COL (ret) Corn — who holds
Director of ACI amongst his many former titles — reinforces Platte’s position by arguing in favor

of the legality of U.S. presence on foreign networks.*® Corn’s article in the Temple International



& Comparative Law Journal in 2018 titled “The Use of Force and Cyber Countermeasures”
details how cyber measures are far more challenging to implement than traditional methods of
force, arguing that restrictions to offensive cyber operations must be relaxed in order to defend in
cyberspace effectively.’’

Policymakers have further shaped cyber strategy debate through a significant number of
public statements. The shift in some policymakers’ perspectives is a reflection of the dynamic
nature of this debate. One example of this is Emily Goldman, a prominent cyber strategist and
member of the Policy Planning Staff at the Department of State. At an American Bar Association
panel of lawyers in November 2019, she shared her perspective that the 2018 Strategy will prove
ineffective against state actors like China.*® However, by the Fall of 2020, her viewpoint had
changed. Goldman’s article in Texas National Security Review revealed her new opinion that the
U.S. needed to pursue PE and DF.* Goldman’s bit flip is just one example of the many such
shifting perspectives amongst policymakers today.

One leader who has not shifted perspective is the NSA/CSS/USCC Commander, GEN
Nakasone. In a 2019 Joint Forces Quarterly article, he argued that the United States must
effectively defend forward in cyberspace or risk falling behind its adversaries.*’ Similarly,
American political theorist and founder of neoliberalism Joseph S. Nye published an article in
the MIT Press Journal called “Deterrence and Dissuasion in Cyberspace,” where he explained
the mechanisms by which cyber can be effectively used for strategic deterrence and denial.*!
These articles clearly and convincingly argue the United States must maintain technological pace
with its adversaries during the current Revolution in Military Affairs (RMA).

This body of literature in favor of more restrictions on U.S. cyber strategy is more

developed than in favor of a proactive strategy. This disparity is likely because the idea of a



proactive national cyber strategy is newer than the concept of a defensive approach. Amongst
scholars who argue that U.S. cybersecurity strategy should be more restrictive, there are two sub-
groups: those who merely believe PE and DF will be ineffective and those who believe these
frameworks will prove detrimental to U.S. strategic interests. The former group is smaller and
includes influential voices such as Marietje Schaake, President of the CyberPeace Institute and a
policy director at Stanford University. In a recent article in Foreign Affairs magazine, Schaake
argued that the United States needs to have much more oversight of cyber offensive and
defensive operations. Her article highlights the gaps between private and public sector
capabilities and calls for a greater convergence of efforts. Similarly, David Mussington, Director
of the Center for Public Policy and Private Enterprise at the University of Maryland, focuses his
arguments against PE and DF on the lack of public-private sector data sharing.*> Mussington
goes one step further than Schaake by arguing that these frameworks could create a deleterious
new norm for state cyber actions, which would reduce global stability.*

Scholars who have argued that PE and DF are merely ineffective include Jason Healey,
Neil Jenkins, and JD Work. Healy’s prolific publications on cyber deterrence include one article
from the Journal of Cybersecurity titled “The Implications of Persistent (and Permanent)
Engagement in Cyberspace,” which argues that PE and DF will fail to deter adversary cyber
activities because these frameworks are based on an improbable series of assumptions and
circumstances.* Similarly, Jason Healey and Neil Jenkins published an article for CyCon 2020
called “Rough-and-Ready: A Policy Framework to Determine if Cyber Deterrence is Working or
Failing.” This article argues that it is too soon to quantifiably identify whether or not the 2018
Strategy is working, and it offers a metrics-based framework for examining future effectiveness.

Finally, Healey, Jenkins,” and JD Work’s article for CyCon 2020 called “Defenders Disrupting
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Adversaries: Framework, Dataset, and Case Studies of Disruptive Counter-Cyber Operations”
builds upon Healey’s and Jenkins’ previous work by further delineates specific metrics and case
studies for successful cyber operations.*’

Finally, a growing group of scholars favor a more passive, normative approach to cyber
strategy. In September 2019, Eneken Tikk and Mika Kerttunen published an article in the
Norwegian Institute of International Affairs Journal called “Parabasis: Cyber Diplomacy in
Stalemate.” This article argues that the United States’ current cyber strategy risks sparking
antagonistic actions: cyber policy should instead be driven by forming international norms.*®
More recently, Ducheine and Pijpers published a paper through the Amsterdam Center for
International Law titled “The Mission Component in Deterrence Theory: The Legal
Framework.” They concur with Tikk and Kerttunen’s opinion that a legal framework must be
established before embarking on significant cyber deterrence operations.*’

Within the group of scholars opposed to PE and DF, three final scholars warrant mention
due to their influential voices against this strategic approach. First, Brandon Valeriano and
Benjamin Jensen’s article “The Myth of the Cyber Offense” in CATO Institute’s Policy Analysis
Journal in January 2019 argues that offensive national cyber strategies are not merely
strategically ineffective, but also dangerously alter current norms, paving the way for an
unnecessary escalation of force. Drawing from Valeriano and Jensen’s work, British scholar
Mariarosaria Taddeo published an article titled “Norms and Strategies for Stability in
Cyberspace” in the Italian Institute for International Political Studies Report. In this, she argues
that without a framework of norms and strategies, cyberspace will become an irreparable “wild

west.”*8
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Within the body of literature on U.S. cybersecurity strategy, PE and DF have shaped
recent domestic and international cybersecurity debates. Scholars generally fall into two groups —
those in favor of the 2018 Cyber Strategy and its primary frameworks of PE and DF, and those
opposed to this strategic approach. These arguments are colored by the recent advent of
cyberspace itself, the lack of international cyber laws and norms, and the dynamic nature of

domestic and international cyber strategy.

Military Reasons

The 2019 NDAA’s reclassification of cyberspace operations as TMA enabled PE and DF
to assume an active, operational military role supporting existing strategic military guidance. PE
and DF support the most recent National Security Strategy (NSS), National Defense Strategy
(NDS), and National Military Strategy (NMS) by enabling proactive cyber operations capable of
defense, denial, degradation, disruption, and defeat — all below the level of armed conflict.

At the highest level of strategic guidance, the 2017 NSS states that the United States will
“defend, and when necessary defeat malicious actors who use cyberspace capabilities against the
United States... [the US] will be risk informed, but not risk-averse, in considering [its]
options.”* Significantly, the 2017 NSS’ approach to risk is a shift from previous strategies,
which took a more cautious and reactive approach to operational risk: in the 2015 NSS, President
Obama intended merely to “pursue a comprehensive agenda that draws on all elements of our
[U.S.] national strength, that is attuned to the strategic risks and opportunities we face....”>° PE
and DF implement the 2017 guidance to pursue a risk-informed cyber strategy by introducing

new operational interactions within agreed competition short of war."!
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Nested directly under the NSS, the 2018 NDS states that DOD’s actions enable
diplomatic negotiations from a position of strength, but if diplomacy and deterrence fail, the
Joint Force will take military actions to win.>> Within cyberspace, the NDS explains the United
States will “prioritize capabilities to gain and exploit information, deny competitors those same
advantages, and enable [the United States] to provide attribution while defending against and
holding accountable state or non-state actors during cyberattacks.” >* In support of the NDS, PE
and DF encompass military actions to defend against and deny advantages to adversaries in
cyberspace during a cyberattack. Notably, the 2018 USCC Command Vision notes that “well
defended cyber terrain is attainable but continually at risk.”>* Moreover, timely proactive cyber
actions within agreed competition allow the United States strong diplomatic positions from
which to negotiate by both facilitating attribution of adversary actions in cyberspace and

acquiring forward operational footholds for

The Integrated Approach

a potential counterattack.
Finally, the 2018 NMS includes a

new mission focus of “[competing] below

CONSEQUENCE

the level of armed conflict (with a military

dimension).”* The previous NMS,

published in 2015, provided a framework ERRERAT,

) ) Figure 1: Integrated Approach to
for an integrated approach to the conflict the Continuum of Confflict

continuum in which deterrence, denial, and defeat were the preferred strategies for high
consequence/low probability threats, and disruption, degradation, and defeat were the strategies
for low consequence/high probability threats (Figure 1). The 2018 NMS notably approaches

cyber threats more proactively with the added mission focus area of military competition short of

13



armed conflict. PE and DF frame the operational disruption of adversary cyber actions and
degradation of adversary cyber capabilities even in low probability/high consequence situations,
thereby supporting the shift from the 2015 to the 2018 NMS. Overall, PE and DF directly
support strategic guidance in the 2017 NSS, the 2018 NDS, and the 2018 NMS.

One way in which PE and DF do not directly fulfill the strategic goals of the NSS, NDS,
and NMS is through deterrence. Many scholars mistakenly assume that these frameworks are
primarily deterrence strategies. Some even use the assumption that PE and DF are deterrence
strategies as the basis for scholarly arguments: for example, the prominent cybersecurity scholar
Jason Healey recently articulated that PE and DF are not reliable means of deterring adversary
behavior.*¢ In their widely-read paper for the CATO Institute, Valeriano and Jensen further
argue that proactive cyber offensive actions are flawed because they are ineffective at preventing
attacks from malicious actors.®’ They contend that PE and DF will escalate reactions within the
cyber domain but fail to deter enemy attacks effectively.>® However, as Jacqueline Schneider
explains in an article on Lawfare, “[PE is] not as much an articulation of a new stand-alone
strategy as it is a counterargument against the deterrence-based and norms-based strategies of the
Obama administration.”*® Gary Corn concurs with Schneider’s summary, explaining that neither
of these strategic frameworks is intended for deterrence; instead, PE and DF's primary purpose
lies primarily in disruption.®® While PE and DF's primary purpose is not to deter, that does not
mean PE and DF cannot contribute to deterrence over the long term. Deterrence can be a
potential long-term benefit of PE and DF, but it is not the primary purpose of these strategic
frameworks.

In fact, the two main frameworks of the current U.S. cyber strategy are predicated upon

the idea that it is too late to implement deterrence — they accurately assume that hostile actions in
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cyberspace are already occurring routinely. According to the Joint Chiefs of Staff, “Deterrence
operations convince adversaries not to take actions that threaten U.S. vital interests by means of
decisive influence over their decision-making.”®! But within cyberspace, nefarious state and non-
state actors have already conducted this decision-making process — demonstrated through the
relentless rate of cyberattacks against the United States. Adversaries have already penetrated
U.S. networks and proven the desire, capability, capacity to act maliciously, below the level of
armed conflict, against the United States. Therefore, it is too late to influence adversary decision-
making in the short term. PE and DF frameworks acknowledge this strategic posture and
therefore are not elements of a deterrence strategy.

Because it is too late to implement deterrence, the 2018 Strategy focuses on seizing the
initiative through disruption.®? According to Joint Publication 3-0 (Operations), “As operations
commence, the JFC needs to exploit friendly advantages and capabilities to shock, demoralize,
and disrupt the enemy immediately.... The JFC seeks decisive advantage through the use of all
available elements of combat power to seize and maintain the initiative, deny the enemy the
opportunity to achieve its objectives, and generate in the enemy a sense of inevitable failure and
defeat.”® The goal of seizing the initiative is to establish an environment conducive to
deterrence. This shift in focus is portrayed in the lack of focus on the term “deter” in Joint
Publication 3-12 (Cyberspace Operations); it is only found once — in a cited quote from the 2015
DoD Cyber Strategy.®* PE and DF implement the Joint Chiefs’ emphasis on denial in cyberspace
by degrading adversary capabilities, disrupting adversary access, and destroying adversary
access to cyber targets. These actions aim to regain the initiative within the agreed competition

space and lay the foundation for an effective cyber deterrence strategy.
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The PE and DF frameworks of cyber strategy also support the DoD’s shift from
counterterrorism operations to Great Power Competition (GPC) through realigning cyber
planning from an event-driven process towards one focused on long-term objectives integrating
the whole-of-government approach (WGA). Before 2018, cyber planning methodology followed
a more traditional process based on the Joint Planning Process (JPP). Cyber planning drew from
the JPP for three primary reasons. First, the evolving nature of cyber operations made it difficult
to implement a new process while USCC was still forming. Second, the NCA required for
offensive cyber operation approval remained undelegated, so few operations were occurring.
Third, the lack of WGA-integration led to DoD-constrained cyber planning. However, the JPP
posed several problems for cyberspace operations planners. Most significantly, it required a
clearly defined mission, an unrealistic understanding of the adversary, and an impossible
standard for Measures of Performance and Effectiveness. While the PE and DF frameworks are
not planning processes, they are operational approaches that necessitate a fresh approach to
strategic cyberspace planning.

The USCC-led Joint Task Force-Ares (JTF-Ares) laid the groundwork for just such a new
planning approach. Established in 2016, JTF-Ares created a new framework for cyber-focused
integration amongst multiple government stakeholders. However, it still focused on
counterterrorism missions and operated under existing Authorizations for Use of Military Force
(AUMFs). Two years later, GEN Nakasone publicly announced the Russia Small Group (RSG).
The RSG built upon the JTF-Ares model, but furthered it by seamlessly integrating more
government entities and creating a mission set aligned against a near-peer, nation-state

competitor below the level of armed conflict.
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In response to the recent SolarWinds attacks, the U.S. Government announced a further
adaptation of this model — the Cyber Unified Coordination Group (UCG). Led by the National
Security Council, the UCG focuses on identifying the scope and potential mitigation methods of
the SolarWinds attack across both public and private sectors.®> This significant shift in
cyberspace operations planning — a direct result of the strategic frameworks of PE and DF —
capitalized on the improved understanding of the nature of cyber operations, the delegated
approval authorities for cyber operations, and the increased channels for a WGA to cyberspace
planning operations. It propelled cyber planning efforts from singular, event-driven processes
rooted in the JPP to long-term efforts across the conflict continuum, thereby supporting the
greater DoD shift from counterterrorism to GPC.

The United States must continue to employ a PE- and DF-centered cyber strategy to
support strategic guidance on DoD operations and necessitate an improved planning process
focused on GPC. PE and DF support the shift in military operations towards GPC by
implementing cyber defense, denial, degradation, disruption, and defeat, while regaining the
initiative required to implement future military deterrence in cyberspace. Because of this, PE and

DF represent vital military frameworks for future cyberspace operations.

Economic Reasons
If the United States fails to maintain the initiative, it will be caught focusing on cyber
defense. As proven by efforts before 2018, a defense-focused cyber strategy is ineffective at
protecting national interests and deterring adversary behavior. Not only does a defensive cyber

posture result in a disadvantageous military and political posture, but it also imposes exorbitant
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costs. Failing to continue implementing PE and DF poses financial risks that threaten to cripple
the U.S. economy.

Cyberattacks can cause fiscal damage in three ways. First, they can directly steal IP,
which took years of research and development to obtain. The United States has repeatedly seen
its technologies, data, and information stolen by adversaries in cyberspace — all below the
threshold of armed conflict. As the world leader in innovation, the United States is also the
primary target for IP theft. As SASC member Senator Rounds analogized, much like a mouse
stealing a piece of cheese (or a missile hitting American soil), by the time the crime is committed
it is far too late to mitigate or repair the damage. One prominent example of IP theft is the case
of the F-35s.¢ This case is noteworthy because it targeted the U.S. Defense Industrial Base.
China not only stole research and development time in the form of F-35 plans, but it also gained
a strategic advantage in military weaponry. While it is impossible to accurately assess the value
of the F-35 theft because the ramifications continue to evolve, economic analysts have developed
rough numbers for the costs of IP theft to the U.S. economy: a 2017 report by the Bureau of
Asian Research’s Commission on the Theft of American Intellectual Property notes that the
annual cost (to the U.S. economy) of IP theft to was between $225 and $600 billion dollars.¢’

The second way attacks incur fiscal damage consists of first- and third-party costs to the
attacked entity.%® First-party costs include those that result directly from the incident. These
include malicious code investigation and cleanup, immediate software purchases needed to patch
the hacks, man-hours devoted to addressing the hacks, reacting to the situation, and incorporating
further safety protocol patches, adverse effects on the company’s public reputation and share
price, and customer support efforts. Third-party costs include those costs resulting from private

litigation. Unfortunately, accurately assessing the costs of cyberattacks is difficult due to
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inadequate data. Sasha Romanosky explains how cyber incidents become observed, public data,
and are subsequently incorporated into economic estimates (Figure 2).%° Despite the lack of data,

statistical analysis done by
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Figure 2: Data Generating Process for Cyberattacks
sources, indicates that the

average cost of a data breach is around $6.5 million.”® Data breaches — which along with security
incidents, privacy violations, and phishing and identity thefts, comprise one of four types of
cyberattacks — are increasing in both frequency and cost per incident.

In 2018, the U.S. Council of Economic Affairs (CEA) published a report titled “The Cost
of Malicious Cyber Activity to the U.S. Economy.” This report explains that professional
cybersecurity costs to the economy per incident for a cyberattack range from $2.7 million to
$498 million. As it is impossible to correlate precise geographic origins to these costs, this
number represents the cost to the American economy of aggregate, geographic-agnostic,
malicious activity. For 2016, CEA found that firms lost approximately 0.8% of their market
share within a week of a public announcement of a cyber event.”! A recent and germane example
of this is the SolarWinds attack.” As noted by the IT-focused news source CRN recently:
“Cyber insurance vendors are expected to spend $90 million on incident response and forensic
services for clients who were compromised by the SolarWinds hackers.”” Also, SolarWinds
stock itself dropped due to the public pronouncement of the hack: SWI stock (SolarWinds stock,
traded on the New York Stock Exchange) went from $23.55 per share on December 11, 2020 to

$14.18 per share on December 18, 2020 — nearly a 40% drop in share price. Furthermore, attacks
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have been steadily increasing: according to PurpleSec, a cybersecurity firm, the total number of
malware infections reported in the United States in 2009 was 12.4 million; in 2018, it was 812.67
million.”™

The third way cyberattacks can cause fiscal damage is through the loss of public faith in
the system. Cyberattacks are inherently breaches of trust and have reverberating effects on
individual perceptions, which shape future behavior. As one cybersecurity company notes, when
a cyberattack occurs, “the credibility of government institutions is jeopardized, causing even
greater inflation of resources used to overcome such damaging fiscal setbacks.””®> Cyberattacks
can cause fiscal damage far beyond quantifiable and documented costs — they can disrupt
American society by eroding the fabric of its governmental system.

A common argument against PE and DF frameworks promotes an increased cyber
defense network instead of proactive engagement. However, this argument fails to understand
basic computing characteristics. A refresher on two basic trend prediction frameworks — Moore’s
Law and Metcalf’s Law — easily repudiates this argument. Moore’s Law, written by Intel co-
founder Gordon Moore in 1965, states that the density of transistors — those basic switches in
computing that enable the speed of connectivity - would double every two years. Almost three
decades later, George Gilder took a slide from one of Metcalf’s presentations and extrapolated
the idea to state that network value is proportional to N*2.7¢ In English, this means because the
value of a network is proportional to the number of nodes, and because the number of nodes is
increasing exponentially, then the prevalence of networks will increase exponentially.

The timing of the new US Strategy could not be more critical — now, on the cusp of
quantum computing and a subsequent boom in supercomputing capabilities, the idea of reactive

network defense could increasingly result in global network isolation. Global network isolation
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is not only anathema to the very culture and spirit of the American people, but it is also a poor
economic strategy: such restrictions would simply drive businesses out of the United States. In
short, because of the nature of cyberspace, focusing on restraint would be similar to creating a
modern-day Maginot Line — something cybersecurity firms identified years ago, as seen in
FireEye’s report from 2015 titled, “Maginot Revisited: More Real-World Results from Real-
World Tests.” In this report, the prominent cybersecurity firm FireEye recommended a shift in
cybersecurity approaches, arguing that companies need to “move away from passive, poorly
integrated defenses that provide a fragmented view of threats and cannot connect the dots in
advanced attacks... [they need] a tightly integrated, nimble architecture that enables big-picture
vigilance.””” The report goes on to note that, “today’s security organizations can’t afford to
passively wait for attacks...instead, they should take a lean-forward approach that actively hunts
for new and unseen threats.”’® This verbiage is a significant harbinger of similar phrasing used in

the planning and implementation of the 2018 Cyber Strategy.

Strategic Reasons
Strategic planning differs from military planning. As former Secretary of State Dean
Acheson explained, strategic planning is “to look ahead, not into the distant future, but beyond
the vision of the operating officers caught in the smoke and crises of current battle; far enough
ahead to see the emerging form of things to come and outline what should be done to meet or
anticipate them.”” It is not enough for the U.S cyber strategy to be effective for immediate
military or economic purposes, but it must also provide lasting benefits without deleterious

repercussions.
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As an increasing number of states gain sophisticated capabilities and capacity within
cyberspace, a framework for normative behavior will need to emerge to mitigate potential fallout
from hostile actions or escalatory behavior.®® There are two ways in which PE and DF
frameworks enable the creation of a favorable set of norms in cyberspace. The first is through
tacit bargaining. The second is by increasing the connective tissue within the federal
government, which will support the creation of norms through litigious means. Cyber is a new
domain (and the only artificial domain), and the innovations involved poise our world on the
edge of an RMA.3! The United States has been reticent to enter into the legal fray of cyberspace,
but DoD’s efforts will normalize proactive cyber operations between states and open the door for
litigation to forge new norms.

In contrast to the explicit bargaining used in previous cyber strategies, PE and DF
frameworks implement norms in cyberspace through tacit bargaining. Explicit bargaining in
cyber has been attempted a few times. The most prominent examples were during the Obama
administration, where the United Nations 2013 and 2015 Group of Governmental Experts (GGE)
attempted to promote a list of voluntary norms for operating in cyberspace; in 2017, these efforts
stalled due to a lack of buy-in from UN nations.®? Another example is the 2015 Obama-Xi
agreement, which attempted to curtail IP theft.?* This agreement failed to curb behavior because
it lacked both positive and negative incentive structures.

As far as a negative incentive structure, attribution remains the lynchpin in cyberspace.
While a state may be aware of an adversary’s presence on its network, little can be done about
this presence until the state can publicly attribute nefarious actions to this adversary. Public
attribution is difficult to achieve without exposing a state’s tactics, techniques, procedures, and

accesses. Few incentives exist for altruistic behavior within cyberspace. As explained through
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the mouse metaphor — the mouse is attracted to the warmth and the food in the house; only the
very small risk of being caught disincentivizes the mouse from attempting to gain these things.
The only potential incentive for a state also hinges on attribution, and it is less of a carrot and
more of a fear of loss. If the offended state exposes the aggressor state to the global community,
this can erode the global perception (or moral high ground) of the aggressor state, subsequently
eroding its global bargaining power. However, again, this requires the offended state to show its
hand, potentially at the cost of exposing classified collection capabilities.

When it comes to tacit bargaining, which essentially creates norms through actions
instead of verbal agreements, the PE and DF frameworks offer an effective operational strategy
in cyberspace. Tacit bargaining depends on a body of experience — patterns of actions.®* This
type of bargaining lends itself well to cyberspace, in which malicious actors and malware are
primarily codified by patterns of behavior. According to Fischerkeller and Harknett, tacit
bargaining can create reliable expectations of behavioral norms within cyberspace.®> Forward,
continuous cyber operations will enable the United States to build the scaffold of internationally
accepted behavior.

Finally, the United States must continue PE and DF to enable the development of a
normative framework through litigious mechanisms. As Martha Finnemore argues in her book,
“The Purpose of Intervention: Changing Beliefs About the Use of Force,” International Human
Rights Law can be informed through the actions of lawyers themselves.®® Finnemore points out
that discussions between lawyers resulting in minor legal determinations can constitutively swell,
eventually affecting the greater community through a regulative framework. As private
companies are already much further along than governments with creating norms through

constitutive ontological effects (as seen with the Cyber Peace Institute and the Cybersecurity
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Tech Accords), the U.S. Government could support norms deterring malicious actors by
choosing to weigh in on cybersecurity cases. Pushing cyberlaw cases through the system will
create a new normative standard within the United States; it will not take long to spread
internationally. PE and DF frameworks require a WGA, enabling norms-through-litigation
efforts by forging the connective tissue within the Federal Government to deal with nuanced

cybersecurity cases effectively.

Conclusion

Persistent Engagement and Defend Forward, the two main frameworks of the 2018 Cyber
Strategy, represent a bit flip in the U.S. approach to cyberspace. While they do not exist in a silo
— they are buttressed by considerable intra-governmental efforts to enable, including revisions to
terminology and increased funding — they constitute the most significant shift in U.S. cyber
strategy to date. Implementing these frameworks is crucial because they enable operationally
sound military actions to maintain the initiative and directly support the National Security
Strategy, National Defense Strategy, and National Military Strategy. Economically, they allow
the United States to prevent Intellectual Property theft, reduce cyberattacks and subsequent costs,
and maintain the trust of the American public. Strategically, these frameworks enable the
development of norms through tacit bargaining and developing a legal framework for
cyberspace. It is worth echoing the benefits of these frameworks to ensure the current
Presidential administration continues to persistently and proactively engage with adversaries in

cyberspace in order to defend the nation.
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