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On 14 September 2012, approximately 20 Taliban fighters infiltrated the airfield of Camp
Bastion in Helmand Province, Afghanistan. Over the course of four hours, they destroyed six
United States Marine Corps (USMC) A/V-8B “Harrier” jet aircraft, various aircraft support
facilities, and killed two Marines. They carefully planned this attack for over a year and attacked
- using small arms, grenades, and rocket propelled grenades (RPG). This successful assault
ultimately led to the forced retirement of two Marine Generals for failure to properly balance
force protection with force projection and the failure to employ a layered defense in depth of
Camp Bastion.! Now, imagine a scenario sometime in the future with coalition forces deployed
in a similar fashion aboard a major air base. Instead of Harriers, Joint Strike Fighters (JSF) line
the airfield, at a cost of close to $150 million per aircraft. USMC forces have deployed a layered
defense in depth of the base to repel ground attack because the events of 14 September 2012
have not been forgotten. However, the enemy has adapted and weapons technology has evolved.
Instead of 20 individuals using small arms and RPGs, the enemy employs a swarm of 20 low-
cost Unmanned Aerial Systems (UAS), each equipped with an explosive payload and used in the
same manner as precision-guided munitions (PGM). Perhaps the enemy uses one UAS equipped
with a basic communications package and a laser that guides rockets, missiles, or mortars onto
the airfield. Twenty JSFs, over $2 billion worth of aircraft, lay either destroyed or in a state éf
major disrepair. UASs complimented by guided rockets, artillery, missiles, and mortars (G-
RAMM) present a major threat to Marine Air Ground Task Force (MAGTF) operations. In order
to meet the demands of our nation’s Defense strategy and face the increasingly complex
character of wars of the futﬁre, the MAGTF must improve its capability and capacity to counter

G-RAMM and UAS threats in the myriad of operating environs in which the MAGTF will fight.



During the last two decades, Marine Corps leadership elected to accept major risk in
manning, training, and equipping its GBAD forces. In the late 1990s, the Marine Corps
eliminated the MIM-23 Homing All The Way (HAWK) missile from service with the intent to
replace it with the Surfaced Launched Advanced Medium Range Air to Air Missile
(SLAMRAAM) as part of the Complementary Low Altitude Weapon System (CLAWS).
CLAWS was tested, but never fully fielded. In the end, HAWK gave way to the Avenger
weapon system, equipped with “Stinger” missiles, and the Light Armored Vehicle Air Defense
(LAV-AD) system. During the Force Structure Review Group (FSRG) process, the Marine
Corps air defense community lost an entire Battery in 2007 — the only USMC air defense unit in
the 3d Marine Expeditionary Force (MEF) area of operations (AQO) as well as its reserve unit, 4th
Low Altitude Air Defense (LAAD) Battalion (Bn), in 2005. The Avenger weapon system and the
LAV-AD no longer exist. Maintenance costs and other priorities spelled doom for these two
“unnecessary” weapons systems. Thus, in 2015, the MAGTF’s organic air defense capability is
limited to two undermanned LAAD Bns equipped with shoulder-fired Stinger missiles and
“stock” crew-served weapons. Both Bns served as provisional security forces during Operations
Iraqi Freedom (OIF) and Enduring Freedom (OEF).

At the time, the decision was not necessarily unfounded or unjustified; however, this
may not be the case in future war. The absence of a sophisticated air threat in OIF and OEF and
the historical ability for US forces to achieve air superiority has shifted priorities away from air
defense. While the MAGTF will always seek to establish air superiority in its operations, the
enemy knows this and is developing a counter to how the MAGTF prefers to fight. Indeed, the

future operating environment will be characterized by “the proliferation of modern conventional



and cyberspace weapons to a broader range of state and non-state entities, along with the erosion
of U.S. technological advantages in areas where we have long enjoyed relative superiority.”2

The Marine Corps has accepted too much risk in GBAD of the MAGTF. Air Superiority
in Iraq and Afghanistan meant that ground maneuver units did not have to consider a threat from
the air while planning and operating. Future USMC operational concepts call for disaggregated
operations over great distances, where theater-level air superiority will be difficult to gain and
maintain. UASs are cheap alternatives to manned aircraft and can achieve the effects that cruise
missiles can achieve — not unlike the Japanese Kamikazes of World War II.  The sophistication
of emerging enemy armed UASs is irrelevant. Low observable/detectable aircraft and munitions
have outpaced MAGTF capabilities and present a threat to the entire future range of military
operations (ROMO) in which the MAGTF is likely to operate.

Background

As is often the case in military history, the attack on Camp Bastion was not without
historical precedent. Italian air power theorist Giulio Douhet posited, “it is easier and more
effective to destroy the enemy’s aerial power by destroying his nests and eggs on the ground than

to hunt his flying birds in the air.”

Admittedly, Douhet was advocating for the offensive use of
air power and its best use in striking the enemy’s aircraft with your own before he can leave the
ground. Taken at face value, however, it offers an insight into how future adversaries may try to
limit the asymmetric advantage that American air power provides in military operations. In a
thoroughly researched and expansive report conducted for the RAND Corporation in 1995, Alan
Vick studied all of the major attacks on air bases in conflicts from 1940 to 1992. Vick found

that, in the 52-year period covered, 645 attacks were conducted against air bases and the attacks

came in the form of infiltration, penetration, or via standoff weapons.*



Most large- unit attacks on airfields succeeded because defending ground
forces were outnumbered, outgunned, or outclassed. On Crete,
maldeployment (sic) of forces and bad leadership prevented effective use of
well-trained and motivated forces. Many times, attacker air superiority also
played an important role. For both standoff and penetrating attacks
intended to destroy aircraft, shortages in high quality rear-area security
forces and a lack of surveillance assets were the most common weaknesses.”
Keeping Camp Bastion in mind, enemy forces still clearly view attacks on airfields
as a worthwhile objective in trying to limit MAGTF capabilities. Therefore, Vick’s study is
as relevant today as it was in 1995, and will be relevant for the distant future. He found that
the basic tactics behind air base attack and air base defense had changed little since World
War IT and predicted that “a variety of new information and sensor weapon technologies
offers opportunities for attacker and defender alike.”® He also found that, in Vietnam, US
forces demonstrated a great deal of creativity in countering the sapper threat and, thus, the
Vietnamese communists turned to standoff weapons in their efforts to destroy US aircraft.’
Unfortunately, as Vick points out, Military Assistance Command, Vietham (MACV), did
not take air base security seriously enough to effectively counter the standoff threat to air
bases: “Without ground forces and airborne surveillance assets dedicated to controlling
the standoff footprint, USAF bases remained vulnerable to the end of the war.”®
More troublesome is the possibility that precision-guided munitions (PGMs)
for existing standoff weapons, as well as for some new weapons, may give
small standoff attacks a lethality that they lacked in the past. For example,
recall that in Vietnam almost 300 of the standoff attacks fired fewer than

10 rounds. If the attackers had been armed with PGMs for their mortars,
USAF losses from these small attacks could have been very high.’

Of the 194 pages of the report, it is the above quote that is of most relevance to this paper
and should be of the greatest concern to MAGTF commanders and planners. We are
moving into an uncertain future characterized by our adversaries both limiting our access

to parts of the globe previously open and closing the technology gap that the US has



enjoyed for decades. This should be of paramount concern when allocating resources to
counter such threats as standoff attacks: “The G-RAMM threat is both real and growing. If
the threat from increasingly accurate and available standoff indirect fires is not addressed, it will
severely limit the MAGTF's ability to project power during a period when our role in creating
access is increasing in importance.”'?
The Strategic Environment

The current strategic environment can be characterized as one where the Marine Corps
must prepare to counter the full range of possible emerging threats; however, it must do so in an
environment where there is uncertainty about whether the Corps will have the money and
manpower needed to do so. Fiscal austerity’’ and troop reductions are ongoing and in play for
the near future. However, new technology and new centers of power in the world has caused US
strategic focus to emphasize the full ROMO." Resources will certainly drive strategy, but so too
must evolving threats.

Future conflicts could range from hybrid contingencies against proxy groups

using asymmetric approaches, to a high-end conflict against a state power armed

with weapons of mass destruction (WMD) or technologically advanced anti-

access and area-denial (A2/AD) capabilities. Reflecting this diverse range of

challenges, the U.S. military will shift focus in terms of what kinds of conflicts it
prepares for in the future, moving toward greater emphasis on the full spectrum of
possible operations.

The above, from the 2014 Department of Defense (DoD) Quadrennial Defense Review
(QDR), accurately captures the scope of the challenges posed by future conflict and reinforces
the assumption that future threats are far too complex for the US military to concentrate on one
particular form of warfare. History provides planners with a template:

It would be a gross error to discount technologically propelled change in the

character of some cases of irregular warfare. But it would be a still greater
mistake to exaggerate the importance of the undoubted novelty at the expense of



recognizing the extensive continuity in strategic history. Regular and irregular
warfare have always coexisted.™*

The 2012 Defense Strategic Guidance (DSG) outlined the primary missions of the U.S.
Armed Forces,” which encompass the full ROMO, and further that although “we cannot predict
how the strategic environment will evolve with absolute certainty, we will maintain a broad
portfolio of military capabilities that, in the aggregate, offer versatility across the range of

missions described above.”!¢

Moreover, the DSG introduces the idea of “reversibility,” that
programs may be modified to respond to “evolutions in the strategic, operational, economic, and
technological spheres.”’” The 2014 QDR built upon the 21st century priorities of the 2012 DSG,
chief among them “rebalancing” to the Asia-Pacific region and sustaining a global approach to
countering violent extremists and terrorist threats. Regardless of the characteristics of future war,
the Marine Corps must possess the ability to counter emerging threats in order to carry out the
»18

missions assigned and be the “right force in the right place at the right time.

The Threat
In order to counter the full spectrum of threats and gain access in A2/AD environs, the
MAGTF must be prepared to counter emerging threats and, potentially, alter the manner in
which it fights. Two major emerging threats that the Marine Corps must be prepared to counter
are UAS proliferation and G-RAMM, especially in areas of the world where active A2/AD
systems are in place. “Anti-access strategies aim to deny the United States the ability to mass
forces near a target area, disrupt basing and logistics, and asymmetrically counter high-end U.S.

»19 China and Iran, for

military capabilities that it has been able to use previously with impunity.
example, possess anti-ship cruise missiles, mines, integrated air defenses, and G-RAMM

capabilities.® Other potential adversaries are also acquiring weapons designed to neutralize the

asymmetric advantages of the Joint Force. “As a result, access will be increasingly contested at
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theater levels in multiple domains, to include sea, undersea, air, space, and cyberspace.”

Gaining access in A2/AD environments will require a joint effort to suppress and
neutralize enemy G-RAMM capability in the amphibious objective area (AOA); thus, the
MAGTF must have the ability to defend itself from the UAS and G-RAMM threat. “The initial
phase of any joint theater entry operation will require achieving air, sea, undersea, and overall
battle network superiority in the amphibious objective area. Air Force bombers, naval strike
assets, and Marine reconnaissance and special operations forces will work to degrade and destroy
enemy anti-Navy capabilities and to reduce the G-RAMM threat ashore.””* But what happens
once the lodgment is established and the enemy conducts a counterattack with well-concealed G-
RAMM assets or interferes with operations with small UASs out of range of the defense
umbrella that the Navy provides? The Navy will continue to concentrate on the longer G-
RAMM threat,” but the MAGTF must possess the ability to defend itself once a lodgment is
established or when a breakout from that lodgment occurs. “G-RAAM weapons will h;we the
strategic impact on forces in the littorals and ashore that improvised explosive devices had in the
Iraq War, and will be as emblematic as the machine gun in World War 1%

If the Joint Force is willing to go to great lengths to gain access in A2/AD environs, then
it is highly likely that that the Joint Force (and the MAGTF in particular) will participate in
sustained operations ashore which will necessitate basing (on sea or land), and the ability to
defend that basing. “If the world again erupts in total war, bases essential to the effective
employment of air and sea power must be seized regardless of the opposition encountered, and
beachheads on large land masses will probably have to be wrested from hostile powers.””

At a time when U.S. forces are focused on operating in the Pacific Command (PACOM)

area of responsibility (AOR), basing for air, sea, and land forces will be necessary to execute the



full ROMO for the MAGTF and Joint Forces. With deference to the amount of thought, writing,

6 current resource constraints mean

and investment made into sea-basing in the last several years,”
that the US Navy will not likely possess the requisite platforms needed to conduct operations and
generate sorties solely from the sea. Uncertainty and complexity will also reign in political
relationships with foreign countries; therefore, the Joint Force may not be able to count on
friendly for basing purposes. This was the case for both Iraq and Afghanistan, where the US was
not allowed to conduct operations from Turkey and Pakistan, respectively. This means that
future sustained operations against potential adversaries will require lodgments and land bases.

At the same time, the sensors, observers, information technology, and other

crucial elements of the battle network will benefit from simultaneous evolutionary

improvements. As our enemies begin to employ armed unmanned air systems,

these might also become a separate G-RAMM subcategory, as well as

representing a significant interruption of the air superiority that we have enjoyed

for decades.”’

As noted earlier, UAS proliferation and G-RAMM munitions will likely threaten these
lodgments and bases. The scenarios briefly discussed at the outset of this essay represent only a
small example of how enemy UAS broliferation will change future battlefields.”® MAGTF
ground forces are at present accustomed to operating in environments where the US has obtained
air superiority, which is “that degree of dominance in the air battle by one force that permits the
conduct of its operations at a given time and place without prohibitive interference from air and
missile threats.”*

Rapid advances in technology and the ease by which anyone can obtain a UAS likely
means the MAGTF will rarely enjoy the level of air superiority it has become accustomed to.*
UASs in the US military arsenal are a contributing factor to this air superiority. “The US

military inventory now includes over 7,000 unmanned drones in the air and another roughly

12,000 on the ground. Hlustrating the rapid growth of this field, at the start of the Iraq war in



2003, these numbers were near zero.” ' Our adversaries, state and non-state actors alike, have
seen what the US can do with its unmanned systems and there is no doubt they will try to close
the gap. Indeed, on December 27 2014, Iran reported it had successfully tested a “suicide drone”
designed for ground and sea-based targets.’? This suicide drone is actually a copy of a captured
American ScanEagle drone.”® Admittedly, these types of UAS do not possess a huge payload,
but they do have a long loiter time and they are much cheaper and more cost effective than a
cruise missile. The bottom line is that UASs of any size that possess a precision capability can
adversely affect Joint Force operations. 4 Equally worrisome, we know that China possesses the
“Harpy” suicide UAS, which has a range of 300 miles and can carry a 70Ib payload.®

Iﬁ addition to the above, there remains the G-RAMM threat. Standoff attacks are
significantly more lethal to MAGTF forces with the advent of G-RAMM. Much like other
weapons systems, G-RAMM is likely to see an evolution of sorts in the coming years. The near-
term will include laser-guided munitions; the mid-term (within the next 6 years) will see a
greater use of GPS and sensor-fused indirect fire munitions; and in the long-term we will see
truly “smart munitions” with reduced reliance on lasers.*® For example, the U.S. 155mm M898
artillery projectile has two search and destroy submunitions that can maneuver to engage
individual targets with precision.”” The Russian-made, laser-guided “Krasnopol” artillery shell
has been sold to China, India, and Belarus.*® “Guided mortars include the Swedish 120mm
‘Strix’ with an infrared s‘eeker, the Israeli GPS-aided Isracli-Raytheon Dagger GPS-120mm
round and the Russian Gran...Google Earth can provide targeting support, while command and
control can be handled with cell phones, Twitter and other online communication tools, high-

level encryption and fiber-optic networks.”® The MAGTF must anticipate future adversaries



using these types of munitions in order to efficiently and effectively neutralize any asymmetric
advantage the MAGTF may possess.
Current Efforts

The MAGTF and the Joint Force as a whole have recognized that low radar cross section
targets like UASs and G-RAMM are a significant threat to future operations, and there are
prototype material solutions in research development that are beginning to address the threat.
The first item coming on line for the MAGTF, and possibly the most crucial given the threat, is
the AN/TPS-80 Ground/Air Task Oriented Radar (G/ATOR). Locating UASs and G-RAMM is
currently a major “choke-point” in the kill chain to defeat the threat. The G/ATOR can detect
light mortar and artillery shells at 11nm, medium caliber rockets and artillery between 22-27nm,
and various types of aircraft (manned and unmanned) between 40-135nm.*° This asset will
greatly enhance current MAGTF early warning and cueing (EW/C) capabilities and improve the
ability of GBAD forces to engage airborne targets accurately and in a timely manner.

Another major technological development in air defense is directed energy (DE) Laser
Weapon Systems (LaWS). The prototype of this weapon system, recently unveiled aboard the
USS Ponce (AFSB(I)-15), is a $40 million 30 kw-class solid-state laser (SSL). The system is
undergoing testing and is listed as operational. The Ponce’s commander is authorized to use the
SSL in self-defense if necessary.* At $0.59 per laser shot,** the SSL provides a cost effective
method for engaging low radar cross section targets.

Because the cruise missile and UAS threat have outpaced current MAGTF GBAD
capabilities, the USMC intends to incorporate the detection and EW/C of the G/ATOR with a
HMMWYV-sized variant of the SSL currently aboard the Ponce to “provide continuous, low

altitude, air defense of high value assets (HVA) aircraft, Combat Operations Centers, and

10



Tactical Assembly Areas.”* Ideally, these two systems along with an integrated command and
control system will lead to Integrated Fire Control (IFC). “IFC is an advanced capability that
teams sensors and shooters together to address challenging anti-air warfare (AAW) and Air
Defense problem sets. Under the IFC concept, sensors from air, land, or sea providing high
fidelity target data enable weapons to be fired from any domain agnostic of the platform.”** The
desired end goal of IFC is to decrease reaction time, enhance target identification, and improve
defense in depth.45 Indeed, one of the main reasons that the DE/SSL weapon is aboard Navy
shipping is in response to the very threats discussed in this paper as well as their size and the
energy required to employ them. The challenge is to fit these systems to a tactical vehicle. Once
that advance in science and technology takes place, the organization, training, and manning of
the individual LAAD Bns will undoubtedly require a complete overhaul. Directed energy
weapons are the “way of the future,” but it remains uncertain when these weapons will be

feasible for MAGTF expeditionary operations in defense of air bases and maneuver units.*®

MAGTF GBAD

As of September 2014, the USMC Deputy Commandant for Aviation (DC/A) approved
the following as the LAAD Bn mission statement: “Provide close-in, low altitude, surface-to-air
weapons fires, and when task-organized, provide command and control, and force for ground
security in defense of the MAGTF Commander’s desigﬁated vital areas.”’ With this in mind,
the 2015 Marine Aviation plan states: “Recent history has shown the need for the Aviation
Combat Element (ACE) to protect HV As. This mission falls clearly within the purviéw of the
LAAD Bn.”*® HVAs in this sense refer to JSFs, radar facilities, and bases in general. “The
LAAD Bns are the only dedicated Marine Corps asset that is able to provide three dimensional

security forces (SECFOR) to defeat an adversary’s threat to destroy MAGTF HVAs.”
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It is critical for commanders and planners to appreciate just how much goes into base
defense, “as the Marine Corps operates from expeditionary forward operating bases (FOBs) with
vulnerable, critical, non-recoupable, high-dollar aviation platforms and highly trained
Marines.”® As previously mentioned, Alan Vick found that the Vietnamese turned to standoff
attacks against airfields when the US employed adequate countermeasures against sapper attacks.
He also found that “the most effective means to deter and prevent standoff attacks was to

control the standoff footprint around the base.” !

To defeat the threat “required controlling
territory extending this distance from the base perimeter, typically with a total area of
over 200 square miles.”* Figure 1 below is the “proposed roles and responsibilities for Airbase
Ground Defense” for future MAGTF operations.*?

UNCLASSIFIED
Proposed Roles and Responsibilities
for Airbase Ground Defense

Marine Aviation
Proposed roles and responsibilities: The LAAD Bn provides the C2 for the BDOC for
coordinated airbase ground defense operations. The BDOC executes command and
control of all Security Areas to ensure unity of effort and unity of command for Base

Defense operations.

SECURITY AREA TYPE DEFENDED ASSETS TJACTICAL TASKS
- PROVIDE PERSISTENT PRESENCE AND ARMEO RESPONSE

SUJTED UNIT

FUEL FARMS, C2 NODES MWsS
HYL ’ * + RESTRICT ACCESS TO AUTHORIZED PERSONNELL
FLGHTLINE SECURITY FLIGHTLINE, AIRCRAFT ) ) AND AUGMENTS
PRAISING CONTISTENT WITH AND ATTAINABLE VIA BASIC RIFLESMAR SKILLS}
. PROVIDE PERSIGTENT PRESENGE AND ARMED RESPONGE
C2 NODES, ASP, LOGISTICAL = > TENANT UNIT

INNER SECURITY AREA (TRAINING CONSISTENT WiTH AND ATTAINABLE VIA BASIC RIFLEMAN
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- MAN OBSERVATION TOWERS

NODES, DFACS, BILLETING, GYM SECURITY FORCE

- EMPLOY MACHINE GUN POSTS LAAD BN
BASE PERIMETERPROPER [ execute ecopveps AND AUGMENTS
{ADDITIONAL TRAIING REQUIRED TO BREPARE PERSONNEL FOR TASKS IN PYP}
- MOUNTED/ DISMOUNTED PATROLS
+ ESTABLISH DEFENSIVE POSITIONS LAAD BN
BASE SECURITY AREA - EXECUTE QRF TASKS (INTERNALAND EXTERNAL)

SIHBIAOUAL AND COLLECTIVE ADVANCED TACTICAL SKILLS REQUIRING CONTINUAL AND AUGMENTS

LT TRAIING)

GCEBATILESAPCE

Figure 1

Depicted is a typical airbase security set-up with the LAAD Bn providing the Command
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and Control (C2) for the Base Defense Operations Center (BDOC). The SECFOR posture and
manning requirements will certainly adjust with the size of the base, the threat, and the
commander’s risk acceptance, but the security footprint as proposed is significant and could
requite MAGTF Commanders to accept significant risk in either offensive or defensive
operations to protect HVAs in places where adversaries possess UASs and G-RAMM. If the
airfield in Figure 1 is 3km, its circumference is roughly 20km. A guard tower every 200m
equals 100 towers. If two Marines man each guard tower for three shifts per day, the guard
towers alone require a force of 600 Marines, which is 15 Platoons of 40 Marines each. Add in
the requisite supervision — corporals and sergeants of the guard, as well as platoon sergeants and
commanders — and that guard force increases to 690. If the “outer perimeter zone” in Figure 1 is
a Skm “buffer” to keep HV As out of 82mm mortar range, the security increased from roughly 30
square km to 200 sq km. Two forces of similar strength are necessary to maintain security in the
“outer perimeter zone” and conduct patrolling, quick reaction force, and other training.
Including C2 and “commodities enablers,” the SECFOR for a small (3km) airfield is
approximately 1,500 Marines.”* Bear in mind, these 1,500 Marines are executing ground
defense of an air base. Absent a threat from the air via UAS or G-RAMM, the above presents an
accurate planning factor for force structure.

The use of “augments” to bolster SECFOR requirements was a common practice during
OIF and OEF and augments from all specialties in the Marine Corps were used in security roles.
This necessitated an extensive pre-deployment training program (PTP) for several months prior
to executing a security mission. As the nation’s expeditionary force in readiness, the Marine
Corps cannot comfortably rely on PTP for forces executing non-doctrinal mission sets across the

globe. Therefore, planning to augment LAAD Bns with the forces required to defend airfields
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from ground attack will prove difficult if not impractical in the future. Further, as an aside,
history shows that relying on help from other services is problematic: “Reliance on other
services for the defense of air bases was a problem for the RAF on Crete, the Lufiwaffe in
North Africa, and the US Air Force (USAF) in Vietnam. In each case, air base defense
had to compete with other missions on which ground commanders placed higher
priority®®> Arguably, this is what happened at Camp Bastion. Competing priorities and a lack of
specialized training from augments means that commanders will likely have to accept significant
risk in the defense of HVAs. If the UAS and G-RAMM threat is as real and persistent as many
think it will be, then even when the MAGTT has established air bases, the threat from the air to
HVAs remains. Therefore the LAAD SECFOR discussed earlier, which is task organized to
perform ground defense, will also have to defend against air and G-RAMM targets using “fused
information and sensor data across multiple agencies to facilitate real time coordination,
collaboration, and decision making.”*® This additional task will stretch already thin GBAD
assets.
Modernizing GBAD

Gaining and maintaining air superiority in future operations will be prove difficult in the
face of UAS proliferation and G-RAMM. Therefore, the MAGTF must be able to counter this
threat with an organic weapon capability by modernizing its GBAD forces to close the gap
created by over a decade of neglect. Any modernization effort that does not include an overhaul
in how the LAAD community is trained, manned, and equipped is doomed to fail. An improved
mix of weapons is necessary to counter emerging threats. Recall that the weapon systems of the
LAAD Bn consist of Stinger missilés and stock crew-served machine guns. A very limited data

link capability is the extent of the “modern” technology that exists in each of the battalions. If
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the counter-G-RAMM mantle is to be taken on by the LAAD Bns, there will be a significant
plus-up in weapons and other technology resident to the LAAD Bns. This will require
significant additional training and, possibly, a restructuring of battalions themselves. The
challenge for the Marine Corps will be to figure out the proper balance of force structure and
weapons capability. Whatever capability and organization ultimately takes up the counter G-
RAMM mission, it must fit in with the Marine Corps’ desire to be the “middleweight” fighting
force. The counter-G-RAMM capability must therefore be expeditionary and flexible enough to
integrate with joint capabilities.

For all of the talk of DE/HEL weapons, the LAAD Bns must first be outfitted with a
capable shoulder-fired missile and an anti-aircraft gun that is operable day and night, in good and
bad weather, and absent any radar, major electric power source, or data link.”’” If the Joint Force
seeks to dominate the electromagnetic spectrum, the MAGTF should anticipate its enemies doing
the same. Therefore, MAGTF GBAD must maintain the ability to operate without any
technological “tether” that comes with a system of the DE/HEL genre. Dismounted operations in
defense of maneuver units in an environment with UAS parity and a G-RAMM threat are likely,
so we must be ready for these contingencies. An upgraded Stinger missile with improved optics
for visual aircraft identification (VACR) and a night sight allows for 24-hour operations,
something the LAAD Bns are not currently capable of providing. An anti-aircraft gun with an
anti-aircraft optic for both day and night operations, would greatly enhance the ability of the
gunner in that he no longer will have to “free gun” a stock crew-served weapon in an effort to
engage a target. Both of these types of weapons can be used in the offense and the defense of
both maneuver units and of air bases in defense of HVAs. The Navy’s Close in Weapon System

(CIWS) is an example of just such an anti-aircraft gun and that type of weapon’s use on the
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ground is not without precedent. In 2004, Multi-National Corps Iraq produced an operational
needs statement to counter rocket attacks. In response, the Army effectively deployed a trailer-

mounted “Phalanx”. However, at 53k pounds, this is not a viable material solution for MAGTF

GBAD.*®

While a material solution is necessary for modernizing MAGTF GBAD forces, the
modernization effort will Be incomplete without developing the proper organization and training.
Several years ago, then Major Wayne Phelps proposed a complete restructuring of the LAAD

Bns to meet the demands of conducting both air defense and ground defense of air base

missions.”’

He proposed to adopt the World War II revision of “Defense Battalion.”
Overall, Defense Battalions provided a flexible, combined arms team that proved
to be an effective fighting force capable of supporting offensive operations,
defending bases from air and ground attack, and conducting secondary infantry
missions...Defense Battalions’ success during World War II can be attributed to
its multi-use weapons, cross trained personnel, and flexibility to execute multi-
missions.®

This is exactly what the 2015 Marine Aviation Plan calls for out of its LAAD Bns:

The LAAD Bn’s capability to provide air and ground defense of airbases and
MAGTF HVAs through the three dimensional continuum will become a critical
tool for the ACE commander to meet their force protection and AAW
responsibilities. LAAD Bns have successfully conducted ground defense of FOBs
and security force (SECFOR) tasks during OEF/OIF for over a ten year period.
The SECFOR tasks included internal and external security along with tactical
recovery of aircraft and personnel (TRAP), and training of Indigenous and
coalition forces in counterinsurgency operations. The LAAD Bns are the only
dedicated Marine Corps asset that is able to provide three-dimensional SECFOR
to defeat an adversary’s threat to destroy MAGTF HVAs.®!

Indeed, the LAAD Bns as they are currently structured cannot provide the level of SECFOR
called for while also providing GBAD of air bases and maneuver forces. The table of
organization (T/0) end strength of one LAAD Bn of Stinger gunners is 60 teams of two Marines

per team.*?  Given current fiscal constraints and the other needs of the Marine Corps, the LAAD
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Bns will never be fully manned at the levels required. However, an effective balance, along the
lines of the Defense Battalions, must be struck between fiscal constraint and risk acceptance that
outfits the LAAD Bns to an adequate level. Furthermore, habitual relationships between LAAD
Bns and Ground Combat Element (GCE) forces should be forged in peacetime with clearly
delineated roles and responsibilities for effective defense of air bases.

Effective defense of air bases includes the defeat of small cross section air targets like
UAS and G-RAMM. The most difficult part of defeating this threat is finding it. The G/ATOR
will significantly enhance the MAGTE’s ability to find these targets, but there is still an
extensive kill chain between detection and firing. Any future weapon solution the MAGTF
adopts should include serious consideration of the acquisition of radar assets and personnel.
Then, the Battalion headquarters could act in a fire control capacity instead of having to rely on
EW/C in the Marine Air Command and Control System (MACCS). EW/C and fire control at the
Battalion level would significantly shorten the time from detection to engagement and would
increase the likelihood of acquiring and destroying a target.”

Finally, when the solid-state laser that now exists aboard the USS Ponce is sized to fit on
a Joint Light Tactical Vehicle (JLTV) or a HMMWYV, the enhanced capability of thé LAAD Bn
would be truly significant, if not revolutionary. Cross training with GCE elements, especially
artillery for fires integration, will be imperative for LAAD officers in planning and executing
operations. LAAD Marines, or a cadre thereof, should also possess the qualifications necessary
to control close air support (CAS) while executing defense of an air base to destroy ground
targets outside the range of their organic weapon systems. In fact, the Marines of the mbdern

LAAD Bns must be well-versed in all aspects of the MACCS so that they understand air space
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planning, Anti-Air Warfare and the command and control of aircraft and missiles in MAGTF
operations.
Conclusion

The attack on Camp Bastion demonstrates that the need to defend bases has not gone
away and can be neglected. Future adversaries understand the asymmetric advantage of
overwhelming American air power and will seek to negate that advantage. As Alan Vick noted,
history is replete with examples that air base attacks are a relatively frequent phenomena since
1940 and over 75% of the attacks came via stand off weapons. Thus, the proliferation of UASs
and G-RAMM presents a significant challenge to MAGTF operations. In that regard, the
MAGTF must have the capability to counter UASs and G-RAMM, one that integrates the
MAGTF into the larger Joint Force construct of integrated air and missile defense. DE/HEL
weapon systems are likely the way of the future to counter emerging threats. Although some
steps have been taken to counter these threats it will be some time before the promise of SSL
technology will reduce the size of the weapon to fit the Marine Corps’ desire for a lightweight
and expeditionary force. For now, the foundation of any future GBAD force should be a
shoulder-fired missile, not unlike the stinger, with optics and sights that allow for 24-hour, all
weather operations. Furthermore, an anti-aircraft gun is necessary for the dual role of offense
and defense of maneuver units and bases, in both ground defense and air defense missions.
Finally, updating the organization and training of the LAAD Bns is necessary to effectively

employ future weapon systems in a wide range of operations against emerging enemy threats.
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