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Introduction

Senior military leadership, policy makers, and politico-military pundits do not agree on a
unified vision for the role that the US military should or will play in the next 20 years. Some
argue that a rising, flexing China and an increasingly recalcitrant Russia derﬁand that the US
focus preparations on the “high-end” of war, meaning interstate conflict between major powers
with modern militaries. Others point to the trends of the last 25 years, namely, continuous
employment abroad in “low-end” military force missions such as peacekeeping, humanitarian
assistance/disaster relicf (HADR), and stability and counterinsurgency operations. Dissonance
has led policy-makers to question the validity of service force structure initiatives and acquisition
programs. The US Air Force (USAF) has experienced this through the highly-politicized debates
over the divestiture of the A-10 and the continued funding of the F-35 program, respectively
championed as mascots by low-end and high-end future war advocates.

While seemingly important for service programmers and acquisition managers, long
range planners and senior leaders may not need a precise and accurate prediction of future
conflict in order to successfully prepare for it. Regardless of the geopolitical landscape 20 years
from now, national political leaders will desire decision space and will look to the military to
provide options. Fortunately, multiple technologies are currently maturing that, if exploited, can
provide these options throughout the spectrum of conflict. Exploitation, however, would require
a mindset shift. The US would have to abandon its fascination with and reliance on expensive
and exquisite platforms developed within a politically active defense industrial base. While some
flagship programs will be needed to ensure success in the most-dangerous of potential scenarios,
exponentially increasing platform development cosfs are unsustainable in a research and

development (R&D) environment where American dominance is waning. Instead, policy makers



and defense leaders must embrace incremental technological steps using a broad systemic view
of defense capability instead of focusing on generational leaps in individual platform
performance.

In the late-1990s, a small group of forward-thinking senior US Navy officers advocated
for large networks of less-exquisite platforms in their vision of network centric warfare (NCW).!
While the idea may not be new, current geopolitical circumstances and fiscal constraints demand
a fresh look at its potential value. Some critics of NCW observed that it demanded a peer or
near-peer adversary and was therefore inefficient at the lower end of the cvonﬂict spectrum or
against weak, non-state, or irregular adversaries. Emergent technologies challenge this argument
and suggest the value of NCW to contribute across the range of military operations now and in
the future. |

This paper will seek to reexamine the idea of network centric warfare in the context of
modern and budding technological capabilities and the contemporary strategic security
landscape. First, it will briefly explore the conditions of this landscape and discuss the current
potential demand for US military capability. From this foundation, it will explore the arguments
for and against a network approach to warfare before highlighting areas for potential exploitation
when posturing for military operations over the next 20 years.

The Context: Uncertainty, Relative Decline, and Fiscal Constraints

Due to the tumultuous and unpredicted security events of 2014, perhaps the most
common buzzword in use today to describe the current and anticipated security environment is
“uncertain.” The Russian annexation of Crimea, the rapid expansion of the Islamic State in Syria
and Iraq, and the Ebola outbreak in West Africa sounded a wake-up call to a US national security

apparatus that had focused rather narrowly since 2001 on the counterinsurgency fights in Iraq



and Afghanistan. Although the Obama administration announced a strategic national security
“pivot” to the Asia-Pacific region in 2011?, defense officials and pundits have nevertheless been
alarmed at the scale and rate of Chinese reclamation activity in the South China Sea, describing
it as “dramatic” and “unprecedented.”® Additionally, the past two years have seen an increasing
appearance of successfully-executed, unanticipated cyber-attacks, attributed to both state and
non-state actors against a host of commercial and governmental victims—Sony, Target, Home
Depot, the US Office of Personnel Management, and the United States Central Command
(USCENTCOM) to name but a few.

One could argue that uncertainty stemming from a highly complex and interconnected
global system is anything but new. Indeed, scholars and security analysts have written about
crafting security policy in an uncertain environment frequently throughout the post-Cold War
era.* While unpredictability may not be a novel phenomenon, the United States’ freedom of
action to respond to it may be waning due to a relative decrease in national power. One can see
by national gross domestic product (GDP) trend data in Figure 1 that, even though US GDP has
grown every year but one this century, world GDP has grown even faster, meaning the American
share of the global economy has declined while the shares represented by potential adversaries
have risen.’ Additionally, one can see by comparing absolute values of governmental spending
on defense that American military fiscal dominance is in a period of change. Figure 2 shows the
ratio of US defense spending to the combined defense budgets of China and Russia, a value
which has declined from near thirty immediately following the Cold War to only two.® This is
admittedly imprecise as a true comparison of military power but is useful nonetheless to

highlight an undeniable trend towards defense spending parity.
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Amid this relative decline, American interests abroad continue to grow. Extremist
netwofks across the Islamic Maghreb, North Africa, the Middle East, and the Afghanistan-
Pakistan region threaten to export terrorism and reduce regional stability. Moreover, economic
interests have increased. US foreign trade numbers (when controlled for inflation) have grown by
50% over the past 15 years.” As American-based multinational corporations have diversified
operations globally to exploit foreign markets, more and more Americans and American interests
have migrated abroad. Trade, population, and economic interdependence will likely continue as
developing countries in Africa, Asia, and the Middle East, along with growing economies in
South America, take on larger economic shares of the global economy. While economic
interdependence has the potential to dampen interstate conflict, it also risks the creation of new
arenas of competition as well as a clash of ideologies that may accompany the mixing of two
previously separated cultures. US power, including military force, will likely be called upon to
secure national trade interests, assure partner nations, and police the global air, space, sea, and
underwater commons.

In this ever more challenging security environment, one must also consider the fiscal
issues constraining national defense capacity. Partisan concerns over the treatment of the US
debt ceiling have led to political gridlock, a malfunctioning budgetary approval process,
government shutdowns, and across-the-board spending cuts that have crippled military readiness
and inserted additional uncertainty into the defense acquisitions process. US defense spending in
proportion to the economy has been fairly stable since the end of the Cold War, hovering near
4% of GDP, but in the past 5 years it has slowly but steadily declined to its lowest level since

2002.1°



Considering present and anticipated commitments and resourcing, the US national
security structure is probably best described as stressed at this time. Present and anticipated
increases in security demands coupled with decreases in funding suggest that reform is required.
The US military will continue to be called upon to execute any number of missions across a
broad range of military operations—the 2015 US National Military Strategy published by the
Chairman of the Joint Chiefs of Staff lists no less than twelve prioritized missions for the US
armed forces.'" How to provide these capabilities in a changing, unpredictable, fiscally-
constrained environment is the principal challenge for service planners and acquisitions
managers. The next section will further refine the two primary drivers of this problem:
adaptability and efficiency.

The Problem: The Spectrum of Warfare and the Most Expensive Weapons System Ever

The scope and diversity of the threats discussed in the previous section dictate the need
for the military forces to be ready to respond to a wide range of security demands against a range
of potential adversaries. Aside from highlighting the present complexity and volatility of global
geopolitics, 2014 served to reveal the incredible range of response options that may be asked of
the armed forces in the interest of national, regional, or global security. Former Chairman of the
Joint Chiefs of Staff General Martin Dempsey spoke in 2014 of a “two-two-two-one” framework
for understanding the chief threats: two heavyweights (China and Russia), two middleweights
(Iran and North Korea), two networks (violent extremists and transnational organized crime), and
one domain (cyber), the importance of which is rapidly growing.'? Dempsey’s replacement,
Marine Corps General Joseph Dunford, recently offered his view of the primary national security

threats which, although lacking his predecessor’s mnemonic, similarly contains the same diverse



list of potential adversaries and concerns.'® Most striking from a military perspective is the
unique capabilities that will be needed to counter each one.

Broadly, military policy towards China is necessarily nested within a national policy
which is heavily influenced by economic interdependency and historically complicated
diplomatic ties. Nuclear deterrence serves to discourage total war but conventional military
competition, primarily in the air and sea domains, still exists in the East Asian commons
centered on regional power balancing and assurance of third party nations who have strong
connections with both major powers. For their part, Russia poses a threat owing to its proven
aggression against its neighbors. While overt military conflict is again curbed by nuclear
deterrence, Russia’s threat is characterized by a demonstrated cyber warfare capability, non-
attributable “ambiguous warfare” as seen in Georgia and eastern Ukraine, and advanced weapons
proliferation to Ifan, Syria, and other recalcitrant “rogue” states. Due to the scale of the impact of
miscalculation vis-a-vis both “heavyweights,” US military strategies necessarily must include
scalable options.

Nuclear concerns certainly influence US security policy with regard to Iran and North
Korea, both of which have pursued nuclear warhead and delivery technology with varying levels
of success over the past two decades. American strategies on both the Korean peninsula and in
the Middle East have featured theater security cooperation and providing a conventional
deterrent against threatening behavior as well as assurance for regional friends and allies.

Violent extremist networks and transnational criminal organizations demand other unique
approaches and capabilities. While ideologically motivated terrorism and profit driven crime are
inherently different problems, both share the particular challenge of existing below the state

level, limiting options for political engagement. Instead, US national policy has relied on special
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operations forces targeting leadel‘ship, conventional military forces targeting capacity, and
integration with law enforcement agencies at home and abroad through interagency task forces.
Due to the dispersed and obscured nature of non-state organizations, wide area persistent
intelligence, surveillance, and reconnaissance (ISR) and quick-reaction capabilities to apply
towards time-sensitive targets have been in high demand and will likely continue to be so in the
future.

Finally, cyberspace was highlighted by Generals Dempsey and Dunford as a domain of
interest, one best viewed concurrently the rest of the listed primary threats. Recent incidents have
demonstrated this coherence: the 2014 Sony cyber attack attributed to North Korea,'* the 2014
indictment of five Chinese military hackers for commercial espiona‘ge,15 and the 2015 attack on
the US Central Command website by hackers claiming affiliation with the Islamic State.

So, how does the Department of Defense (DoD) optimize its organization and capability
portfolios to meet the diversity of threats on the horizon? It must be prepared to gain and
maintain air, space, sea, and cyber superiority and precision strike capability against a near-peer
adversary like China or Russia while siﬁultaneously performing shaping operations across the
globe in support of steady-state interests and sub-state conflicts. The military must prepare for
the worst by cultivating a capacity to degrade and dismantle a modern Chinese integrated anti-
access/area-denial (A2/AD) system while at the same time maintaining the reach, stamina, and
agility needed to support global counterterrorism efforts. The force must be adaptable, to
provide capability across this spectrum of warfare, as well as efficient, to meet or exceed
operational demands within tight fiscal constraints.

At the high end of the spectrum, stealth technology, integrated advanced avionics, and

defensive electronic warfare packages provide an adequate counter to Soviet-era integrated air
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defense system (IADS) capabilities. “Fifth generation” fighter aircraft like the F-22 Raptor and
F-35 Lightning I, along with the stealthy but aging B-2 Spirit and the new B-21, now in
development, provide a reasonably survivable counter-air and precision strike capability against
nearly all currently-fielded adversary systems. But with the advent of counter-stealth radars, the
wide proliferation of highly-maneuverable missile systems such as the S-300 and S-400, and
relatively inexpensive digital control upgrades to older systems, even fifth generation platforms
are becoming more and more vulnerable.'® Could a “sixth-generation” airframe with
unprecedented stealth technology, engine performance, sensors, and weapons range and accuracy
regain the waning competitive edge? A brief look at the most recently-fielded fighter suggests
that the extant generation-step paradigm is a losing proposition and a new sixth generation
panacea platform is undeniably unaffordable and impractical.

The F-35 acquisition program, which has been widely repo‘rted as the most expensive
weapons program in Department of Defense history, has by its sheer size become so politicized
that a thorough and independent analysis of its need or effectiveness has become incredibly
difficult. Program delays and cost overages have added significantly to an alreﬁady massive
development and procurement bill, pushing the overall price tag to $391.1 billion."” Proponents
of the system focus on performance and claim its stealthiness and modern sensor suite are the
keys to gaining access in areas where our adversaries are striving to prevent it. Opponents point
out its spotty test record, limited payload, and unsustainable costs. Regardless of the F-35’s
nominal value, one thing is certain: the enormous cost of modern aircraft development is
becoming unsuppdrtable. Figure 3 shows the approximate unit cost of jet fighter aircraft since
World War 1II plotted on a logarithmic scale. The F-22 program in the late 1990s and early 2000s

was considered too costly, was significantly truncated by Department of Defense and
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Congressional leadership, and then cancelled. Many are calling for a similar response regarding

the F-35 program.
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Figure 3. US Air Force Jet Fighter Aircraft Unit Costs vs. Year Entered Service'®

In addition to startling increases in per unit cost, the aircraft development timeline has
also increased in thé modern era to about 15 years between the awarding of a development
contract and the time when the aircraft is assessed to have reached initial operational capability.
This is in stark contrast to the rapid progress in computing, communications, and electronics
which have development cycles often an order of magnitude shorter. The impracticability of
continuing aircraft acquisition along a seemingly exponentially-increasing cost and development
time curve highlights the need to rethink the DoD’s current concept of platform utility.

Instead of searching for the one platform that might provide the next great technological
edge, the services must look for creative new ways to achieve desired operational effects across
the spectrum of warfare, starting with dusting off an old concept.
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Network Centric Warfare: Systems-of-Systems

Admiral William Owens, then-Vice Chairman of the Joint Chiefs of Staff, understood the
power of network thinking well before the smart phone revolution when he wrote in 1996 about
a “system-of-systems™ approach to warfighting.'® Along with a handful of other senior military
officers and theorists, Owens perceived the value of a holistic view of warfighting. In a 1998
Proceedings article, Vice Admiral Arthur Cebrowski and John Garstka extended Owens’ vision
and outlined a concept of network centric warfare, a term coined by then-Chief of Naval
Operations Admiral Jay Johnson.” “The ‘power’ or ‘payoff® of network-centric computing,”
they explained, “comes from information-intensive interactions between very large numbers of

»2! The rapid advancement of computing

heterogeneous computational nodes in the network.
power, increasing connectivity of the global community, and the explosion of information
transmission rates pointed to a new age of warfare that would no longer be defined by an
exchange of industrial military might but rather by the control of information. Concepts of
firepower superiority were replaced with those of decision dominance.

Inspired by the extremely competitive information-centric strategies they saw being
employed in the commercial sector by companies such as Wal-Mart and Deutsche Morgan
Grenfell, Cebrowski and Garstka envisioned a transformation taking place in the world at large
and advocated for the US to take pro-active steps to maintain military dominance by shifting to
an information-based approach to warfare®”. In their seminal 1999 volume on network centric
warfare sponsored by the Command and Control Research Program, David Alberts, John
Garstka, and Frederick Stein further developed the concept. They understood NCW to be a

fundamental shift away from platform centric warfare.”> The truly enabling technology for

NCW, they argued, are high fidelity sensors and a network of stealthy actors that can create
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effects.? Both of these requirements must be built upon a robust network infrastructure that
facilitates communication between participants. Their ideas promoted a concept that, without
significant attribution or fanfare, has created the modern concept of armed ISR. This is evident
when comparing the early NCW concept with the ideas of modern theorists such as retired
USAF Lieutenant General David Deptula, who has advocated for a networked sensor/shooter
capability projected via a “combat cloud.”*

Counterpoints: September 11"'., Counterinsurgency, and the Politicization of NCW

The attacks of September 11, 2001, and the subsequent military operations in Iraq and
Afghanistan proved to many NCW critics that the idea of a new way of warfare ushered in by the
information age was misguided and incorrect. Warfare, they argued, has always been and will
always be a violent clash of human wills that will be settled at a personal level and not at a
system or network level. The difficult insurgencies against very low-technology threats in Iraq
and Afghanistan seemed on the surface to back up this viewpoint.

However, US operations in both theaters subtly took advantage of American information
superiority and cutting edge technology. MIRC, a text-based internet relay chat client used by
DoD personnel, in conjunction with satellite-based communications and theater-wide datalink
networks, was successful in driving the average response time for close air support (CAS) to
around eight minutes in Operation ENDURING FREEDOM in 2012: that’s eight minutes
between a request for air support and afl appropriate asset overhead anywhere in a country
roughly the size of Texas.*

The most likely cause of the wane in popularity of the network centric warfare concept
was not empirical evidence contradicting its premises, but rather the politicization of the

expression itself and its champions. Cebrowski, after serving as the President of the Naval War
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College, was offered the opportunity to lead a new Office of Force Transformation.”” In his role
as a political appointee, Cebrowski reported directly to Secretary of Defense Donald Rumsfeld
and was therefore free to pursue an aggressive tack towards what he believed was the right
direction for the country. In short, he believed that “only a comprehensive, integrated,
innovative, and holistic strategy is likely to result in the successful transformation of an
organization.””® In response t;) the attacks of September 11, 2001, and the following operations
in Iraq and Afghanistan, Cebrowski’s fairly vague transformational concept from just three years
earlier shifted to a more concrete but political “theory and strategy [that] combined Tofflerian
information-age technological determinism and neorealism with concepts from nonlinear science
to advocate the forceful spread of economic globalization.”” The political tone that his advocacy
took drove skeptics away. At the same time, the idea of NCW was under conceptual scrutiny
from ground-centric senior leaders who were in the thick of two very personal, close-range fights
in Iraq and Afghanistan and who saw NCW’s technology-centric premise as out of touch with
reality.

Indeed, Cebrowski and Garstka’s verbiage about network centric warfare in their
eponymous 1998 article gave opponents ample fodder for complaint. They promised much from
the concept, noting that the intent was to achieve “lock-out” of the adversary’s decision-making
capability, leaving him only one rational course of action available, and likewise claimed that
tactical gains enabled by network centric operations could “stop wars—which is what network
centric warfare is all about.”*® On the surface these ideas contradicted more conventional views
of warfare defined by a fierce and unpredictable battle of wills that were being validated in Iraq
and Afghanistan. Nevertheless, the fundamental logic of the concept evaded most direct attacks.

It was difficult, for example, to deny that rapid change was taking place in the commercial
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sector, that situational awareness has always been and will likely continue to be aggressively
pursued and coveted, and that the “co-evolution of...technology with operational concepts,
doctrine, and organization” is a desirable concept.’!

One of the more significant events that cemented the politicization of NCW was the
Millennium Challenge 02 exercise during which retired Marine Corps Lieutenant General Paul
Van Riper, playing the role of the adversary, successfully countered the US strategy during the
wargame. When administrators waived away the impact of his decisions in the interest of
continuing the exercise, Van Riper vehemently objected and complained publicly that the results

»32 Van Riper

of the game “were rigged to support the Pentagon’s goals for force transformation.
and other critics pointed to the botched test as demonstrating an inherent flaw in the DoD’s
attempt to automate warfare and similarly claimed that it invalidated a number of other
contemporary concepts>. Ironically, however, the operational approach taken by Van Riper
during the exercise shared many fundamental tenets with NCW. Although his forces were not
connected within a robust communications network, Van Riper’s strategy was holistic and
sought to apply an array of capabilities against the enemy’s weaknesses, allowing his own team
significant leeway for decision making at the lowest levels, an idea nominally anticipated by the
NCW concept of self-synchronization.? 4

As noted by Micah Zenko in a recent article about Millennium Challenge 02, “a
concept-development exercise that was intended to socialize the military around the inevitaBility
of a leap-ahead, futuristic transformation ultimately left precisely the opposite impression.”
Essentially, it tainted the terms involved which inhibited continued development of NCW.

Although some concepts have been embraced and normalized, including significant investment

and reliance on ubiquitous datalinks and information networks, NCW as a buzzword and all-

17



encompassing transformational concept has nearly disappeared from the US military lexicon. But
in light of current security challenges and maturing technologies, it may be worth another look.

Enablers: Autonomous Swarms and Facebook Drones

Events over the past two years have demonstrated that the security environment has
changed, driving a reassessment of current capabilities to meet present and future challenges.
Innovative thinking is required. However, this does not necessitate abandoning earlier concepts.
NCW as a concept of reconciling an uncertain geopolitical landscape with accelerating
information technology and global interconnectedness was born in the immediate post-Cold War
period. While the priority of the US military so far this century has been to support nation-
building and counterinsurgency (COIN) efforts in Iraq and Afghanistan, the social and
technological undercurrents that inspired NCW remain. “The COIN fight” provided a focus that
diverged from the ambiguity of the 1990s, but VUCA (volatility, uncertainty, complexity, and
ambiguity), which originally surfaced in the military lexicon in the previous century, is now
firmly rooted in business literature and is making a resurgence in defense circles.*

To some extent, the US military has quietly embraced NCW. Air, land, sea, space, and
cyber operations are heavily dependent on datalinks to collect and distribute threat information,
friendly force positions and postures, and to assign missions. In addition to command and control
functions, network architecture and bandwidth has similarly advanced to assist weapons
employment as demonstrated by the advent of net-enabled weapons and remotely-piloted
“sensor-shooter” aircraft like the MQ-9 Reaper.

Advances in the field of autonomy are offering new opportunities to take advantage of
the concepts merely dreamed about by the founders of NCW. Autonomous flight control systems

decrease the need for human oversight of the very basic but time-consuming tasks required to

18



fly. While the widely-known MQ-1 Predator and MQ-9 Reaper platforms require constant input
by a remote pilot, newer systems feature robust automation that allow operators to focus on less-
tedious but potentially more important tasks such as sensor management, positional battlespace
situational awareness, and weapons employment. In 2013, the X-47 UCAS test aircraft
developed by Northrop-Grumman and funded by the US Navy was able to take off and land from
an aircraft carrier and in 2015 was able to autonomously refuel.>” These advances will pave the
way for increased sortie duration, more effective human-in-the-loop oversight during mission
execution, and more expeditionary placement of combat power around the globe.

The ability for autonomous entities to act in concert with one another towards a common
goal truly capitalizes on the value of network warfare. Due to the speed at which computer-based
decisions are made, cooperative autonomy, especially among heterogeneous entities with varying
capabilities, has the potential to present a challenging problem for adversaries. A swarm
executing coordinated jamm’ing, signature management, electronic attack, and kinetic strikes is
truly a systems-based operational approach to an advanced A2/AD system. In a giant stride
towards this end, researchers working on the ARSENL program at the Naval Post Graduate
School have achieved successful flight tests of a swarm of 50 autonomous aircraft using only
two human operators.3 ¥ Granted, the research vehicles were small hand-launched platforms, but
the leader-follower cooperative behavior and vehicle-to-vehicle communication that was
demonstrated will undoubtedly be realized in larger, more complicated platforms in the future.

One of the most promising candidates for such “scaling” is the Miniature Air Launched
Decoy, or MALD, mgnufactured by Raytheon. Developed in the 1990s, MALD is an air-
launched, jet-powered decoy that is able to fly 900km or loiter for 45 minutes before running out

of fuel.* Tt has the ability to adjust its radar signature and “noise” profile to “look” (in the

19



electromagnetic spectrum) like other aircraft. Acquired in large quantities in 2009, an active
jamming variant was fielded in 2012 and a datalink-enabled version was tested in 2014.*
Although initial datalink capability will likely focus on communicating with other manned
systems to provide cuing updates in flight, a future scenario is imaginable in which swarm
technology pioneered in the ARSENL program could be applied to a package of networked
MALDs to degrade a peer adversary’s advanced IADS.

To be clear, neither this paper nor the foundational documents outlining the concepts of
NCW advocate for the complete automation of warfare. Armed conflict will always be driven
and controlled by human beings. However, autonomy offers new levels of human cognitive
efficiency that will have significant impact on modern operational concepts of warfighting. In the
Air Force’s 2015 Future Operating Concept, a document projecting a vision of Air Force
operations in 2035, the authors describe a force that can “operate with a balanced capability mix
composed of manned, remotely operated, semiautonomous, and autonomous air, space, and
cyberspace assets, including sophisticated systems to achieve adaptive domain control against
advanced adversaries and lower-capability systems for actions against a reduced or less-capable
array of threats.”*!

While autonomous swarms of sophisticated drones demonstrate an application of NCW
at the high end of the spectrum of warfare, “lower-capability” systems are key to efficient
organizational posturing against low-end threats. The commercial sector presents an emerging
opportunity for efficient low-end capability acquisition. In 2015, the amount the US government
spent on defense-related R&D was eclipsed by the total spent by just the top seven private global
corporations.** Commercial off-the-shelf technology can provide incredibly potent combat-

enabling power with only minor modifications. For example, high altitude internet service drones
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currently being flight tested by Google and Facebook are fueled by solar energy and aim to
remain aloft for up to three months.** With adjustments to their communications equipment and
sensor payloads, these platforms could have a game-changing effect on any given battlespace, or
they could even provide redundancy to many of the space capabilities on which the US military
remains heavily reliant.
Conclusion

In the end we must exploit the inherent offensive and defensive potential of networks in
high-end as well as low-end conflicts. With that in mind, defense leaders must look to leverage
existing military and commercial technologies that can be applied to any environment, from war
with a peer competitor to COIN. At the high-end, modern A2/AD systems threaten the ability of
the US military to operate in a denied environment. Miniature air launched decoys (MALD),
long-endurance drones, and low cost gliding or powered standoff munitions, sent en masse, have
the potential to quickly saturate, deplete, and paralyze even the most advanced defense networks.
At the low end, low-cost projectiles and airframes can be used individually in limited conflicts
against minor states, sub-state organizations like terrorist networks or criminal gangs, as well as
in peaceful military operations like HADR. Low-fidelity “sensor-shooter” platforms that can be
purchased in large numbers with relatively cheap per-unit cost can be spread across large areas
during peacetime or low-intensity conflict operations. With high levels of autonomy, secure and
redundant communications links, and a common network architecture into which participants can
plug and play, dispersed low-fidelity components can coalesce to form a combat network that
commanders can leverage against even the most advanced potential adversaries as well as

irregular opponents.
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Going forward, the DoD should look to foster innovative minds within its ranks to
capitalize on emergent technologies and concepts, especially with regard to the application of
NCW concepts. The services should invest in operational research and exercises testing the
impact of large-n networks of low-fidelity sensors and sensor-shooters in a wide spectrum of
scenarios. They must also look to protect existing information and network advantages through
investment in hardened, redundant network communications technology. Finally, it should
pursue creative acquisition and development methods to leverage emerging commercial products
and concepts. In conclusion, network centric warfare as an operating concept and the enabling
technologies described in this essay support a cost-efficient strategy applicable across the

spectrum of warfare.
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