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Urban Operation
A New Approach—FEmbracing the City

Introduction

Fighting in urban environments is not new to the U.S. military ot to the Marine Corps.
Potential adversaries have often chosen to fight in urban environments due to the perceived
advantage for the defender or the political importance of the city. The Marines’ first experience
in a built up urban area dates back to the narrow dirt streets of Chapultepec in 1847, Other
notable experiences for the Marines include Seoul 1950, Hue City 1968, Grenada 1983,
Mogadishu 1993, and Irag 2003-2011. The experience gained in each of these conflicts has
added to the rich institutional knowledge of the Marine Corps, but may not be sufficient for the
next urban engagement due to changing means and circumstances. The cities that the Marines
are projected to operate in are growing in size, making the ability to operate in them in the same
manner unrealistic. Additionally, the Marine Corps is starting to operate in smaller units such as
the Special Purpose Marine Air Ground Task Force Crisis Response (SPMAGTF-CR) and
Company Landing Teams (CLT). By reviewing the Marine Corps’ current urban operating
concept, the future operating environment (circumstances), and the way technology is advancing
(means) it is evident that a new approach is necessary. The Marine Corps needs to adopt a new
approach to urban operations that embraces the city by employing a new analytic design
methodology and advances in technology to effectively fight in the urban environment of the
Juture.
Current Operating Concept

While not identified in a formal “operating concept,” the Marine Corps employs a
combination of maneuver and siege warfare. This concept developed during the last decade of

the twentieth century, when the Marine Corps put significant effort into the urban warfighting



concept. In 1997, Lieutenant General Paul Van Riper, as head of Marine Corps Combat
Development Command (MCCDC), commissioned “A Concept for Future Milifary Of)erations
on Utbanized Terrain.”' This paper emphasized the maneuver nature of Marines and called for
by-passing certain areas and the avoidance of attrition style warfare. The following year, the
Marine Corps published MCWP 3-35.3 Military Operations on Urban Terrain (MOUT) into its
doctrinal library. Predominantly a tactical publication, it was the most up to date and 1t;est
doctrine for urban combat available and is arguably still very useful. Additionally, throughout
the late 1990s and early 2000s, the Marine Corps, spearheaded by the Marine Corps Warfighting
- Laboratory (MCWL), embraced urban operations by conducting experimentation and war
gaming in exercises such as URBAN WARRIOR? and PROJECT METROPOLIS? learning
valuable tactics, techniques and procedures. The events of September 11th, 2001 opened the
door for the Marines to put their concept into action.

When the Marines entered Fallujah in 2004, they used a combination of maneuver
warfare and traditional siege warfare culminating in a “clear, hold, build” methodology of
counter-insurgency. * The maneuver warfare philosophy seeks to avoid the city as much as
possible but if a city must be engaged, Marines should pit their strength against the enemies’
weaknesses to find the decisive engagement. It has long been recognized that urban fighting
should be avoided. Sun Tsu stated that “the worst policy is to attack a city; cities should only be
attacked as a last resort.”” The maneuver Warfare is evident in the first battle of Fallujah,
OPERATION VIGILANT RESOLVE, when Marines maneuvered to engage the enemy in a
highly kinetic and destructive way resulting in political pressure that resulted in its early halt.

The Marines’ next foray into Fallujah would incorporate an element of siege warfare.



Sicge warfare dates to pre-medieval times and is characterized by surrounding and
isolating a city. Moltke the Elder supports this approach by stating the premise that “a city will
fall to its own weigh e By cutting off a city’s linés of communication and subjecting it to
continued pressure or attack it is only a matter of the aggressor waiting out the defender. This
approach requires that the defender be cut off from his resupply and reinforcements to be
effective. It is questionable whether this is poséible in the large megacities of today. Numerous
examples of sieges failing due to ineffective cordons can be found in Stalingrad, Hue City, and
even Fallujah. After VIGILENT RESOLVE in April 2004, nearly six months were spent
shaping the environment for OPERATION PHANTOM FURY, before the Marines went back
into Fallujah. These shaping efforts effectively emptied the city of noncombatants and allowed
. the Marines to freely use high explosives and clear the city with little concern for the collateral
damage that halted the first operation. This second battle of Fallujah is an example where a
concerted effort was made to secure the city then maneuver through, clearing it from one end to
the other of enemy. During both of these fights for Fallujah a significant number of enemy
combatants, to include Abu Musab al-Zarqawi, were allowed to escape to fight another day
While the Marines’ combination of both siege and maneuver warfare, had varied success in
Fallujah—it can be argued that the urban environment of Fallujah is not the battlefield of
| tomorrow. With a pre-conflict population of 350,000, 15,000-20,000 buildings (the tallest being
5 floors), in an area approximately 5 square miles,” it is not a good representation of the current
or future urban operating environment. By contraét, future urban environments are likely to be
much larger, denser, complex, and connected than Fallujah. If is also doubtful that the Marines
will have six months of preparation before executing operations as implied by the Marines’

immediate crisis response mantra.



Future Operating Environment

The Marine Corps faces a new paradigm based on changing circumstances as a result of
the emergence of megacities in the future operating environment. The Marine Corps Futures
Directorate’s 2015 Marine Corps Security Environment I'orecast (MCSEF) and the MCIA’s
Future Operating Environment 2015-2025 (MCIAFIO) make a compelling argument that the
world will be increasingly littoral®, urban, complex, and connected.” Likewise, it is estimated
that up to 75% of the world’s population will live in cities by 2030.1° In some of the world’s
more developed regions, the percentage of those living in urban areas is estimated to reach up to
84%."" Much of the urbanization will be in so-called “mega-citics” defined as having
populations of over 10million.? Megacities offer a significant challénge but the “middle-
weight”"? or secondary cities will be equally challenging. In fact there are 30 times more
middle-weight cities than there are megacities.14

It is not so much the size of the city that matters as it is the density of the city, which
congsists of not just people but also their buildings and infrastructure. This density, when
combined with the growing connectedness of the population, offers a threat that has drastically
evolved. Cell phones and internet access are now common in even rural arcas. In Africa, more
people have access to cell phones than they do to clean water, with the World Bank reporting
that 94% of Afiicans lived within cell phone reception in 2010." The ability to raise a mob as
experienced in Somalia in 1993, a significantly less advanced technological era, has increased
dramatically. David Kilcullen repeatedly reinforces this point in his book Ouf of the Mountains
through examples such as how insurgents in Libya conducted “crowd-sourcing” to learn how to
employ seized weapons.'® He goes on to compare Napoleon’s advantage in mobilization to what

has been coined the “electronic Levee en Masse.'” The Arab Spring is an example of the



effective use of how social media can quickly change the strategic situation. In fact, some
analysts have labeled the Arab Spring the “Facebook Revolution” or “Twitter Rebellion.”'®

This highlights the new reality that the speed of communication is allowing users to rapidly
connect with others and organize.

With the potential for conflicts in these dense urban environments increasing, as
informed by the MCSEF and MCTAFTO, Marines must be prepared to operate in megacities or
other large urban cities. While conflict in a megacity may be inevitable, a full scale assault of an
overrun or enemy controlled megacity is probably less likely. The Marine Corps is too small to
secure or attack middle to mega sized city and the current method of employment, SPMAGTEF-
CR and CLT, point to a different mission set. The entire Marine Corps, let alone a MEB or
MEEF, would be swallowed up in these large megacities making a Fallujah type operation
untenable. On the other hand, a rgalistic scenario could easily find a SPMAGTF-CR deployed in
a large urban environment in support of humanitarian assistance and disaster relief (HA/DR),
NEO, or NEO support mission. Marines will likely find themselves as either enablers for
Special Operations Forces (SOF) or Joint Forces or enabled by those forces depending on the
migsion. In order for th.ese units to successfully operate in these urban operations, Marines must
adopt a new urban operations cbncept that embraces the city; this requires a new way of
thinking,.

A Different Way of Thinking—a New Design Methodology

The first step in a new concept for future urban operations is a new way of looking at
operations in a megacity or other urban dense environment. Marines can no longer view the city
as simply another enviromment comparable to jungles, desert, or mountains, nor can it be viewed

as linear or static. In a new way of thinking about urban operations, design and information



preparation of the battlefield (TPB) must be revisited. Design must be able to capture the
complexity and connectedness of the city. Traditional IPB often becomes a reductionist formula
for understanding that is insufficient for the complex urban environment. The urban
environment is more appropriately viewed as a living organism-—complex and adaptive,
continually changing. David Kilcullen is one of the major proponents of viewing the city as a
system, advocating a new design approach developed by Caerus Associates.'” Their City as a
System Analytic Framework™ is primarily a pro gram being pursued by the Special Operations
Command (SOCOM)™' but deserves additional attention from the Marine Corps and
consideration for inclusion to MCWP 3-23.3. Through a process of mapping the city, such as
mind-mapping, link diagrams, or computer modeling, this robust design process seeks to identify
the key nodes resulting in an “environmental center of gravity” (E-COG).# Tn 2003, MCIA
produced an Urban Generic Information Requirements Handbook (UGIRH) with multiple
helpful checklists for looking at the structure of the city. ” Unfortunately, this reference is
seldom used, is out of print, and hérd to find. These E-COGs of which there may very well be
more than one of, allow Marines to examine second and third order effects and understand how
the city is interconnected. This allows a unit to decide on the best time to attack a target,
determine how best to attack a target, or operate in the battiespace. Additionally, “E-COGs
provide an important conceptual link between defining the environment and framing the

24 which are essential to ensuring the success of any operation. This addition to Marine

problem
doctrine, while small, would be a big step to seeing the city as more than just another
“environment” in which missions are executed,

IPB will need to consider not just the physical terrain of the city but the social and digital

terrain. While the hard to find MCIA publication on generic urban information requirements



offers a starting piaﬁe to do this, even in 2003 it recognized that changes were needed. In its
introduction, it states, “New Approaches are needed to analyze the urban threat. Current
intelligence preparation of the battlefield (IPB) analysis tools developed on the Cold War model
have limited utility and need modification to be useful on the dynamics of the urban
battlefield.”® This is where the first application of emerging technology fits in. The ability to
3D map and super-impose the physical terrain of buildings and subterranean systems as well as
social interactions will provide the information needed for forces to traverse the city effectively
and view the city as more than a flat map. These same maps enable and increase the accuracy of
the targeting purposes. Mapping must go beyond the traditional physical environment but will
need to account for vehicle and pedestrian traffic, movement, and interaétion. Social and digital

28 of the city, how it operates, and how it acts.

mapping will provide an insight into the “flow
This can provide the cues for when and where force should be applied, or where the application
of force should be avoided.

The emergence of “Smart Cities™’ provides up to date information on resource usage,
traffic, and shopping patterns to name a few analytics available, This data feeds the
understanding needed to design an effective operation. Plugging into the ¢ity’s control center
covertly or in partnership with the city will provide a trove of data speeding up and informing the
decision making cycle. Police records and city planning documents can provide additional
information on the population and city structures. Data mining of social media and internet
usage can provide valuable insight into what a population thinks and possible actions and

reactions to military actions. This ability to understand the city allows Marines to make the city

work for them, in essence using the city as an advantage.



While the city as a system is one way of observing this dense urban environment, another
way is to view it as an organism. Using the analogy of a living system allows Marines to once
again change their perspective and view the city holistically and not just as another difficult
operating area. This is not as easy as it may seem though. The Combat Studies Institute at Fort
Leavenworth posited that the military is not prepared to think this way and that it is “in contrast
to the little mock villages created at many US military installations as training sites...these are in
no way adequate for teaching military operators and planners about large ‘livirig’ cities.”™®
Thinking about a city as a living system, and organism, requires an understanding of what makes
it tick and how it works. Where is the brain -the legitimate civil and illegitimate criminal sources
of power? Where is the heart that pumps the blood that keeps the system operating—the water,
electricity, and media? Where are the veins that keep the flows going—the roads, bridge, wires,
anci pipes? Marines operating in a megacity will need to understand this in order to not upset the
entire system and create additional enemies or a humanitarian crisis when the city collapses. In a
city of 10-20 million people the number of adversaries is likely to be a small fraction and
ensuring that the rest of the population can continue their day-to-day activities as much as
possible is important. An IPB that views the city as an organism will allow forces to operate as
an antibody, moving through the veins, lines of communication, creating as little disruption as
possible to engage the enemy befofe flowing back out. Understanding the city as an organism
informs the intelligence and planning cells to know where to plug in to download the information

needed to use the city to their advantage. As already discussed, technolo gy can assist in this

process; an example of this is the new realm of cyber space.
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New Technology—*“New Means”
Cyber

The cyber environment is quickly being realized as a new domain that must be embraced
in the fight 6f the future. America’s enemies are no longer confined to the physical domains but
can have instant effects outside of their immediate area through a digitally connected city and
world. The ability fo raise a flash mob or call for reinforcements is now available at the click of
a mouse, post on the internet, instant message, or tweet. Tactical units must have the ability to
isolate the enemy not only physically but digitally. Forces must be able to control or at least
influence the information that enters or leaves the battlespace requiring that cyber capabilities be
integrated and pushed down to lower echelons. These capabilities must be tied in either through
direct augmentation from higher command authority or a delegation of authority to organically
integrated capabilities; if this is not possible a connection to joint or national level assets must be
provided to fuifill these requirements.

Additionally, cyber operations will be directly tied to information operations.
Information operations will be used to separate the enemy from their supporters, those who are
neutral, and to empower our allies (official and unofficial). Information operations can be used
to turn the city on the enemy. Those previously identified sources of power identified during
design and through TPB can now be leveraged in an indirect approach to attack adversaries.
Social media applications (Apps) can be developed for dissemination that will facilitate host
nation/city reporting and communication. Cyber operations can provide some of the best
situational awareness and assets for the information fight in the connected digital city of the
future. The urban battlefield of the future will also provide unprecedented surveillance

oppottunities to tap into via closed circuit TV, full motion video, and other camera support,
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increasing situational awareness to gauge the effectiveness and impact of operations. It is likely
that in the future almost every item (light pole, stop light, car plan, cellphone, and even
individuals) will be a collector able to receive and send information whether knowingly or not.
This is a massive step forward in the concept of “every Marine a collector” where now,
everything is a collector. Where the city was once seen as a place to hide, this connectivity and
the ability to access it will reduce that advantage for the adversary. Those “internet-of-things”
provide input to the necessary understanding of how the city works together just as another
increasingly prolific technological advance, the unmanned aerial vehicle (UAV), will provide.
UAVs

Situational awareness within an urban environment is a premium and can best be
achieved through locally controlled information, surveillance, and reconnaissance (ISR). ISR
will need to be pushed down and available on a real time basis. This ISR will be available from

2 medium sized drones such as

a number of assets including hand held nano or micro-platforms,
commercial available vehicles similar to those created by 3D Robotics™ and military developed
drones. Drones from Group I (i.e., InstantEyes, Ravens, Pumas, BlackHornets, etc.) all the way
up to the inclusion of Group 1V and V (i.e.,, Predators, GreyEagles, Reapers, Etc.) should be
available at the tactical level or augmented from Unmanned Aerial Vehicle Squadrons (VMU)
elements for an urban assault.>’ It is often hard to observe the muitiple avenues of approach in a
city with its maze of alleys, roads, and even footpaths. UAVs can be used to assist in the
isolation of an objective area or observation on a unit’s flank or rear area. With UAVs providing
real time information gathering and observation on the battlefield the warfighter will have eyes

and ears around corners, in buildings, behind obstacles and in surrounding neighborhoods like

never before, creating immense advantages. This will provide the ability to send a UAV asset

12



forward into the target area and gather an immediate estimate of the situation and instant
mapping of the area without having to put boots on the ground until necessary. The ability to use
those same assets to shape the objective also shows that it is not just ISR, but the potential for its
use as a fire support asset that make advances in UAVs so important to operations in the urban
environment.

Beyond ISR, another increasingly advantageous aspect of UAVs is their ability to
provide persistent close in and timely, accurate, and scalable fires. Persistent Close Air Support
(P-CAS) can be provided by loitering UAVs, on either MQ-1C Grey Eagles or MQ-9 Reapers,
linked directly to the warfighter utilizing digital applications such as the Kinetics Integrated
Lightweight Software Individual Tactical Combat Handheld (KILSWITCH), Android Precision
Assault Strike Suite (APASS), or Android Tactical Assault Kit (ATAK).> This type of tabiet—
based software allows a user to tap a target on the map and send the data directly to a drone or air
support platform to quickly and precisely attack targets with weapons ranging from precision
guided munitions (PGM), joint directed attack munitions (JDAMS), or even surface to surface
fires like High Mobility Artillery Rockets Systems (HIMARS) or artillery. These same fires
should also be scalable fires where the projectile can be selectable to redﬁce a building or just
clear a room, giving Marines ’Fhe ability to adapt to changing situations and avoid collateral
damage. Additionally, UAVs can be used to deliver munitions by dropping them or, in the case
of Switchblade, ** Terminator,* or DJI Phantoms,” becoming kamikaze drones that are flown
to the target much as the remote controlled bombs developed by the Germans during WWILL

Some of these same capabilities should be assumed for potential adversaries. In order for
a concept of embracing the city to be effective, parities such as these must be overcome.

Recreational UAVs easily purchased on-line or at the local Radio Shack can and are already
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quickly being militarized or converted for surveillance purposes. This new capability creates a
new dimension to the classical air-power paradigm. Air superiority will also consist of
controlling an adversary’s ability to utilize his UAVs, Currently, the ability to defeat adversary
drones is in its infant stage. Tests have been conducted to defeat enemy drones using low tech
methods such as nets or even bald eagles as well as high tech methods like radar and laser
technology. While further testing and advances will be necessary to defeat enemy UAVs,
commercial, off-the-shelf products available to our adversaries are still out matched by the
military Block 1-V assets carlier discussed.
Robotics

Manned and unmanned systems should be incorporated to the lowest tactical level to
effectively operate in the urban environment. While the urban environment has often been
characterized as a “meat-grinder” with high casualty levels, this should not be our first thought
when considering a new concept. A concept that seeks to understand the city and embrace new
technology such as robotics will never completely avoid casualties but it can certainly reduce
thefn. In referring to the use of robots, Depufy Secretary of Defense Bob Work said, “10 years
from now if the first person through a breach isn’t a fricking robot, shame on us.”*

When people think about robots they often envision something like the Terminator,
R2DD2, C3P0 or our newest hero, BayMax while overlooking the robots that have been tried and
tested since the Second World War. Both the Germans and Russians employed a limited
number of robots in the form of radio controlled tank type vehicles to tracked smaller demolition
mines.”” Robots began to be recognized during Operation Iraqi Freedom (OIF) and Operation
Enduring Freedom (OEF) in the form of Explosive Ordinance Disposal (EOD) robots, yet have

not been fully exploited to their potential. Current technology already offers the ability to

14



employ robots more effectively than just within EOD operations. The potential for ISR,
remotely delivered explosives, and attachable weapons has already been demonstrated.’® Deputy
Secretary of Defense Work has stated that “Russia and China are already developing highly
autonomous weapons, more commonly referred to as killer robots.” Canalized urban terrain can
first 56 cleared by automated systems with Marines following closely behind safely outside of
~ bomb or direct fire weapons range. A robot can breach a door or building providing the initial
enfrance while transmitting a video feed back to the remaining elements of the team. Once the
room is cleared or situational awareness and observation is achieved the human element of the
team can continue the mission. If an énemy is identified via robotic observation and that robot is
armed it can then engage without ever putting a person at risk. Additionally, those same robots
could be armed with less than lethal measures such as tear gas or a stun gun. All robotic devices
should be equipped with a remote detonation device making them capable of delivering
explosive effects. Just as UAVs were noted as providing the ability to assist in observation and
isolation in the difficult LOCs of the city, robotics can do the same. Small robots such as those
used in EOD units can be dropped in sewers, down manholes, or just stationed on the corner to
provide observation and sensing. The ability to collect using these assets also assists in the
situation awareness and feeds back into that essential understanding of the situation.

What should also be imagined is what has been termed “human-machine collaboration

40 . . e . .. .
”" This is more about a machine assisting in the human decision making

and combat teaming.
process in order to make faster and better decisions. The Defense Advanced Research Projects
Agency (DARPA) has begun testing ways to link individual soldiers to that technology to

support the decision making cycle and exploit unmanned systems by working together."!

Mechanical assist and monitoring technology will allow every solider and Marine to act as a
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sensor and to receive input from other feeds. This ability for marines to serve as a sensor is a
natural evolution of the “every Marine a collector” concept. Robotics will not only assist in
force protection and in the decision making process but they are force multipliers that are all the
more important to a smaller and lighter force.

SPMAGTEF-CRs, while smaller than a normal MEU construct, may be the perfect size for
one of those smaller missions if manned, equipped, and trained correctly. Appropriately
manning these smaller units with UAVs and robotics increase their combat power incrementally.
Imagine one Marine controlling numerous autonomous robots and UAVs; that one Marine may
now have the fire power and C2 that once was only imagined at squad, platoon, or even higher
level units. Over the past 10 years, the Marine Corps has gained valuable experience in
disaggregated operations and small unit tactics, Companies and platoons have operated in small
outposts in both Iraq and Afghanistan. Expeditionary Force 21 (EF 21) envisions disaggregated
company landing teams (CLTs) “taking on a larger role in crisis response and may form the GCE
of the SPMAGTF,”* Aggregating multiple CL'Ts may be necessary for larger scale operations
in mega or secondary cities. While the lack of initial mass can be seen as a disadvantage it can
also be used to create an advantage. Smaller units can more effectively infiltrate an urban
environment, provide less disruption, and when combined with the ability to aggregate, can come
together to mass combat power as a large force.

Conclusion

A new approach that embraces the city emerges from new circumstances (smaller units in
a much larger urban environment), a new design methodology (city as a system), and
technological advances that provide new means for urbaﬁ operations. Doctrinal changes should

incorporate new design concepts such as those suggested by David Kilcullen that help the
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Marine Corps to understand the city from a holistic approach. This methodology needs to be
written into the MCWP 3-35.3 and referenced in the MCWP 5-1, Marine Corps Planning Process
(MCPP). Cyber operations should be incorporated down to lower t.actiéal units through
attachiments or organic units. These cyber watriors will assist in the intelligence effort, deception
operations, and offensive/defensive operations énd can assist in isolating the battlefield.
Technological advances in UAVs and robotics need to be prioritized and fielded before the
Marines’ next urban battle. Group I through Group V UAVs should be prioritized, with the latter
providing persistent close air support; electronic warfare; information, surveillance, and
reconnaissance; and communication extension capabilities. Other UAVs at the squad level need
to providé close in observation, local communication extension capabilities, and kinetic fires.
These small UAVs can be part of the manned/unmanned system and can be the eyes and ears for
squad Ieader's while being quickly converted to flying explosives or provide other kinetic effects
when needed. Robotics should provide force protection and augmentation by being the “first
through the breach” and being able to provide observation as well as lethal and non-lethal fires.
Using the company landing team as the base of this unit will require augmentation or
organizational changes to include UAV operators, cyber forces, signals and radio intelligence,
and robotic controllers.

By adapting thése advances in technology to the changes in the operational environment,
and understanding the “city as a system” a new operational art can be derived. The Marines may
not be able to isolate a mega-city, but properly equipped and trained they can capitalize on
UAVs for ISR and fire support, manned/unmanned systems for force protections and lethality,
and offensive/defensive cyber operations to isolate a small portion or an objective area. The new

paradigm of a smaller Marine Corps’ operating unit, in a dense urban environment, can be
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daunting and scary but Marines will more likely find success if they adopt a new approach that
employs a holistic design methodology and emergent technology before they enter the middle or

mega city of tomorrow’s operating environment.

18



Endnotes:

* United States Marine Corps, Marine Corps Concept Development Command, Concept Paper for Future Military
Operations on Urbanized Terrain. Quantico, Virginia, July 25, 1997.

* URBAN WARRIOR was an exercise executed in conjunction with the Marine Corps Warfighting Laboratory in
1997-99. : ) :

* PROJECT METROPOLIS replaced URBAN WARRIOR in 1999 and continued until 2002. An article by Book, Elizabeth
G. Book "Project Metropolis Brings Urban Wars to U.S. Cities." National Defense, April 1, 2002 has a summary of
the 2002 exercise, accessed December 20, 2015, http://www.nationaldefensemagazine.org/ARCHIVE/
2002/APRIlL/Pages/Project_Metropolis4104.aspx.

* Clear, Hold, Build is from MCWP 3-33.5 (nsurgencies and Counter-Insurgencles but incorporated MOUT from
MCWP 3-35.3 in the clearing phase.

5 Sun Tzu on the Art of War, Translated from the Chinese by Lionel Giles, M.A. {1910}, accessed February 20, 2016,
http://www.au.af.mil/aufawc/awcgate/artofwar htm.
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