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American success in past conflicts has relied on the superiority of US technology on the 

battlefield. However, I.his superiority is now challenged. According to a Defense Science Board 

(DSB) Repon from August 20 l l and I.he 2004 Executive Report 10 Congress from tht 

Commission ro Assl!S5 rhe ThreaJ 10 lhe Uniled States from Elec1romognetic Pu/1e A1toclc, the US 

tactical forces potential lad of resiliency to elecuom.agnetic pulse (E."1.P) is a consequence of 

many factors. One factor is the migration to electronic capabilities and software-driven system 

architecrures for many of our combal capabilities.. which are vulnerable 10 an EMP. A second 

fact0r is a perception that the electr0nic warfare threal has disappeared since the end of the Cold 

War, causing a shift in US attention away from EMP. A third factor is the acknowledgement that 

pot:ential adversaries of the US have obsen'ed their tactics, techniques. and procedun:s for 

battlefield elecironics and teamed that they are heavily reliant on electr0nics and electronic 

systems on the banlefield. The emerging threa1 environment is cbaracteriz.ed by a wide spectrum 

of ac!Ors that include near-peers, established nuclear powers. rogue nations, subnational groups. 

and terrorist organi,:ations that either now have access 10 nuclear weapons and ballistic missiles 

or Dllly have access over the .next l 5 years place the risk of EMP anack and the associated 

adver.;e consequences on the US at an unacceplllhle level 1 

The adversary's use of a high altitude electromagnetic pulse (HEMP) can potentially 

generate a decisive advantage o"er friendly forces if equipment is unprotected against this threat. 

DoD policies on HEMP expanded beyond strategic systems tO protect tactical assets initiates a 

ple-thora of effons to mitigate the potential adverse effects. With the inclusion of tactical assets in 

the revised DoD policy, the procurement and acquisition of HEMP swvivable equipment ensures 

that warfigbters possess the adequate capabilities in the future operating environment where an 

adversary is capable of employing a HEMP as a means of delaying, disrupting, and defending 



against friendly forces. Moreo~er. the expansion of cUJTent OoD polic) pro,-ides a basis and 

strategy for requirements generators to relate aftordability and mission effectiveness while 

applying priorities to implement EMP sunivability into future taetical systems. 

During nuclear testing in the I 950"s. attention slowly began to focus on EMP as a cause 

of electronic equipment malfunction. It was not until funher testing around 1960 tha1 the 

possible vulnc:rabiliry of electrical and elecu-oaic systems to EMP was recogni7ed. 2 

Characterized as the production of a very shon (hundreds of DallOS<,'COnds) but intense pulse. an 

EMP propagates B\>,,'ll} from its source with diminishing intensity and is governed by the theory 

of eleccromagnetism.3 This pulse of energy produces a powerful electromagnetic field wilhin the 

vicinity of the weapon burst and across the affected area on the ground. a radius ofhundred.~ of 

miles from the burst site. and affects the enrirc area simultaneously.• fhe height of the blast 

increases the affected area on the ground. 

An EMP is one of the many products ofa nuclear explosion. The intensity, duration of 

the pulse. and area affected vary greatly with l~ altirude of lhe burst .. The sirongest electric 

fields are produced near the burst by detonations at or near the earth"s surface, bur for those at 

high altitudes. the fields al lhe earth's surface are sttong enough Ill be of concern for elecuical 

and electronic equipment over a much larger area. s 

A nuclear HEMP is a time-varying burst of electromagnetic radiation that increases 

rapidly to a peak. The electric field strength then falls off and becomes quite small in a few 

tenths of microseconds (more rapidly in an air burst compared to surface burst).6 Though this 

may seem like a very shon pulse, the energy is substantial and is related to the yield ofihe 

weapon detonated (i.e., kilotons). The negath'el) charged electrons move outward faster cban the 

heavier positively charged ions. creating a separation of charges. thereby creating an electric 
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field. lfthe nuclear burst were 10 occur at high altitude (40km or above), the gamma rays would 

encouru.er an atmosphere with decreased air density. This would enable the gamma rays to travel 

greater distances before being absorbed. The gamma rays traveling in a general dO'wll'w-ard 

duection would eoconnter an al.lXlosphere that is increasing and forming the -deposition" (or 

source) region for I.be EMP (Figure I). 

As the electrons accelerate toward the earth along the atmospheric magnetic field, they 

creaie an avalanche effect with tnu:ISient eleclrical fields and currents responsible for the 

electromagnetic pulse with frequencies between I OOKHz and 1 GHz. The electromagnetic pulse 

is characterized by fast, medium, and late arriving energy or EI, E2, and E3 respectively. The 

fast traveling or El pulse produces a propaga.tion effect that induces fields, currents. and voltage, 

which damag,, electronic componenlS, subcomponeolS, and systems. The E2 pulse. although 

lower in peak power of its electrical shock, follows a fraction of a second behind the EI and 

destroys the components impaired by the first shock. The third component, E3, compounds the 

effects of El and E2 by creating a disruptive current lasting tens of seconds 10 minutes. As an 

example of the damage created by a high-yield EMP, the Soviet Union tested a series of exo-
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atmospheric nuclear de1onations in 1962 using JOO-kiloton weapons and reported damage to 

overhead and underground cable~ out to 600 kilome1ers. as well as ~surge arrestor burnout. 

spruk-gap breakdown.. blown fuses. and pcm,er i11pply breakdowns. ..a However, high-yield 

we.apons are not necessarily required to produce an EMP. Studies suggest that low-yield nuclear 

weapons ha\'C the po1ential to produce a significantly larger EMP than a high-yield nuclear 

weapon. Of note. the fourNonh Korean nuclear tests from 2006-2017 have had yields of one to 

rea ki lo10ns. <> 

Low-yield nuclear weapons. referred tons Super-EJvfPs, arc a ca1cgory of EMP that is 

~-pecially designed to produce primarily gamma Ta)S that generate onl} an l:,J electrical field. 

One specific design of a Supcr-EMP warhead would be a modified neutron bomb. more 

accurately an Enhanced Radia,ion Warhead that produces not onl} a large amount of neutrons 

buL large amounts of gamma rays that cause the EMP effcct.10 These Su_pcr-EMPs can have an 

exploshe }icld as small as one kiloton and arc rcpono!d to be able to generate 200 lalO\'OIIS per 

meter (kV/m). whereas a high-yield (20 megacon) weapon gencra1es 30 l V/m. The Super-EMPs' 

effects on tactical forces would have strategic-level repercussions as compared to a high-yield 

nudear detonation or a surface burst. 

Comparro to the high-ahimde b~ a surface burs1 will drop off rapidly with distance. 

For an explosion of high yield, the EMP will exiend in all directions on cbc ground a~ far as the 

line of sigb1 from the burst point. Additionally. lov.w frequencies will constitute a signiflcam 

pulse extending beJond the horizon. For example. a nuclear Cl.."))losion at an altitude of 30 miles 

will have an affected ground radius of roughly 480 miles, whereas a burst heigl11 at an altitude of 

300 miles will affect a ground radius of 1,470 miles. Since the radiation u·avels with the speed of 
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light. it is ·xpected that the entire area will be affected simulum ously. wi1h instantaneous e:ffoots 

on electrical eqmpmem (Figure 2). 1·1 

Figure lu ru-ea Effecied h an E-Jedromag,aetit Pulse, by Hreigb 1 ,of Bunt 

Through ut e Cold. War perio~ scientists around the world directed attention to the 

proliferation of nu. tear weapons. As Illl ear weapons testing and e aluations v•,tere cond~ 

the EMP was fim recognized only as a. collarteral effect_ Howe er, this capabili , metastasized. 

into the capability to c-00.d'uct an. EMP attack. In 1962 th Sovi t Union experimented with 

atmospheric explosions. The best-kn.own te:s1 is Operation Kor Test 184 oY · ~ hich 

used a 3 0 -kiloton. weapon yield at an altitude of 290 kilometers. 13 As a sign of ·roliferation of 

EMP-capab' e eapons, at a 1999 Cougre -onal delegation in Vienna with senior Rl.15Sian 

government offi ials Vladimir Lukin lh chairman of the Dwna's ForeignA.flim-s, 1hreatened. 

"ffwe J,eally wanted to hurt you with no fear of retaliation, we ould launch a ubmmine­

lawiched ballistic missile ( LBM), [ and] \Ye rould detonate a nuclear weapon high above your 

country and shut do'\VD. your power grid." l 

Other potential adversaries su · h as ChJna, -ort .. ~ and mm al o po ess the 

capahili to use fuvIP ,veapons. China has institutionalized th use of BdP as a fust strike 

capability in wargames. orth Korea. although considered an in.dig nous nation i considered to 



be a nation associated with the AQ Kahn proliferation ncl'...-ork.15 In 2004. Russia warned 1ha1 

design infonnation \V-JS provided lo Nonh Korea tha1 may give i1 the capability to build a Super­

EMP. The 11:onh Koreans have conducted a bomb tes1 "ith a yield of abou1 ten kilotons, "hich 

although dismissed by experts, is the exact amount required for an l:.MP. Additionally the 

trajectory of Nonh Korea's sa1ellite launch of December 2012, looked very much like a 

fractional Orbital Bombardment System (a Soviet innovation intended 10 exploit limitations of 

US Ballistic Missile Early Warning radar coverage) for EMP attaek.1
& Although Nonh Korea's 

possession of'this capability is concerning. the greater concern is the country's potential tu sell 

missiles and technology 10 other rogue nations. Nonh Korea and Iran are strategic panners with a 

treaty bet"een the two countries that obligates the sharing of scientific and military technology.17 

Iran has 1csted its Shahab-Ul ballistic missile in a mode consistent with an E!vlP from bo1h a land 

and srup placfonn.18 US policy makers should distill lhal the collaborative efforts of these nations 

can have a profound impact on furore operating environmenL 

Adversaries th.at possess sophisticated and unsophisticated missiles armed wilh nuclear 

weapons may employ an EMP 10 create a regional I) asymmetric environment lO target maneuver 

forces to level the playing field. At high altitude. the effects of the detonation of a nuclear 

warhead (i.e .. the blasL chermal radiation. radio:icti~e fallout) would no1 be experienced by 

people at the ground level. Moreover. an EMP is not reported to have direct harmful effects oo 

people. Therefore, it is anticipated that instead of destroying cities. bases. and people, an 

adversary will emptor an £MP to obtain an asymmetric ad,.aniage on the battlefield.19 Funher, 

EMP is a method that an adversary could use 10 neuualiJ'.e the 1cchnological advantage \\ith a 

single blow to US forces. Becau,;e of these far-n-achiog effecis. the US has taken steps to 

mitigate damage to critical infrastructure. 
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Many US strategic systems are hardened or shielded against an EMP, and DoD 

Instruction 3150.09, Cbainnan of the Joint Chiefs of Staff (CJCS) Instruction 3222.01, and Chief 

of Naval Operations Instruction 3401.3B established procedures fo1 the execution ofEMP 

protection; however, the systems used by maneuver writs are still largely vulnerable. Further, the 

US vulnerability to EMP is increasing because of the growing dependence on unshielded 

electronics, especially the commercial systems that are the cornerstone of modem high­

technology equipment.20 The increasing dependence on commercial-off-tbe-shelf(COTS) 

systems to support military operations is attributed to the ability of such systems to provide cost­

effective solutions expeditiously to the warfighter. However, there is a do~vns.ide when 

considering the survivability of these COTS solutions against an EMP. 

. 
As reliance on COTS technology grows, so do the threats and consequences of an EMP 

to maneuver writs. COTS electronics such as electronic fuel injection systems on vehicles are 

particularly vulnerable to EMP effects. Moreove1, the copper wiring between devices requires 

limited energy to permanently destroy them.21 In the instances that the equipment is not 

destroyed, it may still function but with expected degradation. Although the cost to shield or 

harden existing systems might be cost prohibitive, next-generation systems can integrate 

shielding in the design phase for a five to ten percent increase in cost. However, after the system 

is fielded to the operating forces, the cost of hardening may be as much as it is to build. 22 

A potential target of an EMP among mobility assets is the group of systems that operators 

take for granted, primarily the electronic components and subcomponents within a vehicle's 

operating system. For example, in 2008 a Logistics Vehicle System (L VS) (Figure 3)23 

experienced a direct lightning strike that required the replacement of the preponderance of 

electronics on the vehicle.24 Although an EMP and a lightning strike are different in some 
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respects, particularly that it is unlikely that an adversary-generated EMP would result in the same 

external visual and physical damages on an asset as a lightning strike, the effects on the asset's 

operational capabiJjties are essentially the same. Further, the level of maintenance required to 

repair the asset is above the capability of a general maintainer or vehlcle operator and is a depot­

level repair problem. Therefore. the argument to carry redundant repair parts does nm hold. 

Ultimately, the use of an EMP would have the effect of leveling the playing field for an 

adversary of the United States. 

-Figure 3: LYS Disembarking Crom an LC-T During an Amphibious Exercise 

The EMP Commission, established pursuant to title XIV of the Floyd D Spence National 

Defense Authorization Act for Fiscal Y car 2001, tested the vulnerabilities of a number of 

automobiles and trucks ranging in vintage from 1986-2003. These vehlcles all bad extensive 

electronic systems, including up to l 00 microprocessors that controlled virtually all ftmctions. 

The tests compared vehlcles that were operating and shut off at the time of exposure to EMP. 

Although there were no effects on vehlcles that \\ere shut off, the EMP Commission stated that 

"at least two out of three automobiles on the road will manifest some nuisance response at 

twenty-five kV/m or hlgher."25 Of the trucks tested, thirteen of the eighteen experienced a 

response while running. The results of the EMP Commission's work showed that at levels hlgher 
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than twelve kV Im. sevenzy percent of tracks on the road will experience some type of anomalous 

response. 26 

Although the requirements generators will need to best determine how the above stated 

five to ten percent increase in COS! is applied, the focus should be on shielding the systems moSt 

vulnerable components. such as tbe radio and transistor based control systems, which includes 

the alternator. the power plani, and the ignition system. These critical subsystems could employ a 

Flllllday cage27 and bonding to the electrical groUDd of the chassis with filtering and surge 

protection at eacb point of eotrance.2• Furthermore, the control system wiring can be rouccd 

through welded conduit between tbe critical subcomponents. Also, to mitigate any unintended 

conducted energy onto the wiring system all wire pc.nenations need filtering and protection. 

These protections could mitigate lhe vulnerabilities addressed by the EMP Commission's report. 

Due to the lack ofEMP protection policy directed 31 iactical military systems, it is 

essential that the DoD establish initiatives and policy lO direct analysis and hardening of ncXt 

generation vehicles. This wiU provide lhe acquisition professionals with the formal 

documentation necessary to justify the research and development required to protect tactical and 

logistics support vehicles against the threat ofEMP. 

Over the past 15 years. US forces have been involved in both major combat operatio.ns 

and crisis response missions resulting in a counterinsurgency (COIN) paradigm. Unlike lhe 

Soviet Union during the Cold War, !he adversancs in Iraq and Afghanistan have lacked the 

sophistication required to employ a regionally asymmetric weapon tha1 would significantly 

challenge US forces to the degree that an EMP would. The COIN paradigm has also significantly 

affected the US approach to the development and procurement of equipment for combat 

operations. The lack of a sophisticated threat and need to rapidly field equipment has created a 



separate but related paradigm in the COIN fight. "The requirement for systems to operate in a 

electromagnetic contested environment was not necessary and therefore not included in the 

design. The resulting paradigm is a portfolio of systems fielded LO the force that are not designed 

to operate against a sophisticated adversary ·who possesses an asymmetric weapon such as an 

EMP. Though these paradigms have resulted in an unbalanced overal l portfolio of weapons 

systems, it can be rebalanced within the requirements proce-SS to incorporate the necessary 

capabilities to fight both unsophisticated and sophisticated adversaries. 

Requirements generators and system program managers have accepted the heuristic to 

drive costs lower and shorten deployment times for systems reinforced with ideas that have come 

out of documents such as a 2009 report of ihe Defense Science Board Task Force on integrating 

commercial systems into ihe DoD. According to the report, the DoD should adopt effective and 

efficient acquisition strategies specifically aimed at COTS and government-off-the-shelf (GOTS) 

products in order to satisfy mission needs. These COTS and GOTS solutions will take advantage 

of ihe speed of deployment and low cost needed for future military systems.29 Moreover, Dr. 

William Schneider. the C:hairmao nfthe Defense Science Board, states, "Purchasing commercial 

or oiher government off-the-shelf (COTS/GOTS) and commercial- or foreign-derivative systems 

presents a significant opportunity to the DoD. The challenge is to reap the advantages­

including predictable and lower costs and short realization schedules." Later in the report. he 

states, ''while a military system de.signed from the bottom up can deliver a total solution to an 

identified requirement, the goal of using COTS/GOTS and commercial- or foreign-derivative 

systems is to get the '80 percent' solution fielded rapidly and at a much lower cost and risk."30 

Though COTS/GOTS technology and products have been an asset in recent engagements, ihey 
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have contributed to the imbalance in our portfolio as they are not purpose-built to defend against 

the EMP threat . 

In 2011, within the Departments of the l'-aV) , Air Force. and Anny, 318 items met the 

EMP survivability requirement. 31 Though the authors were uuable to ascertain the total number 

of items withln the respective depanmeots, it can be safely assumed that 318 items equa1es to an 

extremely low percentage when considering the aggregate number of items that exists within the 

DoD, meaning lhe preponderance of systems are unprotected. As stated earlier, the smnegic 

forces are hardened and prote¢ted in accordance with established policies, but for systems within 

the DoD that art not considered strategic, the need for protection against an EMP falls outside 

the ~so percent" solution. 

The absence of a documented requirement for a system IO operate in a AEMP 

environment, the cost and increased time for deployment bas led requirements generators and 

program roaoag"rs ID accept the trade-off for lower cost and shoner development and 

deploymeni times over hardening against a HEMP. Tbe n:searcb conducted by the aurbois 

discovered several justifications regarding the trade-o.ffbetween hardening, cost, and deployment 

of systems. Though nuclear testing in the 1950-l 960s clearly indicate effects of EMP on 

electrical systems. the most frequently documented justifications for not haroen equipment 

against £MP is that these effects have not occurred in the operating envirorun.eni. Further, 

requirement generators dismiss the sophistication of our adversaries and the future operating 

environment Another justification is that in a fucally consuai.ned envirooment, the money could 

be allocated elscwbere. ln the case of tactical vehicles, there is not a requirement to harden and 

protect these assets against the £MP threaL32 
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The accepted trade-off between cost and hardening is troubling when considering 

recorded Congressional testimony in 2006 that indicate.<: incorporating a plan for hardening a 

new tactical item against an EMP may increase the cost of the device only five or ten percent.33 

Research presented in the Repon of the Commission to Assess the Threat to the United States 

from EMP attack states that the cost could be as little as one io three percent if executed at the 

time the unit is designed and manufactured.34 All research indicates that waiting until the device 

is built will significantly increase the cost. 1n fact, the 2006 Congressional testimony indicated 

that it may cost as much to harden the device after its construction as it did io build it.35 

Solution 

DoD policy must be amended to ensure that technical solutions are developed and that 

US forces, as a system, are protected against the effocts of an EMP attack. The last 15 years of 

operating in a counterinsurgency environment has eroded the forces' ability to plan for EMP 

survivability and given rise to the perception that an EMP is an acceptable risk because it is 

seemingly small. Testing and simulation facilities, institutional knowledge, and research and 

development have becD minimized to suppon other efforts. However, with US adversaries 

gaining possession of EMP weapons, the adverse consequences present a risk to the force and 

mission that cannot be ignored- the level of risk is on par with the US Jack of preparation to 

fight the Japanese in December 1941.36 The future operating environment requires that tactical 

forces be resilient to an EMP attack. To ensure that !his tactical capability is supponed, the 

current policy37 (i.e., DoD Instruction 3150.09 and CJCS Instruction 3222.01) should be 

expanded to include tactical forces. By expanding these policies to protect tactical forces, 

requirements generators and acquisition professionals can justify the additional cost to conduct 

research and development for technical solutions. These tech.n.ical solutions, if funded during the 
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design phase, will increase costs; however, the cost is minimal when compared lo the cost of 

upgrading currently fielded equipment or repairing equipment damaged by an EMP. Further, US 

forces must reevaluate how "systems" are defined to ensure that vulnerabilities are accw-ately 

assessed against mission requirements. 

Tue military's tactical force lacks a thorough assessment of vulnerabilities to the effects 

of an EMP. The assessments that have been conducted thus far have focused primarily on tactical 

command, control, communications, and computer systems such as satellite navigation systems, 

satellite and airborne intelligence, targeting sysiems, and communi_cations infrastructure. 

However, the capability to quickly move the assets listed above requires logistics vehicles, 

primarily the tactical vehicles that are not cun:enlly hardened and protected against an EMP and 

for which there are no acquisition requirements to do so. 38 This fact was addressed in the 2004 

Report of the EMP Commission, which stated, "This [the DoD acquisition process) has provided 

many equipment components that meet criteria for dw-ability in an EMP environment, but this 

does not result in confidence that fielded forces, as a system, can reliably withstand EMP 

attack. n39 

The US tactical forces are dependent on multiple components operating together to 

achieve superior battlefield effects over the adversary. The integrated aspects of the components, 

the interaction between the components need to be protected as a system. For example, trailer 

mounted/towed combat power systems, such as artillery, requires a logistical asset to move 

around the battle.,;pace. The loss of the capability to move the asset (mounted or towed) will 

impact the combat power that US tactical forces can bring to bear on the adversary. Regardless 

of whether the vehicle is inclusive or exclusive of the system, the holistic capability is not 

protected against an EMP. 
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Therefore, DoD should identify all lhe 5}51MIS necessary to maintain the ability to fighl 

in the fururc operating environment. which will Ile defined b) lhe credible lhrea1 of E.\{P anacks 

10 delay. defend against, and disrupl US mctical forces. This will require a holistic approach Lo 

rea.~ss bow systems are defined. Currend), as suucd above. the acquisition syskm does not 

idemify a vehicle as part of lhe system 10 support towed artillery. Rather, the vehicle and artillery 

are identified as two distinct and separate systems. To further illustrate this point, there are a 

required number oftrocks to logistical!)' support a company of tanks. Allhough the degradation 

of one uuck will oot render the umk compan) non-mission capable, the unit as a whole would be 

degraded in a combat en,'Il'OlllDent if multiple trucks were rendered inoperable by an BIP 

because lhe unit relies on those trucks to support its fof\-.-ard advance in conducting exploitation 

operations. 

During the Cold War, the US response 10 the threat ofEMP was confined 10 shielding 

critical components of strategic forces. Milit.ar) Standard 188-125 released on 26 June 1990 is a 

directive lhat requires EJl.fi' mitigation for all militBJ) command. control. communications. and 

computer systems" Subsequently. the DoD is:.ued DoDI 3190. much establishes polic). assigns 

responsibility, and establishes procedures for tbe DoD Survivabiliry Policy. B>· expanding this 

policy 10 include tbe tactical forces and reassessing lhe manner in which oper.iting systems arc 

defined, str111egics can be developed to ensure that fielded forces are confidently hardened and 

protected against an fu\11P attack. 

Condu, ion 

Ad\'cr,;anes of the US arc focusing on and studying the technological odvanccs of US 

forces and the US reliance on 1ecbnology. China ~-pccifically mentions this in its military 

doctrine as a critical vulnerability for the US.40 The DoD mast undertake a 21" centUJ) approach 
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to :fightmg in, a contested. en ironm~t. and that approach must :start Vi-ith a criti~ analysis of our 

warfighting equipment and ensure that th . DoD is :fielding equipment that is capab. e of opera.ting 

against a sophisticated adversary. Th US military earn onl maintain its cme capabilities of 

manerwering against an ad ersary b protecting its electronics and e]ectrical systems. P -otecting 

the.se components against EMJ> atta · k liU all the US to maintain its teclmologica1 advama e. 

Though an Etv1P weapon has not been brought to bear agaimt U forces, the tmmingated ris 

exists. Over the past 1 "" ~· ears om adversaries ha . •e o served and learned much from how we 

operate. They ha e seen howU · forces uood and relied on man uver warfare to gain and 

maintain the ad ant.age. Om adversaries will use that knowledge to o pose U forces, and th 

United. States must be prepared to OOl!l!Iter fue threat:. The current policies need to be expanded to 

incorporate E1vlP survivabili1y functions within xisting DoD decision-making proo es and 

ensure loVal'fighters are proYided with HE:tYIP survivable systems. 
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