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1. Introduction and Relevance to the US Army

The use of unmanned systems and unmanned aerial systems (UASs) is proliferating
throughout the world’s militaries, with applications in communications,
surveillance, reconnaissance, and combat (Nacouzi et al. 2018). In hostile regions,
UASs will be subject to several varieties of threats, including cyber and physical
threats, as well as environmental hazards. Survival and mission success will often
depend on the ability to operate with minimal communications or reliance on
Global Navigation Satellite Systems (GNSS), such as GPS (Guvenc et al. 2018;
Sathyamoorthy et al. 2020; Fan et al. 2022). For example, communications from
the UAS can be used to detect and obtain the UAS position, while satellite-based
navigation is easily spoofed or jammed, as the signals are very weak. Other sensors
are also often used to augment GNSS location analysis and could be used to take
its place, such as optical systems—including cameras, radar, Light Detection and
Ranging (LiDAR) systems, and inertial measurement units (IMUs) (Angelino et al.
2012). These present their own challenges. IMUs are standard equipment but are
only able to detect linear and angular accelerations while determining orientation
by detecting the local magnetic field of the earth (a total of 9 degrees-of-freedom).
Thus, position errors, the second integral in time of the measured accelerations,
accumulate over time. Other sources of concern when using IMUs for UAS
navigation include environmental effects (i.e., wind or precipitation). Physical
changes to UAS construction, such as the addition of a sensor or weapons package,
including changes once a weapon has been discharged, further complicate efforts.
Such changes in mass and mass distribution alter the center-of-mass and inertia
tensor of the UAS. Optical sensors, radar, and LiDAR systems add weight and often
emit RF or light, making them more detectable and/or requiring processing
resources. The added weight and/or processing can have adverse effects on battery
life, and, thus, run time and overall reliability.

To address these issues, we are investigating the use of control algorithms in windy
environments to understand how IMU signals may be used within control to
account for (and/or alter calculations of) UAS position. Coupled with uncertainty
measures, these could ultimately be used to detect changes to UAS flight
performance, or the spoofing of GNSS signals.

Urban environments are a second area of concern for safe and reliable UAS
operations (Watkins 2020). They are recognized as a challenging domain for DOD
operations, as well as a huge area for technological growth in the government and
commercial services. In this report, we demonstrate a simulation space that we are
building specifically for modeling UASs in urban environments to address issues
of autonomous and semiautonomous control, with a focus on environmental



interactions, including wind and static collision threats. Key parts of the physics
and controls are directly implemented in C++. Beyond that, where possible, we are
leveraging current free- and open-source resources (i.e., software, software
frameworks, and data), with the caveat that we include the use of some tools that
require a fee after a product is commercially successful. We have taken a modular
approach that will enable a flexible transition to other software frameworks and
systems as they mature. Our current system has based this on the PX4 controller
library for small UASs and real-time-publish-scribe (RTPS) data transfer protocols.
RTPS should enable our developments to transition to other tools as they mature,
and to other tools and data, such as computed wind data, using common application
programming interfaces (i.e., APIs). For graphics and user interface, we use Unreal
Engine (UE) (Matej 2016), a game engine that provides state-of-the-art graphics
capabilities and some of the physics used in our models—most importantly
collision detection between the UAS and its environment.

Sections 2—4 detail the major computing components of the overall simulation: the
incorporation of real-world city data, the generation of realistic wind models, drone
geometry and physics modeling, and linear and nonlinear controls. Our reliance on
open-source software for each of these major pieces of the overall simulation, such
as UE, OpenStreetMap (OSM) (Anderson et al. 2019), Mapbox, and AirSim
(Shah et al. 2017) is detailed as needed (see Fig. 1; e.g., models of real cities
imported into gaming engines). Sections 5 and 6 provide sample results and
concluding remarks.



Fig.1 Two examples of city data incorporated into UE for large-scale simulations:
Chicago, Illinois (top); Crystal City, Virginia (bottom). Both images were created using open-
source tools to import open-source Mapbox city data into UE.

2. Quadcopter Mesh and Physical Models

This section provides the equations relating to the state variables of the quadcopter
system, quadcopter kinematics, and quadcopter modeling on computer meshes.
These equations are general to most computer models of 3-D objects, with an
emphasis on equations best suited to UAS control theory.

The position of the quadcopter is given by

q=[qxayq;] €R®, (1)



with its velocity given by the time derivative of q. The rotational orientation is
defined by the following set of three angles, referring to the pitch, roll, and yaw:

o =[,6,y]" €R, )

and rotational velocities are derived from differentiating in time. In sum, the state
vector characterizing the quadcopter, x, is given by

x(®) =[x (), x2 O] = [q{ (), 01 Oz (), 07 O] €R? . (3)

An alternative characterization of the thrust, pitch, roll, and yaw is given by

v(t) = ] (O, vi(O]" =
[11(®), d1(2), 01.(1), Y1 (1), m2(1), P2(), 62(t), Yo (D))" € R® . “4)

This vector naturally presents intuitive values closely related to the motor inputs
(Khan 2014), but it does not fully quantify the state of the system. For example,
two quadcopters with the same v vectors could be at different locations in space.
Forces on the quadcopter from the rotations of its propellers only allow for specific
types of forces. More general forcing on the drone is also possible from
environmental factors (i.e., wind) and hence two different functions are defined:

f(x):R¥? -5 RS, g(x,v,):R? x R* > R® . (5)

The function g takes in thrust, pitch, roll, and yaw values to produce force, while f
is the more general one. With these two functions defined, the ordinary differential
equation (Strikwerda 2004) governing the trajectory of the drone is given by

(1) = x,(t)

o : (6)
=2(6) = f(x(®) + g (x (), v2(1))

Quadcopter analysis often speaks of an internal frame and a body frame
(Nelson 1998; Khan 2014). The three basis vectors for the inertial frame are simply

1 0 0
n, & [O] Ny = lll,nz o [O] ) (7)
0 0 1

A unit vector n € R3, where R3 % {n € R3:||n|| = 1} can be rotated to the body
frame under the action of a rotation matrix, R, that is constructed from the three
angles of o:

R(o,n):R3> X R3 - R3 . (8)



Thus, for example, one component of g, arising from the thrust can then be given
as

9y, 0):RXR3 > R® = F,R(n,) . 9)

Details of the equations governing the quadcopter are presented elsewhere
(Nelson 1998). Often, these analyses will make simple assumptions about the exact
shape and mass distribution (e.g., that it might be composed of two thin uniform
rods and a point mass) (Khan 2014). A more general approach is to model the
quadcopter as a tetrahedral mesh defined by node locations, velocities, and
connections to each other:

M = [MT(t), MT()]T € Ro™ . (10)

Such a mesh makes no assumptions about the geometry of the drone. The physical
mesh employed was small and simple to establish baseline results, as given in
Section 5; however, incorporating a more complex geometry in the future should

be trivial. Figure 2 shows the physical and visualization meshes used in this report.
The visualization mesh is more detailed.

Fig.2  Visualization mesh (blue) and simpler physics mesh (yellow)



The finite-element-based, partial differential equation (Johnson 2012) governing
the evolution of the mesh is

() = My(1)

a, . (11)
W (1) = fu(M©)) + g (M(©), v5())
Detailed forces from the wind, limited only by the scale of the mesh are defined by
the fundamental wind equation:

F, =5pv%a, (12)
where a is a surface area, p is the density of air, and v is the relative wind velocity.
More detailed wind equations and turbulence (Tennekes and Lumley 1972; Stull
1997) can also be implemented. For a wind field, interpolated from j locations,
W € R%, the aggregate force effect from the wind, applied to every surface node

on the mesh, is
£ (M, W): RO™ x R® — R3™ (13)
Another component of fj, is simply gravity:
fe(M)):R3™ — R3™ | (14)
The material forces maintaining the structure of the quadcopter are defined as
fr(M): R™ - R3™ | (15)

Two specific models were implemented that prevented any significant deformation
to the drone and produced similar results. One was an elastic model; however, it
contained stiffness parameters so large that it closely approximated a rigid body.
The other model was an exact rigid body (Featherstone 2014). For the presented
purposes, a pure rigid body was sufficient, but modeling modestly deformable
materials may warrant further investigation. It may be a worthwhile trade-off to
build a drone with a low-cost, ultralight, and fracture-resistant material that may be
modestly deformable. Furthermore, a deformable drone could be desirable because
it could change shape to allow for optimal performance under various operating
conditions. For example, the V-22 Osprey has two configurations—one for fast
efficient flight and one for landing—and birds have all sorts of configurations.

Lastly, forces are applied to the quadcopter from the four thrusters as given by

Im(M,v): R x R* > R3™ | (16)



and the other forces are summed as
fuM, W) = fi,(M,W) + fo,(My) + fr(M) . (17)

The reconstruction operator R and the projection operator P can be used to go
between the model of the quadcopter, where the state is defined by 12 numbers and
the model with the arbitrary mesh:

P(M): R®™ > R'%, R(x): R?? - R3™ . (18)
With these operators, f, can be defined simply as
f(x®) = Pfu(R((1)) - (19)

This f is used in the examples in Section 5. It allows for arbitrary quadcopter
geometry and arbitrary wind effects but keeps the computations faster and the
controls described in Section 3 more manageable. Preliminary tests reveal realistic
quadcopter behavior that compares favorably to either AirSim or a naive
implementation of built-in UE physics capabilities.

3. Quadcopter Controls

Controls are everywhere. Almost ubiquitous in modern machinery, controls act as
a go-between for the user inputs and physical operation of a machine. Existing
algorithms work well in ideal or mild weather conditions. Severe weather may be
rarer but can cause catastrophic results. This section details two control algorithms
applied to quadcopters. Demonstrations with both algorithms presented are
described in Section 5.

A known reference solution 7(t) € R? is defined and the error between the system
state x(t) and r(t) is:

e(t) =r() —x(t) . (20)

The system is considered controlled by making e(t) small (Astrém and
Murray 2021). The reference solution satisfies

dr
_1 'r‘

dt _ 2
@ = f(r@) + 4, (r.0:(0) D

The function g, , which takes the motor inputs of the reference is considered fully
known. However, f, is considered fully unknown. This function may move the
quadcopter in an unphysical way (e.g., by a simple command motion from one point



to another without a conversion to motor inputs). Additionally, wind terms, whether
in f or f, are not directly known by the controls.

A starting point for the controls is to simply add a force to the governing ordinary
differential equation (ODE):

52 ™ f(x(0) + 9(+(0,1,(0) +u - @)

But, as noted in Section 2, u cannot be arbitrary. There must be aanv, such that
u = g(x,vy).

The linear controller will be a proportional-integral—derivative (PID) controller, of
the form (Hang et al. 1991; Astrdm and Murray 2021):

Vpid = Verm + Vpa T Vi - (23)

PID controllers push an observed variable to a reference by applying a proportional
force (P), a force relative to the integral difference of the observed and control
variable (I), and a force based on the difference of the derivative of observed and
reference variable (D). This simple control is the most common type of control used
in real-world engineering applications.

The value of v, is the direct input from a remote control converted to physical
forces that can be added to the model:

Verm = VUr - (24)
The other two terms of v,;4 require an inversion given as
g L:R?2 - RS . (25)

The 12 variables defining the state vector are converted to coordinates that can be
directly affected by the quadcopter motors:

97 ) =x =i xz1" . (26)

The reference solution is similarly inverted, but with an awareness of x, and slightly
modified coordinates to allow differences between the reference and solution to
appear. For example, if the reference and quadcopter were shifted in space and
stationary, thrust and rotation values would be the same. The inversion of the
reference solution leaves a “trail of breadcrumbs” to allow a PID to work. The
reference is inverted with



g txr)=0=I[o],0}I". 27)

The error is given by

[e], e]]7 = e(t) = 0(t) — x(t) = g2 (x(®),7(t)) — g~ (x(t)) . (28)

In these converted coordinates v,,4 can now be defined as
dSl
Vpa = kp&r + kd; =kpe + kyey, (29)
and similarly, the v; term is
t
vi =k [, &(@dr, (30)

where k,,, kg, and k; are appropriately chosen constants (Hang et al. 1991). Once
Vpig 18 found, it can be converted to update x by applying g and replacing the
generic u in the ODE:

Upia = g(x' Vpid) . (€29)

PID controls like this are relatively easy to understand and validate. It is harder to
definitively establish proper functioning and guarantee stability for nonlinear
controls. However, as in other mathematical areas where a nonlinear model replaces
a linear one, there is the potential for superior computing capabilities. The low cost
and unmanned nature of quadcopters and similar drones (e.g., in comparison to a
manned airplane) may allow for more experimentation while at the same time
allowing for the development of excellent control for high-precision military
applications.

The easiest way to understand the nonlinear control described in this section is
through a close consideration of the “I” term in PID. The integral can be thought
of, in this context, as a simple type of learning. If the quadcopter is continually
missing its target over a long period of time, it will, in the simplest use of the term,
“learn,” that the simpler model using only a proportional and damping term is
inadequate and an adjustment needs to be made. However, context goes hand-in-
hand with learning. If the state of the system changes, for whatever reason, such a
simple model can potentially use what it has learned in a context that does not apply.

The nonlinear control method does not just learn accumulated error; it learns error
in the context of specific system states and their small variations. It has a broader
and more robust ability to learn and automatically adjust because of past inadequate



responses. The general equation for the nonlinear controller is (Chowdhary and
Johnson 2010; Chowdhary et al. 2014)

Vnon = YVerm + Vpd — Vad - (32)

To begin the construction of v,,, the following vector of size Q is defined as

D(x) = [91(x), 2 (X), .., @ (), e ()] (33)

where each term in the vector is a Gaussian radial basis function:

Uy — 2
@pq(x) = exp (”foZIq”) . (34)
The center of each of the basis functions is located at ¢,. These basis functions
require careful placement selection and calibration. If there are no basis functions
near x, the v,4 term will be 0 and the control will resort to a proportional—derivative
(PD) control. Conversely, if there are too many widely spread basis functions, v,4
will just resemble an v; term and the control will be similar to a PID. Simulation
results in Section 5 were performed in real time with evenly spaced basis functions
with known minimum and maximum ranges for the velocity and position in the
main direction of motion, pitch, roll, pitch velocity, and roll velocity. In each of the
six directions, there were either four basis functions in cartesian coordinate
directions, or eight basis functions in polar coordinate directions. Better results may
have been achieved by gridding up all 12 dimensions, but the computational cost
was too high. There are many established mathematical means of dealing with high-
dimensional spaces and quickly excluding large numbers of irrelevant basis
functions (Donoho 2000), but this has not been implemented. In a simulation, as a
steppingstone, many basis functions could be used, likely slowing the simulation
well below real time, to assess the worthwhileness of the controls before
implementing an algorithm that approximates this by carefully selecting only the
most computationally important basis functions.

The nonlinear model incorporates knowledge of what the linear model is doing;
therefore, the basic behavior of the linear model does not need to be re-learned. A
matrix associated with the PD controller is

Ay = [ 0 b ] (35)
pd = =k, —kq] -
A Lyapunov matrix, P, satisfies, for any positive definite matrix Q,

0=ATP+PA+Q. (36)
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It is this matrix P that is used in the nonlinear controller. It carries over information
from how the linear controller works in a way that provides control stability. With
the entries of P set as

Pyo P,
P= [ 00 01] : 37
Pio Pao G
Values W, that update in time to essentially tell the control how to adjust in certain

configurations satisfy

awg

ar —L(&1Pyy + £2P11)<pq(x) 5 (33)

where L is the learning rate. Finally, v,4 can be given as
Vaa = Zg:? VVq Pgqg - (39)

This term is nonlinear in the sense that x is used to determine the relevance of a
learning term and basis function, ¢, (x), and then used again when multiplying by

an error term, &, which also includes x.

As with the PID controller, v,,,,, is appropriately transformed:
Unon = (X, Vnon) - (40)

More technical details of this approach are given in the literature (Chowdhary and
Johnson 2010; Chowdhary et al. 2014). This nonlinear controls process can also
exist within the Gaussian process framework (Murray-Smith 2003), allowing for
rigorous uncertainty analysis, though this is beyond the scope of the present work.

4. Virtual Worlds, Real-World Cities, Localized Wind, and an
Adaptable Computing Pipeline

The drone physics and control codes were put into a modular form to make it easier
to update in the future and to be more easily integrated into AirSim and potentially
other software platforms. AirSim works within UE; its capabilities with PX4 RPCs
(i.e., remote procedure calls), realistic sensor modeling, and video recording are
utilized. UE Blueprints are employed to present the major software pieces (basic
controls, nonlinear controls, physics, etc.) and their connections (see Fig. 3). UE
seamlessly interacts with C++ code, where drone physics and control processes are
calculated.

11



Fig.3  Working flowchart using UE Blueprints and showing the major modules of the
overall simulation

Our data formatting pipeline allows for the efficient and automatic conversion of
raw city data provided to objects that can be fully manipulated with UE. In addition
to the capacity to easily modify lighting, textures, and other aspects of the data, UE
has potentially useful built-in physics capabilities and a wide array of plug-ins built
by the community. Options for importing real-world city data from Mapbox and
OSM as well computational fluid dynamic (CFD) wind simulation results (Wang
2020) have been explored and implemented.

This work has been done as part of a broader effort to integrate UAS control with
the operational environment, with a focus on virtual representations of real-world
cities and wind within those cities. We seek to leverage emerging industry and
Army technologies in virtual reality (VR), augmented reality (AR), and virtual
worlds. We have discussed these efforts in greater detail elsewhere; therefore, we
briefly summarize here (Klipp et al. 2021; Lederman et al. 2021; Kirk et al. 2022).

On the industry side, advances in computer graphics, VR and AR headsets, “big
data,” and artificial intelligence (Al) are inspiring discussion of the development of
the “Metaverse” or “Omniverse.” Some businesses and analysts predict that these
virtual worlds will extend the current Internet to be more immersive, online, and
digital experiences. Similarly, current efforts in simulation are promising that
“digital twins” of machines, factories, cities, and/or biological systems will increase
efficiency and accelerate design, engineering, and science. For example, IBM
states: “A digital twin is a virtual representation of an object or system that spans
its life cycle, is updated from real-time data, and uses simulation, machine learning,
and reasoning to help decision-making” (IBM Corporation n.d.).

The US Army is funding the development of its own virtual worlds, for training,
mission planning, and operations. These include three interrelated projects: 1) the

12



Common Synthetic Environment (CSE), providing a basis for the Army’s virtual
worlds; 2) the Synthetic Training Environment (STE), for training; 3) and One
World Terrain (OWT), for mapping and geographic information management.

The CSE/STE/OWT systems are currently under development; therefore, we have
chosen to work with the free-to-use commercial gaming engine, UE, which has
state-of-the-art graphics and physics capabilities, and OSM, an online, free, and
open-source mapping tool. We intend for our work to remain flexible, so that our
developments can be transferred over to CSE/STE/OWT, as appropriate. In
addition to the work on controls described in this report, our work includes the use
of city information and the calculation of localized wind fields using a lattice-
Boltzmann model (Kirk et al. 2022). We are working toward combining these
within the virtual environment.

5. Sample Results

Direct use of a remote control becomes more challenging in the presence of wind,
as the user must carefully offset the weather effects while trying to move the drone
along the desired trajectory. This multitasking can be difficult in practice and the
relation between the degree of accuracy in the user control and the severity of the
environmental factors can be difficult to establish. Appropriate control algorithms
potentially allow for the quadcopter to accurately match the reference solution
despite undesirable environmental factors. Like a human pilot, the control
algorithm has no direct knowledge of the local weather and must respond based on
the observed effect on the drone.

Two examples are presented to demonstrate the effectiveness of the two control
algorithms described in Section 3. In the first example, with results given in
Figs. 4 and 5, the reference moves with a sinusoidal trajectory while the quadcopter
attempts to match. A spatially varying wind is present, and without continual
adjustments, the drone will begin to drift away. The PID controller decently
matches r(t) with a bit of overshoot and undershoot. The nonlinear controller
matches very well and does better on the second oscillation. The terms W, continue
to build up and the controller learns to adjust better based on experience from the
previous oscillation.

In the second example, the quadcopter moves to a fixed reference location in the
presence of an even greater spatially varying wind velocity. Pictures and data are
given in Figs. 6 and 7. The quadcopter with the linear control rolls to move to the
right and then pitches to offset the force from the wind moving toward the camera.
It slightly overshoots the location it is aiming for and then slowly moves to the fixed
reference location because of the build-up of the “I” term in the PID controller. In

13



contrast, the other controller can more directly approach the reference location and
reduce the positional error at a reasonable pace until reaching numerical error
limitations.

Fig.4  Example 1 setup that shows a reference solution (light-blue quadcopter) moving
buildings in the presence of wind. The reference quadcopter moves sinusoidally in time. The
left column shows the linear controller at times 0, 2, 4, and 6 s, while the right column shows
the results from the nonlinear controller.
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Error in Quadcopter Location
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Fig.S  Position error for the linear and nonlinear controls. The linear controller performs
decently but is subject to under- and overshooting the reference target. The nonlinear controls
allow the quadcopter to match up very well with the reference solution. Furthermore, the
reference solution pattern is repeated twice, and the nonlinear control shows an ability to learn
and further reduce error on the second try.
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Fig. 6  The left column shows the drone at 0.5 s (top left), 1.5 s (upper-middle left), 2.5 s
(lower-middle left), and 25 s (bottom left) as it tries to move to a fixed location in the presence
of heavy wind with linear controls. It quickly rolls to the right and then pitches forward to
adjust for wind pushing it toward the camera. In the third image down on the left, it can be
seen overshooting the target and taking some time to move closer. The drone with the
nonlinear controls, shown on the right, is better able to approach the target head-on and reach
the desired location faster. Images are taken at 0.5 s (top right), 1.5 s (upper-middle right),
2.5 s (lower-middle right), and 7.5 s (bottom right).

16



Error in Quadcopter Location
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Fig.7  The position error vs. time is shown for the linear and nonlinear controls. After an
initial burst, the linear control is only able to reach the reference point very slowly.

6. Conclusion

A major benefit of the proposed approach lies in its adaptability. If set on a specific
drone geometry and operational capacity, with limited variability in mission and
environmental factors, it would be possible to fine-tune a better linear or simpler
nonlinear control along with tailored physics. However, the ability for this method
to work on a quality mesh of any geometry, to easily add any desired forces, and
the method’s control approach that can learn and work well without close system
analysis make it a solid choice to quickly employ on a wide range of simulation
scenarios.

Coinciding with adaptability is the advantage from modularized construction and
the ability to incorporate open-source software. In contrast to a simulation capacity
built from scratch, this method is designed to easily leverage well-designed existing
and future software and algorithms. Furthermore, the software design may allow
for modules or pieces to be used elsewhere in potentially larger simulation efforts.

Lastly, while more computationally expensive than some more tailored models and
simulations, it is not so expensive as to prevent it from running real-time or near-
real-time experiments on a single average computer. This still relatively low
computational cost allows for the testing and uncertainty analysis of drone physics,
environmental effects, control algorithms, and their interactions with a non-
inhibitory amount of time and effort.
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List of Symbols, Abbreviations, and Acronyms

3-D
Al
API
AR
CFD
CSE
DOD
GNSS
GPS
IMU
LiDAR
ODE
OSM
OWT
PD
PID
RF
RTPS
STE
UAS
UE
VR

three-dimensional

artificial intelligence

application programming interface
augmented reality

computational fluid dynamic
Common Synthetic Environment
Department of Defense

Global Navigation Satellite Systems
global positioning system
inertial measurement unit

Light Detection and Ranging
ordinary differential equation
OpenStreetMap

One World Terrain
proportional—derivative
proportional-integral—derivative
radio frequency
real-time-publish-scribe
Synthetic Training Environment
unmanned aerial system

Unreal Engine

virtual reality
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