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Objective: Assess performance, trust, and visual attention
during the monitoring of a near-perfect automated system.

Background: Research rarely attempts to assess performance,
trust, and visual attention in near-perfect automated systems even
though they will be relied on in high-stakes environments.

Methods: Seventy-three participants completed a 40-min su-
pervisory control task where they monitored three search feeds.
All search feeds were 100% reliable with the exception of two au-
tomation failures: one miss and one false alarm. Eye-tracking and
subjective trust data were collected.

Results: Thirty-four percent of participants correctly iden-
tified the automation miss, and 67% correctly identified the auto-
mation false alarm. Subjective trust increased when participants did
not detect the automation failures and decreased when they did.
Participants who detected the false alarm had a more complex scan
pattern in the 2 min centered around the automation failure com-
pared with those who did not. Additionally, those who detected
the failures had longer dwell times in and transitioned to the center
sensor feed significantly more often.

Conclusion: Not only does this work highlight the limitations
of the human when monitoring near-perfect automated systems, it
begins to quantify the subjective experience and attentional cost of
the human. It further emphasizes the need to (1) reevaluate the role
of the operator in future high-stakes environments and (2) under-
stand the human on an individual level and actively design for the
given individual when working with near-perfect automated systems.

Application: Multiple operator-level measures should be col-
lected in real-time in order to monitor an operator’s state and lever-
age real-time, individualized assistance.
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Over the past decade, the number of deployed
automated technologies has sharply increased.
We are quickly moving to a new phase of
human—automation interaction where humans
may be monitoring near-perfect automated
systems. In many cases, these systems will be
99.9% reliable or higher (e.g., United States
Department of Defense, 2017). However,
humans are still likely to be tasked to intervene
when it does fail, and those failures are pro-
jected to be costlier than before (Onnasch et al.,
2014). Although there is an immediate, real-
world need to understand how humans inter-
act with these near-perfect automated systems,
there is a dearth of research. Here, our goal was
to holistically assess performance, trust, and
visual attention during the monitoring of a near-
perfect automated system that fails .1% of the
time.

HUMAN PERFORMANCE AND
AUTOMATION

Introducing automation to offset a human’s
limitations in attention and reduce manpower
hours seems primarily advantageous. However,
research has clearly shown that trade-offs exist
when introducing automation such as the loss
of situation awareness (Endsley & Kiris, 1995),
manual skill (Bainbridge, 1983), and overall
system trust (Hoff & Bashir, 2015). Researchers
have used many terms to describe these trade-
offs: for example, “automation conundrum”
(Endsley, 2017) and “irony of automation”
(Bainbridge, 1983). Endsley (2017) describes
the problem well: “The more automation is
added to a system, and the more reliable and
robust that automation is, the less likely that


https://orcid.org/0000-0003-2652-012X
mailto:cyrus.foroughi@nrl.navy.mil
http://crossmark.crossref.org/dialog/?doi=10.1177%2F00187208211032889&domain=pdf&date_stamp=2021-08-04

Month XXXX - Human Factors

human operators overseeing the automation
will be aware of critical information and able to
take over manual control when needed.”
Automated systems of the future will likely
have near-perfect reliability (e.g., 99.9%), and it
is unlikely that humans will be able to reliably
detect these rare-event failures and, even less
likely, be able to then step in to correct said fail-
ures. Very little research has evaluated how well
humans can detect rare-event automation fail-
ures in these near-perfect automated systems.
A bulk of the previous research has evaluated
how well humans detect failures with auto-
mation ranging from 60% to 90% reliability
(e.g., Chancey et al., 2017; Dixon & Wickens,
2006; Dixon et al., 2007; Foroughi et al., 2019;
Rovira et al., 2007). Some researchers have
found human performance increases as automa-
tion reliability increases (e.g., Chancey et al.,
2017), while others have found that human
performance improves when interacting with a
varied reliability automated system as opposed
to a consistently reliable system (Parasuraman
et al., 1993). Recently, our group showed that
although the combined human—automation
accuracy increased as automation reliability
increased, the contribution from the human’s
detecting of automation failures (specifically,
when it missed a target) remained relatively sta-
ble as the automation reliability increased. That
is, the contribution from the human remained
mostly consistent as the reliability of the auto-
mated system increased (Foroughi et al., 2019).
We do not expect humans to perform well in
a task where automation failures are extremely
rare (e.g., vigilance task; see Parasuraman,
1986; Warm et al., 2008). However, establishing
a specific point estimate that can be considered
“poor” performance at the onset of the exper-
iment is challenging. In realistic terms, unless
humans are able to detect these rare-event fail-
ures at a high rate, their role as an automation
monitor may not be worthwhile. With that
being said, including additional measures such
as subjective trust ratings and attention alloca-
tion as a function of whether someone detected
the automation failures helps in holistically
understanding the human’s role when moni-
toring these systems. Including these analyses
could inform how to achieve a more effective

human—automation interaction and subse-
quently improve technology design or training
practices. For example, studying a human’s
trust calibration process of automation has led
to an increased understanding of human—auto-
mation interactions as they happen in real time.

TRUST AND AUTOMATION

Trust is a human’s attitude that another
entity (e.g., human, machine, system) will
help achieve one’s goals in the face of uncer-
tainty and vulnerability (Lee & See, 2004). A
human’s behavior with a system can be dra-
matically affected by their level of trust (Muir,
1994; Muir & Moray, 1996). For example, very
high trust in an automated system can lead to
a person over-relying (not enough monitoring)
or over-complying (blind acceptance), even if
it is unreliable, a state known as complacency
(Parasuraman & Riley, 1997). On the other
hand, under-trust leads to humans shunning
automation and suffering the negative effects
of manual performance in intensive situations
(e.g., experiencing mental overload or cata-
strophic performance outcomes). This relation-
ship between reliability and trust is sometimes
referred to as “trust calibration” (Lewandowsky
et al.,, 2000; Parasuraman & Riley, 1997).
Calibration is a continuous process as it updates
and evolves with the present situation.

Because of the important role that trust plays
in human—automation performance (Lee &
Moray, 1994), a great deal of research has sought
to examine what affects trust and how it affects
performance (Hoff & Bashir, 2015; Lee & See,
2004). One of the most well studied factors is the
reliability, or perceived reliability of the system.
In an early investigation of how trust is influenced
by system characteristics, Lee and Moray (1994)
found that human trust in a system could simply
be predicted by, among other things, the level of
reliability of the system itself. However, research
has found that trust is lost faster than it is regained
(Wiegmann et al., 2001). Additionally, humans
have been found to narrow their attentional
resources on the area of automation where it did
fail, leading to decreased surveillance of the rest
of the system (Dixon & Wickens, 2006; Thomas
& Wickens, 2004). While the coupling of human
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trust to system reliability has been confirmed in
subsequent investigations (e.g., Hancock et al.,
2011), the nature of the error has an import-
ant differential effect on trust (Meyer & Ballas,
1997). For example, when an automated system
fails to detect a signal, it is often called a miss.
Alternatively, when it indicates it has detected a
signal, but in reality it has not, it is often called
a false alarm. Although both are failures needing
correction, a miss is not as salient as a false alarm,
and misses been found to have less severe effects
on trust (Davenport & Bustamante, 2010).

However, with regard to near-perfect automa-
tion, there are two related remaining questions
regarding performance and the dynamics of trust.
First, consistent with prior research, we expect
humans to have high levels of trust with expo-
sure to more reliable systems. Does this high level
of trust result in complacent behaviors, such as
marked, quantitative decrease in attentional nar-
rowing, and contribute to reduced performance
in detecting extremely rare failures? The second
question is in regard to the dynamics of trust: how
is trust affected by extremely rare failures? It could
be argued that extremely rare failures are more
memorable and could result in more extreme trust
dynamics than with moderate reliability automa-
tion. However, trust may be able to be adequately
rebuilt due to the system’s overwhelming reli-
ability the majority of the time, which has been a
challenge with moderately reliable systems. These
questions can be assessed via measuring trust lev-
els over several different time points, and can be
especially informative when they come after a
rare-event automation failure. However, another
potential way to quantify and further understand
the impact that these extremely rare failures have
on the operator is by studying their real-time atten-
tion allocation.

ATTENTION ALLOCATION AND
AUTOMATION

Attentional resources have been defined as
both the fuel and bottleneck of the human infor-
mation processing system (Wickens et al., 2012).
Selective attention is the process of directing
attentional resources to entities in an environ-
ment for information extraction. Eye tracking has
been successful in capturing both overt and covert

selective attention in real-time (Liechty et al.,
2003). Nevertheless, the former has been more
applicable in human factors research as it contrib-
utes to understanding several constructs, such as
workload (Coral, 2016), expertise (Jarodzka et al.,
2010), and learning (Rehder & Hoffiman, 2003).
It has also been able to directly quantify how the
human monitors automation across many con-
texts. For the purposes of the present work, eye
tracking is used to quantify overt selective atten-
tion, which we term as visual attention allocation
henceforth.

Previous research studying human—automa-
tion interaction has relied on a variety of different
eye-tracking metrics (Bagheri & Jamieson, 2004;
Dehais et al., 2015; Sarter et al., 2007; Thomas
& Wickens, 2004). Recently, research has spe-
cifically investigated how eye tracking can be
used as an objective measure of operator’s trust
of an automated system (Glaholt, 2014; Hergeth
etal., 2016; Parasuraman & Manzey, 2010; Victor
et al., 2018). Research generally supports moni-
toring frequency to be inversely related to human
trust—meaning the more the human trusts the
automation, the less frequently it will be moni-
tored (Bagheri & Jamieson, 2004; Brown & Noy,
2004; Hergeth et al., 2016; Moray & Inagaki,
1999). Hergeth et al. (2016) found this to be evi-
dent, but investigated if it was primarily due to a
decrease in monitoring in general. They compared
the total amount of time monitoring the automated
tasks to the total amount of time monitoring all
the other nonautomated tasks. This ratio measure
was positively correlated, meaning changes in
monitoring the automation was not solely due to
changes in monitoring in general. Hergeth et al.
(2016) suggest future research should continue to
study monitoring ratios when humans have more
“decisional freedom,” for example, when they are
not explicitly instructed on how to attend to tasks
and to investigate if other eye-tracking metrics can
be sensitive and reliable measures of trust. When
research expands to additional eye-tracking met-
rics, it usually captures the static and aggregate
patterns of visual attention, and sometimes only
in reference to a specific area of interest (AOI).
For example, Victor et al. (2018) found that in a
simulated autonomous vehicle environment, the
percentage of glances on the road was not able to
predict a human’s ability to intervene in a timely



Month XXXX - Human Factors

and appropriate manner when the autonomous
vehicle failed. However, the human—automation
relationship may be further informed by measur-
ing visual attention allocation with metrics that
are composites of basic metrics. For example,
when applied to gaze data, entropy quantifies the
predictability of the observed pattern of fixation
transitions (Shiferaw et al., 2019). Entropy mea-
sures have been found to be very informative on
the measurement of several human factors con-
structs such as information processing, task diffi-
culty, individual differences, and sleep deprivation
(Kruizinga et al., 2006; Raptis et al., 2017; Shic
et al., 2008; Shiferaw et al., 2018).

One of the goals for this research was to
understand how visual attention allocation dif-
fered between those who did and did not detect
rare-event automation failures as a means to
better understand the human’s behavior toward
near-perfect automation. In this work, a subset
of eye-tracking metrics that were informative of
global (i.e., general) and local (i.e., specific) visual
attention allocation patterns was studied. Both the
global and local metrics were calculated for the
entire experimental session and for a specified time
window during each automation failure. Given

that the overarching goal of the present work was
to observe any differences in visual attention allo-
cation patterns between participants who did and
did not detect each automation failure, both types
of metrics and analyses were included. Finally,
eye-tracking metrics that are found to be consis-
tently different between performance groups will
be analyzed in the same method as the trust ratings
(i.e., by detection rate and over time) in order to
make comparisons between the two results.

CURRENT STUDY MOTIVATION AND
GOALS

The current study was motivated by the
immediate need to understand how humans
interact with near-perfect automated systems by
assessing three information streams essential
to successfully monitoring and detecting rare-
event automation failures: performance, trust,
and visual attention allocation. To do this, we
deployed the Supervisory Control Operations
User Testbed (SCOUT), an automated super-
visory control environment (Figure 1) that was
designed to simulate the current and future
demands of unmanned aerial vehicle (UAV)

Viper 26

Figure 1. The supervisory control user testbed (SCOUT).
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pilots (Sibley et al., 2016). The reliability of this
environment was 99.9%, meaning participants
encountered only two automation failures while
completing the experiment. Subjective trust
questions were asked throughout the experi-
ment, and eye-tracking data were collected as
a real-time index of visual attention allocation.
Our goals were to (1) determine how well par-
ticipants could detect the rare-event automation
failures, (2) determine how subjective trust
changes as a function of detection rates, and (3)
determine the relation between visual attention
allocation and detection type.

METHOD

This research complied with the American
Psychological Association Code of Ethics and
was approved by the Institutional Review Boards
at both the U.S. Naval Research Laboratory and
George Mason University. Informed consent
was obtained from each participant.

Participants

Seventy-three students with normal or
corrected-to-normal vision (M age = 20.5 years,
SD age = 4.2 years, 51 females) from George
Mason University participated in this research
for course credit.

Tasks

The Supervisory Control Operations User
Testbed (SCOUT) is a simulated supervisory
control environment (Figure 1) designed by sci-
entists at the U.S. Naval Research Laboratory
(Sibley et al., 2016) to simulate the current and
future demands of UAV pilots. This testbed
requires individuals to plan a search mission
using three UAVs, then monitor those UAVs
while completing secondary tasks. Some of
these tasks include responding to chat updates
from command (e.g., confirming flight status
or relaying intelligence) and updating UAV
information (e.g., updating flight speed or alti-
tude). SCOUT includes many self-report probes
including trust, fatigue, and workload.

Importantly, when a UAV reaches its target,
the sensor search feed for that UAV becomes
active, and the user must monitor the search
feed to identify possible targets. The search

feed is automated such that the system will help
the user identify targets by highlighting pos-
sible targets with a gold box (Figure 2). This
automation is immediately displayed with no
delay. Each sensor search feed had a different
target shape—either a triangle, circle, or square
(see Target ID in Figure 2), meaning all other
shapes for that feed were defined as distractors.
All objects would enter at the top of the feed
and then vertically scroll down it for 14 s. In
that time, the automation was tasked to high-
light each target with a gold box. For example,
if a sensor search feed’s target was a triangle,
the participant would need to ensure that all of
the triangles (i.e., potential targets) that scrolled
across the screen were highlighted, and none
of the circles or squares (i.e., distractor targets)
were not highlighted. The state of any object
(i.e., highlighted or not highlighted) could be
changed by clicking on that object. Each search
feed had a different target resulting in partici-
pants searching for triangles in one feed, circles
in another feed, and squares in the third feed.
See https://youtu.be/HehmW_Ha-O9M for a
demonstration of SCOUT.

Equipment

A 24-inch Dell P2415Q monitor set at 2560
x 1440 resolution was used for this experiment.
The participants used a standard mouse and
QWERTY keyboard to complete the task. For
the eye-tracking data collection, a Gazepoint
GP3 eye tracker with a sampling rate of 60 Hz
and 0.5-1 degree of visual accuracy was used
and placed right below the monitor. Participants
sat approximately 65 cm (25.6 in) from the
monitor. The eye tracker was calibrated for each
participant using a 9-point calibration program
built by Gazepoint. The GP3 provides left and
right eye point of gaze in pixels and assigns a
binary quality measure to each point to indicate
whether the system believes the data is valid or
not. Based on these three values, each data point
was marked as either valid or invalid for analy-
sis. A valid data point was one where its quality
measure was maximized and both the left and
right point of gaze was a positive coordinate
value. Only valid data points were used for eye-
tracking metric calculations.


https://youtu.be/HehmW_Ha-9M

Month XXXX - Human Factors

Sensor Video Feed | Sensor Orientation Task

Tagettolo:

Sensor Video Feed | Sensor Drientation Task|

Sensor Video Feed | Sensor Orientation Task

Figure 2. This is an example of the sensor search feeds from SCOUT. There is an icon below each sensor
search feed indicating the target of interest: square, triangle, and circle from left to right respectively, as
noted by the red arrows. The automated system automatically highlights targets by placing a gold box around
them. Participants were tasked to ensure that the automated system accurately identifies the correct targets. If
the automated system misses a correct target (miss) or incorrectly highlights the wrong target (false alarm),
participants must click on the object to fix the error. In this specific example, we have shown all four possible
outcomes of what the automated system could do. The red labels are added for this figure and are not in the
experiment. To correct the automation failure (i.e., miss or false alarm), participants would need to click on the

shape to either select or deselect it appropriately.

Procedure

After signing an informed consent form,
participants were instructed to be comfortably
seated in the desk chair where the experiment
would take place. First, the participant cali-
brated to the eye tracker using the Gazepoint
GP3 software. Next, participants completed
a fixation test as an additional calibration
tool. Participants then completed a luminance
change task and the shortened automated opera-
tion span. These tasks were not analyzed for this
manuscript, as both are part of a larger individual
differences project that is not yet complete (see
Rovira et al., 2017 for more information regard-
ing individual differences and automation).

Participants then completed a SCOUT train-
ing session to learn how to properly complete
the task. During training, participants were
informed that the automation may not be perfect
and that they would need to ensure that all tar-
gets were correctly identified. After completion,
participants were given a short comprehension
test about SCOUT to ensure that they under-
stood all of the features of the task. Participants

were shown a static screenshot of SCOUT and
asked to answer questions about features within
the task (e.g., Can you tell me the current speed
of Vader 11?7 How many targets are in Vader
11°s sensor feed?”). Participants were required
to answer every question correctly to continue.
All participants answered all the comprehen-
sion questions correctly on their first attempt.
Participants then completed a 40-min exper-
imental scenario within SCOUT. For this
experiment, all three UAVs had preset targets
and no participants deviated the UAVs from
their targets. All three search feeds activated
within 1 s of each other ensuring near equal
display time. Participants had 14 s to decide if
any object was incorrectly highlighted or not
highlighted, and to correct the object accord-
ingly. Objects appeared at a rate of 1 every
S5s, on average for each sensor search feed.
Objects could be on multiple search feeds at
once. Chat queries (e.g., What percentage of
fuel is remaining for Eagle 83?) occurred every
60 s on the lower right side of SCOUT. These
events did not coincide with the manually
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injected automation errors (mentioned below)
to avoid split attention.

For this experiment, with the exception of
the two manually injected automation failures,
the automation reliability was set to 100%.
These manually injected automation failures
(namely, one automation miss and one auto-
mation false alarm) occurred at approximately
19:05 and 39:05 in the center sensor feed (for
concerns about the impact of center-bias, see
Supplemental Material). Participants were
not given specifics on which sensor feed an
automation failure could occur. The types of
failures (i.e., miss and false alarm) were coun-
terbalanced. These two automation failures
made the overall automation reliability of the
system 99.9% across the entire experiment.
Additionally, participants were prompted with
a trust question at four time points: approxi-
mately 10:15, 19:25, 30:15, and 39:25. They
were specifically asked “To what extent do you
trust (i.e., believe in the accuracy of) the auto-
mation aid in this scenario?” and were able to
respond using a sliding scale from “Not at all”
to “Completely.” After completing the SCOUT
scenario, participants completed a short demo-
graphics survey.

Metrics

Performance. Each participant encountered
two automation failures: one miss and one false
alarm. Individually, each participant could have
detected no failures, one failure, or both failures.
We calculated the percentage of automation fail-
ures detected by each type across all participants.

Subjective trust. Each participant responded
to the trust question four times using a sliding scale
that ranged from “Not at all” to “Completely.”
We mapped these responses to a 0—-100 scale for
analyses.

Eye tracking. Details of the eye-tracking
metrics are in the supplemental materials.
Table 1 highlights the chosen metrics.

RESULTS

All analyses were screened for outliers and
violations in normality. Outliers were consid-
ered to be anything beyond 1.5x of the interquar-
tile range (IQR). If outliers were detected, they

were removed from the dataset and if normality
was not met, corresponding nonparametric tests
(e.g., Mann—Whitney) were used. The selected
significance level was a = .05. For omnibus
tests, partial eta squared (n %) is reported for
effect size, where the values of .01, .06, .14 are
interpreted as small, medium, and large effect
size, respectively (Cohen, 1988). For tests of
means, effect size is reported by using Cohen’s
d and values of 0.2, 0.5, 0.8, which indicate a
small, medium, and large effect size, respec-
tively (Cohen, 1988).

Performance

Overall, 34% (25 of 73) of the participants
correctly identified the automation miss and
67% (49 of 73) correctly identified the auto-
mation false alarms. As for the distribution of
participants detecting failures in general, 18 did
not detect any failure, 36 detected one failure
(i.e., the first or second failure), and 19 detected
both failures. To summarize how automation
failure type and timing impacted performance,
when the first failure was an automation miss
(37 of 73 participants), 15 participants detected
no failure across the entire experiment, nine
participants detected both failures, four partic-
ipants detected only the first failure (miss), and
nine participants detected only the second fail-
ure (false alarm). When the first failure was an
automation false alarm (36 of 73 participants),
three participants detected no failure across
the entire experiment, ten participants detected
both failures, 21 participants detected only the
first failure (false alarm), and two participants
detected only the second failure (miss). To sum-
marize, the data show that the main driver of
performance was the type of automation failure
(i.e., miss or false alarm) as opposed to the tim-
ing of the failure.

Trust

Figure 3 presents the changes of subjective
trust ratings as a function of time and detection
performance. Using the Ime4 package within
R (Bates et al., 2014), we ran a mixed-effects
model with time and detection rate as predic-
tors (fixed effects), and subjective trust rating as
the outcome variable. Time is a within-subject
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Figure 3. Mean subjective trust ratings (£SE) as a function of time and detection. The vertical blue lines
provide an approximate visual representation of when the automation failures occurred. Time is a within-
subject factor with four levels: T1 (before a failure occurred), T2 (after one failure occurred), T3 (10 min after
the first failure occurred), and T4 (after the second failure occurred). Detection is a between-subject factor
with four levels: None (did not detect either failure), First (detected the first failure only), Second (detected the

second failure only), and Both (detected both failures).

factor with four levels: Time 1 (before a failure
occurred), Time 2 (after one failure occurred),
Time 3 (10 min after the first failure occurred),
and Time 4 (after the second failure occurred).
Detection rate is a between-subject factor with
four levels: None (did not detect either failure),
First (detected the first failure only), Second
(detected the second failure only), and Both
(detected both failures). We found a significant
main effect of time (F(3,69) = 8.5, p < .001),
a significant main effect of detection (£(3,207)
= 4.1, p = .007), and a significant interaction
(F(9,207) = 18.6, p < .001). We were inter-
ested in determining whether subjective trust
ratings changed following the detection of a
failure. This resulted in running different anal-
yses by detection group. Consistent with the
first failure effect (Wickens & Xu, 2002), for
the group that detected the first failure, a paired
contrast between T1 and T2 revealed a signif-
icant decrease between subjective trust scores
(Mppr = —6.72, SE = 2.01, p = .001, d = .50).
For the group that detected the second failure,

a paired contrast between T3 and T4 revealed
a significant decrease between subjective trust
scores (Mppp=—11.64,SE=3.04,p<.001,d=
2.19). To further explore the simple main effect
of time, we ran a one-way repeated-measures
ANOVA for the group that did not detect any
failure and one for the group that detected both
failures. For the group that detected no failures,
a one-way repeated measures ANOVA revealed
an effect of Time (F(3,51) = 12.41, p < .001,
npz = .422) such that subjective trust rating
increased over time. For the group that detected
both failures, a one-way repeated-measures
ANOVA revealed an effect of Time (£(3,54) =
14.46, p <.001, np2 = .446) such that subjective
trust rating decreased over time.

Eye Tracking

Overall eye-tracking analysis. Mean time
between fixations (MTBF) was not significantly
different for those who did or did not detect the
miss or for those who did and did not detect the
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false alarm (all p > .05). This result suggests
the speed of visual attention allocation was not
significantly different between performance
groups. Normalized gaze transition (GTE) and
stationary gaze entropy (SGE) were not signifi-
cantly different between those who did and did
not detect the miss or between those who did
and did not detect the false alarm (all p > .05).

The local metrics, that is, the ones focused
on the center sensor feed as that was the specific
AOI associated with the automation failure,
were then calculated. For total dwell ratio of the
center sensor feed, those who detected the miss
had significantly higher total dwell ratio (M =
.31, SD = .09) than those who missed the miss
(M = .19, SD = .08; (#33.027) = -4.3532, p <
.001, d = 1.442). Those who detected the false
alarm (M = .263, SD = .09) had a significantly
higher total dwell ratio than those who missed
the false alarm (M =.183, SD =.09; #(15.371) =
—2.3698, p=.031, d=.8965). This suggests that
those who detected the miss and false alarm had
a significantly higher proportion of time in the
center sensor feed than those who did not detect
the miss and false alarm. For the number of
transitions to the center sensor feed, those who
detected the miss had significantly more transi-
tions, to this feed (M = 2185, SD = 722.3) than
those who did not detect the miss (M = 1413.8,
SD = 629.1; #(35.719) = —-3.548, p = .001, d =
1.141). Similarly, those who detected the false
alarm had significantly more transitions to the
center sensor feed, (M = 1938.8, SD = 738.2)
than those who did not detect the false alarm
(M =1356.4, SD = 739.83; #(15.647) = —2.148,
p = .047, d = .7881). This suggests that those
who detected the miss and false alarm transi-
tioned to the center sensor feed more frequently
than those who did not detect the miss and false
alarm.

Two-minute window centered around each
automation failure. For MTBF, there was
no significant difference between those who
did and did not detect the miss or false alarm
(p > .05). There was no significant difference
in normalized GTE for those who did and did
not detect the miss (p > .05). However, there
was a significant difference between those who
did (M = .41, SD = .064) and did not detect the
false alarm (M = .35, SD = .049; #(13.634) =

—2.3606, p = .0334, d = .9815), suggesting the
2-min scan sequence of those who detected the
false alarm was more complex than those who
did not detect the false alarm. There was no sig-
nificant difference in normalized SGE for those
who did and did not detect the miss or false
alarm (p > .05).

As for metrics focused specifically on the
center sensor feed, that is, the one experiencing
the automation failure, those who detected the
miss had significantly higher total dwell ratio
(M = .37, SD = .09) than those who missed the
miss (M =.21,SD= .07, U=10,p <.001,d =
1.906). Those who detected the false alarm (M
=.38, SD = .15) also had a significantly higher
total dwell ratio than those who did not detect
the false alarm (M = .14, SD = .07, #(18.247) =
—5.2144, p <.001, d =2.096). So for the minute
before and after the automation failure, those
who detected the miss and false alarm spent a
significantly higher proportion of time in the
center senor feed (relative to all other AOIs),
than those who did not detect the miss and false
alarm. For the number of transitions to the cen-
ter sensor feed it was found, again, that those
who detected the miss had significantly more
transitions, to the center sensor feed (M = 114.9,
SD = 31.1) than those who did not detect the
miss (M =67.33,SD=23.7, U=17,p<.001,d
=1.733). Similarly, those who detected the false
alarm had significantly more transitions to the
center sensor feed, (M =107.9, SD =42.1) than
those who did not detect the false alarm (M =
43.8, SD = 4.65, 1#(20.67) = —6.647, p < .001,
d = 2.741). This suggests that for the minute
before and after the automation failure, those
who detected the miss and false alarm transi-
tioned to the center sensor feed significantly
more frequently than those who missed the miss
and false alarm.

Over time analysis for the local eye-track-
ing metrics as a function of detection. In an
attempt to robustly address our third research
goal (i.e., examine the relation between visual
attention allocation and detection type), we also
analyzed the local eye-tracking metrics in the
same format as the trust ratings (as a function
of detection rate and over time). We limited
this analysis to the local eye-tracking metrics
only given the consistent significant differences
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found with these metrics between those who do
and do not detect each type of automation failure.
A two-way mixed ANOVA where the between-
subject effect was the four performance groups
(no detection, only first failure detected, only
second failure detected, detected both failures)
and within-subject effect was time period (i.e.,
the durations of T1-T4) was used for both local
eye-tracking metrics. For dwell ratio, there was
a main effect of performance group (F(3,35) =
6.87, p <.001) but not time (#(3,105)=2.355,p
=.076) nor their interaction (#(9,105) = 1.889,
p =.061). For number of transitions, there was
a main effect of performance group (F(3,33) =
4.708, p = .08) and time (F(3,99) = 225.904, p

TABLE 2: Summary of the Eye-Tracking Analysis

< .001) but no significant interaction (#(9,99)
= 1.810, p = .076). Therefore, individuals may
not update their visual attention strategies even
when they detect errors in near-perfect auto-
mation which is in stark contrast to the trends
found with the trust ratings. Table 2 summarizes
the findings from the eye-tracking analyses.

DISCUSSION

The goal for this research was to improve
our understanding of how humans interact with
near-perfect automated systems by assessing
three important human-automation interac-
tion features: performance, trust, and attention

Eye-Tracking Metric

Analysis Results

Interpretation

Mean time between fixations
(MTBF)

Normalized gaze transition
entropy (GTE)

Normalized stationary gaze

entropy (SGE)

Total dwell ratio

Number of transitions

No significant differences
between performance groups

For the 2 min centered around
the false alarm, those who
detected the false alarm had
higher GTE than those who
did not detect the false alarm

No significant differences
between performance groups

For both the entirety of the
mission and for the 2 min
centered on each automation
failure, those who detected
the miss and false alarm had
a higher total dwell ratio than
those who did not detect the
miss and false alarm.

For both the entirety of the
mission and for the 2 min
centered on each automation
failure, those who detected
the miss and false alarm had
more transitions to the center
search feed than those who
did not detect the miss and
false alarm.

Scanning speed does not impact
the ability to detect certain
types of failures happening with
near-perfect automation

Instances of more random/
complex visual attention
allocation transitions may
be better able to detect
automation false alarms.

The spread of fixations across
the AOIs does not impact the
ability to detect failures in near-
perfect automation

Consistently allocating higher
proportions of consecutive
visual attention to the area
where automation failed is
key to detecting rare-event
automation failures

Consistently transitioning visual
attention t to the area where
automation failed (sometimes
more than twice as much) is
key to detecting rare-event
automation failures.

Note. AOI = area of interest.
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allocation. Overall, 34% of the participants
correctly identified the automation miss, and
67% correctly identified the automation false
alarm. Consistent with prior research (e.g.,
Bliss, 2003; Chancey et al., 2015), participants
detected significantly more false alarms than
misses. Unfortunately, misses are often cost-
lier than false alarms (e.g., bomb detection),
and although false alarms are often considered
annoying and can lead to “cry wolf” syndrome
(Parasuraman & Riley, 1997), some evidence
suggests that domain experts are more accept-
ing of false alarms than misses (Masalonis &
Parasuraman, 1999). Regardless, in general, the
results found that the number of participants
who detected both automation failures and the
number who detected neither was practically
equal, whereas the number of participants that
detected one of the failures was approximately
twice as many as either group. In summary, the
performance results from this research show
that that humans are only marginally reliable
(34% and 67%) at intervening to correct rare-
event automation failures. One could argue that
any intervening detection from a human could
be worthwhile, even if the improvement is mar-
ginal. The key assumption to this argument is
that the additional cost of that improvement is
minimal. It is possible that training or expertise
could improve these detection trends, but previ-
ous research in supervisory control suggests it
is unlikely training alone will lead to acceptable
performance levels (e.g., Victor et al., 2018)
and training would come at some cost (e.g.,
money, time, etc.). In summary, if near-perfect
automation systems are going to include human
monitoring as a layer of overall system reliabil-
ity, research needs to study the human’s moni-
toring process in these environments and design
for them accordingly. Part of this process is the
person’s trust calibration process.

The trust ratings from participants trended
as expected: trust decreased when participants
detected the automation failure(s) and increased
when they did not. However, the rate at which
trust was lost and rebuilt was unexpected. One
interesting finding from this analysis is that
those who detected the first automation fail-
ure, but not the second, reported that their trust
levels recovered to a level that was similar to

the first trust reading, (i.e., the first 10 min of
the simulation where no automation failures
occurred) and similar to those who detected no
automation failures. However, trust decreased
rapidly from start to end for those who detected
both automation failures. For context, the auto-
mation was 99.9% reliable, even with the two
failures, but trust dropped to ~60% for those
who detected both failures. This further sup-
ports that the trust calibration process is not
directly proportional to automation reliability
and is highly variable as the human detects fail-
ures. Future studies should precisely examine
the relationship between the number of automa-
tion failures and the dynamics of trust recovery.
The eye-tracking analysis helps to clarify the
discrepancy between automation reliability and
trust.

There were no significant differences
between the two performance groups (those
who did and did not detect the automation
failures) when comparing global visual atten-
tion patterns over the entire experimental ses-
sion, which is inconsistent with some previous
work (Bagheri & Jamieson, 2004). This may be
due to the length of the scenario being 40 min
and possibly “washing out” any general visual
attention allocation trends. Given that operators
in the field may be tasked to this role for much
longer amounts of time, this emphasizes the
need for eye-tracking analyses to be analyzed
on a more “real-time” basis in order to accu-
rately capture the current state of the operator.
This is somewhat supported in the present work,
given that gaze transition entropy was signifi-
cantly different between those who did and did
not detect the false alarm for the 2-min analysis
only, meaning the more complex scan patterns
for those who detected the false alarm was only
evident during the 2 min centered around the
automation failure. This finding suggests global
eye-tracking metrics should be analyzed on a
more granular basis if they are to be informative
of performance differences with near-perfect
automation. Future research should further cor-
roborate these findings with the exploration of
different types of metrics and time intervals.

Alternatively, the local eye-tracking metrics
(i.e., the ones associated with the specific sen-
sor search feed where the automation failures



NEAR-PERFECT AUTOMATION

13

happened) were significantly different between
performance groups (i.e., those who did and did
not detect each type of automation failure) and
for all analyses (i.e., the entire experimental ses-
sion, the 2 min centered around the automation
failure, and overall detection rates). Overall,
participants who detected the automation fail-
ures spent the most time monitoring the center
sensor feed for an average of 21%-24% of all
monitoring time. They also visited this feed 1.2—
1.8 times more than any other search feed (i.e.,
the left and right sensor feeds) and 1.3-9.2 times
more than any other AOI. These results directly
quantify how participants narrow their attention
when near-perfect automation failed, which is
consistent to previous work (Dixon & Wickens,
2006; Thomas & Wickens, 2004). These results
also begin to make direct comparisons on how
visual attention patterns differ between the trust
levels of those who detected none and both
automation failures. Interestingly, the trust rat-
ings changed dramatically over time depending
on detection rates, but the local eye-tracking
metrics did not. There are two potential expla-
nations for this: the first being a characteristic of
the system and the second being a characteristic
of the human. The first potential explanation of
these diverging trends is due to a positive feed-
back loop (Smith & Smith, 1987): if you detect
automation failures, you believe you are suffi-
ciently monitoring the automation, so you do
not change your monitoring approach. If you do
not detect errors, you are unaware that automa-
tion needs to be monitored at all, so you do not
change your monitoring approach. Second is the
monitoring rates of automation are trait and not
state based, that is, monitoring rates are more
dependent on the characteristics of the person
than the characteristics of the environment.
Future studies could directly address these com-
peting theories, but regardless, both will need to
eventually inform how to provide active, real-
time assistance to the operator. This is clearly
warranted because regardless of some operators
monitoring the automation “sufficiently” (what-
ever is defined as sufficient for the environment/
automation at hand) and some not, the current
evidence suggests those monitoring rates are
relatively stagnant over time even as failures are
detected, suggesting that failure detection is not

sufficient feedback to impact changes in visual
attention allocation patterns. Furthermore, the
analysis of the local eye-tracking metrics high-
lights that the level of sufficiency may come at
a high and unrealistic visual attention cost to
the operator (e.g., spending ~21% of time mon-
itoring one sensor feed of the whole display).
Even more concerning is this cost may not lead
to a reciprocal benefit of substantially improved
system reliability as participants were not over-
whelmingly reliable in correcting automation
failures. As a sanity check, all eye-tracking data
were screened to ensure participants were not
attending to a secondary task when the auto-
mation failed. Given that no participants were
attending to a secondary task, this suggests that
participants either (1) missed the failure even
when their point of gaze was in the center sen-
sor feed that is, inattentional blindness or (2)
they were allocating their attention elsewhere
without being prompted to do so. To inves-
tigate if there were instances of inattentional
blindness, the eye-tracking data were used to
determine if at least one fixation was present in
the center sensor feed at some point during an
automation failure (i.e., the 14 s it was in the
center sensor feed) yet it was still not detected.
Of the 59 instances where an automation failure
was not detected (across both automation fail-
ure types), 42 had at least one fixation in the
center sensor feed during the automation fail-
ure (i.e., 71.2% of all instances). This alarming
percentage of inattentional blindness seems to
further indicate that the current cost of humans
monitoring near-perfect systems outweighs
any benefit. In total, the eye-tracking analysis
shows the need to study eye-tracking metrics in
more granular units of time to detect potential
performance decrements, to include local eye-
tracking metrics (i.e., ones that contextually
relate to the task’s goals) and to determine opti-
mal visual attention allocation patterns. Future
work should thoroughly validate all of these
aspects before delivering final design guidance
for near-perfect automated systems.

This work is not without limitations. The
generalizability of the work needs to be limited
as this was a lab-based experiment. This experi-
ment was only 40-min long, and it is likely that
real-world operators will be interacting with
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near-perfect automated systems for much lon-
ger periods of time. However, this could suggest
that our performance findings are understating
the negative effects (e.g., vigilance decrement).
Relatedly, the participants may not be repre-
sentative of the person who would be tasked to
this kind of monitoring, making it even more
important to tease out state- and trait-based
effects in monitoring. Finally, the monitoring
task itself was (purposefully) simple, in order
to have participants reach task proficiency in a
relatively short amount of time. Realistically,
monitoring tasks will be more contextually rel-
evant to a specific aspect in a given field and
will most likely be done by an expert, which
may make the task more engaging and better
prioritized. Future research should incorporate
these elements, as well as the suggestions made
above, when investigating human performance,
trust, and visual attention allocation in near-
perfect automated environments.

CONCLUSION

Taken together, the performance, trust, and
eye-tracking data show that humans are not well
suited for monitoring near-perfect automated
systems. Performance is inadequate and calls
into question whether humans should ever be
in these roles. Additionally, inadequate perfor-
mance is problematic as it dictates the trust cal-
ibration process, coming at a large cost to the
human’s attentional resources. From a human
factors standpoint, improving the human—com-
puter interface design of the system may be an
appropriate first step. For example, uncertainty
communication has been found to increase
automation transparency and assist in correct-
ing operator’s mental models of the automa-
tion, which informs the trust calibration process
(Beller et al., 2013; Endsley, 2017; Victor et al.,
2018). Incorporating eye-tracking to aid the
operator’s overt visual attention allocation may
improve performance, but as evidenced by data
from this experiment, it is not a certainty (i.c.,
71.2% of inattentional blindness instances).
More generally, trying to understand the traits
and current state of the operator may be more
informative on their ability to successfully com-
plete these tasks. Eye tracking may be able to

aid in that understanding (e.g., apply the method
used in Mracek et al., 2014 to parse out the trait
and state levels of eye-tracking metrics that have
found to differ on both of these levels, for exam-
ple, de Haas et al., 2019; Tsukahara et al., 2016),
but more work in this domain is needed. In con-
clusion, this research shows that humans are not
well suited in the monitoring of near-perfect
automated systems. Should humans be pushed
into these roles, far more research is needed to
understand how to best design for them.
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KEY POINTS

e This research assessed performance, trust, and
visual attention during the monitoring of a near-
perfect automated system.

e Participants correctly identified 67% of the auto-
mation false alarms and 34% of the automation
misses.

e Subjective trust increased when participants did
not detect the automation failures and decreased
when they did.

e Participants who detected the false alarm had a
more complex scan pattern compared to those who
did not in the 2 min centered around the automa-
tion failure. Additionally, those who detected the
failures had longer dwell times in and transitioned
to the center search feed significantly more often.

e Directing covert visual attention may not be suffi-
cient to improve human detection performance.
Using eye tracking in this context may require
more than traditional human—computer interface
design.
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