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Abstract

Software reverse engineering is a complex and time-consuming process. As a result,
reverse engineers must use various tools to assist them while they look for patterns in
binary code. Machine learning is a computing tool that excels in pattern recognition
tasks. Researchers have used it in the cyber-security domain for finding patterns in
software binaries that indicate the presence of code features such as vulnerabilities.
However, the models used for these tasks are rarely explainable. They tend to act
as black boxes because their inner workings are obscured and often difficult to un-
derstand. This obscurity makes it difficult for a user to determine which parts of
the input contributed most to the model’s decision. Having explanations of these
models may help reverse engineers in analyzing software because it would guide them
to portions of the program where the detected pattern exists.

This research develops a novel visualization tool that can display machine learning
explanations as heat maps within Binary Ninja. We test the tool’s ability to iden-
tify functions starts, for loops, and switch statements present in a software
binary. We collect the same metrics from Binary Ninja’s decompiler based on the
representation produced by its high-level intermediate language. Then, we compare
the precision statistics from the tool and the decompiler to determine if the tool has
an advantage in identifying code features.

The experimental results show that the visualization tool and Binary Ninja’s de-
compiler can identify function starts with 100% precision. The tool correctly
identifies 76.47% of for loops and 91.67% of switch statements. Conversely, the
decompiler was unable to represent any of the for loops accurately and only de-

tected 12.5% of the switch statements present in the tested binary.
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These results demonstrate that the visualization tool can detect certain code fea-
tures with higher precision than a widely used decompiler. As a result, it has the
potential to increase the efficiency of the reverse engineering process by reducing the
time needed to recognize certain patterns in the binary. In future work, this visu-
alization tool could supplement malware detection models and assist in analyzing

malicious code.
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VISUALIZING MACHINE LEARNING EXPLANATIONS TO SUPPORT
SOFTWARE REVERSE ENGINEERS

I. Introduction

1.1 Background and Motivation

Software reverse engineering (RE) is the process of using tools and techniques to
make inferences about a software system from its binary code. Source code is not
available during this process, so it is extremely difficult to decipher the software’s
original design. As a result, reverse engineers must use various tools to assist them
in extracting information from these systems. RE tools play a paramount role in
the productivity of the reverse engineer. Furthermore, tool developers are constantly
looking for new ways to improve efficiency within this field.

Pattern recognition is an essential RE task that tools often look to improve. Re-
cently, researchers have used machine learning’s exceptional pattern-recognition abil-
ities for RE tasks such as vulnerability detection [1, 2, 3]. However, the models used
for these tasks are rarely explainable and their inner workings are often difficult to
understand. In machine learning, researchers often refer to these models as "black
boxes" because their inputs and outputs are visible but the processes the model uses
to reach its decisions are obscured.

Explainability is a term that refers to the methods by which a model might explain
itself. Researchers have developed various explainability methods to assist in com-
prehending machine learning models [4]. Layerwise Relevance Propagation (LRP) is

a technique that helps to explain a model’s output by assigning relevance scores to



portions of the input based on their importance to the model’s decision. For software
pattern-recognition tasks, the relevances produced by LRP could aid reverse engineers

in understanding where a specific pattern occurs in the software.

1.2 Hypothesis and Research Objective

This capstone’s aim is to develop a novel visualization tool that can produce heat
maps of machine learning explanations within a popular RE platform. This research
hypothesizes that these visualizations can act as a RE aid by providing a visual means
of assisting reverse engineers in identifying specific patterns present in the software.

To test this hypothesis, this research has the following objectives:

e Develop a RE tool that produces heat map visualizations of machine learning

explanations inside a popular RE platform.
e Evaluate whether machine learning explanations can be used as a RE aid.

e Improve efficiency for RE pattern recognition tasks.

1.3 Approach

This research develops a plugin that creates heat maps of LRP relevance values
within Binary Ninja’s code viewing windows. The plugin uses explanations that origi-
nate from a separate research effort aimed at detecting code features in RISC-V bina-
ries via machine learning [5]. After developing the plugin, we conduct an experiment
to test its ability to identify function starts, for loops, and switch statements
present in the executable for the yes.c file from the GNU coreutils package.

The experiment begins by first analyzing the source code for the compiled yes
binary to determine the amount of program features present. Next, we calculate and

present precision metrics from the plugin and Binary Ninja’s high level intermediate



language (HLIL). These metrics are then compared to determine which tool has the

advantage for detecting program features.

1.4 Research Contributions

To the researcher’s knowledge, this is the first work that creates a RE tool using
visualizations of machine learning explanations. This capstone demonstrates the po-
tential for reverse engineers to use machine learning explanations as an analysis aid.
If successful, this research expands the field of explainable artificial intelligence (AI)

by providing a way for explanations to assist in the RE process.

1.5 Capstone Overview

This document is organized as follows. Chapter II provides an overview of relevant
background information. Chapter III details the methodology used to develop and
evaluate the system. Chapter IV presents and analyzes the experimental results.
Finally, Chapter V summarizes the research, presents conclusions, discusses avenues

for future work, and outlines limitations.



II. Background and Literature Review

2.1 Overview

Chapter 2 presents a high-level discussion of several relevant fields, including ex-
plainable artificial intelligence (Al), software classification and code feature detection,

and software reverse engineering (RE).

2.2 Explainable Artificial Intelligence

Al is a broad computing term encompassing a variety of techniques employed by
computers to emulate human-level problem-solving and decision-making capabilities
[6]. Of these techniques, machine learning has become the most popular. Machine
learning makes predictions about data through statistical algorithms [7]. Individual
expressions of these machine learning algorithms are called models. Many general
model types exist for performing machine learning tasks. Custom models can be
created by making variations to existing model types or by combining them [8].

Machine learning’s flexibility and accurate prediction measures have made it widely
applicable for automating tasks that would otherwise have to be performed by a hu-
man [9]. However, the inner workings of many models are difficult to interpret,
which means they tend to act as black boxes [10]. Consequently, machine learning’s
increased use has brought about ethical and legal questions regarding the models’ in-
ability to explain their own biases. Bias in Al can stem from many different sources;
biased input and training data are the two most significant [11]. When develop-
ers skew this data to favor certain characteristics over others, the machine learning
algorithm will inevitably produce biased results.

Explainable Al is a research field that has emerged in response to the need for

models that are capable of explaining their processes and decisions. Besides providing
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a way to understand and eliminate biases, explainability techniques also improve
the usability of models. These techniques can help developers improve the model’s
accuracy while also providing information that will help users verify the model’s

decision [12].

2.2.1 Interpretability

Researchers often use the term explainability broadly to characterize how a ma-
chine learning model might explain itself. However, some have noted the importance
of differentiating between the terms explainability and interpretability as they relate
to the comprehension of a machine learning model |13, 4, 14]. Chakraborty et al. de-
scribe intepretability as the user’s ability to understand and reason about a model’s
output, whereas explainability refers to the type and completeness of the output [15].
The National Institute of Standards and Technology (NIST) supplies the following

definitions [13].

e Intepretability: "the ability to contextualize a model’s ouput in a manner that
relates it to the system’s designed functional purpose, and the goals, values,

and preferences of the end users."

e Explainability: "the ability to accurately describe the mechanism, or imple-
mentation, that led to an algorithm’s ouput, often so that the algorithm can be

improved in some way."

NIST also notes that the concepts of interpretation and explanation are closely
intertwined in the minds of the user [13|. Depending on the user’s background knowl-
edge and willingness to utilize that knowledge, explanations can have different effects
on a user’s interpretations of a model.

Users who are not well-versed in machine learning may find detailed mechanistic

explanations difficult to understand. Therefore, these explanations must be presented



in a understandable and relevant way. This research examines whether visualizing
machine learning explanations can support model interpretability without requiring

users to have machine learning expertise.

2.2.2 Layerwise Relevance Propagation (LRP)

Many different explainability methods exist to assist users in understanding a
model’s processes and decisions. This research uses results produced by LRP to
create visualizations. LRP is an explainability method that can be added to a trained
machine learning model to explain its output by assigning relevance scores to portions
of the input based on how much they contribute to the model’s decision. To do this,
LRP performs a backwards relevance propagation of the output through a layered
classifier back to its inputs. Figure 1 demonstrates this propogation.

In many cases, supplementing a machine learning model with explanations pro-
duced by LRP could significantly enhance the models’ usefulness [17]. Researchers
using machine learning to analyze neuroimaging data have used LRP to study asso-
ciations between brain activity and cognitive state by mapping the contributions of
the input to the model’s decisions [2]. Similarly, Grezmak et al. used heat-mapping
to visualize LRP results to improve fault diagnosis in industrial machinery [18].

These practical implementations demonstrate that LRP has significant potential
to improve model effectiveness because of its ability to create associations between
inputs and model decisions. Another potential research area where LRP could prove
beneficial is software RE. This research investigates whether heat map visualizations

of LRP results could benefit reverse engineers analyzing software binaries.
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Figure 1: Forward pass and backwards relevance pass on a neural network [16].
2.3 Software Classification and Code Feature Detection

Machine learning, specifically deep learning, is used widely for feature detection
tasks. These tasks are most often concerned with recognizing image features |1, 2|.
Recently, researchers have used similar techniques for code feature recognition and
software classification. Shar et al. used machine learning to detect static code at-
tributes that cause a software system to be vulnerable to SQL injection and cross site
scripting attacks [19]. Similarly, Grieco et al. used machine learning to detect secu-
rity vulnerabilities in computer operating systems [20]. Gavrilut et al. implemented

machine learning to successfully classify files as being malicious or clean [3].



These efforts all use machine learning to recognize specific patterns in code. The
models predict whether specific features are present in the software they are analyzing.
While this information is essential, explanations that describe what portions of the
input contribute most to the model’s decision could be valuable data for reverse

engineers.

2.3.1 RISC-V

RISC-V is an open-source instruction set architecture that is seeing increased
use, especially within embedded devices. RISC-V is advantageous because it doesn’t
require licensing fees and facilitates customization [21]. RISC-V uses a load-store ar-
chitecture with either 4-byte or compressed 2-byte instructions that are word-aligned.

Koranek et al. uses execution trace data from RISC-V programs to evaluate
different machine learning detection techniques for detecting return-oriented program
attacks [5]. This research builds on that work by developing a tool that can visualize
explanations from machine learning models designed to detect code features present

in RISC-V binaries.

2.4 Reverse Engineering

In their seminal work, Chikofsky and Cross define RE as "the process of analyzing
a subject system to identify the system’s components and their interrelationships
and create representations of the system in another form or at a higher level of
abstraction" [22]. In the context of software, this process can be modeled as an
iterative sensemaking process. Bryant defines the sensemaking process for RE as "a
goal directed planning-based activity, in which the reverse engineer interacts with
an executable program using reverse engineering tools to construct a mental model

of the functionality of the program" [23|. To construct this mental model, reverse



engineers engage in an iterative process where they must develop hypotheses, create
goals, sense information, and update their knowledge base. Figure 2 shows a visual

representation of the RE sensemaking process.
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Figure 2: Reverse engineers’ iterative sensemaking process 23]

To sense information from a program, analysts develop and test hypotheses through
static or dynamic analysis [24]. Static analysis examines a program’s code or structure
to determine its functionality without executing it [9].

Examining a program’s code is often broken into two stages: disassembly and
decompilation [25]. Both stages involve converting executable machine code into a
human readable format. The key differences between the two stages are the format
that the tool converts the code to and the level of abstraction involved. Decompilation
transforms machine code into a higher level language while disassembly simply creates
a one-to-one mapping of processor instruction codes to assembly language instructions
[9]. Decompilers provide a more concise and understandable code representation, but
disassemblers provide more granularity [26]. Reverse engineers use both extensively.

Static analysis techniques provide a comprehensive view of the program because
they can explore all execution paths a program may take [24]. However, the sheer

quantity of information provided can be overwhelming and difficult to follow [27].



Dynamically analyzing a program is a more focused approach because it extracts
information from program execution traces captured while the program is running
[28]. Monitoring the program while it runs allows the analyst to observe behavior that
would have been difficult to deduce through static analysis alone [9]. Tools commonly
used for dynamic analysis include debuggers, dynamic binary instrumentation tools,
and visualization environments [24].

Processor-trace (PT) data is another source of information that can support dy-
namic analysis. PT is a real-time hardware monitoring functionality that captures
events within a central processing unit (CPU), saves the associated data, and presents
the data in a human readable form [29]. Many different tools exist for collecting this
data. Perf is a Linux tool that uses performance counters on CPUs to profile com-
monly executed code regions [30]. Intel Processor Trace [31] and ARM CoreSight [32]
are other execution monitoring tools that are built into their respective architectures.
The data obtained from these monitoring tools can help debug the CPU and enhance
program performance. In addition, several research efforts have used this data with
machine learning to detect computer attacks [33, 34, 35|. This research effort uses
explanations from a machine learning model that analyzes PT data to detect specific

code features present in RISC-V programs [5].

2.4.1 Tools

Software RE is a complex and arduous process [36]. Compiling a program causes
it to lose much of the syntax and language that its authors wrote it with. Therefore,
reverse engineers must perform a painstaking analysis process to make inferences
about the program using the methods described above [37]. Such analysis can re-
quire reverse engineers to comb through thousands of assembly-level instructions and

perform hundreds of steps to understand the program’s functionality [24, 36]. As a
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result, science and industry are constantly developing tools to support and enhance
the efficiency of this process. Reverse engineers use many popular commercial-level
static analysis tool sets |38, 39, 40]. This research will primarily focus on Binary
Ninja and its ability to disassemble and decompile software binaries.

Binary Ninja is an interactive binary analysis tool capable of disassembly and de-
compilation [40]. It offers both graph and linear views of disassembled and decompiled
code. The graph view allows for the visualization of control flow information, includ-
ing jumps and function calls. The linear view offers a continuous and complete view of
the code. Binary Ninja offers code representations in the following forms: disassem-
bly, low-level intermediate language, medium-level intermediate language, high-level
intermediate language, psuedo C, and other advanced intermediate languages.

Along with its disassembler and decompiler, Binary Ninja offers the ability to
examine program strings, symbols, and dependencies. Binary Ninja includes robust
annotation features that allow highlighting, renaming, and commenting. In addition,
its application programming interface (API) supports the development of custom
plugins that can be built in C++, python, and rust [40]. A key feature of Binary
Ninja is its ability to represent decompiled code as a linear and complete view of the
program instead of function by function. As a result, Binary Ninja can propagate
annotation features such as highlighting, commenting, and renaming amongst the

different representations.

2.4.2 Visualizations

Visual learning is one of the primary avenues through which humans absorb infor-
mation [41]. Humans’ high bandwidth optical system and ability to quickly recognize
patterns makes visualizations uniquely beneficial for text saturated domains such as

software RE. Many of the most popular RE tools come with visualization features

11



built-in. For example, Binary Ninja includes a graph view that visualizes program
control flow, a color-coded navigation bar to differentiate between program sections,
and highlighting features that can add color to individual lines of code [40]. This
research uses Binary Ninja’s highlighting features to create colored heat maps that
support software RE.

Heatmapping is a visualization technique that uses a color-coding system to rep-
resent different values [42]. Typically, heatmapping displays values across a color
spectrum where one end of the color spectrum represents higher or more important
values and the other end of the spectrum represents lower or less important values.

Heat maps are a popular way to visualize results from the LRP explainability
method. As discussed in Section 2.2.2, LRP assigns relevance scores to input values
based on their importance to a machine learning model’s decision. These results act
as a heat map without color coding. Several researchers have used colored heat maps
in conjunction with LRP to bolster model explainability [43, 44, 45|. However, there
has yet to be an effort to use heat maps and LRP as a RE aid. This research effort
fills this gap by exploring whether heat maps produced by LRP for a program feature

detection model can aid reverse engineers in their analysis process.

2.5 Background Summary

The increased use of machine learning brings about the need for models capable
of explaining themselves. Researchers have developed several explainability methods
to address this need. LRP is one method that can explain a model’s output in
terms of its input. Several researchers have used LRP’s ability to create associations
between a model’s decisions and its inputs to support the interpretability of their
models |2, 18]. In RE, supplementing a code feature detection model with LRP could

have a practical benefit as an analysis aid. To our knowledge, little to no research

12



has explored whether explanations can be used to identify assembly code features
present in software. This research aims to fill this gap by developing and testing a

visualization tool that uses explanations to identify code features.
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III. Methodology

Introduction

This chapter presents the methodology used to develop and test a visualization
tool that produces heat maps of relevance values within a reverse engineering (RE)
platform. First, we conduct a platform analysis to choose which platform to build
the tool in. Next, we discuss the system’s design and present the tool’s operation.

Finally, we outline the experimental methodology used to test and evaluate the tool.

3.1 Platform Analysis

A preliminary analysis was conducted to the select the most appropriate RE plat-
form. While there are dozens of RE platforms to choose from, we chose to evaluate
Ghidra and Binary Ninja because of their robust decompilers. This analysis investi-

gated the following characteristics of each platform:

e Application Programming Interface (API): This characteristic determines
whether the tool can the operate the platform’s visualization features within
the code viewing windows. In particular, the platform’s API must support the

ability to highlight instructions in the decompiler window.

e Highlight Consistency: When the tool highlights instructions, the highlights
must be able to propagate amongst the various code representations. This
feature allows reverse engineers to access the tool’s heat maps in whichever

representation they choose to use.

e Decompilation Window: The method by which the decompilation window

displays functions is important to the tool’s use. Preferably, the window will

14



show a continuous view of the code so users can scroll through the entire program

without having to select functions one-by-one.

3.1.1 Ghidra

We evaluated Ghidra first because it is the most robust open-source tool available
to reverse engineers. Users begin their analysis in Ghidra by starting a new project
and importing a compiled program. Users then open the program to view disassem-
bled and decompiled representations of its code. At this point, users have the option
to highlight instructions in the disassembly or decompilation window by right-clicking

)

a line and selecting “colors.” However, highlights produced in one window will not
propagate to the other. Additionally, the decompiler window will only display the
last selected function, meaning users must select the function within the disassembly
window or function tree to see its highlights. Figure 3 compares Ghidra’s disassembly
and decompilation windows. Ghidra’s API allows plugins to interact with the inter-

face’s highlighting features for the disassembly window but not for the decompilation

window.

[ tomn satmeonoe WD @ - x| e e o ANE
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Figure 3: Ghidra’s disassembly (left) and decompilation (right) windows

The plugin must be able to produce heat maps in the various code representations
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available to the reverse engineer. Ghidra’s API does not allow plugins to control
highlights within the decompilation window, and it will not translate highlights from
one window to the other. These limitations make Ghidra incompatible with the needs

of the tool.

3.1.2 Binary Ninja

Binary Ninja is a close-source RE platform developed by Vector35 [40]. After
users select a file to analyze, they have the option to highlight instructions by right-
clicking and selecting “highlight instruction.” Unlike Ghidra, highlights in Binary
Ninja propagate among the different code representations. Highlighting an instruction
in the disassembly view will highlight the closest related instruction in higher-level

representations. Figure 4 demonstrates this functionality.

PE~ Linear * High LevelIL~

140001581 main 140001581

Figure 4: Binary Ninja’s disassembly (left) and decompilation (right) windows

Binary Ninja’s decompiler views display a continuous stream of code rather than a
single function. This feature allows users to scroll through an entire program and see
every decompiled function without having to select it first (as in the case of Ghidra).
Binary Ninja’s API allows Python plugins to operate the interface’s highlighting
features by referencing specific instruction addresses. Thus, plugins can produce
highlights that are displayed in every code representation as long as the referenced
addresses appear in each representation. Overall, Binary Ninja’s API, highlight con-
sistency, and decompiler windows all support the needs of the tool, and was therefore

chosen for tool development in this research effort.
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3.2 System Design

This section outlines a plugin that produces heat maps of Layerwise Relevance
Propagation (LRP) relevance values within Binary Ninja. Figure 5 shows an overview
of the system. We build the plugin in Python and interface it with Binary Ninja using
the API. The plugin takes a .pickle file that contains a serialized relevance dictionary
as input. Then, it calculates a color value within the Red-Green-Blue (RGB) spectrum
for each instruction in the dictionary. Finally, it uses Binary Ninja’s API to highlight
the instructions based on their color value.

Binary Ninja
Heat Map Plugin Code Representation

RGB values Heat maps
Input = Highlight Analyze
7 - "
- — [ |
L
A1

User

Serialized Relevance Dictionary

Figure 5: System Design

3.2.1 Input

LRP data is provided as a serialized relevance dictionary in a .pickle file. Pickle
is a Python library that converts an object in memory into a byte stream that users
can store as a file on disk. When a .pickle file is loaded into a program, the Pickle
library can also convert the file back into a Python object. The dictionary used for

this research contains instruction addresses with assigned relevance values.

3.2.2 Calculating Color Values

Once the plugin extracts the dictionary from the .pickle file, it finds the high-

est relevance score by iterating through the dictionary. The plugin then assigns the

17



instruction with the highest relevance score an RGB red value of 255. The plugin iter-
ates through the dictionary again and calculates a red color value for each instruction
based on its ratio to the highest relevance score. The plugin pairs these color values
with their associated instructions in a new Python dictionary. Figure 6 displays the

plugin’s code for calculating color values.

#Calculate Color Values
for x in relevances:

#ignore first value
if x == "name":
continue

#throw away values less than O
elif float(relevances[x]) < O:
continue

#if value greater than zero, calculate rgb score and add to
dict.

else:
rgbVal = (float(relevances[x])/base) *255
heatmap [x]=rgbVal

Figure 6: Calculating color values

3.2.3 Generating Heat Maps

The plugin uses the color values dictionary to produce highlights within Binary
Ninja. For each instruction in the dictionary, the plugin saves the function it is
contained within using the get_function_at method in Binary Ninja’s binaryview
module. The plugin can then act on the saved function as a Binary Ninja function
module. A Binary Ninja function module contains several methods, one of which is
the set_user_instr_highlight method. The plugin passes the instruction’s address
and red color value as arguments into the set_user_instr_highlight method to
highlight the instruction. Every instruction in the dictionary is highlighted with this

method. Figure 7 displays the code for generating heat maps.
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#Generate heat maps
for x in heatmap:

currentAddr=int (x,16)

previousFunction = bv.get_previous_function_start_before(
currentAddr)

cfunc=bv.get_function_at (previousFunction)

print (cfunc)

print (math.ceil (heatmap [x]))

cfunc.set_user_instr_highlight (currentAddr, highlight.
HighlightColor (red = math.ceil (heatmap[x]), blue = O,
green = 0))

Figure 7: Generating heat maps

This highlighting process creates a heat map within Binary Ninja with color values
from 0 to 255. Figure 8 shows an example heat map within Binary Ninja. The
intensity of the color directly relates to the value of the relevance score. More intense

highlights represent higher relevances, while less intense highlights represent lower

relevances. The full source code for the plugin can be found in Appendix A.

, "\n Root privileges given to the ..

Figure 8: Example heat map produced in Binary Ninja
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3.3 Experimental Methodology

3.3.1 Problem/Objective

This research evaluates whether heat maps of LRP relevance values from a pro-
gram feature detection model can act as a RE aid. RE is a complex and time-
consuming process. Therefore, any information that helps reverse engineers recognize
patterns in a program has the potential to be a valuable addition to their toolset.

LRP assigns relevance values to portions of an input based on how much that
portion contributes to the model’s decision. If a model’s output correlates with some-
thing that a reverse engineer is looking for, visualizations describing how the model
reached its decision could be of great use to the reverse engineer.

To evaluate whether heat maps of LRP relevance values have any potential benefit
to reverse engineers, we test whether the heat maps can identify low-level program
features. In addition, we calculate how precisely Binary Ninja’s high level interme-
diate language (HLIL) can identify these program features to determine whether the

plugin has any advantage over Binary Ninja’s decompiler.

3.3.2 System Under Test

The System Under Test (SUT) is the Binary Ninja heat map plugin, shown in
Figure 9. The system comprises Binary Ninja’s HLIL, the program’s source code,

and the plugin’s heat maps, the Component Under Test (CUT).

3.3.3 Metrics

The experiment produces the following metrics to measure and assess the system.

e Source Code Program Features: The source code for each function in the

yes executable is analyzed to count the number of program features present.
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e HLIL Program Features: The functions within the yes executable are ana-

lyzed within the HLIL view in Binary Ninja to determine how many program

features Binary Ninja’s decompiler can recognize.

e Heat Map Program Features: Once the plugin is run, we measure the

number of program features the heat maps correctly identify.

System Parameters

Programming Language

Factors

Application S/W Versions
l l Convolutional Neural Network
SUT \ HLIL Program
. Features
Heat Map Plugin =
Serialized
Relevance Binary Heat Maps Source Code 2
Dictionary J Ninja’s HLIL (CUT) Program Features - 2"
» a-
w
Heat Map Program
Source code Features
|-
Ll

%

Figure 9: System Under Test (SUT)

3.3.4 Factors

The experiment provides the following inputs to the system.

e Serialized Relevance Dictionary: The relevance data for each program fea-
ture is formatted as a dictionary that is serialized into a .pickle file. Each
program feature has a separate .pickle file. The experiment produces preci-

sion statistics for function starts, for loops, and switch statements.

3.3.5 System Parameters
The following system parameters are kept constant throughout the experiment.
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e Binary Ninja Version: The experiment uses Binary Ninja version 3.1.3469

Personal.
e Programming Language: Python 3.9 is used to develop and run the plugin.

e Convolutional Neural Network (CNN): The CNN used to produce the
relevance data has five convolutional layers, a max pooling layer, and three
dense layers. This CNN was built for a separate research effort that uses machine

learning to detect program features in RISC-V binaries [5].

3.3.6 Uncontrolled Variables

Currently, Binary Ninja does not provide native support for the RISC-V archi-
tecture. Bn-riscv is a community plugin that allows Binary Ninja to load RISC-V
binaries in the Executable and Linking Format [46]. Because Binary Ninja can only
load RISC-V binaries via a community plugin, we cannot give high confidence in its
ability to decompile RISC-V binaries to the same degree it can for those compiled in

architectures that Binary Ninja natively supports.

3.3.7 Experimental Design

The experiment is performed on a Hewlett-Packard laptop with an Intel Core i7-
8665U central processing unit (CPU), 32 GB of random access memory (RAM), and a
64-bit Windows 11 Home operating system. To start, we download the yes. c file from
the GNU coreutils repository on Github to a Ubuntu 21.04 virtual machine. Once
downloaded, we compile the yes.c file using a RISC-V version of the gce compiler
with the options -g and -Wno-error. Next, we create an objdump file of the compiled
yes executable using the following command:

riscv64-linux-gnu-objdump -1 --source-comment yes | grep -e ‘"\/’ -e

““#° > yes.obj
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This command produces a printout of the various functions present in the yes
executable. It also provides the location of the source code for each function. We
then analyze each function’s source code to count the number of program features
present.

Once we identify the number of source code program features, we open the exe-
cutable in the HLIL view within Binary Ninja on the experiment laptop. Next, we
manually analyze the decompiled program to count the number of program features
that Binary Ninja’s HLIL can correctly represent. Finally, we run the heat map
plugin for each program feature. Each program feature has a separate .pickle file
containing its associated relevance data. We run the plugin for each .pickle file,
resulting in three test runs total. For each test run, an analyst measures the amount

of the program features that the heat map identified within each function.

3.3.8 Statistical Analysis

One of the ways that machine learning performance is measured is through the
relative proportion of samples classified correctly and incorrectly. In a statistical
context, accuracy, precision, and recall are ways of representing these proportions.

Accuracy is defined as

4 B TP+ TN
Y S TP Y TN+ FP+ FN
while precision is defined as
Precision — TP
recision = PP

and recall is defined as

23



TP

Recall = 55N

True positives (TP) and false positives (FP) refer to whether a prediction matches
a positive value within the ground truth. True negatives (TN) and false negatives
(FN) refer to whether a prediction matches a negative value within the ground truth.
For this research, a positive value represents the existence of a program feature, while
a negative value represents the absence of a program feature. The ground truth is
the source code for the binary being analyzed.

The experiment measures how well the heat maps produced by our Binary Ninja
plugin correlate with the source code regarding the prevalence of certain program
features. Therefore, the primary concern is positive values. We use precision to
evaluate the system by dividing the amount of program features the heat maps or
Binary Ninja’s HLIL can identify (true positives) by the total amount present in the
source code (overall positives). These ratios are given in the form of percentages.
The experiment measures how precisely the plugin and the HLIL can identify all

three program features, resulting in six total precision metrics.

emit_ancillary info(in int64_t arg2, void* arg3,

sub 17a0()

while (*argBIJz )]

Figure 10: True positive function start

For the plugin, true positives are counted by determining whether highlights are
produced in the functions that contain the program features. Figure 10 displays

function start that is considered a true positive.
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For Binary Ninja’s HLIL, true positives are counted by identifying the locations
in the psuedo-code where it was able to reproduce the program feature. Figure 11

displays a switch statement that is considered to be a true positive for Binary
Ninja’s HLIL.

switch (argl)
case 1
sub_1670()
*al‘g2
a® 11 = sub 1
case 2

void 2

a® 16, a4 6 = sub_1670()
*ad 6

*(arg2 + 8)

ad 11 = sub_1650()

Figure 11: True positive switch statement

Our assessment of precision was based on correlating heat maps with Binary
Ninja’s HLIL representation, and then cross-checking that with source code. However,
correlation of these data sources was not always possible. True negatives were difficult
to establish because it required authoritatively stating that a code feature did not
exist at an assembly location. For this reason, we avoid measures of performance that

require measuring true negatives.
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IV. Results and Analysis

Overview

This chapter presents the experimental results of the Binary Ninja heat map
plugin presented in Chapter 3. First, we present how many program features are
in the source code of the yes executable. Next, we discuss and analyze precisions
for each program feature category. These precision statistics are calculated using
the true positive results from the plugin’s heat maps and Binary Ninja’s high level

intermediate language (HLIL).

4.1 System Precision

After producing the objdump for the yes executable, we discovered that the exe-
cutable contains 116 functions originating from 25 different source files. After analyz-
ing each function’s individual source code, we counted 17 for loops and 24 switch
statements present in the entire executable. These metrics serve as the ground truth

positive values that will be used in the precision statistics.

4.1.1 Function Start Precision

Both the plugin and Binary Ninja’s HLIL detect all 116 function starts, re-
sulting in 100% precision. We assume that if Binary Ninja’s HLIL classifies each
function as a separate entity, it can detect where a function starts and ends. Table 1

summarizes the function start precision results.

Table 1: Function Start Precision

Precision Function starts
Plugin 100%
Binary Ninja HLIL 100%
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4.1.2 For Loop Precision

The plugin’s heat maps correctly identify 13 of 17 for loops, resulting in 76.47%
precision. The heat map failed to identify for loops in the safe_write function,
the rpl_mbrtowc function, and the setlocale_null_unlocked function. The safe-read.c
file labels the source code for the safe_write function as safe_rw. It contains a for
loop that the authors wrote with no initialization, condition, or incrementation, which

is likely why the heat map cannot detect it. Figure 12 displays this anomaly.

L R R

size_t
safe_rw (int fd, void const *buf, size_t count)
{
for (;3)
{
ssize_t result = rw (fd, buf, count);

if (0 <= result)
return result;

else if (IS_EINTR (errmno))
continue;

else if (errno == EINVAL && SYS_BUFSIZE_MAX < count)
count = SYS_BUFSIZE_MAX;
else

return result;

Figure 12: Malformed for loop in the safe_rw function

The for loop inside the rpl_mbrtowc function is nested inside an if statement
and contains no initialization, which may affect the heat maps’ detection. Binary
Ninja’s HLIL representation of the setlocale_null_unlocked function does not
align with its source code. The order of the instructions is misaligned, and the
decompiled version is missing several other program features in the source code such
as if statements. Therefore, the heat maps’ inability to detect this program feature
is likely due to the way Binary Ninja decompiled the executable. As noted before,

Binary Ninja does not come with native support for the RISC-V architecture. Thus,
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there is likely deficiencies in its ability to decompile some RISC-V code.

Binary Ninja misrepresents every for loop as a while loop, resulting in 0%
for loop precision. These failures are likely due to how Binary Ninja represents
loops, however they demonstrate that the heat map plugin may have an advantage
for identifying some program features compared to Binary Ninja’s HLIL. Table 2

summarizes the for loop precision results.

Table 2: For Loop Precision

Precision For Loops
Plugin 76.47%
Binary Ninja HLIL 0%

4.1.3 Switch Statement Precision

The plugin correctly identifies 22 of 24 switch statements, resulting in 91.67%
precision. The plugin failed to identify switch statements in the setlocale_null
_androidfix function and the setlocale_null function. Both functions originate
from the setlocale_null.c file. Similar to the setlocale_null_unlocked function,
Binary Ninja’s decompiled versions of these functions do not align with their source
code. Both contain a few variable initializations and a call to another function, but
they are missing a large portion of the instructions present in the source code. Figure
13 compares Binary Ninja’s HLIL representation of setlocale_null_unlocked with
its source code.

The heat maps’ inability to identify switch statements within these two func-
tions is likely due to Binary Ninja’s decompilation rather than deficiencies in the Con-
volutional Neural Network (CNN) detection technique. Overall, the setlocale_null.c
file alone contained approximately 67% of the program features the heat maps failed

to detect.

28



66 setlocale_null_androidfix (int category)

614

62 const char *result = setlocale (category, N b
63

64 #ifdef _ ANDROID_
65 if (result ==

3 — 66 switch (category)
cale_null androidfix( 67

68 case LC_CTYPE:

69 case LC_NUMERIC:
78 case LC_TIME:

71 case LC_COLLATE:
72 case LC_MONETARY:
73 case LC_MESSAGES:
74 case LC_ALL:

75 case LC_PAPER:

76 case LC_NAME:

7 case LC_ADDRESS:
78 case LC_TELEPHONE:
i 79 case LC_MEASUREMENT:
return argl 80 result = -

81 break;

82 default:

83 break;

85 gendif

86

87 return result;
88 }

Figure 13: Comparison of Binary Ninja’s HLIL (left) and source code (right)

Binary Ninja identifies 3 out of 24 switch statements, resulting in 12.5% pre-
cision. The HLIL misrepresents the rest of the switch statements as a series of
nested if statements. Unlike for loops, Binary Ninja has shown the ability to
detect switch statements. However, the heat map demonstrates a greater capacity
to detect this feature within the yes executable. Table 3 summarizes the switch

statement precision results.

Table 3: Switch Statement Precision

Precision Switch Statements
Plugin 91.67%
Binary Ninja HLIL 12.5%

4.2 Results Summary

This chapter presents and analyzes program feature detection precisions from a
custom heat map plugin and Binary Ninja’s HLIL. Both the plugin and the HLIL
demonstrate the ability to identify function starts with high precision. The plu-
gin has relatively high precision for detecting for loops and switch statements

when accounting for abnormal coding practices and decompilation issues. Con-
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versely, Binary Ninja’s HLIL performs poorly in representing for loops and switch

statements.
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V. Conclusions

The field of explainable artificial intelligence (AI) has emerged in response to the
need for models capable of explaining themselves. Layerwise Relevance Propagation
(LRP) is an explainability technique that can explain a machine learning model’s
decision in terms of its input. These explanations provide useful data to the model’s
developers and users. For reverse engineers, explainability information from LRP can
have practical use as a reverse engineering (RE) aid. If developers design a machine
learning model that can detect a certain pattern in a binary that a reverse engineer
is looking for, information pointing to where the pattern occurs could be crucial for
the reverse engineer’s analysis. However, little research thus far has tested whether

these hypotheses are true.

5.1 Research Conclusions

To fill this gap, this research develops a plugin for Binary Ninja that produces
heat map visualizations of LRP relevance values. The plugin takes a serialized rele-
vance dictionary as input, calculates color values for each instruction present in the
dictionary, and then uses these colors values to highlight the instructions in Binary
Ninja.

This research conducts an experiment to measure the amount of function starts,
for loops, and switch statements that the heat maps and Binary Ninja’s high level
intermediate language (HLIL) can identify. We then produce precision statistics by
dividing the true positive results for each tool by the number of program features
present in the binary’s source code.

Overall, the experimental results show that the plugin’s heat maps can identify

100% of function starts, 76.47% of for loops, and 91.67% of switch statements
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in the tested RISC-V binary. Binary Ninja’s HLIL was also able to identify function
starts with 100% precision. However, it could not represent any of the for loops
and only detected 12.5% of the switch statements.

These statistics demonstrate that the plugin’s heat maps can identify for loops
and switch statements with higher precision than Binary Ninja’s built-in decom-
piler. Based on these results, we deduce that the plugin can act as a RE aid because it
maintains a superior ability to identify program features when compared to a popular

RE platform.

5.2 Future Work
The following efforts are potential avenues for future work:

e Advanced Program Feature Detection: This plugin is a script that users
can modify to read in any .pickle file. Therefore, researchers can use the script
with other models designed to detect more advanced program features such as

software vulnerabilities.

e Graphical User Interface (GUI): The plugin only performs the basic func-
tions outlined in Section 3.2. A GUI would allow users to select between multiple
program features and different models without having to make edits to the plu-
gin’s code. This improvement would make the plugin more user-friendly and

efficient.

e Automated Analysis: The experiment for this research effort required thor-
ough manual analysis to identify program features present in the source code
and to measure those identified by the heat map and Binary Ninja’s HLIL. An
analysis system that can automate these measurements would reduce the time

required to evaluate the plugin.
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e User Study: A user study would benefit this research because it would allow
experts to provide feedback regarding the quality and usability of the heat map

visualizations.

e Platform Flexibility: The plugin presented in this research only works within
Binary Ninja. Each RE platform employs different techniques for disassembling
and decompiling code. In addition, reverse engineers have preferences for which
interfaces they prefer. Therefore, increasing platform diversity would increase

the plugin’s reach and usability.

5.3 Countermeasures and Limitations

Code obfuscation is a preventive measure many program authors take to hide
attributes in their code. Both legitimate actors and malware authors may employ
this measure to disrupt the RE process. No matter their intent, code obfuscation
techniques will negatively affect the plugin’s ability to heat map program features
because they would prevent Binary Ninja from accurately disassembling and decom-
piling binary code.

As noted previously, the visualization tool is built for Binary Ninja. Experiments
have not been performed to test how the plugin’s heat maps perform in other platforms

or how they compare with other popular decompilers.

5.4 Research Significance

This research serves as a stepping stone for other efforts to use machine learning
explainability techniques as a RE aid. The experimental results demonstrate that
heat maps visualizations of LRP results can detect low-level program features with

relatively high precision. This capability signifies that reverse engineers can use these
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heat maps as a visual means of directing their focus to features in the code that they
are looking for.

In addition, this research demonstrates that these visualizations can perform bet-
ter than Binary Ninja at representing certain features that exist in the source code.
Therefore, the heat maps have the potential to significantly increase the efficiency of
the RE process by reducing the time needed to recognize certain patterns in disas-

sembled or decompiled code.
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Appendix A. Software Listing

Binary Ninja Plugin -  init.py

#author: Alec D. McGahee

#date: 15 September 2022

from binaryninja import *

import pickle

import math

def plugin_main(bv, function):

#Uncomment pickle file based on desired feature

#Function Starts

relevances = pickle.load(open("C:\\Users\\Admin\\Documents\\

yes_CNNModelv6_function_start.pickle", "rb"))

#For Loops

#relevances = pickle.load(open("C:\\Users\\Admin\\Documents\\

yes_CNNModelv6_for.pickle", "rb"))

#Switch Statements

#relevances = pickle.load(open("C:\\Users\\Admin\\Documents\\

yes_CNNModelv6_switch.pickle", "rb"))

base = 0

#iterate through dict to find highest relevance
for x in relevances:
if x == "name":

continue
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36

37

39

40

41

43

48

elif float(relevances[x]) > base:

base = relevances [x]

#save instruction with highest relevance

highRel = x

#Format address for instruction with highest relevance

highRel = "Ox" + highRel

#Creates dictionary to hold RGB color values for instructions
with positive relevances

heatmap = {}

#Calculate Color Values

for x in relevances:

#ignore first value
if x == "name":

continue

#throw away values less than O
elif float(relevances[x]) < O:

continue

#if value greater than zero, calculate rgb score and add to
dict.

else:
rgbVal = (float(relevances[x])/base) *255

heatmap [x]=rgbVal

#Generate heat maps

for x in heatmap:
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60

61

64

66

currentAddr=int (x,16)

previousFunction = bv.get_previous_function_start_before(
currentAddr)

cfunc=bv.get_function_at (previousFunction)

print (cfunc)

print (math.ceil (heatmap[x]))

cfunc.set_user_instr_highlight (currentAddr, highlight.
HighlightColor (red = math.ceil (heatmap[x]), blue = O,

green = 0))

#Binary Ninja API use
PluginCommand.register_for_address("HeatuMap", "Displayscolory,

spectrumontofunction,(main, forynow)", plugin_main)
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