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EXECUTIVE SUMMARY

The goal of this work unit (fiscal years 2020-2022) was to use geometric and topological information to
make machine and hybrid human-machine Team decisions less prone to error and more efficient. Our
Information Geometry research involved several different techniques from the field. We analyzed the value
of information in various problems aimed at assisting decision making, while concentrating on the
geometric aspects via Fisher information, statistical manifolds and Riemannian geometry. Wavelet
transforms and geometric aspects of them were used as a decision tool. Research was performed to optimize
a decision over a geometric decision space for Contingent Attention Management. We applied homological
techniques from topological data analysis (TDA) to improve the classification accuracy of neural nets under
an adversarial attack on certain data sets. We investigated, using time series analysis and the Hurst
coefficient, fractional Brownian motion models. Furthermore, we applied these techniques to
interdependence problems in agent/Team science (which models agents that are completing a task). From
this research, we obtained a new metric for agent Team interdependence. We continued our Brownian
motion analysis to study geometric diffusion properties, and related this to decision making processes.
Furthermore, we used Riemannian geometric techniques to model multi-agent/Team system decisions. We
concluded our research by using metric techniques, together with Shannon theory, to model agent decision
systems.
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INFORMATION GEOMETRY

1 PROJECT OBJECTIVE

Combine new fundamental research, which uses geometric and topological analysis to develop new
techniques that describe data and image complexity to make machine learning, and associated systems,
"smarter" with respect to their predictive nature, and more resilient to erroneous classification.
Furthermore, these techniques will also be evaluated for use in machine decision making in general,
concentrating on multi-agents systems/Teams.

2 PROJECT BACKGROUND

As with any scientific or engineering field that is moving from its birth into a mature and successful field,
the necessity of re-examining and adjusting the field in terms of advanced mathematical concepts becomes
necessary. That is the situation we were faced with when beginning this project. How could we improve
the decision making of machines? How could we lessen the probability of an adversarial attack? We chose
to use techniques from differential geometry and algebraic topology to mature the area. In particular, we
concentrated on Fisher information theory and Riemannian geometry and topological data analysis.
However, we included geometric aspects of wavelet transforms, the value of information, and geometric
aspects of Brownian motion. The mathematical techniques we used have shown their value in other applied
areas of research, but their use in machine decision analysis was nascent. We successfully applied those
techniques.

Riemannian geometry is a well-known mathematical area that lets us understand concepts in non-Euclidean
spaces. In particular, Riemannian geometry changes the standard metric by which distance is measured.
Instead of equal weighting to all directions, one can adjust, on an infinitesimal level, the distance in
particular directions. Riemannian geometry showed itself to be “the mathematics” necessary for Einstein’s
general theory of relativity. It successfully measured the curvature caused by gravity.

Fisher information develops a very particular type of Riemannian metric related to how information is
transferred in various physical situations. Fisher information has its roots in statistics via the Cramer—Rao
bound. Amari took this approach and successfully applied it to what he named “statistical manifolds.”

Topological data analysis, and, in particular, persistent homology theory show how the knowledge of gaps

in a topological space can give one meaningful information about that space. It has proven its worth in
analyzing data sets.

Manuscript approved September 29, 2022.
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The geometric paths of Brownian motion, which are the infinitesimal version of random walks, have
significant probabilistic information embedded in them. Many physical systems obey a diffusion equation
similar to the base case of a Wiener process.

Shannon’s information theoretic concept of channel capacity can tell one how multi-agents systems are
transferring information based upon the underlying geometric constraints. Shannon theory has been the
basis for modern telecommunications engineering.

3 TECHNICAL APPROACH & RESULTS

We first present our approaches and results. We then summarize, at the end of this section, by publication.

Our previous base program research in steganography and the existing literature showed that what we call
“regions of high complexity” (these are regions of high power Fourier frequencies, residual high bit plane
artifacts, etc.) are good places to both hide and look for information. By “complexity,” we mean rapid
changes in standard curvature features, and/or sudden topological changes in either shape of
color/luminance, and large, relative (to other regions) volume with respect to the statistical manifold
structure. We hypothesized that the complexity of an image makes the image more vulnerable to being
manipulated to fool a machine learner (neural net) or biometric device. To test our hypotheses, we
developed new metrics for scene complexity, based upon our analytic mathematical techniques (e.g., rapid
changes of surface normals, high speed variation of curvatures, sudden topological changes, large relative
Fisher-Rao volume), and used these metrics to assess if high complexity areas are ripe for steganographic
hiding, and whether the incorrect output of a deep machine learner is correlated with changes in regions of
"complex" image features. Our 6.1 research, aside from assisting the Navy, advanced the state of the art by
allowing us to develop and apply new techniques and research results in machine learning and in statistical
manifold theory. We used as a testbed the MNIST database with several well-known adversarial attacks on
the classification power of the standard neural net model for this data. We then applied homological
techniques from topological data analysis (TDA) to see if we could increase the classification accuracy
when the neural net was under an adversarial attack (Figs. 1,2). We showed a modest improvement against
the attacks, and are attempting to increase the neural net defense by using more than the first homology
group approach that we took. Our approach tied two different fields together, and has promise for further
exploitation.
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Fig. 1. MNIST DIGIT WITH THREE HOLES (RANK OF FIRST HOMOLOGY GROUP=3)
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In addition to using standard Gaussian surface geometry and algebraic topological techniques, we used a
natural and intuitive metric on probability distributions, the Fisher-Rao metric, to form a non-standard
Riemannian manifold called the statistical manifold. Statistical manifolds have recently been used in many
applications, running the gamut from belief propagation, manifold learning, and neural nets, to Grover's
search algorithm in quantum computation. Using a statistical manifold is the preferred way to view
parameterized distributions as metric spaces, so that the concepts of “close” and “far” are well defined,
intuitive, and tractable.

Connections between differential geometry and algebraic topology are numerous and were utilized in our
research. For example, there is the famous Gauss-Bonnet theorem, Morse theory, Ricci curvature, etc.
These and similar techniques must be investigated to fully understand what characterizes an image, and
how it can be manipulated. However, there has been very little work on combining geometry and topology
with respect to analyzing machine learning. A major question we plan to explore is how much variance
(wiggle room) is available to hide information, while keeping the curvature and topological signatures
essentially unchanged. We started with the classical approach of using the standard Gaussian surface
normal and principal curvatures to describe a surface, and then added the second geometric structure of the
statistical manifold structure induced by the Fisher-Rao metric.
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A recent approach for image recognition of faces used probability distributions to represent images. Image
identification is achieved by traveling along geodesics given by the Fisher-Rao metric. Our hypothesis is
that regions of high volume (similar to regions of high frequency in discrete Fourier image transforms),
with respect to the Fisher-Rao metric, are ripe for steganography and of course affect the distinguishability
of information parameters. The Fisher-Rao metric allows one to obtain the volume element for the statistical
manifold. This result is difficult to obtain in closed form, so we will develop numerical methods, when
needed, to determine stego-rich and stego-poor regions of the image in terms of the Fisher-Rao volume
element, and in terms of standard Gaussian and topological techniques. Additionally, a detailed analysis of
the geodesics (Fig. 3) for the Fisher-Rao Riemannian metric is a necessity for calculating distance. Closed
form solutions of these geodesics are difficult to obtain. However, in the situations that we analyzed, we
solved for the geodesics and obtained a distance measure.

Howard’s value of information research, which was originally applied to making economic decisions, was
reexamined in terms of differential geometry, which led to new results incorporating the statistical
manifold. Our approach was analyzed in terms of multi-agent decision making and power allotment. This
theme of resource allocation was behind much of the research for this project.

We showed that geometric wavelets and discrete wavelet transformations can abstract data preprocessing,
provide contextual conditioning, and otherwise affect often obfuscated underlying effects in models.
Wavelets’ properties of data reduction and feature retention, combined with discretizing the trend from
local fluctuations, provided a mathematically sound technique for enhancing data-driven decision-making
support. Our research discussed these benefits and presented a geometric method to answer the critical
question of where an appropriate decomposition level for training data may exist. These benefits and the
preferred geometric level selection technique were evaluated with a decision analysis application and
simulation. Our research showed that the preferred geometric level selection technique can identify, in the
case of voluminous data with many local geometric fluctuations, the Discrete Wavelet Transformation
(DWT) level most appropriate for selecting decision-related values. Our analysis also showed that DWTs
can make a significant difference in quantitative data-driven decision outcomes. The results of this research
demonstrate that wavelets can improve quantitative algorithmic decision outcomes. In addition, our study
illustrated how geometric DWT techniques reduce the volume of data while retaining its original features
and characteristics, making the approach appropriate for time-series data and for many decision domains.
Other decision-making scenarios may require the identification of exceptions and fluctuation-based features
in the data, as opposed to selection for trending elements and sensitivities to other wavelets besides the
Daubechies series. Additionally, our research laid the groundwork for using research results on multi-
resolution multi-scale topological optimization to obtain optimal objectives.

Geometric results on Multiple Criteria Decision Analysis, derived from our prior base 6.2 Applied Network
Science project, were modified and used to perform the geometric analysis needed in the associated base
6.1 project Contingent Attention Management. Analysis was required for how to deal with the problem of
human performance degradation in highly multitasked environments. Research was performed to optimize
a decision over a geometric decision space. The motivation for this research was to introduce a capability
that monitors multiple, incoming streams of information for a user with expert decision-making
responsibilities to assess the value of that information and to direct the user’s attention to higher priority
content. We performed the Multiple Criteria Geometric Decision Analysis needed to solve this problem by
adapting Analytic Hierarchy Process techniques. The decisions to be made form a geometric decision
space. Results from linear algebra were used to analyze the boundary conditions of this decision space. We
then developed a weighting function to provide the functionality required. The theory was based upon
exponential weighting. Analysis of the rankings for various scenarios was given and our method showed
good and realistic performance.
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This project also extended the existing artificial intelligence modeling of human decision making by
generalizing the Wiener process approach to the more general fractional Brownian motion. This called into
question the absorbing time models that exist in the literature. We also investigated, using time series
analysis, to determine the Hurst coefficient for fractional Brownian motion. Furthermore, we applied these
techniques to interdependence problems in agent/Team science (which model agents that are completing a
task). From this research, we obtained a new metric for agent Team interdependence. Additionally, various
stopping time properties that hold for martingales do not hold for the Hurst-type processes that we are
interested in (Fig. 4).

Advances in machine intelligence have led to an increase in human-agent teaming. In this context, one or
more machines act as semi-autonomous or autonomous agents interacting with other machine teammates
and/or their human proxies. This phenomenon has led to cooperative work models where the role of agent
can be, interchangeably, a human, or machine, support system. Human counterparts that interact with
automation become less like operators, supervisors, or monitors, and more like equal-authority peers.

Critical to the success of any Team is efficient and effective communication. Multi-agent systems are no
different. Information sharing is a key element in building collective cognition, and it enables agents to
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cooperate and ultimately achieve shared goals successfully. Information sharing, or communication,
provides the foundation for a Team's success. In complex multi-agent engagements, information is not
always universally available to all agents. Such engagements are often characterized by distributed entities
with limited communication channels among them, where no agent has a complete view of the solution
space, and information relevant to Team goals only becomes available to Team members in spontaneous,
unpredictable and even unanticipated ways. Moreover, there is always a resource cost to inter-agent
communication. Finding highly efficient and effective communication patterns is a recurring problem in
any multi-agent system, particularly if the system agents are distributed.

We researched how a Multi-agent System or Team, sends information between agents or teammates. By
"how" we mean "how" in an information theoretic sense---in particular, we did not concentrate on the
mechanics or physics of the transmission other than how it impacts information theory. We were concerned
with what strategy an agent can use to maximize its information flow to another agent (Fig. 5).

Fig. 5. LOCUS OF POINTS WITHIN A CERTAIN POWER CONSTRAINT IN A MULTI-AGENT
SYSTEM
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FY 2020 RESULTS

Publication [1] concerned itself with Howard’s value of information and how we extended it via differential
geometry to statistical manifolds and derived new decision making tools. The ability to value information
may be easy for humans, but when it comes to a machine attempting to use the tools of artificial intelligence
(AI), a valuation may not be easy. This is because even though we have a very good quantitative theory of
information, we do not have a very good qualitative theory. In this paper we explored how hybrid machine-
human Teams need to communicate in a way that can come to be accepted and trusted.

Publication [2] gave our wavelet-based results for decision making algorithms based upon the geometric
patterns we obtained. We posited that to achieve general Al, techniques that abstract data preprocessing,
provide contextual conditioning, and otherwise affect often obfuscated underlying models are necessary.

Publication [3] was involved in the geometric decision space via Multiple Criteria Decision Analysis. We
used the Analytic Hierarchical Process in particular to develop our results.

FY 2021 RESULTS

Publication [4] is the result of our persistent homological topological data analysis of the MNIST database.
We showed modest improvement over the state of the art image classifier by using homological side-
information. This research holds promise for future improvements but needs to be analyzed in terms of
method complexity, which is a topic of a FY2023 new start (Framework for Domain Focused Interpretable
Machine Learning).

Publication [5] discusses various strengths and weaknesses of state-of-the-art Al systems. The paper
discusses interdependence and entropy which we developed into information geometrical models in our
other papers. Our research primarily addressed the application of interdependence theory to autonomous
human-machine Teams.

Publication [6] discusses how to make machine decision making “smarter.” We concentrate on various
mathematical techniques but, in particular, focus on emergent behavior and its possibilities for geometric
analysis.

In publication [7] we took a problem in human cognition and extrapolated it to a Teams science problem,
which motivated some of our work for the next fiscal year. Geometric properties of fractional Brownian
motion were considered and we developed a convolutional neural net to determine the Hurst coefficient.

FY 2022 RESULTS

Publication [8] was a continuation of our geometric aspects of Brownian motion research. In this paper
we concentrated on Teams and multi-agent systems. We discussed the limiting behavior of probabilities
of interest and also discussed how an information geometric approach can assist in analyzing various
situations of interest.

In publication [9] we used a Riemannian metric as a cost metric when it comes to the optimal decisions
that should be made in a multi-agent/Team scenario. The two parameters of interest to us are Team skill
and Team interdependence, which are modeled as Wiener process drift and the inverse of Wiener process
diffusion, respectively.

Publication [10] was an application of information theory to multi-agent systems with a rudimentary
metric. We laid the groundwork for future research for more advanced Riemannian metrics. New results
in information theory were obtained in the course of this research.
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4 ASSOCIATIONS

BASE PROGRAMS

NRL base new start work unit T008-23 “Framework for Domain Focused Interpretable Machine
Learning.”

ONR funded 6.2 work unit 1M30 “Characterizing Decision Making in Complex Environments.”
NRL base 6.1 work unit 1G29 “Contingent Attention Management.”

EXTERNAL ORGANIZATIONS

We have collaborated with Dr. Paul Cotae at the University of the District of Columbia (Electrical and
Computer Engineering), and Dr. Stephen Russell when he was at the Army Research Laboratory as the
Division Chief for Information Science.
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