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Outline

Model Based Engineering at the SEI
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The Safety Critical Embedded Software System Challenge

Problem:

 Software increasingly
dominates safety and
mission critical system
development cost

» 80% of issues discovered
post unit test

Context:

Early discovery of
system-level issues
through virtual
integration and
incremental analytical
assurance

Solution:

» Technology based on SAE International standard matured
into practice through pilot projects and industry initiatives

» Open source research prototyping platform
continually enhances analysis, verification, and
generation capabilities

* Direct alignment with DoD Digital Engineering Strategy

Reduced defect leakage through early analytlcal assurance is critical

. -
g
-
-
Carnegie Mellon University
Software Engineering Institute

-
-

,»"j‘ ! i 3

Model-Based Systems ng neering (MBSE): An Architectural Perspective [D‘W?'BUTON SFA EMENT A]Th s matefi h

2022 Carnegie Mellon Uni

5 ¥
-+
' s

» 1'- LA32A000
TR U
. ’ ‘. -

R

as been approved for public release and
e Copyrightn o o non-US Governmertuse and dstibuton. 4



Model-Based Engineering for Cyber-Physical Systems

Create the bestdesign
that holds up over time
as the systemevolves.

Build a single modelto assess
hardware and embedded software
before the systemis built.

SAE AADL /ACVIP OSATE DoD Transitioning

Testthe designwithout —
having to write any code. =

» Standardized language and . Open Source AADL . Maturity increased
process forthe engineering toolsetfor performing through pilot projects and
safety-critical systems. verification and validation trainings.

(V&V).
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Before You Even Write a Line of Code...

About AADL

AADL allows you to design the entire system and see where
the problems may occur. Then you can change the design
of the system to eliminate those errors.

Being able to perform a virtual integration of the software,
hardware, and system is the key to identifying problems

early —and changing the design to ensure those problems
will not occur.
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SAE Avionics AADL
standard adopted in
2004

Focused on embedded
software system
modeling, analysis, and
generation

Strongly typed language
with well-defined
semantics

Used for critical systems
in domains such as

avionics, aerospace,
medical, nuclear,
automotive, and robotics
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Outline

Model-Based Systems Engineering and the impact of Architecture
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Systems Engineering 101

“‘Systems Engineering is a transdisciplinary and integrative approach to enable the
successful realization, use, and retirement of engineered systems, using systems
principles and concepts, and scientific, technological, and management methods.

[INCOSE]

7

Where do we start?
[SEBOK]: INCOSE Systems Engineering Body of Knowledge
[NASA]: NASA Systems Engineering Handbook
[ISO]: ISO/IEC/IEEE 15288:2015 system life cycle processes.
A few 1000s of pages (!) + certification by INCOSE
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https://www.incose.org/about-systems-engineering/system-and-se-definition/systems-engineering-definition
https://www.sebokwiki.org/wiki/Guide_to_the_Systems_Engineering_Body_of_Knowledge_(SEBoK)
https://www.nasa.gov/connect/ebooks/nasa-systems-engineering-handbook
https://standards.ieee.org/ieee/15288/5673/

Why should we (Software Engineers) care?

Systems Engineering (SE) is now a lingua franca for

» Engineering “big” systems, not surprising SE emerged from NASA, DoD, etc
« Managing “big” programs, as acquisition topics are not far

« Can no longer remain the elephant in the room we (ACPS) do not see
Systems engineering

» Relies on engineering concepts and processes: systems science, systems thinking,
and ultimately MBSE.

» Vocabulary: models, systems, interfaces, logical, physical, architecture, analysis..
= To tackle complex challenges
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Why should System Engineers care (about software)?

Quantas Airbus A330-300 Forced to make Emergency
Landing - 36 Injured
httrw ik o) Bresil

SOYam b now Mogspol.com

Airbus Gives Aleri
{(Update3)

By Ed Johnson

Thirty-Six paSSENQEers aNG Crew wera (Nured. some senously
Oct. 15 (Bloomberg) -- o
after Australian investig
Ltd. flight switched off t
jet to nosedive,

I 3 mid-air drama that forced a Qankas @ilinsr to make an
emargency |sndng, e Austraian carrier snd police saio on

Tuesgay

Tne terrfying incident saw the Artus A330-300 155ue 3

The Airbus A330-300 w3
computer fed incorrect i
Australian Transport S

myyday cal when £ sucdenty changed aRftude during a fight

from Singapore to Pesth, Cantas sad

FAA says software problem with
Boeing 787s could be catastrophic

By Dan Catchpole
W dddcatchpole

The Federal Aviation Administration savs a

software problem with Boeing 787 L] The Buzz: Hipster's diemma

Dreamliners could lead to one of the ] Bosing & asrospace news

advanced jetliners losing electrical power in [1] Asrospacs biog

flight, which could lead to loss of control.

650 feet within seconds, STAmMMING passenders ang crew INtg e capin
ceiling, hefore thampilabesagainsd cortral,

" " This appears to be a unigue event," the eau said, adding that
ToulOereef b il s largest maker of commercial
aircraft, issued a telex late yesterday to airlings that fly A3305 and A3405
fitted with the same air-data computer, The advisaory is " aimed at

nlle

— Two Crashes In Five Months

What's Wrong with Boeing's 737 Max 8?

Boelng's new alrplane has only been around for two years and already two 737 Max 8s have crashed, killing

The FAA notified operators of the airplane Friday that if a 787 is powered continuously for

248 days, the plane will automatically shut down its alternating current (AC) electrical power.

Embedded software systems
introduce a new class of problems
not addressed by traditional
system safety analysis

346 people. The disasters may be attributable to a design flaw that emerged when engineers began cutting

corners.

Boeing's Max 8 is short, limiting ground clearance under the wings. The engine
simply doesn't fit

Breakdown in human intensive
safety assessment process

Carnegie Mellon University
Software Engineering Institute

©2022 Carnegie Mellon University

Model-Based Systems Engineering (MBSE): An Architectural Perspective

[DISTRIBUTION STATEMENT A] This material has been approved for public release and
unlimited distributon. Please see Copyrightnotice for non-US Governmertuse and distribution. 1 O




Architecture as integration focal point — Software systems

3 :
Change of Encryption from CYBER
128 bit to 256 bit SECURITY One change drives multiple

Availabilty system issues
Integrity
Confidentiality
RESOURCE SAFETY &
CONSUMPTION N — A RELIABILITY
Bandwidtt > .
gf’rl‘J mn e] Igil\a/leaArd Analysis
wer Consumption N " 1A
Higher CPU ARCH ITECTURAI. MTRF

MODEL
SAE AS5506 AADL

Demand

Potential New
Hazard

Single Source of Truth
Across Analysis
Models

Affects Temporal

’ REAL-TIME
PERFORMANCE
Increased Deadlock/ Starvation Correctness
Latency
Latency Execution Time/ Deadline Temporal Correctness

Data Precision/ Accuracy

Confidence
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Architecture as integration focal point — Cyber-Physical systems

Need Semantics To

System Engineer Physical Plant ] Address these Challenges
System Hazards Characteristics Control Engineer
Measurement units

Boolean, integer,
System Control real, vs data
Under System abstraction

System User/Environment

Control
. . >
Operator Time-sensitive 5
Processmg 2
Error o
=
=2
Application c
Compute Runtime A p}f;: g
Platform Architecture S EILE o
9)
©
I:ard_ware Virtualization & Concurrency & °
neineer Redundancy Communication
Why do system level failures still SW System Engineer
occur despite best safety practices? Cyber-Physical Systems have become a
major safety and cyber security risk
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On processes — 1S0O15288

A process IS a set of interrelated or Enterprise Processes Project Processes Technical Processes
. . . e . . i Stakeholder Needs
interacting activities which transforms i Planning Process Defiriition Process
. . Management Process
|npUtS INnto OUtpUtS (ISO 90002005) Assessment Process Requirements Analysis
Investment Process
Management Process Control Process Architectural Desien
; . o o Process
Process are organized so that they System Life Cycle Decision :
. L. Management Process Management Implementation Process
contribute to a specific goal. They are —
tructured by an argumentation that " - i e
.S ru.c. ure y a argu Management Process RIS MAnZEER Verification Process
justifies the existence of each step. »
Conficuration Transition Process
Agreement Processes KManacement e —
s Validation Process
Technical processes may SELBIRa Frocess SOz Operation Process
z e uality Management
leverage architectural models ! SUPRIY PIOCESS Disposal Process

The system lifecycle processes Source: ISO/IEC 15288, Figure D.8
1SO 15288 hass 23+ processes which have 123 outcomes derived from 403 activities.

Y . T . )
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High Fault Leakage Drives Major Increase in Rework Cost

Aircraft industry has reached limits of affordability due to
exponential growth in SW size and complexity.

Requiremed] 70% Requirements & system

Engineerind  jnteraction errors introduced Acceptance
9 g Test
3.5% are detected, 10% errors introduced
1x cost to remove 80% late error discovery,
20-100x cost to fix
System
o o 1 Test
oystem 70%, 3.5% 1x
Design
Major cost savings through rework avoidance by Integration
: : Test
early discovery and correction
software A $10k architecture phase correction saves $3M
ArchitectUrer
Design
N
Where faults are introduced 20%, 16% Total System Cost
Where faults are found Component 5 e Sl S
i - Software X Test F-35$598
The estimated nominal cost for fault removal pesign J
§QQF§Q§Z
NIST Planning report 02-3, The Economic Impacts of Inadequate Infrastructure )
for Software Testing, May 2002. Software as % of total system cost
D. Galin, Software Quality Assurance: From Theory to Implementation, 1997:45% — 2010: 66%— 2024: 88%
Pearson/Addison-Wesley (2004) S
B.W. Boehm, Software Engineering Economics, Prentice Hall (1981) ™
Post-unit testsoftware rework cost
Code 50% of total system cost and growing
Development J
(jarnegio M(‘ll()[lUIliV(‘[‘Si('v Model-Based Systems Engineering (MBSE): An Architectural Perspective [DISTRIBUTION STATEMENT A] This material has been approved for public relesse and
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The Safety-Critical Embedded Software System Challenge

Problem:
Software increasingly dominates safety and mission critical system development cost.
80% of issues discovered post unit test.

Solution: Early discovery of system level issues through architecture modeling, virtual
Integration and incremental analytical assurance.

Approach:

International standard based research driven technology matured into practice through
pilot projects and industry initiatives. (SAE International Aerospace Standard AS-5506B)

Development of an open source research prototyping platform continually enhances
analysis, verification, and generation capabilities.

[ Reducing Defect Leakage through Early Analytical Assurance is Critical ]
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Outline

Model Based Engineering at the SEI
Model-Based Systems Engineering and the impact of Architecture

Model-Based System Engineering, standards, and AADL
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Model-Based System/Software Engineering
Overarching objectives

MBSE complements typical software programming with models to

Concepts

1. Organize stakeholders needs and elicit requirements
2. Capture system elements — design, reverse engineering or COTS

* Interfaces, components internals (static and behavioral), and

« asystem architecture built from those: deployment, (re-)configuration
3. Apply analytical frameworks to assess model's “compliance to some objectives”

» Syntactic, conformance to guidelines, patterns

* Quality of system, w.r.t. performance, safety, security, behavior metrics
4. Synthesize portions of software from models

. E.g. functional: Simulink, SCADE; Architectural: UML, AADL Cod

: . . : ode

. No synthesis or link to code in SysML, as SysML has only high-level concepts

Models as processable artifacts to guide the software engineering process
“Modeling is the new programming”

Provide more insights than code-only solution through relevant abstractions and automation
Carnegie Mellon University Mr;g;\ E::e; Smyj‘::nb‘:m;l;?;HeemHg (MBSE): An Architectural Perspective DISTRIBUTION STATEMENT A This maeral has beon approved 0 bl 1elome and om. 17
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MBSE — Not just SysML

Model-based systems engineering (MBSE) is the “formalized application of modeling to
support system requirements, design, analysis, verification and validation activities
beginning in the conceptual design phase and continuing throughout development and
later life cycle phases.” (INCOSE 2007)

SysML support capturing relationships among system functions, requirements,
developers, and users. But not the later development stages

Other modeling notations are required to

Capture hardware platforms, software architecture, behavioral semantics,
deployment of SW to HW, support safety or security assessment, performance
analysis, behavioral verification, memory budget validation, etc...

. oie gl iversity Model-Based Systems Engineering (MBSE): An Architectural Perspective [DISTRIBUTION STATEMENT A] This material has been approved for public release and
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Not just SysML vs AADL, larger aggregation of standards

Mission System System Concepts

Component Design & System Integration &

. . Subsystem Architecture . . .
Requirements & Functions i Implementation Qualification
-
. N
S % e~ - .ll DII
3 2 c T \‘h - -
g— 3 / Svsterrierilop ‘\‘ g
- — - - o
S g Schematic Capture S—— e
— .
5 : Circuit board Circuit logic Manufacture Sys:': Integl:rtuon
e v 2 | Hardware ]
G B platform e
Embedded Software System - ()N
] NS
~AADL
,/' . Tasking& i ) p A |JLI|-|IEJII . S
n communication - Model-driven
DaDAF m" Virtual S.ystem m%& Integration &
Integration Field Testing
Source code
2 Behavior
g qE) . ;I’.‘} &
20 =
£a Structures —
)/ wlr o
4\ MathWorks Thermodynamics T —
o Fluid Dynamics Manufacture ystem Integration
w /)’)‘) Electrilcai& & Assembly
] i Controls
I HODELICA Signals
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Architecture Analysis & Design Language (AADL) Standard
Targets Embedded Software Svstems

The Physical System  command
' s . & Control

7
Physical Interface Deployed on © s Hanoywal
Platform Component Utilizes G b 2 AVSI @

e International
AS 5506 Standard Suite

Standards provide
long-term industry-wide
solutions to support
multi-organization
model-based engineering

"‘3 SA\/IC

m
=e
In 2008 Aerospace industry initiative
chose AADL over SysML and other

notations as it specifically
addresses embedded software

Carnegie MellonUniversity Model-Based Systems Engineering (MBSE): An Architectural Perspective [D'STR'EUTDN SFATEMENT Al This material has bee: PP ‘“0 P "' ' lease and
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Outline

Model Based Engineering at the SEI

Model-Based Systems Engineering and the impact of Architecture
Model-Based System Engineering, standards, and AADL

AADL Language Overview
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AADL Standard Suite (AS-5506 series)

Core AADL language standard vV1 2004, .. v2.3 2022]

Standardized AADL Annex Extensions

. Focusgd on embeddgd software system modeling, + Error Model language for safety, reliability,
analysis, and generation security analysis [2006, 2015]
- Evidence produced as a result of automated tool-supported > ARINGES @rEiien e Peniieree

architectures [2011, 2015]

analysis . o
_ _ N » Behavior Specification Language for modes
- Performance analysis: worst-case response time, schedulability and interaction behavior [2011, 2017]
- Safety analysis: eliciting unsafe scenarios, computing fault - Data Modeling extension for interfacing with
trees, probability of reaching an unsafe state data models (UML, ASN.1, ...) [2011]

* AADL Runtime System & Code Generation
[2006, 2015]

+ FACE Annex [2019]

Automated model review: conformance to modeling guidelines
Code generation: generating “correct-by-construction” software

Carnegie Mellon University Model-Based Systems Engineering (MBSE): An Architectural Perspecive IDISTRIBUTION STATEMENT A| Tris material has been approved o publ eleze and
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AADL Overview

TempControlProcess.i*

Like a lot of models that
engineers draw every day
on their whiteboards,
AADL consists of boxes
and lines

The difference between
AADL and a whiteboard is
that AADL has precise
semantics

This box represents a
computer process — a
protected region of
memory and a space
where we can allocate
individual threads

Carnegie Mellon University
Software Engineering Institute
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AADL Overview

TempControlProcess.i*

SN EEN EEN NN BEN EEN NN NN BN NN BEN BN SN BN BN BN S . .
tempControl*
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]
I
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I
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Those threads are also

boxes — but they have
very precise meanings.
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AADL Overview

TempControlProcess.i*
: S« tempChanged tempChanged fanCmd fanCmd I' "
S ~ Sy
r S~ T T/ !
: curreﬁhmp currentTemp fanAck fanAck / :
N
1 »F)_t setPoint K‘__—"&_'.‘{" J I
U S -
U4 \\ - - [
K4 Sy /
T 7
, e : T !
p == S | This box shows a periodic Il
- ~{ thread - it is dispatched I
regularly according to l’

We can connect the
threads together using
lines to represent different
types of intra-process
communication

some clock

We add more semantics via
properties —they are useful
for both system analyses
and to guide code
generation

Model-Based Systems Engineering (MBSE): An Architectural Perspective

And this thread is sporadic
— it is dispatched whenever

a message arrives at a
specified port
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What are AADL Components?

Application Components

System — hierarchical organization of
components | system

Process — protected address space

Thread — aschedulable unit of concurrent
execution  /Thread

Data — potentially sharable data

Subprogram — callable unit of sequential
code

Data

Execution Platform & Device Components

Processor / Virtual Processor — Provides
thread scheduling and execution services

Processor

Memory — provides storage for data and

source code

Bus / Virtual Bus — provides physical/logical
connectivity between execution platform
components

Device — interface to external environment

[ Device |

Carnegie Mellon University Model-Based Systems Engineer
. ¥ 2022 yugue Mellor L ity
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What does AADL actually look like?

Semi-formal semantics
|
oy’ pwrd
. ¢
Only architectural elements ~
e ‘lz.v el e Whee!*
P — wioct ahmnase
i - P MW U0 et precaine_ el o
Basic/nalve version that abstracts all the valves with C-0
a selector subsystem. This selector subsystem hide ' -
the physical logic behind the selector, shutoff and meter/anti-skid )
valves
} system implementation wbs.[FTElY extends wbs.generic
subcomponents
bscu : refined to system Impl::bscu::bscu.basic; A t t
-- The selector subsystem dd f | y'
selector : refined to system impl::valves::selector basic{Classifier Substitution Rule => Type Exte nnexes a unC Iona I -
¢ wheel : refined to system impl::wheel::wheel one input.i{Classifier Substitution Rule => Type Ex d I
5% connections * EFFOI’ MO e |ng
9e blue to selector : bus access blue pump,pressure output <-> selector.blue input; .
a1 green to selector ! bus access green pump.pressure output <-> selector.green input; ) Behavlor
j"-'. bscu sel to selector : port bscu.Select Alterpate -> selector.select alternate; .
94 bscu_cmdnor to selector : port bscu.cmd nor -> selector.cmd nor; b COde Generatlon
95 bscu_cmdalt to selector : port bscu.cmd alt -> selector.cmd alt;
96
97 selector to wheel : bus access selector.output <-> wheel.input;
98 end wbs.basic;|
(jarnegic M(‘llonUnivorsily Model-Based Systems Engineering (MBSE): An Architectural Perspective [DISTRIBUTION STATEMENT A] This material has been approved for public release and
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An Example Model (graphical)

Producer_consumer_example_1 instance

This AADL model
dataout Tomam represents threads
.E“I_ o executing within

Threads dataout 1 l’dataln ]

Producer_prs

---------------------------- Process processes (dedicated
¢ address spaces), the
E% communications and
vemory ’ @ connections among the
Producer.ram Consumer_ram components, and the
\ 4 eth \ 4 binding of threads and
Brocossor Eﬁﬁf processes to computer
e e resources (e.g., threads
to the processor on which
they execute).
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Outline

Model Based Engineering at the SEI
Model-Based Systems Engineering and the impact of Architecture

Model-Based System Engineering, standards, and AADL
AADL Language Overview
AADL Tooling
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AADL capabilities

AADL is highly tunable, with a restricted set of concepts
* Demonstrated many use cases, 1600+ academic publications

AADL as a backbone, federating multiple activities
« analysis through generation of intermediate models + external tools

Non exhaustive list of analysis capabilities

* Integration: SysML, FACE, Simulink, SCADE + Performance evaluation: real-time and network calculus
* Architectural pattern checks: * Fault analysis: OSATE, COMPASS,
MILS, ARINC, Ravenscar, Synchronous Mapping to Stochastic Petri Nets, PRISM
* Model checking: » Security: CAMET (DoDI 8510.01)
» Timed/Stochastic/Colored Petri Nets « Simulation: ADeS, Marzhin

* Timed automata et al.. UPPAAL, Versa, TASM
* Scheduling: OSATE, CAMET, MAST, Cheddar, CARTS

Energy consumption of SoC: OpenPeople project
Code generation: SystemC, C, Ada, RTSJ, Lustre
«  WCET analysis: mapping to Bound-T

AADL demonstrated its suitability to support various analysis forthe real world
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AADL commercial and open source toolchains

Multiple AADL toolchains exist, they can be easily combined thanks to the textual syntax.

« OSATE (SEI/CMU) https://osate.org/
» Eclipse-based tools. Reference implementation
» Textual and graphical editors + various plug-ins for latency, processor utilization, memory
utilization, data consistency, security, safety analysis (MILSTD 882E, ARP4761), ARINC653
« CAMET (Adventium Lab) https://www.adventiumlabs.com/curated-access-model-based-
engineering-tools-camet-library
» Extensions to OSATE to support other analysis (Multiple Independent Levels of Security
(MILS), Framework for Analysis of Schedulability, Timing and Resources (FASTAR)
» SCADE Architect (ANSYS Esterel) https://www.ansys.com/products/embedded-
software/ansys-scade-suite
» Eclipse-based tools. Combine SysML, AADL and other formalisms, code generation

« AADL Inspector (Ellidiss) https://www.ellidiss.com/products/aadl-inspector/
« Lightweight editor, model simulation, scheduling analysis
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Helping to Revolutionize Army Aviation

Over many years, the SEI has had an outstanding partnership with the
US Army, who is at the vanguard of applying AADL and ACVIP to the
Army’s future vertical lift challenge.

Benefits of AADL & ACVIP (via Alex Boydston)

» Decreased fielding time by finding problems early
» Early risk reduction by discovering performance issues early

* Increased cybersecurity by using AADL/ACVIP to improve
system security

* Decreased development costs and support for MOSA and certification
by transforming procurement supporting MBE and ACVIP

Virtual integration of software, hardware, and system supports

verification, airworthiness, safety, and cybersecurity certification

Revolutionizing
Army Aviation

How Vertical Lift Will Transform Future Fights

MORT IS REALLY BLTTER
IN INFANTRY TRAINING

DEEP THOUGHTS ON
UNDERGROUND WaR
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Impact

Finding Problems Early (AMRDEC/SEI)

Summary: 6 week virtual integration of health monitoring system on CH47 using AADL

Result: Identified 20 major integration issues early

Benefit: Avoided 12-month delay on 24 month program CH47 Chinook
@ High Assurance Cyber Military Improving System Security (DARPA/AFRL)
Systems (HACMS)

illf/ -, e

Unmanned TARDEC

Unmanned | jye Bird Autonomous Truck
Quadcopter

Summary: AADL applied to unmanned aerial vehicles & autonomous truck

Result: AADL models enforced security policies and were used to auto-build the system

Benefit: Combined with formal methods verification, prevented security intrusion by
ared team

Transforming procurement (Joint Multi-Role)
Summary: Industry/DoD process demonstration
Result: Pre-integration fault identification

Benefit: 10X reduction integration test cost

Makes complex capabilities possible through Agile analytic and virtual integration of reaktime

safety and security critical cyber physical embedded systems
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A Holistic View of Lines of Research Enabled by AADL

MAPSs
DARPAHACMS DARPACAS El

Requirements

CAAS Stud Stepper Motor SAV| =V;
Virtual Integration
F Aﬁache CH-47F _ WheelBrake l

Apache ATAMNASA JPL
Resource Budgeting & Latency
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AADL Tooling
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Research topics: ModDevOps, ETMAC

i i i N i i : i i [DISTRIBUTION STATEMENT A] This material has been approved for public release and
Carnegle Mellon UﬂlVEI‘Slty Model-Based Systemsv Engineering (MBSE): An Architectural Perspective o theobucon Plocaa s e e e buton.

© 2022 Carnegie Mellon University ee Copyrightnotice for

Software Engineering Institute

36



From DevOps to ModDevOps

DevOps delivers software faster with increased quality:
« Continuous integration/deployment
« Containerized systems

DevOps is a software process, to be adapted to systems.

‘ModDevOps is a systems/software co-engineering culture and practice that aims at
unifying systems engineering (Mod), software development (Dev) and software operation
(Ops). The main characteristic of the ModDevOps is to strongly advocate abstraction,

automation, and monitoring at all steps of system construction.”

(adapted from https://software.af.mil/training/devops/)
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ModDevOps in Action — Modeling Process e

;o e
-;i:\ Modeling
A ‘ Process

0. SysML e

SCM —C Deploy binary oy

i H i K i i . i i ISTRIBUTION STATI T is material has been approved for public release and
Carnegle Mellon Umver51ty gk;gzezl E:rieeg(\i- S,wyes\gnlsnwﬂ% nnnnnn 9 (MBSE): An Architectural Perspective e o, Please seb Copyrightnotice o non -USGovernmertuse and distribution. 3 8
Software Engineering Institute



From ModDevOps to TwinOps

opsd

pigral Twins
gq 2. Controller (Simulink) e
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ModDevOps in Action — ModDevOps Pipeline #2

AADL-tO C

Mod2code pipeline

Modelica-to-FMI FMI-to-AADL Mod2code

Mod2simu pipeline

Run simulation
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Ensuring Transition of MBE with Assurance Contracts

Sensor PID N Actuator
Sa mpIing 1 Controlle s Controlle
i
\ 1
A

Digital Engineering: Model-Analyze-Build

Late Discovery of Design Errors in DoD Systems is very
costly.

Architecture modeling and analysis can detect design
error early

BUT:
Analysis assumptions are often implicit

if analysis assumptions not met: analyses break down
for reasons not clear to users of analysis tools.

E.g., e2e Latency Assumption: periods multiple of each
other (harmonic)

DoD barrier for adoption

End-to-End Latenc i

Wrong model

Latency=X
assumptions
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Digital Engineering: Multiple Claims - Multiple Analyses

Different Assurance Claims

Control Stability

T %

Re d/wrt Re d/wrt
Sensor PID Actuator
Sampling Controller Controller

s

Comm Protocol (rellablelunrellable\

Schedulability

« Combine multiple analysis
* Validate assumptions
* Resolve assumption conflicts

Integrate into arguments to satisfy

claims
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Assurance Contract Argumentation

Contract
Verification

ee

ybersecure

Reliable
Autobrake

Plan

7

Claim 2

Claim 3

ault Resilience

b

>Meet Radar-
Brake Deadline

guarantee

Periodic

Delayed
Connections

E2E Latency

Threads
Schedulable

AADL
Evidence
(Data)

Proof Oblg E

AADL
Static Verification Evidence

—

Contract 2

guarantee

AADL
Evidence
(Data)

Behavioral
model
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Shift Left And Down to the Metal

Early Analysis
 Evaluate designdecisionswith partial information

 E.g., latency analysis before worst-case executiontime
(WCET)

- periods of tasks must be multiples of each other

Refinement
* Track pending information
- WCET
* Track and execute pending verification
- Schedulability

Conformance
 Track implementation assumption

« Verify implementation conformance
- Task executed strictly periodic a; 5
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Outline

Model Based Engineering at the SEI

Model-Based Systems Engineering and the impact of Architecture
Model-Based System Engineering, standards, and AADL

AADL Language Overview

AADL Tooling

AADL transition stories

Conclusion
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Wrap-Up

Model-based systems engineering (MBSE) is paramount to build DoD complex systems.

There is no silver bullet, projects need multiple languages
Capturing relationships among system functions, requirements, stakeholders down to
Prediction of runtime characteristics, e.g. performance, safety
= SysML and AADL and ...

AADL supports safety or security assessment, performance analysis, behavioral
verification, memory budget validation, etc.

Many videos and technical reports available in the SEI Digital Library
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