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Insider Risk Research at the SEI
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eval Account Name=mvindex (Account_ Name,
| fields - Account_Name]
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Conducting data collection,
modeling, analysis, and
outreach to develop socio-
technical solutions to help
organizations more
effectively manage insider
risk
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Scope of the Insider Risk

Organization’s Intentionallyor  Negatively Affect

el Assets Unintentionally  the Organization

who have or toactin away
had authorized
use thataccess that could
accessto

Employees
Theft of Intellectual Property
CyberSabotage Integrity, or Availability of
Information or Systems
Disruption of Organization’s
) Abilityto Meetits Mission
Workplace Violence

Full-Time Employees

Degradation of Confidentiality,

Information
Part-Time Employees

Temporary Employees
Technology

Social Engineering Damage to Organization’s
Reputation
Accidental Disclosure
. - Harm to Organization’s
Acudgntal Loss or Disposal of T
Equipment or Documents

Contractors

. Facilities
Trusted Business Partners
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Scale of the Insider Risk

Insider incidents have
increased by 47% since
2018 (Source: Ponemon

1 in 3 cybercrimes are
perpetrated by insiders

1in 4 insider incidents 1 in 3 insider incidents
are perpetrated by are committed with
trusted external entities malicious intent
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Insider Risk Management Program Hub Overview

A centralized capability for data
collection, correlation, analysis
and response

»
/

Common hub capabilities

*Collect, correlate, and aggregate data
from disparate sources.

*Develop, deploy, and refine indicators
of potential insider activity.

*Evaluate detected instances of
potential insider activity.

*Provide supporting information to
incident investigators and responders.

A hub is NOT a specific tool, but
typically a collection of technical
and administrative tools, data,
capabilities, and authorities
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Hub Benefits

Allows the organization to discreetly identify anomalies and
analyze potential insider risk activity

Produces a better “whole person” picture and provides
contextual information to potential insider risk activity

Can facilitate information sharing across previously stove-
piped groups within an organization
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Data Source Selection

A use case-based approach is the key to
success.

» Enables effective prioritization of limited
resources

Identify Data .
Identify and Identify Use Sl e * Facilitates development of clear data

Prioritize Case Needed for access request justifications

Use Cases Observables Each _ o
Observable « Aligns with risk management processes

* Promotes effective participation of InTP
stakeholders
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Use-Case Based Data Source Prioritization Example

Departing Employee IP Theft |HIGH Employee Termination X
HIGH Data Exfiltration X
Unauthorized Account
Creation MEDIUM Account Creation X
MEDIUM Job Role of Account Creator X
MEDIUM No Associated Help Desk Ticket X
Clearing Security Logs LOW Windows Security Logs Cleared X
Data Source Priority Score 5 3 2 2 1
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Hub Analysis Workflow

Analytics are run over hub data.

Alerts that correspond to indicators of

insider activity are generated.

Hub analystsreview alerts, using
contextual data where applicable,and
determine appropriate next steps.

Alertis determinedto be a false positive

¢ Dismissalert, potentially update analytics.

Alertis determinedto be a legitimate concern

 Follow policiesand proceduresfor opening and conducting inquiries/
investigations.

* Referto othergroup (HR, legal, management, insider threat program
manager) for furtheraction.

More informationis needed to discern between false

positive andlegitimate concern

* Gatheradditional data (inhub orelsewhere).
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Hub Management — Data Access Process

Develop standardized process for requesting and integrating new data

sources, which includes

- Continued el
Justification for AUIoNIZaton Sign-off from SUIEPEii LI EEEESS safeguarding
2CCESS from senior legal securely and retention P re—
management 9 accessthe policies 9
from the data
data source ——

Don’t compromise the security of the organization for
the sake of having accessto data
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Hub Building Considerations

Start with developing
potential risk indicators
for most critical
concerns.

Start with collecting and
aggregating existing
data sources.

Leverage automation
where possible to
minimize manual efforts
for aggregation,
correlation, and triage.

|dentify critical
capability gaps, and
incrementally address
these gaps.
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Best Practices for Internal Risk Mitigation

1. Know and protect your critical assets

2. Develop aformalizedinsiderrisk management program

3. Clearly document and consistently enforce administrative
controls

4. Beginning with the hiring process, monitorand respond to suspicious or
disruptive behavior

5. Anticipate and manage negativeissuesinthe work environment

6. Considerthreatsfrominsider and trusted external entities in
enterprise-wide risk assessments

7. Be especially vigilant regarding social media

8. Structure management tasks to minimize insider stress and mistakes

9. Incorporate insiderthreatawareness into periodicsecurity
trainingforall workforce members

10. Implement strict password and account management policies and
practices

11. Institute stringent access controls and monitoring policies on
privileged users

12. Deploy solutions for monitoring workforce memberactions and
correlatinginformation from multiple sources

13. Monitorand control access fromall end points, including mobile
devices

14. Establish abaseline of normal behaviorforboth networks and
workforce members

15. Enforce separation of duties and least privilege

16. Define explicit security agreements for clous services, especially
access restrictions and monitoring capabilities

17. Institutionalize system change controls

18. Implement secure backup and recovery processes

19. Mitigate Unauthorized data exfiltration

20. Develop acomprehensive workforce membertermination procedure

21. Adopt positiveincentives to align the workforce and the
organization

22. Learn from pastinsiderincidents

https://resources.sei.cmu.edu/asset_files/WhitePaper/2022 019 001 886876.pdf
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A Holistic Approach to Insider Risk Management

Formalized and Defined Insider
Risk Management Program (IRMP)

Integration with Enterprise
Risk Management

Organization-Wide
Participation

Practices Related to Managing
Trusted External Entities (TEES)

Oversight of Program
Compliance and Effectiveness

Prevention, Detection, and
. . Response Infrastructure

Insider Risk

Confidential Reporting

Procedures and Mechanisms

Insider Threat Training
and Awareness

Management
Program

Insider Threat Incident

Response Plan Techniques, and Practices

Communication of Insider
Threat Events

Protection of Workforce Member
Civil Liberties and Privacy Rights -

IRMP Policies, Procedures,
and Practices

Positive Incentives

L/
S
=
@ Data Collection and Analysis Tools,

(IilI‘Il(“,"i(‘, Mellon University Best Practices for Building an Effectiv e Insider Risk Management Program Hub [DISTRIBUTION STATEMENT A] This material has been approved for public
R : . n - © 2022 Carnegie Mellon University release and unlimited distribution.
Software Engineering Institute

16



Summary

An effective insider risk management program hub requires a solid foundation.
« Existing infrastructure that follows cybersecurity best practices

 Organization-wide willingness to participate in data and information sharing, including
senior leadership buy-in

Developing an effective insider risk management program hub involves tailoring existing
policy and infrastructure to support.

» Data collection and analysis

* Incident response

An hub is an essential part of a formal Insider Risk Management Program.
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For More Information
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Questions / Discussion
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