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The present moment Is pivotal: we must act
to protect our security and aavance our
compelitiveness, seizingthe initiative to
lead the world in the development and
adoption of transformative defense Al
solutions that are safe, ethical, and secure.

-Department of Defense Artificial Intelligence
Strategy 2018
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Al Primer

What is Artificial Intelligence?
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AI systems can

- recognize patterns

- create predictions

- make decisions, and/or
- generate new content.

Without being
explicitly programmed to do so.
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Al is typically created with machine learning (ML) methods

machi%r‘ning
> i N\

unsupervised supervised reinforcement
learning learning learning

+ deep learning, neural networks, etc.

Image What Is Reinforcement Leaming? 3 things you needto know. © 1994-2022 The MathWorks, Inc.
https://www.mathworks.com/discovery/reinforcement-learning.html
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Machine Learning

Requirements for ML
1. Data: pre-existing, machine readable, relevant (amount vary)
2. Math: appropriate for data and context (statistics, probability, calculus...)

3. Programming: Python, C/C++, R, Java, JavaScript...

Math + programming = algorithm
Data + algorithm = ML model*

*The term model is used inconsistently. Model sometimes refersto an algorithm without data.
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How can teams harness the power
of Al systems and design them to
be valuable to humans?



Where to Start with Al

Create value with
a focus on user needs
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Responsible, Intentional Design

Just because you candoesn’t mean thatyou should.
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Artificial intelligence isn’t always the right answer

Amazon assumed that math would reduce bias

in applicant vetting.
it REUTERS

BUSINESS NEWS CTOBER 9, 2073

Amazon scraps secret Al recruiting tool that
showed bias against women

Jetfrey Dastin & MIN READ & §

SAN FRANCISCO (Reuters) - Amazon.com In¢’s (AMZN.O) machine-learning

specialists uncovered a big problem: their new recruiting engine did not like women.
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Where to Start with Al

Ethics and Bias
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Technical ethics, not academic Trolley Problems

ﬂe MACHINE  MIT Moral Machine Project Does the Trolley Problem

Have a Problem?

What if your answer to an absurd hypothetical question had no
bearing on how you behaved in real life?

Dy DANIEL ENGRER JUNE I, 200 « 534 AM

=

-IL.

Images: 1) MIT Moral Machine Project: http //moralmachlne mit. edu/
2) Does the Trolley Problem Have a Problem? https://sla
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https://slate.com/technology/2018/06/psychologys-trolley-problem-might-have-a-problem.html

What is bias?

 Bias are shortcuts, simplify problems
* Not inherently bad, may be misapplied

* Implicit = invisible

* Not necessarily in sync with our conscious beliefs
« Canbemanagedandchanged

» Talk about biases in non-threatening, productive
ways
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Bias due to...

* Social class

* Resource availability

* Education

* Race, gender, sexuality

* Culture, theology, tradition
* More...

Ideas
what is good,
moral, self,
powerful

------------
..........
.....
cccc
‘‘‘‘

Institutions
like government,
schools, media, Interactions
prisons, markets with people,

groups, norms, Individuals
antifacts thoughts, feeling
(Y mindsets, biases:

ﬁ behaviors

.
.

. .

- .
. -
......
.. .
.........
.............

Hazel Markus, Clash!
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Value diverse teams to reduce bias

* Focus more on facts and process facts
more carefully

* Proactive in addressing bias

* More innovative and make more
evidence-based decisions

David Rock, Heidi Grant. 2019. Why Diverse TeamsAre Smarter. Harvard Business Review. November 4, 2019. https://hbr.org/2016/11 Ahy-diverse-teams-are-smarter
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A .

What Is a tomato?

Fruit? - -

Vegetable? ‘..
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Bias in Image Recognition

Training data

Use case courtesy of Dr. Eiic Heim, CMU SH https://resources.sei.cmu.edu/library/author.cfm?authorid=542374

Data encountered

Carnegie Mellon University WheretoStartwithAl
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Only know what taught

Training data Data encountered

Unrepresentative

or incomplete training data Unlikely to recognize

Carnegie Mellon University WheretoStartwithAl [DISTRIBUTION STATEMENT A] This materialhas been approvedfor public release and
° © 2022 Carnegie Mellon University unlimited distribution. Please see Copyright notice for non-US Government use and 1 9

Software Engineering Institute distribution.



“Data is a function of our history...

The past dwells within...

Showing us the inequalities that have always
beenthere.”

Dr. Joy Buolamwini
Algorithmic Justice League
Movie: Coded Bias on Netflix

THE -4

Photo: Joy Buolamwini onThe Open Mind: Algorithmic Justice. 0 p E N 9 M ' ND
-

Jan 12,2019. https://www.youtube.com/watch?v=hwHnXdoSSFY
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All systems have bias

* Complete objectivity is misleading
 Bias can have purpose and can be helpful

» The goal is to reduceunintended and/or harmful
bias

“We often have no way of knowing when and why

people are biased.”
-Sandra Wachter

Carnegie Mellon University WheretoStartwithAl
. © 2022 Carnegie Mellon University
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Mitigating bias

Data is the primary source of bias in Al systems.

Avoid proliferation of harmful bias by understanding

 Biasinthe data (purposeful and unintended, potentially harmful bias)
e Data creator's motivation and collection process

* Rationale for data inclusion, and what was excluded

* Recommended uses, etc.

Algorithm and training selection can add further bias.
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Where to Start with Al

Align on technical ethics
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NETWORKS / CYBER, PENTAGON

Ethical Al For War? Defense Innovation Board Says
It Gan Be Done

The military figured out how to use nuclear power safely, the advisory panel said, and it can do the same with artificial intelligence.

YDNEY J. FREEDBERG JR

w

NAVAL WARFARE,
SPONSORED

When
Innovation
Strikes, The Mission Succeeds

Raytheon’s Naval Strike Missile will
play an important role for the U.S.
Navy. Learn how the USS Gabrielle
Giffords became the first navy
littoral combat ship to launch the
NSM in an integrated setup.

From RAYTHEON
Recommended
Textron Ripsaw MS robot in an armed confisuration
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Al “does not remove the responsibility
from people... What is new about Al does

not change human responsibility.”
- Michael McQuade

Defense Innovation Advisory Board member
and VP for research at Carnegie Mellon University



Department of Defense Ethical Principles
for Artificial Intelligence

| ETHICAL
. ResponSIble ARTIFICIAL
Responsible INTELLIGENCE
| [_/—* Reliable
: 3 :

* Equitable

* Traceable
. . Equitable e——_ ‘
Reliable ’_ﬁ 7 o — Governable

 (Governable ]
Traceable

“Ethical considerations are an inseparable part of research, design,
and deployment for DoD Al systems.” - Defense Innovation Board
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Who are technical ethics for?

Everyone creating an Al system

» Data Scientists and data creators
e Curiosity experts
(user experience researchers, human-computer interaction
practitioners,
sociotechnical researchers, etc.)
* Product Managers
* Machine learning experts
* Programmers, system architects
Carnegie Mellon University WheretoStartwithAl DISTRIBUTION STATEMENT A] This material has been approvedfor public release and
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Share understanding

Converse on difficult topics:
* What do we value?
* Who could be hurt?
* What lines won'’t our Al cross?
* How are we shifting power? *

*"Don't ask if artificial intelligence is good or fair, ask how it shifts power.” Pratyusha Kalluri.
hitps://www.nature.com icl 41 -020-02 -2
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https://www.nature.com/articles/d41586-020-02003-2

Integrate technical ethics

Pair DoD Ethical Principles for Al (or another
set) with responsible Al frameworks and

tools
* Reduce risk and unwanted bias

* Support inspection
and mitigation planning

Carnegie Mellon University WheretoStartwithAl
. © 2022 Carnegie Mellon University
Software Engineering Institute
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Activate curiosity

Incorporate user experience (UX) research and human-computer interaction (HCI)
methods to activate curiosity.

» Speculate about misuse and abuse.
* |dentify potential unintended/unwanted consequences.
* Potential severe abuse and consequences.

* Perspectives of people in frequently marginalized groups.
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Where to Start with Al

Managing Al
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Al systems have great potential, and require forethought

Determine ownership of data, models, etc. in contracts

Plan for long term implementation and oversight

Prevent harm, and plan for mitigation

Al systems

* Require significant Al-appropriate data

* Needto be verified and validated frequently
* Are not “stable” like typical software

* Are not an inexpensive solution
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Responsible Al systems should be...

* Accountable to humans
* Built speculatively

» Respectful and secure
* Honest and usable

Check in with

“What are we doing?
Why are we doing it,
and for whom?”

Nacho Kamenov & Humans in the Loop / Better Images of Al /
Atrainer instructing a data annotator on how to label images / CC-BY 4.0
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Design human-centered Al systems

Al systems must be designed so that humans
« Can monitor and control risk.

 Are always ultimately in control, and ultimately responsible for all decisions and
outcomes.

* Are responsible forfinal decisions that affect a person’s life, quality of life, health, or
reputation (not an Al).
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Challenges

 State of the art in Al technology is continuously evolving

* Intended level of interdependence between humans and machines leads to trust and
transparency challenges

Al systems will be deployed alongside humans in unfamiliar and unpredictable
operational contexts

 Guidelines and heuristics are scarce for understanding and implementing the level of
oversight needed to create and maintain ethical Al systems
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Supportteamsin making effective
and responsible Al systems.

“Alwill ensure appropriate human judgementand notreplace
it”-DIB
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Where to Start with Al

Al in the World - Bad Examples
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Dangerous behavior

Cruise driverless vehicles block San Francisco traffic, face
regulatory scrutiny

-CICMIS TRRAtors SC TUESCHY they ire EXBmining MUK ICents oF Staled Cruise drivertess e muﬁ W
ehicles blocking traffic in San Francisco iast week
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Dehumanizing thru Math

Predicting future criminal activity

(ProfPumucs ~

Machine Bias

Carnegie Mellon University WheretoStartwithAl
. . © 2022 Carnegie Mellon University
Software Engineering Institute

[DISTRIBUTION STATEMENT A] This material has been approved for public release and
unlimited distribution. Please see Copyright notice for non-US Government use and
distribution.

39



Embedding Existing Bad Behaviors

Determining interest rates for mortgage lenders
Berkeley N e WS Research ¥ People ¥ Campus & community|

BUMINEES A ECONOMICY, RESCARCH

Mortgage algorithms perpetuate racial bias in
lending, study finds

=3 G @
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Al-generated images

¥ daily dot ‘ ' troaming

Loab is ‘an emergent island in the latent
space.’ It's also a meme

The mystery of where it came from is also kind of educating people about how it works.!

@
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An A.l.-Generated Picture Won an Art Prize
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Where to Start with Al

Al in the World - Good Examples
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Quality Control

A vision system is trained to recognize a ‘bad’ image versus a ‘good’ image for bottle

labels. Courtesy of Artemis Vision.

,z,! “\ S
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2 4567¢ Lot No: AE12345678
Lo NG 1138 %o _ . Bottle No:1190
= o: 50mL = = Volume:50mL
= ate: JAN/2024 . = = EXP.Date:JAN/2024
= , = =
- s B =
2 At: -10° C or lower Gre At: -10° C or lower

A

e
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Strategic Games

1997 Chess, IBM
2016 Go, Google

Carnegie Mellon University
Software Engineering Institute

Floor goban, 2007, By Gobanl
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https://commons.wikimedia.org/wiki/File:FloorGoban.JPG

Image Recognition - Google Photos

Photos
&« Q cats
Sun, Mar 22 .
Tue, Dec 31, 2019 v
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Sound recognition: Labeling of birdsongs

Carnegie Mellon University
Software Engineering Institute

“Comparison of machine learning methods applied to blrdsong element classmcatlon

by David Nicholson. Proceedings of the 15" Python in Science Conference (SCIPY 2016). http:

ndf

Photo by Gallo71 (Own work) [Public domain], via Wikimedia Commons https.. ikilEile0s3ARMUNI 1PG
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Listening and understanding human speech

Mapping Q &A +Al
* Expected language
* Appropriate automated responses
* When to escalate?

- Searches on self harm? 17 S \\
- ? : > '
What else? o o
- —.
.\'\'\\ \)‘ \o/’
e 52

Hi, I'm Woebot|
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https://www.pexels.com/photo/close-up-of-mobile-phone-248512/
https://www.amazon.com/Amazon-Echo-Bluetooth-Speaker-with-WiFi-Alexa/dp/B00X4WHP5E
https://www.ibm.com/watson/developercloud/doc/conversation/index.html

Thank You

AlexVan Deusen
Design Researcher, CMU SEI
arvandeusen@sei.cmu.edu

Carol J. Smith
Sr. Research Scientist, CMU SEI
cjsmith@sei.cmu.edu
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