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The Al Division at the Software Engineering Institute

We are helping to make Al as strategic advantage for defense and national security through the
identification, creation, and proliferation of leading processes, practices, and tools for Al Engineering.

Within Al Engineering, we focus on

Scalable Al Robustand Secure Al Human-Centered Al
T Accommodate the size, Operate reliably when faced 2, Designed with the goal of
O-—» speed, and complexity of with uncertainty or threat working with, and
mission needs for, people
We do this by
z Pushing forwards in strategic areas of Al, r% Connecting academia, industry and
creating new areas of focus and research 2% government
l:v% Supporting key programs as trusted experts na; Z?;;:gﬁ;;ng the building of an Al Engineering
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Building Robustness into Al is an intentional activity

Some things to consider

Models trained on accuracy are generally not robust

Utilizing accuracy as a sole metric may result in being
overconfident on seen samples, and unpredictable
results on unseen samples

Confidence estimates and Human-Centered Design
can be a key part of establishing trust

Black-box approaches make it difficult for Humans to
trust Al

The data used for training is generally not what you
see at runtime

Not only is training data is difficult to get, but in live
situations, data is unpredictable, unreliable and
contains unknown-unknowns

False-positives and false-negatives are key issues in Al
adoption

Unreliable performance in novel situations and missed
classifications are top-of-mind concerns for Al
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Our work in Robust Al focuses on these key challenges

We are actively working on

What are the right metrics for building robust
Al?

We integrate well-known approaches, such as
requirements engineering, and create metrics
to introduce robustness at train-time

Building Robust Al that provides accurate
information around (Uncertainty
Quantification)

Creating approaches to build into the Al the
ability to detect lower-confidence, and work in
unknown-unknown environments with dataset
drift.

Calibrating Al models to represent true
probabilities

Scores from Al models tend to be over-optimistic,
and uncalibrated to what humans understand as
probabilities. Calibration makes the outputs of the
Al into metrics humans can understand

Testing and Evaluation for Robustness

We perform tests to assess how robust Al systems
are, and identify approaches to mitigate
deficiencies
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Predicted Class

Civilian Vehicle
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Predicted Class Confidence

Civilian Vehicle 0.95
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Predicted Class Confidence

Civilian Vehicle 0.6
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Class Confidence

Civilian Vehicle 0.6

Enemy Tank 0.35
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An Argument for Uncertainty in Machine Learned Models

}} P
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Class Confidence

Civilian Vehicle 0.6

Enemy Tank 0.35

Confidence/Uncertainty
can lead to more
informed decision-
making.
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An Argument for Uncertaint
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An Argument for Uncertainty in Machine Learned Models

Class

Confidence

Civilian Vehicle

0.6

Enemy Tank

0.35

A 4

[ if conf(

“Enemy Tank”)

> 0.25

Confidence/Uncertainty
can be used to make Al
Systems more reliable.

Alert!
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Topics for Discussion

A couple guestions for possible discussion:

« What definition of “uncertainty” is important for your problems?
* How do you make uncertainty estimates froma model accurate?

* How do you measure the guality of uncertainty estimates?

Roadmap:
1. Different(informal) definitions of calibration

2. Top-1Calibration
a) Isita commonproblem?
b) How to calibrate uncalibrated models

3. Metrics for evaluating calibration
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Calibration: Intuition and Different Forms

One way to define the quality of predictive uncertainty estimates is through the assessment

of a model’s calibration.

“Of all the times my model

Most works focus _ _
Top-1 calibration outputs maximum confidence
on fop-1 calibratio 0.6, it should be right 60%

percentof the time.”

Class Confidence
Civilian Vehicle 0.6
Enemy Tank 2?7

??7?

Other interpretations of classifier outputs are more appropriate to facilitate
decision making in different contexts or focused evaluation.

Class Confidence
Civilian 0.6

Vehicle

Enemy 0.35

Tank

Confidence
in class

Very Low

Low

Medium

High

Very High
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Modern Neural Networks are Often Trained to be Miscalibrated

Problem: Many modern machine learning methods fail at accurately quantifying their confidence in predictions.

LeNet (1998) ResNet (2016)
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(Guo, et al; 2017)
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Modern Neural Networks are Often Trained to be Miscalibrated

Problem: Many modern machine learning methods fail at accurately quantifying their confidence in predictions.

LeNet (1998) ResNet (2016) LeNet (1998) ResNet (2016)
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Techniques to Improve Top-1 Calibration

Generally, calibration techniques fall into one of two categories:

1. Train Time — Techniques used to augment standard training procedures
« Examples: Data augmentation (AugMix), model definition (Bayesian Neural
Networks), objective functions (Focal loss)
« Positive: May already be part of your training pipeline
* Negative: If they are not, require you to retrain you model
2. Post-training — Techniques that can be used on black box models
« Examples: Temperature scaling, histogram binning
* Positive: No need to retrain model if you are satisfied with it's accuracy

* Negative: Requires additional validation data ._
Gap Vs

/

¢; = max USM(Zi/T)(k)°
- Error=30.6

0.0 02 04 0.6 0.8 1.0
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Evaluating Calibration Performance

Modern machine learning literature has focused on evaluating classifier calibration
according to their Top-1 Expected Calibration Error (ECE) (Guo et al; 2017)

Classes = {Friendly Tank, Friendly Truck, Enemy Tank, Enemy Truck}

(0.6, 0.25, 0.05, 0.1)
FTa FTr ETa ETr

Top-1 Expected Calibration Error (ECE)
Considers only the most confident class in evaluating for calibration

For all possible inputs that the classifier outputs 0.6 as the most confident class...
60% of the those inputs should be that class.
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Evaluating Calibration Performance

Modern machine learning literature has focused on evaluating classifier calibration
according to their Top-1 Expected Calibration Error (ECE) (Guo et al; 2017)

Classes = {Friendly Tank, Friendly Truck, Enemy Tank, Enemy Truck}

(0.6, 0.25, 0.05, 0.1)
FTa FTr ETa ETr

For all possible inputs that the classifier outputs 0.6 as the most confident class...
60% of the those inputs should be that class.

Top-1 Reliability Condition
P[Y = argmax g(X) | max g(X)] = maxg(X)
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Evaluating Calibration Performance

Modern machine learning literature has focused on evaluating classifier calibration
according to their Top-1 Expected Calibration Error (ECE) (Guo et al; 2017)

Top-1 Reliability Condition
P[Y = argmax g(X) | max g(X)] = max g(X)

To measure how from from “calibrated” a model is,

you derive an error metric: Bl Outputs

1. Get the output probabilities from the model for I Gap
a validation set.

2. Take the maximum value for all output
probabilities

3. Bin those probabilities

4. Find the difference between the average
maximum probability and the proportion of ) Error=30.6
correct class predictions (error) ¢

5. Take the average error over all bins. 00 02 04 06 08 1.0
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When Top-1 ECE Falils

Modern machine learning literature has focused on evaluating classifier calibration
according to their Top-1 Expected Calibration Error (ECE) (Guo et al; 2017)

Classes = {Friendly Tank, Friendly Truck, Enemy Tank, Enemy Truck}

FTa FTr ETa ETr
m_(O.G’ O.O’ 0.40’ O.O)
FTa FTr ETa ETr

According to Top-1 ECE, these two classifiers are considered the same.
However, the two outputs can mean very different things with mission context.

This motivates the need for calibration metrics that are able to map to contexts
and use cases that match realistic usage of deployment settings.
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A statistical framework for context-specific ECE (Kirchenbauer, Oaks and Heim; 2022)

We adopt the framing of ECE from (Vaicenavicius et al; 2019), and adapt it to a
generalized version of calibration error

Top-1Reliability Condition Generalized Reliability Condition
P[Y = argmax g(X) | max g(X)] = max g(X) P[t(Y)] o(g(X)] = o(g(X)

To measure how from from “calibrated” a model is,
you derive an error metric:

1.
2.

3.
4.

Get the output probabilities from the model for
a validation set.

Apply alens to all output probabilities

Bin those probabilities

Find the difference between the average
lensed probability and the lensed class
predictions (error)

Take the average error over all bins.
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Empirical Results

Goal: Evaluate a sampling of the current state-of-the-art in classifier calibration with
respect to traditional Top-1 ECE and ECE metrics tailored to particular contexts.
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Empirical Results

Goal: Evaluate a sampling of the current state-of-the-art in classifier calibration with
respect to traditional Top-1 ECE and ECE metrics tailored to particular contexts.

Experiment #1: Top-k ECE

Top-k ECE - ImageNet ResNet50
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Empirical Results

Goal: Evaluate a sampling of the current state-of-the-art in classifier calibration with
respect to traditional Top-1 ECE and ECE metrics tailored to particular contexts.

Experiment #1: Top-k ECE
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Empirical Results

Goal: Evaluate a sampling of the current state-of-the-art in classifier calibration with
respect to traditional Top-1 ECE and ECE metrics tailored to particular contexts.

Experiment #1: Top-k ECE

Top-k ECE - ImageNet ResNet50
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Empirical Results

Goal: Evaluate a sampling of the current state-of-the-art in classifier calibration with
respect to traditional Top-1 ECE and ECE metrics tailored to particular contexts.

Experiment #1: Top-k ECE

Top-k ECE - ImageNet ResNet50
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Summary

« Ensuring that the confidence values that are output by an ML model match the
empirical probability of events is called calibration

« For classification there are number of techniques to calibrate the highest confidence
output of a model.

» (Not covered) Also techniques for regression.
 For other definitions of calibration, it is less clear how to calibrate a classifier.

« However, there are metrics to measure different definitions of classifier calibration.
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A Quick Crash Course on Classifier Calibration

What does it mean for a class confidence to be “good”

Classifier —(0.6,0.4)
Civilian Enemy
Vehicle Tank

S
g
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A Quick Crash Course on Classifier Calibration

What does it mean for a class confidence outputs to be “good”

Classifier —(0.6,0.4)
Civilian Enemy
Vehicle Tank

S
g

How do we
understand these values?
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A Quick Crash Course on Classifier Calibration

What does it mean for a class confidence to be “good”

Classifier —(0.6,0.4)
Civilian Enemy
Vehicle Tank

S
g

Classifier Calibration: Classifier outputs match the frequency of class labels.
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A Quick Crash Course on Classifier Calibration

What does it mean for a class confidence to be “good”

%(0.6’0.4)
Civilian Enemy

Vehicle Tank

S
S

For all possible inputs that the classifier outputs (0.6,0.4)...
60% of the inputs should be a Civilian Vehicle,
40% of the inputs should be an Enemy Tank.

Classifier Calibration: Classifier outputs match the frequency of class labels.
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This work: Evaluating classifiers for context-specific calibration

Modern machine learning literature has focused on evaluating classifier calibration
according to their Top-1 Expected Calibration Error (ECE) (Guo et al; 2017)

Classes = {Friendly Tank, Friendly Truck, Enemy Tank, Enemy Truck}

(0.6, 0.25, 0.05, 0.1)
FTa FTr ETa ETr
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A statistical framework for context-specific ECE

We adopt the framing of ECE from (Vaicenavicius et al; 2019). Here calibration metrics
start with a reliability (calibration) condition.

Canonical Reliability (Calibration) Condition
PlY €-g(X)] =g()

Top-1 Reliability Condition
P[Y = argmax g(X) | max g(X)] = max g(X)

Generalized Reliability Condition

LI (0] = oo

Calibration “Lens”
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A statistical framework for context-specific ECE

We adopt the framing of ECE from (Vaicenavicius et al; 2019). Here calibration metrics
start with a reliability (calibration) condition.

Generalized Reliability Condition

PLEY)] og()] = o(9(X)

Calibration “Lens”

Informally, a lens is a transformation of 1) The classifier’s output 2) The probability simplex
over classes that results in an induced classification problem.

Starting from a lensed reliability condition, one can derive specific metrics of calibration error.

By doing so calibration metrics can be created that map to specific contexts, enabling
evaluation of classifier calibration in more application-specific ways.
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Empirical Results

Goal: Evaluate a sampling of the current state-of-the-art in classifier calibration with
respect to traditional Top-1 ECE and ECE metrics tailored to particular contexts.

Experiment #2: Likert Category ECE
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Empirical Results

Goal: Evaluate a sampling of the current state-of-the-art in classifier calibration with
respect to traditional Top-1 ECE and ECE metrics tailored to particular contexts.

Experiment #2: Likert Category ECE

ECE - Fifths - COVIDX-CXR-2 ResNet50
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Introduction to Modern Object Detection

Object detection is really two tasks done in tandem:
1. Localization:Identifying where in the image objects are
2. Classification: Identifying what those objects are

I:I Car Traffic Light

Neural Network
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Introduction to Modern Object Detection

Neural Network
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Introduction to Modern Object Detection

- ’ (pcarr Pstreet_light Pperson» - )

Neural Network
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Introduction to Modern Object Detection

-’-—>(0.9, 0.001,0.05, ...)

\ :

Neural Network
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Introduction to Modern Object Detection

Maximum value corresponds
to “ Car” class

s

Neural Network
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Introduction to Modern Object Detection

Boxis assigned class® Car”

s

Neural Network
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