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Carnegie Mellon University Software Engineering Institute

CMU - Global Research University

CMU - Software Engineering Institute

+ CMU challenges the curious and passionate to * Founded in 1984 as a DoD R&D Federally Funded
imagine and deliver work that matters Research and Development Center

« 1,442 total faculty, 13,285 students, 130 research * Focused on software, cyber, and Al
centers

* Ranked #17 U.S. university, #1 for Computer Science,

#1 for College of Engineering?!

« Main campus and research centers in Pittsburgh, PA;
Silicon Valley, CA; and Doha, Qatar
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12021 US News and World Report

» 730 employees
* HQ in Pittsburgh, PA; other offices in DC and CA

* ~$145M annual funding / ~$21M DoD (USD R&E)
6.2 and 6.3 Line funding
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Al at CMU and Al at the SEI

Autonomy Human-Al Interaction
Planning & Acting
Decision Support
Modeling
Machine Learning
Massive-Data Management

Device Layer

Computing Layer

CMUAI Stack*

New questions Tools, implementations,
and needs and practical problems
/
{ /
\
New ideas
and

capabilities

New tools, infrastructure,
and practices

Data, requirements,
failures, and vulnerabilities

'\\ \/‘

Al at the SEI

* A. W. Moore, M. Hebert, S. Shaneman, "The Al stack: a blueprint for developing and deploying artificial intelligence," Proc. SPIE 10635,

Ground/Air Multisensor Interoperability, Integration, and Networking

2018);_https://doi.org/10.1117/12.2309483
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Al-enabled systems

| Practices
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A. Horneman, A. Mellinger, I. Ozkaya.

Al Engineering: 11 Foundational Pr

Pittsburgh: Carnegie Mellon University Software
Engineering Institute, 2019.

are software systems!

An Al-enabled system is a software system with one or
more Al component(s) that need to be developed, deployed,
and sustained along with the other software and hardware
elements of the system.

* Disciplined software engineering and cybersecurity
practices are essential starting points in adopting Al.

* The interaction between software, data, and Al
components (e.g., ML models) creates unique challenges
and requires software design and architecture approaches
to be incorporated early and continuously.
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Can we Design and Analyze Al-Enabled Systems Predictably?

[ f " Machine
%‘ Rasourcs Monitoring
Managermaent

Data Collaation X
Serving

Caonfiguration .
- Infrastructure
J | Analysis Tools

| e | [ -
‘ —
What are ML components’
dependencies? How to model and analyze high-priority
quality attributes of Al-enabled systems

How can we model for changing anything

How can different aspects of
changes everything principle?

monitorability inform ML-enabled
system evolution?
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Architecture Challenge #1: Lack of Systems Perspective

We fail to elicit, design for, and sustain the vast amount of other software components that
Al components need to interact with

“Only a small fraction of

real-world ML systems is
(paa || Necrine kg composed of the ML code,
Configuration || Data Collection e | —— as shown by the small
B om0 black box in the middle.
Feaure l The required surrounding
infrastructure is vast and

complex.” [Sculley 2015]

Source: Sculley, D., Holt, G., Golovin, D., Davydov, E., Phillips, T., Ebner, D., ... & Dennison, D. (2015). Hidden Technical Debt in Machine
Learmng Systems In Advances in neural mformatlon processmg systems (pp 2503-2511).
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Recommendation: Manage Al Component, Data, and
Architectural Dependencies

Business Context
and System
Requirements

—

Planning and
Software
Architecture

Plan and design for
three different types
of components in ML

systems

Grace A. Lewis, StephanyBellomo, Ipek Ozkaya:

Infrastructure / Platform Development and Evolution

Governance o Pl:_altform . Deployment
and Monitoring and Requirements: il
Regulatory Management Scalability, Automation

Compliance Security, ...
Operations Perspective
Traditional Component Development
Low-Level q Quality
Design I Assurance Software
Component

Software Engineering Perspective

Model-Ready

Infrastructure/Platform

Integration and
Deployment

ML Component Development

Model
Requirements

Data
Engineering

Model
Development

Quality
Assurance

1. Model
2. Data Pipeline

Data Science Perspective

Characterizing and Detecting Mismatch in Machine-Learning-Enabled Systems. WAIN@ICSE 2021:133-140

Largest differenceis
the necessary
reliance on
monitoring to
account for data-
dependent behavior
of ML components.
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Architecture Challenge #2 : Inability to separate data and
system attributes

Key Al-specific concerns, when not approach
with a systems perspective, create unanticipe
system-level failures, e.qg.

« data-dependent behavior
» shared resource dependencies

* misaligned runtime environments for Al
components

Key data concerns create unanticipated Al failure:
» ethics, bias, fairness
* incorrect outcomes

L. Pons, I. Ozkaya. Priority Quality Attributes for Engineering Al-enabled Systems. Association for the
Advancement of Artificial Intelligence Al in Public Sector Workshop. Washington, DC, November 7-9, 2019.
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Recommendation: Understand High-Priority Quality Attributes
of ML-Enabled Systems

ML-related software design

At a minimum, you need to ...

challenge

ML components need to be monitorability  * include monitoring components to observe and manage data changes

designed such that attributes can over time

be observed * identify attributes to expose

Al introduces new attack security » decouple model changes from the rest of the system

surfaces. * build in capabilities to modify the systems to ease deploying retrained
models

Tight coupling of data and privacy » decouple data stores and their interactions with other systems as much

models may limit implementing as possible

privacy protections. * isolate changes and updates to as few locations as possible

Software update cycles may not data centricity ensure that uncertainty, availability, and scalability of data are key
adequately address data architecture drivers for system design
changes and their impact.

Output of Al components is not explainability decouple model changes from changes to the rest of the system

human interpretable. * introduce observability mechanisms into the system

Rate of change that impacts sustainability  + express rate of change as an architectural concern

software and Al components can * build in monitoring components for both the system and the Al
vary significantly. components
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Architecture Allows Improving Predictability of Data and
Other System Component Interactions

7 Take your data seriously to prevent it

) e I i
m & from consuming your project — data
0 ware n wal‘e pipelines will require architecting.
[

Localize uncertainity.

F/\ /' Incorporate user experience and

TP WARE ... |~ Interaction to constantly validate and
M 7’ R .

:‘E"c’.fs"y‘éyesns). s s < evolve models and architecture.

Treat ethics as both a software design
consideration to monitor for and a policy
concern.

e
@ | COMPUTER
- | SOCIETY

|. Ozkaya. What Is Really Different in . Ozkaya. Ethics Is a Software Design
Englneer,ng Al_Enabled Systems? Concern. IEEESOltW 36[32 4-8 (2019)

IEEE Softw. 37(4): 3-6 (2020).
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Architecture Challenge #3 : Lack of Monitorability

Al components degrade at a different rate than
the rest of the system components.

« Components that are responsible for
detecting, e.g. ML model performance
degradation, need to be clearly identified and
designed

« Components that incorporate user feedback
for ground truth need to be included

 Other system monitoring components may
need to be adjusted

Carnegie Mellon University
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Recommendation: Decouple Different Aspects of
Monitorability

Understand what different monitoring techniques will be needed for data quality vs. model
guality vs. software quality vs. service quality
Explore the relationship of monitorability and self-adaptation in ML systems*

« of ML — ML models self-adapt to system changes (one of the goals of MLOpS)

« for ML — ML system adapts to changes that affect quality of service (QoS)

* by ML — system uses ML techniques to adapt (some of this research is already
happening in the self-adaptive systems community)

* H. Muccini and K. Vaidhyanathan. Software Architecture for ML-based Systems: What Exists and What Lies Ahead. In 1st Int.
Workshop on Software Engineering - Al Engineering (WAIN). IEEE, 2021.
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Recommendation: Integrate the analyses performed by
the Data Scientist into the MLOps pipeline

Train Model Package Model Validate Model Deploy Model Monitor Model ~ Model Operational Analysis

A A ‘\
g, A VR IR (@)
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—— v v ki

a laPovs
L =
Diagram Adapted from MS Azure MLOps Pipeline Retrain Model

MLOpsautomates model deployment, but createsa model retraining problem

* Assumes newtraining data should be treated the same as the initial training data

* Assumes model parameters are constant and should be the same as those identified on the initial
training data

* Has no information to understand why the model performedas it did

* Has no informed procedure of how to combine the productionand developmentdata set into a new
training data set
https://insights.sei.cmu.edu/blog/improving-automated-retraining-of-machine-learning-models/
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Architecture Challenge #4 : Different Paces of Change

Al systems have several kinds and rates of
change that we do not yet fully understand
and have techniques for to manage.
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Recommendation: Embrace Changing Anything Changes
Everything Principle*

Architect data pipelines to support incorporating

rate of change in data, retraining models, and e
incorporating new data from training to deployment &% C’E % %3

to maintenance and evolution.

oIl
4

Decouple routine change from highly-coupled data %X

changes, which are often the source for
unpredictable change propagation.

» B
o
F o

i

Design instrumentations to enable traceability of
recommendations to improve explainability.

Do not forget changing environment conditions.

Ipek Ozkaya. What Is Really Different in Engineering Al-Enabled Systems? IEEE Softw. 37(4): 3-6 (2020).

* Sculley, D., Holt, G., Golovin, D., Dawdov, E., Phillips, T., Ebner, D., ... & Dennison, D. (2015). Hidden Technical Debt in Machine
Learning Systems. In Proc. 28th Int. Conf. Advances in Neural Information Processing Systems, Vol. 2 (pp. 2503-2511). ACM, 2015.
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Summary Recommendations

| 0 Machine
m Rusourcs Monitoring
DAl Management

Configuration || Oata Collection

Serving

Infrastruciure
Analysis Tools

) Foature Process -
Extraction Management Tools » A—

Manage ML components’ architectural
dependencies

Understand high-priority quality
attributes of Al-enabled systems

Decouple different aspects of Embrace changing anything changes
monitorability everything principle
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Connecting Communities — Upcoming

https://mww.comp uter.org/digital-library/magazi nes/so/cfp-expainable-ai-software-engineering

Call for Papers: Explainable Al for Software
Engineering (XAI4SE)

IEEE Software seeks submissions for this upcoming special issue

Important Dates

Submissions Due: 15 November 2022
. . . Publication: May/june 2023

J. Bosch, H. Holmstrom Olsson, B. Brinne, I. Crnkovic I i

Al Engineering: Realizing the Potential of Al, Nov/Dec
2022 |EEE Software

I. Ozkaya,

An Al Engineer Versus a Software Engineer
Nov/Dec 2022 |EEE Software
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Connecting Communities — Upcoming

& CAIN 2023

2nd International
Conference on

Please note our measures
concerning Coronavirus / Covid 19

SCHLOSS DAGSTUHL

Leibniz-Zeatrum fir Informatik

About Dagstuhl Program Publications
Mly m' 2023 M'y 15"‘"6("‘. 2023 You sra here: Program « Semisar Calendar « Semear Homepaga
Melbourne, Australia Online
Seminar Calendar Witpe: / [ www, dagetuhl s/ 25303
All Events
. . July 23 - 28 , 2023, Dagstuhd Semenar 23302
https://conf.researchr.org/track/cain-2023/cain-2023-call-for-papers AR
Abstracts due: 11 January, 2023 coapmnisemnars | SOTIWare Architecture and Machine
Saimmet Schooks ni
Papers due: 18 January, 2023 e Leaming
Research Guests Organizers
Sxpenaes Graca A. Lewis {Camagie Mallon Univaraty — Pessburgh, US)
Planning your visl Henry Muccin {University of L'Aguta, IT)
Axet-Cyrille Ngonga Ngomo {Universitst Padarbom, DE)
Roland Weiss (AS8 - Ladenburg. DE}
Liming 2 (Datas1, CBIRD ~ Sydnay, AU)
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THANK YOU!

Carnegie Mellon University ©2022 Carnegie Melon Universiy . ) o
K . . Software Engineering for Machine Learning Applications (SEMLA) 2022 [Distribution Statement A] Approved for public release and unlimited distribution. 20
Software Engineering Institute



Copyright 2022 Carnegie Mellon University.

This material is based upon work funded and supported by the Department of Defense under Contract No.
FA8702-15-D-0002 with Carnegie Mellon University for the operation of the Software Engineering Institute,
a federally funded research and development center.

The view, opinions, and/or findings contained in this material are those of the author(s) and should not be
construed as an official Government position, policy, or decision, unless designated by other documentation.

NO WARRANTY. THIS CARNEGIE MELLON UNIVERSITY AND SOFTWARE ENGINEERING
INSTITUTE MATERIAL IS FURNISHED ON AN "AS-IS" BASIS. CARNEGIE MELLON UNIVERSITY
MAKES NO WARRANTIES OF ANY KIND, EITHER EXPRESSED OR IMPLIED, AS TO ANY
MATTER INCLUDING, BUT NOT LIMITED TO, WARRANTY OF FITNESS FOR PURPOSE OR
MERCHANTABILITY, EXCLUSIVITY, OR RESULTS OBTAINED FROM USE OF THE MATERIAL.
CARNEGIE MELLON UNIVERSITY DOES NOT MAKE ANY WARRANTY OF ANY KIND WITH
RESPECT TO FREEDOM FROM PATENT, TRADEMARK, OR COPYRIGHT INFRINGEMENT.
[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited
distribution. Please see Copyright notice for non-US Government use and distribution.

This material may be reproduced in its entirety, without modification, and freely distributed in written or
electronic form without requesting formal permission. Permission is reqwred for any other use. Requests for
permission should be directed to the Software Engineering Institute at permission@sei.cmu.edu.

DM22-1018

Carnegie Mellon University

K [Distribution Statement A] Approved for public release and unlimited distribution. 2 l
Software Engineering Institute


mailto:permission@sei.cmu.edu

