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1 Summary

Throughout the world smartphones are being carried and used by all types and ages of
people. These always on devices are equipped with numerous hardware chips and sensors
such as GPS, Wifi, Bluetooth, and cellular modemes, all of which can be utilized to track and
report location. The ability of mobile applications to persistently monitor, track, and record
the devices location poses a serious privacy risk, not only to normal cell phone users, but also
to US government personnel.

Increasing Privacy for Android (IPA) is a custom Android OS that aims to address this privacy
risk posed by modern smartphones. When configured, IPA can comprehensively report a
location to requesting applications that is different than the devices actual location. It does
this by providing a specific GPS coordinate, as well as reporting Wifi and cell towers scans
that would be observed at the desired location. This comprehensive spoofing of the devices
location data is accepted by the applications on the phone, as well as backend services, such
as Google Location History. As a result, the user’s privacy is preserved through preventing the
disclosure of the users actual location when that is desired.
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2 Introduction

The increasing pervasiveness of smartphones across the globe, among all populations and age
groups, has also been accompanied by a decrease in personal privacy. A smartphone, with its
numerous sensors, constantly carried around by its owner, has essentially become a high-
powered tracker. A study by Exodus Privacy and the Yale Privacy Lab showed that 75% of
Android apps track users with 3™ party tools [1]. Additionally, aside from the privacy issues
that smartphones present, there are real security risks to US service personnel as highlighted
by the recent disclosure of US bases through the Strava fitness app and service [2].

Many of the existing security and privacy solutions for mobile devices do not adequately
reduce the privacy risks associated with apps collecting a user’s private information that may
be used to track an individual. For example, Android OS replacements like Copperhead OS
attempt to prevent the exploitation of the device to prevent privacy leakages but do nothing
to prevent apps that request private information from obtaining it.

One of the more sensitive, and yet harder to disguise, types of information generated by
mobile phones is location data. Android phones in use today typically have at least three
sources of location information: a GPS, Network, and Fused Location Provider. The GPS
Location Provider gathers, and reports information solely obtained from the GPS sensor on
the phone (implemented in the Android OS). The Network Location Provider utilizes both
cellular network and Wi-Fi data information to report a phone’s location (implemented by
carrier or manufacturer). The Fused Location Provider, typically Google Play Services, gathers
data from multiple sources (GPS, Wi-Fi, Bluetooth, cellular network info, etc.) and combines
them to provide a more accurate location when one or more data sources may be disrupted.

The goal for Increasing Privacy for Android IPA is to provide comprehensive, consistent, and
realistic location information to requesting applications without their knowledge, thereby
protecting the privacy of location

information for the user of the device. As such, IPA is developed as a custom Android OS to
ensure the appropriate level of access to system services allowing it to shim in the desired
information prior to it being sent to the requesting applications. However, IPA does not try
to mask phone activity on the physical cellular infrastructure, nor does it prevent IP based
geo-location by backend services.
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3 Methods, Assumptions, and Procedures

To begin to evaluate and test the feasibility of providing alternative location data to
applications, Two Six had to choose a platform to build on. The initial platform chosen was
the Google Pixel 3a XL running the Android Open Source Project (AOSP) version 9 for the
Operating System. Eventually, to demonstrate the portability of the approach, the core
changes and modifications were ported to AOSP version 10, and Lineage 17.1 versions of the
0S, running on the Google Pixel 4a, One Plus Nord, and the Samsung S10e in addition to the
original target of the Google Pixel 3a XL. Table 3-1 depicts the variations supported by IPA for
hardware and OS versions.

"on

Table 1- IPA Phone and OS variations. Note, "y" indicates some cellular functionality is missing like VoLTE or RCS

Pixel 3aXL One Plus Nord Samsung S10e

AOSP 9 (Pie) y
AOSP 10 X X X y
Lineage 17.1 X X X

Once the development platform was established, it was necessary to identify the appropriate
hook points within the base OS (AOSP or Lineage) to insert code that enabled IPA to report a
desired location or location based information. It should be noted, that as Android versions
advance, or if porting to different variants of Android, the hook points may change or there
may be a need to add more hook points to protect location sensitive information. This
evaluation and survey of the source code is something that should be done for each new
version that IPA is ported to. For AOSP version 9, Two Six identified the below classes as
required hook points for GPS, Wifi scans, cell scans, and Bluetooth scans:

e LocationManagerService (GPS and other location provider reporting)
e GeofenceProxy (Hardware based GPS geo-fence trigger)

e WifiServicelmpl (Wifi scans)

e WifiScanningServicelmpl (Wifi scans)

e PhonelnterfaceManager (Cell scans)

e GattService (Bluetooth scans)

e RemoteDevices (Bluetooth scans)
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From there, Two Six developed the IpalLocationService to act as the control center of location

data for the IPA phone. This service reads and loads IPA configurations as well as maintain

the state of IPA by monitoring triggers to start and stop the IPA location reporting. It also

maintains a list of applications that are allowed to access the phones actual location. Further,

it allows for the individual blocking of GPS, Wifi Scans, or cellular scans. For generating

location data, IpalLocationService either reports a desired location as specified by the
configuration file, or based on open source data sets such as Open Street Maps [3], Wigle Wifi

data [4], or Mozilla cellular data [5].

With the IPA platform and software in place, the next step is to enable testing the functionality
and efficacy of IPA to the extent possible with the tools at our disposal. The first step to enable
this testing was to install and configure applications and services within the phone that could
later be utilized for verification. To that end, Two Six signed up for several Google accounts,
and enabled location history, high accuracy location services, and wireless scanning on the
phones. This allowed Two Six to monitor the perceived location of the IPA devices associated
with the account. Two Six also utilized running/workout apps, like Strava, to record IPA
reported tracks, as well as several mapping applications to observe real time location as
reported by IPA. Finally, IPA was configured to write the real and projected location to a log file
for later analysis and corroboration with external services.

Next, Two Six developed IPA configuration and testing tools. The IPA configuration tool was
developed as an Angular based web app that allowed for the easy creation and deployment of
IPA configuration files to phones. Further, it enabled a user to create test tracks that could be
“played” on the phone. These test tracks enabled a user to test the IPA software by playing an
artificial track on the phone that triggered the IPA software without actually needing to be at

a particular location.
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4 Results and Discussion

Two Six approached testing the IPA software in incrementally complex scenarios. Initial tests
began by testing whether IPA could report static locations, then dynamic location updates,
and ultimately more realistic dynamic location updates as specified by specific reporting
algorithms. At each stage Two Six would test using commercial apps from the Google Play
store, locally developed test apps, and to the extent possible review data sent to back end
services. The subsequent sections describe the results and nuances discovered while testing
IPA.

4.1 Static Location Reporting

Initial tests of IPA focused on testing static location reporting functionality to demonstrate
that the IPA OS modifications and hooks worked appropriately. Two Six was able to easily
change the reported location merely

by changing reported GPS latitude and longitude, and leaving bearing, speed, and accuracy
alone. Further, we discovered that reported GPS location seemed to override location
information derived by other sources. Specifically, Wifi and cell scan info indicating locations
other than the IPA reported GPS location were not considered or displayed in the applications
tested. Through further testing where we systematically disabled GPS, Wifi, or cell scan
reporting, we observed that Wifi scans trump cell scans as well. As such, the empirically
observed preference for location information by observed applications is first GPS, then Wifi
scans, then cell tower scans.

It should be noted, that while doing the static location tests, some applications did not
immediately report the updated location. For example, some weather applications seemed
to only check/update the weather based on location approximately every 15-20 minutes.
Additionally, Google Maps would “skip” or stutter to the newly reported location, rather than
instantly jumping. Two Six hypothesizes that this is some form of location smoothing to help
display smooth movement while driving.

4.2 Dynamic Location Reporting

After Two Six saw successful results to static location reporting, we moved on to dynamic
location reporting, or showing movement within a target area. The first approach here was
to mimic directionality and speed within a target location. This was done by computing a
simple offset from the current location to the target location. With each location update that
came in from the real sensors, IPA would apply the offset and report the updated location to
apps. This approach also proved successful, and applications did report similar movement
within the target area, as shown in Figure 1 below. However, cursory analysis of the reported
route would likely raise red flags as the route shows the phone crossing a river and walking
through buildings.
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Figure 1- IPA reported location mimicking speed and direction

To address the issue of suspicious movement in the target area, Two Six began to leverage
Open Street Maps data. Two Six modified the algorithm to only project a location on a road
or footpath in the target location. This allowed the projected path to mimic the actual speed
and keep a general direction. For example, if the actual path moved in a Northwest direction,
the projected path would try to do the same, but ensure all travel is done on the Open Street
Map provided road network. While this also worked as intended, there were still some
strange artifacts. The algorithm would have to decide what path to take at intersections in
the target area, however, later direction changes could cause the reported location to
backtrack down a road to get back to the intersection and take another route. Additionally,
Two Six found that some locations had missing or incomplete road networks that would
cause our algorithm to get “stuck” and not be able to leave an area.
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During this testing, Two Six would often project their location to be a good distance away
from their actual location, often picking New York City, London, or Paris. While this effectively
demonstrated the location reporting on a target road network, it also helped us verify that
backend services with which applications talk, were also receiving the reported location. One
example of this is Google’s Location history timeline. Upon reviewing the timeline, we saw
the reported locations within our test user’s Location History data and timeline. Additionally,
on a monthly basis, Google would send emails indicating the places we traveled and
approximate total distance that our test user has travelled in all time. In July 2019, after a
few months of testing, Google reported that our test account had traveled ~92,000 miles, or
we still needed about 146,535 miles of 238,855 to travel the distance to the moon (see Figure
2). This large amount of travel is likely a byproduct of us jumping large distances to NYC,
London, and Paris to conduct the testing and is a further indication that the data we reported

to applications is in fact being received by backend services.

O

All-time stats from your timeline

+ +

- +
146,535 mi (235,826 km) more to the Moon

e e 4
2 5 3

countries and
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Figure 2- Email indicating distance travelled to the moon
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4.3 Advanced Location Algorithms

After successfully demonstrating the IPA location reporting functionality, Two Six worked
closely with potential end users to craft potential use cases and CONOPs for the IPA
technology. By the end of the research there were four distinct modes that IPA supported;
Pause/Unpause, Geofence, Dither, and Orchestration modes. All of the modes continued to
report the specified location as expected, but each mode was intended to be used in different
situations to better conceal specific, real movements. These modes are discussed below.

4.3.1 Pause/Unpause Mode

Pause/Unpause mode simply allows a user to “pause” at a particular location where the phone
will only report that static location with some added noise. The IPA device will continue
reporting until the user “unpauses” the device. When the IPA device is unpaused, it will do
one of two distinct actions: either a) report the phone’s actual location; or b) attempt to catch-
up to the phone’s current location using the road network. The first case occurs when the user
unpauses the phone within 15m of the paused location, causing the phone to immediately
jump to the current actual location and resume normal location reporting activities.

The second, the phone will leverage Open Street Maps to try to catch-up to the current
location by traversing the road network. This catch-up can either happen at walking speed or
driving speed. In either case, the actual

speed to catch-up will be 1.5x faster than the defined walking or driving speed. This was
deemed the only way to possibly catch-up to a phone that is actually moving. Further, if the
phone leaves the area for which it has road network data, IPA will immediately report the
user’s current location when the algorithm has reached the edge of the road network, making

the phone appear to teleport.

4.3.2 Geofence Mode

Geofence mode is intended to prevent the phone from being reported within a particular area.
Under geofence mode, when the phone enters the restricted area, it will use the road
network to travel to and dwell at the closest defined Point of Interest (POI). While dwelling
at the POI, IPA will introduce some noise/jitter to give the appearance of poor GPS/location
accuracy. Similar to Pause/Unpause, when the phone leaves the geofence, IPA’s algorithm
will attempt to catch-up to the phone with the same 1.5x faster travel speed. It is worth
noting, that the 1.5x faster travel is only present during the catch-up phase of geo-fence
mode, and travel to the POl is done according to posted speed limits or at walking speed
depending on which mode it is in.
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With the current implementation of Geofence mode’s algorithm, the phone reports traveling
to the closest POl (and by the shortest path to that POI), however, more choices and
possibilities could be added. For example, given a list of n number of POls, the algorithm
could choose one at random to travel to. Or perhaps, there might be a different POI for the
day of the week. Additionally, the algorithm could be tweaked to travel between a few POls
and dwell at each for a variable amount of time. All of these options may provide a more
realistic appearance, especially when reviewed over the course of weeks or months when the
same Geofence configuration is used.

While Geofence mode does work as intended, Two Six observed that it required a bit of an
artistic touch and testing to get something that appeared reasonable. If a user was not careful
and drew a geofence haphazard, intersecting roads at weird angles or blocking major
thoroughfares, IPA would often report an abrupt change in direction to traverse the same
road in the opposite direction. We discovered smaller, and carefully drawn geofences
provided the best results for realistic travel when observed from a mapping application.

4.3.3 Dither Mode

Dither mode provides the ability for an end user to specify a particular path/route to be
reported by IPA when a geo-spatial trigger activates. All Dither mode configurations specify
a beginning geo-spatial trigger; once a phone enters this trigger area, it will activate IPA and
report the path specified in the configuration. Each point along the path can have a different
speed and dwell time associated with it. For example, travel between point A and point B can
be 5 kmh, while travel between point B and C can be 50 kmh. Further, the configuration can
specify a dwell time of 1 minute at point A, 10 minutes at point B, and 1 hour at point C.
Additionally, the travel between points does not need to be on a road network. This allows
for flexibility for the end user to appear at certain locations for a specified time period, as well
as allows for projected movement within buildings like malls or museums.

When Dither mode reaches the end of its prescribed schedule, it will dwell at the last point
waiting for Dither mode to end. The terminating condition for Dither mode occurs when the
phone’s real and projected location come within 15m of each other. In the case where Dither
mode finishes the schedule, then the phone should come within 15m of the end point.
However, this can also be done while Dither mode is still projecting/playing the configured
schedule. This gives the flexibility for the user to end Dither mode early if desired. An additional
capability to Dither mode for future consideration would be to add the catch-up feature to
the end of Dither, obviating the need for the user to travel to a specific location.
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4.3.4 Orchestration Mode

Orchestration mode is similar to Dither mode in that it allows for a custom schedule/route
to be created. However, Orchestration mode was created to allow IPA to be more easily
configured to play a schedule for a number of days or weeks. This was ultimately modeled
and configured as a series of events and routes between events. This schedule is created
using a calendar view within the IPA configuration tools, adding events at different times
within the calendar. As different events were added the configuration tools would
automatically create a route between two events utilizing open source routing library from
Graphhopper [6]. This automatically generated route could also then be adapted/customized
by the user if they desired. If the configuration tools detected there was not enough travel
time between events, it would warn the user and prevent events from overlapping.

Additionally, Orchestration mode can be configured with 3 different start triggers; geo-spatial,
time based, and manual. Like Dither mode, Orchestration can be configured to start when a
device enters a specified area. The second method is time-based, whereby IPA will set an alarm
for the time of the first event, and when confirmed by the user, IPA will begin to play the
schedule. Finally, the manual trigger allows the user to start Orchestration mode at a time of
their choosing. As a result of the three different starting triggers, users should be aware that a
schedule may not end exactly as displayed in the configuration tools. Specifically, if a
schedule is created to start at 9AM one day and end at 9AM the next, it is not necessarily the
case that it will end at 9AM. Instead, it should be thought of as a 24 hour schedule that will
play when it is triggered, and as such the end time is dependent on the actual time it is
triggered.

Once triggered, Orchestration mode behaves mostly the same as Dither mode. IPA will report
the location based on the configured schedule, when it is dwelling at locations it will add
noise the same way, and ending the schedule works the same as Dither mode, by bringing
the phone within 15m of the reported location. The one difference is the addition of a fail-safe
mode in Orchestration mode to protect against unexpected crashes or restarts. Since
Orchestration mode is meant to run for days or weeks on end, Two Six felt it was necessary
to add specific code to prevent reporting the phones actual location unless allowed by the
user. So in the event that IPA crashed (or the phone was restarted) while in Orchestration
mode, IPA would only report the phone

as being at the first event of the schedule. If IPA was in this fail-safe mode, there would be a
notification for the user indicating it, whereby they could go to the location and disable IPA
when they were ready.
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4.4 Miscellaneous Findings and Observations

Throughout the research conducted in IPA, there were some additional findings and
observations that did not prevent IPA from functioning properly but could provide better and
more realistic location reporting against closer inspection if they were also generated and
reported. First, while IPA is able to report a different GPS coordinate (latitude and longitude),
it does not update the bearing, speed, or accuracy of the GPS coordinate. Additionally, IPA
does not change any of the reported GPS satellite information that can be requested by
applications. On the RF side, both Wifi and cell tower scans from IPA only needed to report the
Access Point or Tower identifiers, however, future work should also account for adjusting
relative signal strength indicator (RSSI).

Finally, the IPA algorithms are very structured, and schedule driven. Travel between points is
done at a constant speed with no acceleration or deceleration, no stops at intersections, no
apparent traffic at all. Further, dwell time at locations is fixed and is precisely what was
configured. Future enhancements should look to bring speed and dwell time variability into
the algorithms at a minimum. Additionally, sources of traffic data (even just historic data)
could help make the overall location movement look more realistic.
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5 Conclusions

Through the research conducted on the IPA project, Two Six has shown that it is possible to
report an alternative location to requesting applications, whereby preserving the privacy of
the user. Two Six has also established that the required information currently needed to
conceal a phones location with an alternative one, is actually quite low, requiring only
modifying the reported GPS latitude and longitude. Further, we demonstrated that it is
possible to report alternative locations more robustly, creating realistic movement within a
target area by leveraging open source data sets that may stand up to stronger scrutiny. Given
the results observed on the phones as well as through analyzing backend data available to us,
Two Six believes that this IPA and other similar technology can adequately conceal a phones
location from any application on the phone. However, it must be stated, that IPA does nothing
to prevent detection of the phone of physical cellular infrastructure or IP based geo-location
algorithms.
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7 List of Acronyms

AOSP — Android Open Source Project
CONOPs — Concept of Operations
GPS - Global Positioning System

IP — Internet Protocol

IPA — Increasing Privacy for Android
Kmh — Kilometers per Hour

NYC — New York City

OS - Operating System

POI — Point of Interest

RF — Radio Frequency

RSSI — Relative Signal Strength Indicator
US — United States

WiFi — Wireless Networking Technology
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