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Supply Chains are How Most Goods are 
Created

Supply Chain

In commerce, a supply chain is a 

system of organizations, people, 

activities, information, and 

resources involved in supplying a 

product or service to a consumer. 

Supply chain activities involve the 

transformation of natural 

resources, raw materials, and 

components into a finished product 

and deliver to the end customer
Source: Wikipedia, https://en.wikipedia.org/wiki/Cold_chain
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Supply Chains are How Most Goods are 
Created – With Properties

Cold Chain

A cold chain is a temperature-

controlled supply chain. An 

unbroken cold chain is an 

uninterrupted series of storage and 

distribution activities which 

maintain a given temperature 

range.

Source: Wikipedia, https://en.w ikipedia.org/wiki/Cold_chain
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Corrupting the Development Process –
Reliving SolarWinds
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Developing a Machine Learning Application
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Adapted from Joseph, Nelson, Rubinstein, Tygar; Adversarial Machine Learning, Cambridge University Press, 2019
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Software Supply Chain for Machine Learning

Data Sources

• Kaggle

• UCI Machine Learning Repository

• Find Datasets

• Data.gov

• xView

• ImageNet

• Google’s Open Images

Machine learning depends on frameworks and data sets
Relatively less is known about the security of these “supplies”

Machine Learning Frameworks

• Pandas

• Numpy

• Scikit-learn

• TensorFlow

• Keras

• Pytorch & Torch
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Lots of Deep Fake Examples are Available

Rich supplies of “deep 

fakes” are readily 

accessible

Source: https://ai.googleblog.com/2019/09/contributing-data-to-deepfake-detection.html
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Poor detection of deep fakes

Cannot reliably 

verify training data

Fake data easy to 

introduce into a 

model

Preconfigured 

machine learning 

(i.e., teacher) 

systems provide a 
vehicle to 

distribute bad 

training data
Source: 
http://kaldir.vc.in.tum.de/faceforensics_benc
hmark/index.php (as of 9/25/19)

http://kaldir.vc.in.tum.de/faceforensics_benchmark/index.php
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Trained Deep Neural Network

Sources: Sergey Golubev, Deep Neural Networks: A Getting Started Tutorial, Part #1, 30 June 2014, https://www.mql5.com/en/blogs/post/203 ; Brown, et al, 
“Language Models are Few-Shot Learners,” July 22, 2020, https://arxiv.org/pdf/2005.14165.pdf ; Lucian Constantin, "How data poisoning attacks corrupt machine 
learning models," CSO Online, Apr 12, 2021, https://www.csoonline.com/article/3613932/how-data-poisoning-attacks-corrupt-machine-learning-models.html

https://www.mql5.com/en/blogs/post/203
https://arxiv.org/search/cs?searchtype=author&query=Brown,+T+B
https://arxiv.org/pdf/2005.14165.pdf
https://www.csoonline.com/article/3613932/how-data-poisoning-attacks-corrupt-machine-learning-models.html
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Trained Deep Neural Network

Sources: Sergey Golubev, Deep Neural Networks: A Getting Started Tutorial, Part #1, 30 June 2014, https://www.mql5.com/en/blogs/post/203 ; Brown, et al, 
“Language Models are Few-Shot Learners,” July 22, 2020, https://arxiv.org/pdf/2005.14165.pdf ; Lucian Constantin, "How data poisoning attacks corrupt machine 
learning models," CSO Online, Apr 12, 2021, https://www.csoonline.com/article/3613932/how-data-poisoning-attacks-corrupt-machine-learning-models.html

The GPT-3 deep neural net for natural language processing 
has 175 billion parameters and cost ~$16M to train once

https://www.mql5.com/en/blogs/post/203
https://arxiv.org/search/cs?searchtype=author&query=Brown,+T+B
https://arxiv.org/pdf/2005.14165.pdf
https://www.csoonline.com/article/3613932/how-data-poisoning-attacks-corrupt-machine-learning-models.html


21
Protect Your Machine Learning Applications from SolarWinds' Attacks
© 2022 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] Approved for public release 
and unlimited distribution.

Transfer Learning Reuses Trained model

Reusing model layers saves time and resources in training but 

is a vector for hidden processing
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Reducing software supply chain risk factors
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Additional Attacks on Machine Learning 
Applications
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Summary

Development Processes for Machine Learning Applications are 

Complex

Each Step in the Process is an Opportunity for Corruption

Extensive Supply Chains for Machine Learning Applications is a 

Ready Vector for Introducing Corruption

Managing Supply Chain Risk Requires Positive Attention
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Ways to Engage with Us

• Download software and tools

• Explore research and capabilities

• Participate in education offerings

• Attend an event

• Search the digital library
• Read the SEI Year in Review

• Collaborate with the SEI on a new project

Software Engineering Institute

Carnegie Mellon University

4500 Fifth Avenue

Pittsburgh, PA 15213-3890

412-268-5800 - Phone

888-201-4479 - Toll-Free

412-268-5758 - Fax

info@sei.cmu.edu - Email

www.sei.cmu.edu - Web

https://www.sei.cmu.edu/publications/software-tools/index.cfm
https://www.sei.cmu.edu/research-capabilities/index.cfm
https://www.sei.cmu.edu/education-outreach/index.cfm
https://www.sei.cmu.edu/news-events/events/index.cfm
https://resources.sei.cmu.edu/library/
https://resources.sei.cmu.edu/asset_files/AnnualReport/2019_001_001_552485.pdf
https://www.sei.cmu.edu/about/work-with-us/index.cfm
mailto:info@sei.cmu.edu
http://www.sei.cmu.edu/

