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Outline

Anatomy of a Supply Chain Attack: SolarwWinds
Understanding the ML Attack Surface

Understanding Risks of Transfer Learning
Remedies and Limitations

Additional Attacks on Machine Learning Applications
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Supply Chains are How Most Goods are
Created

Supply Chain

In commerce, a supply chainis a
system of organizations, people,
activities, information, and
resources involved in supplying a
product or service to a consumer.
Supply chain activities involve the
transformation of natural
resources, raw materials, and
components into a finished product
and deliver to the end customer

Source: Wikipedia, https://en.wikipedia.org/wiki/Cold_chain
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Supply Chains are How Most Goods are
Created — With Propertles

Cold Chain

A cold chain is a temperature-
controlled supply chain. An
unbroken cold chainis an
uninterrupted series of storage and
distribution activities which
maintain a given temperature
range.

Source: Wikipedia, https://en.w ikipedia.org/w iki/Cold_chain
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Development Process and Supply Chains

Build System Processing Package
Retrieves Source into Binary for
Code Binary Distribution

Developer Checks in

writes code code
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Development Process and Supply Chains

Sevalleer Checks in Build $ystem Processmg Rackage
writes code code Retrieves Source into Binary for
Code Binary Distribution

3'd Party
Software
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Development Process and Supply Chains

Sevalleer Checks in Build $ystem Processmg Rackage
writes code code Retrieves Source into Binary for
Code Binary Distribution

3'd Party  Insider
Software Errors
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Development Process and Supply Chains

Sevalleer Checks in Build $ystem Processmg Rackage
writes code code Retrieves Source into Binary for
Code Binary Distribution

3'd Party  Insider 3d Party
Software Errors Tools
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Development Process and Supply Chains
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writes code code Retrieves Source into Binary for . .
Code Binary Distribution D|Str| butors

3'd Party  Insider 3d Party
Software Errors Tools
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Corrupting the Development Process —
Reliving SolarWinds

MZTWORK T OPERATIONS SECURITY
PROGUCTS PROSUCTS PRCOUCTE

Build System Processing Package
Retrieves Source into Binary for
Code Binary Distribution

Developer Checks in

writes code code

SolarWinds Orion” Platform
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Corrupting the Development Process —

Reliving SolarWinds
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Package
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Distribution
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Corrupting the Development Process —
Reliving SolarWinds

MZTWORK T OPERATIONS SECURITY
PROGUCTS PROSUCTS PRCOUCTE
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Developing a Machine Learning Application

Training Model
, (& Validation) Building
Feature Selection Data Algorithm
Process

D(train) }——ﬁ H(N )

Subset of
Domain data

e Testing Data Built
Fed to Model Model
! Loss
Measurement Features of Testing Sach Calculated
Selection subset Data g |
1D)X f ¢ from
D(cval) Testing
Data
D(eva[)
Y
Testing Data
Used for Truth
Adapted from Joseph, Nelson, Rubinstein, Tygar; Adversarial Machine Learning, Cambridge University Press, 2019
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Developing a Machine Learning Application

Subset of
Domain data

Mg

Selection

Feature Selection
Process

asurement Features of

subset

Training
(& Validation)

Data

Testing
Data

D(cval)

Model
Building
Algorithm

HWN)
J
Testing Data Built
Fed to Model Model Loss
(eval) Calculated
ID)x ) ¢ from
Testing
Data
(eval)
DY

Testing Data

Used for Truth

Adapted from Joseph, Nelson, Rubinstein, Tygar; Adversarial Machine Learning, Cambridge University Press, 2019
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Software Supply Chain for Machine Learning

Machine learning depends on frameworks and data sets
Relatively less is known about the security of these “supplies”

Data Sources Machine Learning Frameworks
« Kaggle  Pandas
» UCI Machine Learning Repository *  Numpy
* Find Datasets « Scikit-learn
« Data.gov * TensorFlow
«  XxView + Keras
* ImageNet » Pytorch & Torch
+ Google’s Open Images
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Lots of Deep Fake Examples are Available

Rich supplies of “deep
fakes” are readily
accessible

Source: https://ai.googleblog.com/2019/09/contributing-data-to-deepfake-detection.html
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Poor detection of deep fakes

FaceForensics Benchmark

FaceForensics Benchmark

This table lists tha benchmark resuls for the Binary Classification scenana
Mathad Into Deeptokes
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Cannot reliably
verify training data

Fake data easy to
introduce into a
model

Preconfigured
machine learning
(i.e., teacher)
systems provide a
vehicle to
distribute bad
training data

Source:

h

://kaldir.vc.in.tum.de/faceforensics_|

hmark/index.php (as 0f9/25/19)

n
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Trained Deep Neural Network

aB, = o.13 abWoo —— «— bB,=0.37
|aWOO =0.01 boW, = 0.42
4699 0B,y = 0.52
1.0 4
‘ .4881
2.0
N
P 08, = 0.53
.
3.0
boW,, =0.51
iaW,; = 0.12
333 - 0.16 8bW34 - 0 36 N b84 = 0‘41

Sources: Sergey Golubev, Deep Neural Networks: A Getting Started Tutorial, Part#1, 30 June 2014, https://www.mal5.com/en/blogs/post/203 ; Brown, et al,
“Language Models are Few-Shot Learners,” July 22, 2020, hﬂu&liaxxmm[p.dﬂ&&il&lﬁip.di Lucnan Constantln "How data ponsonlng attacks corrupt machine
learning models," CSO Online, Apr 12, 2021, h : ata-[ atta I g g g ]
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Trained Deep Neural Network

aB,=0. 13 abWoo =017 4— bB,=0.37

|aW00 =0.01 boW,,; = 0.42
4699 oBo =0.52

1.0

2.0
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iaW,, =0.12
aB, = 0.16 abWsa =0.36 *— bB,=0.41

The GPT-3 deep neural net for natural language processing
has 175 billion parameters and cost ~S16M to train once

Sources: Sergey Golubev, Deep Neural Networks: A Getting Started Tutorial, Part#1, 30 June 2014, https://www.mal5.com/en/blogs/post/203 ; Brown, et al,
“Language Models are Few-Shot Learners,” July 22, 2020, hﬂul&xxmm[p.dﬂ&&il&lﬁip.di Lucnan Constantm "How data ponsonlng attacks corrupt machine
learning models," CSO Online, Apr 12, 2021, https: Jata-g g-atta I g g g ]
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Transfer Learning Reuses Trained model
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Reusing model layers saves time and resources in training but
IS a vector for hidden processing
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Reducing software supply chain risk factors

Software supply chain risk for a
product needs to be reduced to
acceptablelevel

Supplier
Capability

Supplier follows
practices that
reduce supply
chain risks
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Reducing software supply chain risk factors

Software supply chain risk for a
product needs to be reduced to
acceptablelevel

Supplier
Capability

Supplier follows
practices that
reduce supply
chain risks

Repeatable Builds
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Reducing software supply chain risk factors

Software supply chain risk for a
product needs to be reduced to
acceptablelevel

Supplier Product

Capability Security
Supplier follows Delivered or
practices that updated product
reduce supply is acceptably
chain risks secure

Repeatable Builds
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Reducing software supply chain risk factors

Software supply chain risk for a
product needs to be reduced to
acceptablelevel

Supplier Product
Capability Security
Supplier follows Delivered or
practices that updated product
reduce supply is acceptably
chain risks secure
Repeatable Builds Require SBOM
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Reducing software supply chain risk factors

Supplier
Capability

Supplier follows
practices that
reduce supply
chain risks

Repeatable Builds

Software supply chain risk for a
product needs to be reduced to
acceptablelevel

Product Product
Security Distribution
Delivered or Methods of
updated product transmitting the
is acceptably productto the
secure purchaser guard
again tampering

Require SBOM

Carnegie Mellon University
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Reducing software supply chain risk factors

Supplier
Capability

Supplier follows
practices that
reduce supply
chain risks

Repeatable Builds

Software supply chain risk for a
product needs to be reduced to
acceptablelevel

Product Product
Security Distribution
Delivered or Methods of
updated product transmitting the
is acceptably productto the
secure purchaser guard
again tampering

Require SBOM Signed Products
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Reducing software supply chain risk factors

Software supply chain risk for a
product needs to be reduced to
acceptablelevel

Suogl Produet Product Operational
upplier roauc Product Control
Capability Security Distribution
Supplier follows Delivered or Methods of Productis usedin a
practices that updated product transmitting the secure manner
reduce supply is acceptably productto the
chain risks secure purchaser guard
again tampering
Repeatable Builds Require SBOM Signed Products
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Reducing software supply chain risk factors

Software supply chain risk for a
product needs to be reduced to
acceptablelevel

Operational
. Product
Supplier Product Product Control
Capability Security Distribution
Supplier follows Delivered or Methods of Productis usedin a
practices that updated product transmitting the secure manner
reduce supply is acceptably productto the
chain risks secure purchaser guard
again tampering
Repeatable Builds Require SBOM Signed Products Zero Trust
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Additional Attacks on Machine Learning
Applications

RAesources =

| ATLAS Matrix Navigator Tactics Tochniques Case Studies
M v a

The ATLAS Matrix below shows the progression of 1actios used In attacks as colurmns from left 1o right, with ML technigues belonging 1o sach tactic bedow. Click on
links to learn more sbout each mem, or view ATLAS tactics and lechnigues using the links a1 the 109 navigation bat
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h
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Summary

Development Processes for Machine Learning Applications are
Complex

Each Step in the Process is an Opportunity for Corruption

Extensive Supply Chains for Machine Learning Applications is a
Ready Vector for Introducing Corruption

Managing Supply Chain Risk Requires Positive Attention
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Ways to Engage with Us

« Download software and tools

 Explore research and capabilities

« Participate in education offerings

« Attend an event

« Search thediqital library

 Read the SEI Year in Review
 Collaborate with the SEl on a new project

Software Engineering Institute
Carnegie Mellon University
4500 Fifth Avenue

Pittsburgh, PA 15213-3890
412-268-5800 - Phone
888-201-4479 - Toll-Free
412-268-5758 - Fax
info@sei.cmu.edu - Email
www.sei.cmu.edu - Web
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https://www.sei.cmu.edu/publications/software-tools/index.cfm
https://www.sei.cmu.edu/research-capabilities/index.cfm
https://www.sei.cmu.edu/education-outreach/index.cfm
https://www.sei.cmu.edu/news-events/events/index.cfm
https://resources.sei.cmu.edu/library/
https://resources.sei.cmu.edu/asset_files/AnnualReport/2019_001_001_552485.pdf
https://www.sei.cmu.edu/about/work-with-us/index.cfm
mailto:info@sei.cmu.edu
http://www.sei.cmu.edu/

