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Final Report:
DURIP: Equipment For Secure Coded Cooperative

Computations for Internet of Battlefield of Things (IoBTs)
Salim El Rouayheb, sye8@scarletmail.rutgers.edu

Hulya Seferoglu, hulya@uic.edu

1 Introduction

This DURIP project is a collaboration between Rutgers University and the University of Illinois at
Chicago (UIC) to develop and and build platforms for testing heterogeneous Internet of Battlefield
Things (IoBTs) networks. This enabled testing the two PIs theoretical algorithms and protocols for
secure and adaptive cooperative computing that are the product from their on-going collaborative
research funded by the Army Research Lab.

The proposal funded acquiring equipment to build the following testbeds for IoBT. The testbeds
and experiments and results can be found in the following publications [1–5].

1. PRAC Testbed: a testbed for private and rateless adaptive coded computation (PRAC) for edge
computing on IoBT.

2. ResPipe Testbed: a testbed for distributed Deep Neural Network (DNN) training for IoBT de-
ices at edge networks.

Specifically, these testbeds, the algorithms and the experiments that were run were specifically
designed to address the following functionalities that were identified in our proposal as crucial for
IoBT, namely:

• F1: Heterogeneity, due to the wide spectrum of IoBT devices (sensors, reconnaissance and
monitoring cameras, drones, base stations, computing servers, etc.).

• F2: Dynamism and Adaptivity, to reflect the time-varying state of the network such as devices
battery levels, wireless channel, etc.

• F3: Mobility, caused by mobile components that are able to move and change their locations,
such as drones, driverless vehicles, etc.

Below we give details about the motivation behind these testbeds, the theoretical setup and experi-
mental results.

2 PRAC Testbed

2.1 Background on PRAC

The goal of the PRAC testbed is to run and test new algorithms for edge computing in IoBT set-
tings that can accomodate the three functionalities above. The edge computing paradigm allows
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processing data near the edge of the network, where the data is typically generated and collected.
This enables computation at the edge in applications such as Internet of Battlefield Things (IoBT),
in which an increasing number of devices (sensors, cameras, health monitoring devices, etc.) col-
lect data that needs to be processed through computationally intensive algorithms with stringent
reliability, security and latency constraints.

Edge computing advocates that computationally intensive tasks in a device (master) could be
offloaded to other edge or end devices (workers) in close proximity. However, offloading tasks to
other devices leaves the IoT and the applications it is supporting at the complete mercy of an at-
tacker. Furthermore, exploiting the potential of edge computing is challenging mainly due to the
heterogeneous and time-varying nature of the devices at the edge. Thus, our goal for PRAC is to de-
velop a private, dynamic, adaptive, and heterogeneity-aware cooperative computation platform that
provides both privacy and computation efficiency guarantees. Note that the application of this work
can be extended to involve cloud computing at remote data-centers. However, we focus on edge
computing as heterogeneity and time-varying resources are more prevalent at the edge as compared
to data-centers.

2.2 PRAC Platform

We design PRAC for heterogeneous and time-varying private coded computing with colluding
workers. In particular, PRAC codes sub-tasks using fountain codes, and determines how many
coded packets and keys each worker should compute dynamically over time. We provide theoreti-
cal analysis of PRAC and show that it (i) guarantees privacy conditions, (ii) uses minimum number of
keys to satisfy privacy requirements, and (iii) maintains the desired rateless property of non-private
fountain codes. Furthermore, we provide a closed form task completion delay analysis of PRAC.
Finally, we evaluate the performance of PRAC via simulations as well as in a testbed consisting of
real Android-based smartphones as compared to baselines.

Our PRAC platform includes the following. A master device referred to as master wishes to
offload intensive computations to n helpers (IoBT devices) referred to as workers. The workers
cannot be trusted with the privacy of the master’s data but will run the required computations. The
workers have different computation and network resources that change with time which creates a
time-varying and heterogeneous computing environment. Workers that are slow or unresponsive
are termed as stragglers. The goal of the master is to assign tasks that are proportional to the overall
speed of the workers and tolerate the presence of straggling workers. This will be done by assigning
a new task to a worker when it is expected to have finished its previous task.

The key tool behind our algorithms to be tested is the theory of coded computation, which ad-
vocates mixing data in computationally intensive tasks by employing erasure codes and offloading
these tasks to other devices for computation [6–18].

We developed in [1,4] algorithms for PRAC that are (i) private as it is secure against eavesdropper
adversary, (ii) rateless, because it uses fountain codes [19–21] instead of Maximum Distance Separa-
ble (MDS) codes1 [22, 23], and (iii) adaptive as the master device offloads tasks to workers by taking
into account their heterogeneous and time-varying resources. Next, we illustrate the main idea of
PRAC through an illustrative example. As such, our algorithms tested on PRAC enjoy the three
functionalities highlighted above and required for IoBT.

2.3 PRAC System Model

Setup. We consider a master/workers setup at the edge of the network, where the master device

1Our security scheme can be applied to any linear code. However, we choose fountain code since they are a better fit
for edge computing characterized by heterogeneous and time-varying behavior.
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offloads its computationally intensive tasks to workers wi, i ∈ [n], via device-to-device (D2D) links
such as Wi-Fi Direct and/or Bluetooth. The master device divides a task into smaller sub-tasks, and
offloads them to workers that process these sub-tasks in parallel.

Task Model. We focus on the computation of linear functions, matrix-vector multiplication. We
suppose the master wants to compute the matrix vector product Ax, where A ∈ Fm×`

q can be thought
of as the data matrix and x ∈ F`

q can be thought of as an attribute vector. We assume that the entries
of A and x are drawn independently and uniformly at random2 from Fq. The motivation stems
from machine learning applications where computing linear functions is a building block of several
iterative algorithms [24,25]. For instance, the main computation of a gradient descent algorithm with
squared error loss function is

x+ = x− αAT (Ax− y), (1)

where x is the value of the attribute vector at a given iteration, x+ is the updated value of x at this
iteration and the learning rate α is a parameter of the algorithm. Equation (1) consists of computing
two linear functions Ax and ATw , AT (Ax− y).

Worker and Attack Model. The workers incur random delays while executing the task assigned to
them by the master device. The workers have different computation and communication specifica-
tions resulting in a heterogeneous environment which includes workers that are significantly slower
than others, known as stragglers. Moreover, the workers cannot be trusted with the master’s data.
We consider an eavesdropper adversary, where one or more of workers are compromised by an adver-
sary who wants to spy on the coded data sent to these devices for computations. In a comprehensive
solution for IoT networks, we assume that standard security protocols (such as datagram transport
layer security - DTLS) will be in place, in addition to our proposed scheme, in order to protect the
wireless links from eavesdropping from nodes other than the intended workers in the master-worker
links. We assume that up to z, z < n, workers can collude, z workers can share the data they received
from the master in order to obtain information about A. The parameter z can be chosen based on
the desired privacy level; a larger z means a higher privacy level and vice versa. One would want to
set z to the largest possible value for maximum, z = n − 1 security purposes. However, this has the
drawback of increasing the complexity and the runtime of the algorithm. In our setup we assume
that z is a fixed and given system parameter.

Coding & Secret Keys. The matrix A can be divided into b row blocks (we assume that b divides
m, otherwise all-zero rows can be added to the matrix to satisfy this property) denoted by Ai, i =
1, . . . , b. The master applies fountain coding [19–21] across row blocks to create information packets
νj ,

∑m
i=1 ci,jAi, j = 1, 2, . . . , where the ci,j ∈ {0, 1}. An information packet is a matrix of dimension

m/b × `, i.e., νj ∈ Fm/b×`
q . Note that information packets can be encoded using any linear code.

Fountain codes enable a fluid encoding of the information and allow the master to obtain x as long
as enough packets are collected from the workers, irrespective of their origin, which makes them
a better fit for the heterogeneous and time-varying setting we consider [6]. In order to maintain
privacy of the data, the master device generates random matrices Ri of dimension m/b × ` called
keys. The entries of the i matrices are drawn uniformly at random from the same field as the entries
of A. Each information packet νj is padded with a linear combination of z keys fj(Ri,1, . . . , Ri,z) to
create a secure packet sj ∈ Fm/b×`

q defined as sj , νj + fj(Ri,1, . . . , Ri,z). We show that encoding the
random keys using an MDS code is necessary to guarantee the perfect privacy of the data. Therefore,
even though information packets are encoded using Fountain codes, the linear combinations of the
random matrices are created using MDS codes.

The master device sends x to all workers, then it sends the keys and the sj’s to the workers
according to our PRAC scheme described later. Each worker multiplies the received packet by x and

2We abuse notation and denote both the random matrix representing the data and its realization by A. We do the
same for x.

3



sends the result back to the master. Since the encoding is rateless, the master keeps sending packets
to the workers until it can decode Ax. The master then sends a stop message to all the workers.

Privacy Conditions. Our primary requirement is that any collection of z (or less) workers will not
be able to obtain any information about A, in an information theoretic sense.

In particular, let Pi, i = 1 . . . , n, denote the collection of packets sent to worker wi. For any set
B ⊆ {1, . . . , n}, let PB , {Pi, i ∈ B} denote the collection of packets given to worker wi for all i ∈ B.
The privacy requirement3 can be expressed as

H(A|PZ) = H(A), ∀Z ⊆ {1, . . . , n} s.t. |Z| ≤ z. (2)

H(A) denotes the entropy, or uncertainty, about A and H(A|PZ) denotes the uncertainty about A
after observing PZ .

Delay Model. We focus on the delays incurred by distributing the tasks to the workers and over-
look the time spent on encoding and decoding the tasks4 at the master. Each packet transmitted from
the master to a worker wi, i = 1, 2, ..., n, experiences the following delays: (i) transmission delay for
sending the packet from the master to the worker, (ii) computation delay for computing the multi-
plication of the packet by the vector x, and (iii) transmission delay for sending the computed packet
from the worker wi back to the master. We denote by βt,i the computation time of the tth packet at
worker wi and RTTi denotes the average round-trip time spent to send and receive a packet from
worker wi.

2.4 PRAC Experiments

Setup. The master device is a Nexus 5 Android-based smartphone running 6.0.1. The worker de-
vices are Nexus 6Ps running Android 8.1.0. The master device connects to worker devices via Wi-Fi
Direct links and the master is the group owner of Wi-Fi Direct group. The implementation of all
the algorithms is done using an Android application written in Java. The master and the workers
form a star topology where the master device is the center. The devices are placed approximately 10
inches away from each other. The devices communicate via TCP sockets. TCP sockets are wrapped
by data output and input stream to send and receive different data types such as integer, double and
bytes. A simple communication protocol is built between the master and the workers. The master
firstly sends the size of the data followed by the actual data for multiplication. The worker receives
the data, process it and sends the acknowledgement and the results back to the master. The mas-
ter retrieves the results and estimates the processing delay. To allow parallel processing, the master
device utilize multi-threading and deals with each worker by independent threads. We denote this
type of thread as “worker thread”. A main thread at the master controls all the worker threads. For
PRAC, the main thread records the round of each worker. All the results from each worker thread
are reported to the main thread as well.

The master device is required to complete one matrix multiplication (y = Ax) where A is of
dimensions 60 × 10, 000 and x is a 10, 000 × 1 vector. We also take m = b each packet is a row of
A. In our implementations the workers are dedicated to the master and do not run background
applications or other computing tasks. Therefore, we introduced an artificial delay at the workers
following an exponential distribution. The introduced delays serves to emulate real scenarios in
which workers would be running other applications in the background. We manipulate the delays in
the experiment to analyze the performance of PRAC and other baselines algorithms in the presence

3In some cases the vector x may contain information about A and therefore must not be revealed to the workers. Our
scheme can be easily generalized to account for such cases.

4It is worth noting that fountain codes enjoy a linear time encoding and decoding complexity. Other codes such
Reed-Solomon codes require inverting a k×k matrix and have decoding complexity of at leastO(k log k) if the generator
matrix is a Vandermonde matrix and O(k2) in general.
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of stragglers and validate our theoretical findings. A worker device sends the result to the master
after it is done calculating and the introduced delay has passed. Furthermore, we assume that z =
1 there is one unknown worker that is adversarial among all the workers. The experiments are
conducted in a lab environment where there are other Wi-Fi networks operating in the background.

Baselines. Our PRAC algorithm is compared to three baseline algorithms: (i) Staircase codes that
preallocate the tasks based on n, the number of workers, k, the minimum number of workers re-
quired to reconstruct the information, and z, the number of colluding workers; (ii) GC3P in which
we assume the adversarial worker is known and excluded during the task allocation; (iii) Non se-
cure C3P in which the security problem is ignored and the master device will utilize every resource
without randomness. In this setup we run C3P on n− z workers.

Results. Figure 1 presents the task completion time with increasing number of workers for the
homogeneous setup, when all the workers have similar computing times. Computing delay for each
packet follows an exponential distribution with mean µ = 1/λ = 3 seconds in all workers. C3P per-
forms the best in terms of completion time, but C3P does not provide any privacy guarantees. PRAC
outperforms Staircase codes when the number of workers is 5. The reason is that PRAC performs
better than Staircase codes in heterogeneous setup, and when the number of workers increases, the
system becomes a bit more heterogeneous. GC3P significantly outperforms PRAC in terms of com-
pletion time. Yet, it requires a prior knowledge of which worker is adversarial, which is often not
available in real world scenarios.
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Figure 1: Completion time as function of the number of workers in homogeneous setup.

Now, we focus on heterogeneous setup. We group the workers into two groups; fast workers (per
task delay follows exponential delay with mean 2 seconds) and slow workers (per task delay follows
exponential distribution with mean 5 seconds). Figure 2 presents the completion time as a function of
number of workers. In this setup, for the n-worker scenario, there are

⌈
n
2

⌉
fast and

⌊
n
2

⌋
slow workers.

The difference between the setups of Figure 2(a) and Figure 2(b) is that we remove a fast worker
(as adversarial) for GC3P in the former, whereas in the latter, we assume that the eavesdropper is a
slow worker. As illustrated in Figure 2, for the 2-worker case, due to the 5% overhead introduced by
fountain codes, PRAC performs worse than Staircase code. However, PRAC outperforms Staircase
codes in terms of completion time for 3, 4, and 5 worker cases. This is due to the fact that PRAC
can utilize results calculated by slow workers more effectively when the number of workers is large.
On the other hand, the results computed by slow workers are often discarded in Staircase codes,
which is a waste of computation resources. If a fast worker is removed as adversarial for GC3P, the
difference between the performance of GC3P and PRAC becomes smaller. This result is intuitive as,
in PRAC, the master has to wait for the (z + 1)st fastest worker to decode , which is also the case for
GC3P in this setting.

In Figure 3, we consider the same setup with the exception that for the n-worker scenario, there
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are
⌈
n
2

⌉
slow and

⌊
n
2

⌋
fast workers. Staircase codes perform more closely to PRAC in the 3-worker

case as compared to Figure 2 since the setup of Fig.6 assumes that the n-z=2 slowest workers are
homogeneous, whereas in Fig.5 the n-z=2 slowest workers are heterogeneous. Yet, for 5-worker
case, PRAC outperforms Staircase codes when comparing to Figure 2 since PRAC is adaptive to
time-varying resources while Staircase codes assigns tasks a priori in a static manner.

Note that in all experiments when n − z slowest workers are homogeneous Staircase codes out-
perform GC3P and PRAC. This happens because pre-allocating the tasks to the workers avoids the
overhead of sub-tasks required by fountain codes and utilizes all the workers to their fullest capacity.

Figure 2: Completion time as function of the number of workers in heterogeneous setup.

Figure 3: Completion time as function of the number of workers in heterogeneous setup.

3 ResPipe Testbed

3.1 Background on ResPipe

The traditional approach to distributed deep neural network (DNN) training is data-distributed learn-
ing, which partitions and distributes data to workers as illustrated in a master/worker setup in
Fig. 4(a). In this setup, the data is partitioned as many times as there are workers in the system and
all workers train multiple instances of the same model on different subsets of the training dataset.
The workers apply the same algorithm to different datasets. The same model is available to all
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Figure 4: Data- and Model-Distributed Learning

workers after updated at the master device. Data-distributed learning (also called data parallelism)
has been frequently used as a de-facto distributed learning mechanism in practical systems, espe-
cially in multi-GPU platforms. This approach, although has good convergence properties, has high
communication and storage costs, which puts a strain especially on IoBT devices at edge networks.
Excessive communication among computing entities due to frequent weight synchronization in data-
distributed learning increases transmission delay and overall training delay. Furthermore, comput-
ing entities should receive and store all the weights, which may not be feasible for large models when
storage is limited.

Model-distributed learning is an emerging approach, where parts/layers of a training model are
distributed across workers, Fig. 4(b). In this setup, no single worker has a complete model, but it
is distributed across all workers. Thanks to distributing model across multiple devices, the whole
model does not need to be exchanged among master and workers, which is promising to reduce
communication and storage costs. This approach has been recently investigated in multi-GPU plat-
forms, [26–28].

Distributed DNN training in edge systems has unique challenges as compared to multi-GPU
platforms due to the heterogeneous and dynamic nature of edge computing systems and resources
as well as unreliable and delayed computing entities. Furthermore, model-distributed learning is
more vulnerable to delayed and failing workers as compared to data-distributed learning, because
workers depend on each other to collectively train the distributed model as seen in Fig. 4.

In this project, we focus on model-distributed DNN training at edge networks where edge de-
vices may be delayed or fail during training. We design ResPipe, a novel resilient model-distributed
DNN training algorithm, where layers of a DNN training model instead of data are distributed
across workers. ResPipe is resilient against delayed/failing workers thanks to proactively exchang-
ing weights of the model among workers. We analyze the communication cost of ResPipe, and show
that there is a trade-off between communication cost and resiliency. We implement ResPipe in a
testbed consisting of Android-based smartphones, and show that it improves the convergence rate
and accuracy as compared to baselines; data-distributed training and PipeDream [26] for convolu-
tional neural networks (CNNs).

3.2 ResPipe System Model

Setup. We consider a distributed computing system formed of connected computing entities; end
devices, edge servers, and cloud. We divide these computing entities into (i) masters who want to
perform intensive computations on their collected data; or (ii) workers who are willing to dedicate
some of their resources to help in the computations. There could be multiple masters and workers in
the system, which may overlap. We consider a multi-hop network where each device in the network
is responsible with relaying and computing offloaded tasks.

Master/Worker Model. We focus on a master/worker setup at the edge network, where the master
device offloads its computationally intensive tasks to Worker n ∈ (where , {1, . . . , N}) via device-
to-device (D2D) links such as Wi-Fi Direct and/or Bluetooth. Computationally intensive tasks are
determined by DNNs.
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The workers have the following properties: (i) Failures: Workers may fail or “sleep/die” or leave
the network before finishing their assigned computational tasks. (ii) Stragglers: Workers incur proba-
bilistic delays in responding to the master, where delay has two components; transmission delay for
exchanging data, model, and parameters, and computation delay.

Learning Model. We denote the training dataset by AT ∈ Rm×d, the label vector by z ∈ {0, 1}m,
and the weight vector of the model by x. The weight vector of a DNN is obtained by minimizing
the loss function C(x), which is determined by the learning model, via gradient descent [29]; xj+1 =
xj − η∇(C(xj)), where xj is the weight vector at the jth iteration, η is the learning rate, ∇(C(xj)) is
the gradient of C(xj).

3.3 ResPipe Platform

3.3.1 Model-Distributed Learning via Pipelining

In model-distributed learning, model x is partitioned and distributed across workers. Each worker
stores and updates a subset of the model. Workers process data A, calculates activation vector in
the forward propagation phase and error vector for back-propagation phase. These vectors are ex-
changed among workers, which reduces communication cost as compared to data-distributed learn-
ing. The main idea of model-distributed learning is provided next via an illustrative example.

Example 1. Let us consider that we train a 4-layer fully connected neural network with datasetA(1), . . . A(m).
There are K neurons in each layer. The goal is to learn the model x = {xl}4l=1, where xl is a K ×K matrix.
There are 4 workers in this setup, and each layer is assigned to one worker, i.e., layer l is assigned to Worker l,
so Worker l keeps and updates the weight matrix xl.

In model-distributed learning, Worker 1 receives data A(j) from the master device (or already has the data),
calculates aj

1 = A(j) and uj
1 = xj

1a
j
1. It transmits uj

1 to Worker 2. Similarly, Worker 2 and Worker 3 calculate
aj
n = g(uj

n−1) and uj
n = xj

na
j
n, where n ∈ {2, 3} and g is an activation function. Worker 2 sends uj

2 to Worker
3 and Worker 3 sends uj

3 to Worker 4, which calculates aj
4 = g(uj

3). This completes the forward-propagation.
In the back-propagation phase, Worker 4 calculates vj

4 = aj
4 − yj , where yj is the output vector, and sends

vj
4 to Worker 3. Workers 2 and 3 calculate vj

n = (xj
n)Tvj

n+1.∗g′(u
j
n−1), where n ∈ {2, 3}, .∗ is an element-wise

multiplication, and g′ is the derivative of g. Worker 3 sends vj
3 to Worker 2, and Worker 2 sends vj

2 to Worker
1. Then, Workers 1, 2, and 3 calculate gradient vectors as ∆j

n = ∆j
n + vj

n+1(a
j
n)T , where n ∈ {1, 2, 3}, and

∇C(xj
l ) = ∆j

l . This completes the back-propagation phase.
Finally, each worker updates its model according to xj+1

l = xj
l − η∇C(xj

l ), l ∈ {1 . . . 4}. The model is
updated in a distributed manner across all workers. As seen, only vectors uj

l and vj
l are exchanged among

workers, not the model itself. 2

Pipelining is crucial in model-distributed learning so that workers should not be idle waiting for
the updates of other workers. For example, Worker 1 in Example 1 stays idle between transmit-
ting uj

1 and receiving vj
2, which is not efficient. Pipelining addresses this issue by keeping workers

busy all the time. An example pipelining procedure based on PipeDream [26] is demonstrated in
Fig. 5(a) for Example 1. We note that the gradients are computed with delayed weights due to
pipelining [26]. A crucial challenge of the model-distributed DNN training is the heterogeneous and
time-varying resources of edge devices including computing power, storage, battery, bandwidth, etc.
Furthermore, straggling (delayed) workers or failures potentially affect the performance of model-
distributed learning. For example, if Worker 2 in Example 1 is delayed (i.e., if it is a straggler),
this delays all the calculations. Thus, it is imperative to develop a resilient model-distributed DNN
training framework.
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(a) Pipelining based on PipeDream [26]
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(b) Pipelining of ResPipe

Figure 5: Pipelining for (a) PipeDream [26] and (b) ResPipe. Wi is the ith worker in the system. Numbers
in the boxes indicate the data/minibatch ID. The black color represents forward propagation, while red color
represents back-propagation. We assume that forward and backward works take one time unit. Red boxes in
(b) indicate unresponsive workers (2nd and 3rd workers). The crossed out boxes in blue color corresponds to
lost weights due to failed workers.
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Figure 6: Distributed training of a CNN for three and five worker scenarios. One worker fails in both scenar-
ios.

3.3.2 ResPipe

ResPipe provides resiliency by introducing redundant weight exchanges among workers. The main
idea of ResPipe is provided in the next example.

Example 2. Let us consider the same setup in Example 1. To address the issue of failing workers, more
weights are exchanged among workers. Assume that only one worker fails, but we do not know which worker.
In this scenario, each worker sends its weight matrix to its neighboring worker periodically (less frequently
than forward propagation updates). In particular, ith worker sends xi to i + 1th worker, i + 1 ≤ 4. In this
scenario, even if one worker fails, the system keeps training the DNN model. Fig. 5(b) demonstrates how
ResPipe recovers from two failed workers. As seen, 1st and 4th workers keep training the model (although it
takes 2 time units to finish each forward and backward task).

Let us assume that z workers out of N could be delayed or failed during DNN training. Each
worker in ResPipe keeps track of their z immediate neighbor workers, and send their weights to
these z workers at every T time units. In our Android testbed, the master device keeps track of
workers, and informs each worker about their z-immediate neighbors. Peer discovery mechanisms
can be applied in larger and decentralized systems.

The communication cost of ResPipe is lower than data-distributed learning. The communica-
tion cost of ResPipe depends on the number of delayed/failing workers (z) as well as the period of
exchanging redundant weights (T ). Noting that z and T are the parameters that determines the re-
siliency of the system, we can conclude that there is a tradeoff between resiliency and communication
cost. Also, ResPipe introduces higher communication overhead as compared to model-distributed
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learning, but it provides resiliency, which is crucial for the convergence and accuracy of the training
model as demonstrated next.

3.4 ResPipe Experiments

We demonstrate the performance of ResPipe in a real testbed consisting of Android-based smart-
phones. We consider a topology with one master and three and five workers in two different sce-
narios. The master device is a Google Nexus 5, and the worker devices are all Google Nexus 6Ps.
Since, for this set of experiments, the master node will not need do perform intensive computations,
we have utilized the relatively weaker Google Nexus 5 as the master node. Master and worker de-
vices are connected to each other via WiFi Direct. We demonstrate the performance of ResPipe as
compared to model-distibuted (specifically PipeDream [26]) and data-distributed learning.

Fig. 6(a) shows the accuracy of classification of the trained model versus the time elapsed in min-
utes during training for the distributed training of a CNN over the MNIST dataset. The input is a
28 × 28 grayscale image. Beginning with the first layer, the CNN layers are given by the sequence
C8, M2, C16, M2, C32, M2, F128, F10, where Ci represents a convolution layer with i 3 × 3 × k filters
applied to all k channels of the preceding layer, M2 is a 2 × 2 max-pooling layer, and Fj represent a
fully connected layer with j neurons. All convolution layers as well as the fully connected layers are
followed by sigmoid activations. In this setup, the second worker operates at its full performance
(ON mode) for 5min and fails for 1.5 min (OFF mode). This ON/OFF mode repeats itself. Initially
CNN Layers C8 and M2 are located at Worker 1, Layers C16 and M2 are located at Worker 2, and Lay-
ers C32,M2, F128, and F10 are located at Worker 3. The redundant weight exchange period of ResPipe
is T = 30sec. As seen, ResPipe improves over data-distributed training thanks to reducing commu-
nication cost by distributing model itself rather than data. ResPipe also improves over PipeDream
thanks to providing resiliency (even though the communication cost of ResPipe is higher). The im-
provement of ResPipe increases when OFF duration of the failing worker increases from 1.5 min to
5 min as seen in Fig. 6(b).

Fig. 6(c) shows accuracy versus time graph for five worker scenario. The CNN model is C16,
M2, C16, C32, M2, C64, F256, F100, F10. The second worker fails for 5 min at every 10min. ResPipe im-
proves both convergence time and accuracy as compared to PipeDream and data-distributed learn-
ing thanks to providing resiliency.
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