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Secure and Trustworthy Task Offloading in
Mobile Cloud

Bing Li, Bo Li, Dijiang Huang, and Weiping Peng

Abstract—As a promising combination of mobile technology and cloud computing, mobile cloud has been analyzed and treated as an
effective way to off-load some of the heavy workloads from mobile devices. The most recent progress in this area is to construct a small
ad-hoc cloud environment located close to the mobile user. The key benefit for such design is that it’s applicable even when no Internet
connection is available. Existing off-loading algorithms for mobile cloud have taken comprehensive considerations on computation
capacities, communication latency, and even available battery life on mobile devices. However, in mobile cloud environment, the
performance-related factors are not sufficient to characterize the dominant concerns in off-loading. In this paper, we propose a new
approach to establish trust in mobile cloud. It creates temporary groups without revealing group member information to any network
participant. Compared to traditional group key management schemes, this method provides anonymity protection for group members
based on Attribute Based Encryption(ABE) algorithm. Furthermore, we develop a novel task off-loading decision algorithm with trust
factors, which, according to our knowledge, is the first of such a kind. With the proposed approach, the trust relationship between
mobile devices is incorporated into off-loading decisions, making it more practical in real-world application scenarios.

Index Terms—mobile cloud, secure, trust, off-loading

1 INTRODUCTION

Traditional mobile cloud computing refers to mobile
devices running cloud-based applications or consuming
services provided from remote cloud system. This archi-
tecture is of great importance as it provides an effective
approach to off-load heavy tasks from mobile devices to
cloud systems. Instead of executing these tasks locally,
the device sends task-related contexts to remote cloud,
which essentially provides the mobile device with pow-
erful computation capabilities. Some applications, for
instance Matlab, that were computationally impossible
to be executed on mobile devices now run smoothly in
their cloud versions.

Although it boosts the mobile devices with more
powerful capability, such a service architecture is heavily
reliant on the assumption that the network connections
between mobile devices and remote cloud services are
fast and reliable. With the rapid technology develop-
ment in wireless communications, the latest 4G system
is much faster with better QoS than previous gener-
ations. However, such high speed and high reliability
are built on a well constructed and maintained network
infrastructure with a broad access coverage. There are
many scenarios where such wireless connections are not
available. One of them is the mountainous area. Due to
the low density of population and the complex terrain
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landscape, it is economically impossible for telecommu-
nication providers to seamlessly cover these areas. Thus,
when people are traveling on a road trip in the area,
it is normally difficult to get real-time cloud service
through mobile devices. Another typical scenario of this
kind is disaster rescue. Be it an earthquake, a tsunami,
or landslides, the rescue tasks normally involve large
amount of data processing. Traditional telecommunica-
tion infrastructures can hardly be recovered within the
first few days, which is critical for life-saving tasks.
Under such situations, a mobile cloud system formed by
a loose set of heterogeneous mobile devices is desirable.

In this mobile cloud, a task can be off-loaded from
a user’s mobile device to nearby devices so that more
computation power is involved in executing the task.
Unlike traditional cloud systems, where hardware de-
vices are relatively static and well administrated by
the same service provider, devices in a mobile cloud
normally belong to different entities with a dynamic
network topology. Therefore, from a user’s perspective,
the cloud service providers are not guaranteed to be
always available, which makes it quite challenging for
off-loading decisions.

As an important part of mobile cloud, existing task
off-loading algorithms [1, 2, 3] make the off-loading de-
cisions based on hardware computation capability, real-
time connection quality, and current local system status.
These algorithms work well in traditional cloud com-
puting scenario. However, as mentioned above, mobile
cloud consists of heterogeneous devices, whose identity
and origin are hard to be monitored. The ad-hoc nature
makes it important to establish trust among mobile
devices. Once such trust is set up, off-loading decisions
can be made based on both performance and trust.



Envisioned with such a need in mobile cloud, we
propose a new approach to set up trustworthy working
groups in mobile cloud environment. Traditional group
management schemes rely on a set of key-encryption-
keys (KEKs) and a hierarchical key management struc-
ture to reduce the complexity. Usually, a trusted server is
responsible for group management by maintaining the
minimal set of KEKSs that are shared by legitimate group
members. During the communication, a group session
key is encrypted using KEKs and then it is distributed
to group members for decrypting secret messages. This
approach works well in a centralized group management
scenario, i.e., a centralized key server is responsible for
managing the group formation. However, in most mobile
cloud scenarios, such a dedicated and trusted key server
does not exist. It is usually desirable that each group
member can self-manage the group/subgroup formation
without relying on an online centralized group manage-
ment server.

To solve such issue, we target to use ABE algorithms
instead of traditional public key algorithms. The key
benefit of ABE is that it reduces the workload for key
management. A user who needs to establish a secure
group does not need to know all the keys for each
individual group member. Instead, he only needs to
specify a certain policy, which identifies the attributes
needed to decrypt a message. This is quite suitable in
distributed environment. However, in traditional ABE
algorithms, the policy content is transmitted in plaintext.
This implies another critical concern with existing group
management: membership anonymity. Information con-
cerning the group formation, such as group member
identities and group size, are usually the targets for
attackers.

To address the above issues, we propose a new trust
group management scheme based on ABE for mobile
cloud. Our approach achieves better performance than
previous solutions by using a novel gradual exposure so-
lution named Efficient and Anonymous Group Setup Scheme
(EA-GSS). Instead of requiring every message receiver to
use each of their attributes to decrypt the message, a re-
ceiver is able to discover his eligibility through a guided
process by discovering the eligibility with the maximum
O(h) steps, where h is the height of the attribute policy
tree. In addition, unlike most of previous solutions, the
attribute management of EA-GSS is decentralized, so
that any node can be the group controller or one of the
group members in different group setups. The update
processes for both group session keys and attributes can
be distributed among network entities.

With such a scheme, we further propose an off-loading
decision algorithm which considers both performance
factors and trust aspects. As mentioned before, devices
in mobile cloud cannot be trusted equally due to their di-
verse backgrounds. When making off-loading decisions,
the service consumer should not only consider the task
completion time but also whether it is appropriate to off-
load a sensitive task to a strange device. To this end, we

differentiate the sensitivity of different tasks by assigning
a minimum trust threshold for each of them. When
applying task off-loading decisions, a task is off-loaded
only when the service consumer has a higher trust on
the service provider than the task’s trust threshold.

In summary, our proposed scheme achieves the fol-
lowing contributions:

o It applies an attribute-based trust group establish-
ment mechanism that incorporates the policy-based
data access control in ciphertext. Only eligible group
members can discover the group formations;

o It provides privacy protection on group access poli-
cies in that any ineligible group node cannot reveal
the information of the group policy even if they
collude together;

o It incorporates trust with performance into con-
sideration when making off-loading decisions. A
thorough performance evaluation for the proposed
trust-incorporated off-loading algorithm is con-
ducted.

The remainder of this paper is organized as follows:
Section 2 provides the related work on secure group
management, ABE-based solutions, and task off-loading
algorithms; Section 3 presents the system models and
preliminaries of an ABE scheme; detailed description for
the proposed group management scheme is provided in
Section 4; in Section 5, we propose a novel off-loading
algorithm which covers both performance factors and
trust; the performance and security analysis of the pro-
posed schemes is presented in Section 6; we conclude
this paper in Section 7.

2 RELATED WORK

In this section, we review the related work in both trust
group management and task off-loading algorithms in
cloud environment. We analyze the pros and cons for
each work and identify the features and functionalities
we need to achieve with our proposed solution.

2.1 Group Management

Traditional solutions for group setup are based on a
key distribution center (KDC) and a hierarchical tree
[4]. Any node needs to keep a record of other users’
identities before it establishes a group. When a node
sets up a group, it works with the KDC to resolve
the minimum set of keys shared among all the group
members. Then this node sends out the group session
key encrypted with each of the keys. In this way, the
KDC who possesses knowledge of the key hierarchy is
heavily involved in the setup of every group.

In 2007, ]. Bethencourt et al. proposed a new ABE
scheme called Ciphertext-Policy ABE (CP-ABE) [5]. In
this scheme, each node is assigned with a set of at-
tributes, and each attribute corresponds to a private key.
The policy is defined in the encryption process. Only eli-
gible entities with satisfactory attributes can successfully



decrypt the ciphertext. The policy is sent out in plain
text together with the ciphertext, so that a receiver can
check if it satisfies the policy before decryption. CP-ABE
makes it possible to apply access control to individual
messages. As such, a sender can specify all the required
attributes without knowing the keys of each individual
receiver in advance. Moreover, this scheme is secure
against collusion attacks.

In CP-ABE, the policy is transmitted in clear text. Any
receiver of the ciphertext is able to check the policy even
if his attributes do not satisfy. Thus, the entire policy
is exposed to attackers, causing a serious privacy issue.
To hide the policy without interrupting the decryption
process, several schemes [6, 7] are proposed to make sure
that a message receiver gets no information about the
policy if he fails in decryption. All these hidden-policy
schemes share a common problem that a node receiving
the ciphertext cannot determine if it is an eligible receiver
before it completes the entire decryption process. This
incurs heavy computation overhead in group setups for
each node who receives the group establishing message.
When a node sends out a session key under a policy
in broadcast manner, any receiver of the message will
have to decrypt it so as to determine if it is part of the
group. Since the number of group members is usually
much smaller than the total amount of nodes in network,
the additional computation cost for non-group members
is not negligible. Furthermore, the scheme in [6] is
not designed in a public-key pattern. Only the group
controller has the ability to set up a group, which greatly
limits its application scenarios.

To reduce the computation overhead, D. Huang et
al. proposed to gradually expose the policy in multiple
steps [8]. At each step, only one attribute is exposed.
In this way, a receiver can decrypt a message with one
attribute at each step. Once the current decryption step
fails, the receiver immediately knows he is not eligible.
This approach greatly reduces the computational cost
because ineligible nodes do not have to complete the en-
tire decryption process. However, it only supports AND-
gates in the attribute policy which limits the flexibility
of the policy. Moreover, it exposes one more attribute
to the receiver if he fails in the decryption process.
Comparatively, the proposed trust group scheme in this
paper enables the use of OR-gates, and protects the
privacy of the attribute policy so that ineligible nodes
cannot get any information on any attribute in the policy
that they do not have.

2.2 Off-loading Decision

Off-loading decision problem has been studied by many
researchers for a variety of application scenarios. For
traditional mobile cloud computing environments, there
exists a infrastructure-based network which allows mo-
bile devices to off-load the application tasks to a remote
cloud service. Several existing works such as MAUI
[1], COMET [2], and ThinkAir [3] are proposed for

such application scenarios. In MAUI, the goal of the
off-loading decision is to achieve best energy savings
for the mobile device under the constraint of the real-
time connectivity. It supports Microsoft NET Common
Language Runtime (CLR) environment for application
partitioning, which provides a fine-grained code off-load
for mobile devices. The system constructs profiles for
devices, programs, and network connections. The deci-
sion problem is modeled as an integer linear programing
(ILP) problem based on the profiles. Experiment results
shown that MAUI system achieves a good savings in
energy consumption under wifi environment with small
RTT values. But the energy consumption is larger than
executing the tasks locally when using 3G connections
with 220ms RTT for video game and chess game applica-
tions. In COMET, the authors proposed a runtime system
which enables multi-threaded applications to migrate
among multiple machines. It runs on top of Java VM
specifications and handles multi-threaded environments
on Android systems. The evaluation results showed that
for most of the applications tested, the wifi off-loading
significantly reduced the absolute execution time while
the 3G off-loading does not guarantee to consume less
time than local executions. ThinkAir provides a off-
loading capability from method level. Each method may
be executed on different VMs in the cloud. Off-loading
decisions are made based on the profiles constructed
for hardware, software, and network. The performance
comparison in terms of execution time and energy con-
sumption showed that wifi off-loading performs better
than 3G off-loading and local execution has the worst
performance in both criteria.

All the above-mentioned solutions are based on the
assumption that a static network architecture with cloud
service is available for task off-loading. In mobile cloud
environment, such an assumption is not always true.
Especially, when the nodes requiring offloading ser-
vices and those providing such services are moving
simultaneously following different path, such a prob-
lem gets much more complicated. For such scenarios,
Scavenger[9], Serendipity[10] and CirrusCloud[11] are
some typical off-loading solutions from mobile device to
mobile device. An off-loading system normally makes
profiles for devices and jobs. For device profiling, it
records its computation power and energy consumption;
for job profiling, it logs its component composition, the
computation requirement, and the I/O data size. With
these two types of profiles, the system is able to quantify
the dynamics of the entire network and make decisions
using jobs as basic units. In Serendipity[10], which is a
framework to enable the offloading of applications from
smartphones to other mobile devices, jobs were repre-
sented graphically as directed acyclic graphs(DAGs) of
PNP-blocks, and three task allocation algorithms in the
context of three models with different contact knowl-
edge and control channel availability assumptions were
put forward to minimize the completion time. While
allocating tasks, only online algorithms were considered



to minimize the completion time. Batch scheduling al-
gorithms were not taken into account. Different from
Serendipity, which only offload applications to other mo-
bile devices, CirrusCloud[11] can enable mobile devices
to offload applications to whatever resources they can
access, ranging from remote central data center to local
cloudlets and to nearby mobile devices. The authors
present an robust heuristic that can tolerate intermittent
connectivity and identify a number of issues that should
be investigated, such as how to provide continuous
execution with intermittent connectivity and how to
optimally use the mixture of available resources.

A flexible, seamless, and lightweight method for mo-
bile device off-loading has been studied thoroughly [12,
13, 3]. Application partitioning and component schedul-
ing to cloud resources is another important problem
for academia researchers [14, 15, 16]. Dynamic mapping
(matching and scheduling) algorithms for a class of inde-
pendent tasks in heterogeneous distributed computing
systems were studied in [17, 18]. In the study, a collection
of typical heuristics, ranging from online scheduling
heuristics, batch scheduling heuristics, to metaheuristics,
have been selected, adapted, implemented and examined
for heterogeneous computing environments. The com-
parisons of the heuristics provided in [17, 18] have been
regarded as a starting point for choosing heuristics to
apply in different scenarios and for selecting heuristics
against which to compare new, developing techniques.

3 MODELS AND PRELIMINARIES

In this section, we present the basic system models and
security-related models. A general description of ABE
scheme is also provided.

3.1 Network Model

In our scheme, each node in network is a mobile device.
There are two goals for the proposed scheme. The first
one is to identify a set of trusted nodes for each device
so that it can off-load sensitive tasks based on its trust
on each node. For this purpose, each node in network
is assigned with a unique identifier (UID) and a set of
attributes. UID itself can be treated as one attribute. A
trusted third party (TTP) is in charge of setting up global
parameters for the entire network. A network node that
defines and manages one or more attributes is named as
the authority of the attribute(s). Each attribute is defined
and managed by the same authority. Any network node
can work as an authority. When a node needs to set up a
group (we denote this node as the Group Founder of the
group), it generates an attribute policy using logic gates
to connect attributes. Therefore, unlike traditional group
management schemes, the Group Founder does not need
to know each of the group members’ keys. All it concerns
is the attribute policy that a group member needs to sat-
isfy. For example, if a university principal wants to set up
a video conference with deans from every department,
he does not need to know each individual key of the

deans. Instead, he can set up this group using the policy:
{Principal} OR {Dean}. Any party in the network that
possesses neither {Principal} nor {Dean} will not be
able to decrypt any secret information in the group.

To complete a secure group setup, the Group Founder
needs to send out a group session key to all the other
members using the EA-GSS scheme with the attribute
policy it created. Note that unlike [6], any node can
be a Group Founder and set up a group. There is no
additional requirements between a Group Founder and
a group member.

In secure group communications, it is necessary for the
Group Founder to authenticate itself to other members.
The goal is to prove that the founder itself satisfies the
attribute policy. Otherwise, an attacker can easily set up
a group with network nodes that he is not supposed
to communicate with. In our design, this requirement
is met by sharing information of each attribute secretly
among attribute holders only. A node without such
information cannot use the attribute for encryption. The
details are illustrated in Algorithm 4.

The second goal of the proposed scheme is to make
an off-loading decision based on trust and performance.
For performance consideration, we assume the hardware
capacity and the network connectivity for each node is
known to the network. Therefore, similar to the related
works, off-loading decisions can be made based on pro-
files of device and network for performance concerns. To
model the dynamic movement of the mobile nodes, we
follow the work in [19] and assume the state of the entire
network is stable within a short period of time when
a decision is made. In other words, we slice the time
domain into short time-frames so that in each frame,
the network connectivity relationship is relatively stable.
Every time when such a decision is needed, a connected
graph G=(V,E) is generated to represent the current state
of the cloud. The vertices, V, represent the mobile nodes
while the edges, E, represent the connection links be-
tween nodes. For each pair of nodes, there is at most one
direct link between them. For nodes that are not directly
connected, they may be able to set up an end-to-end
connection based on the underlying routing protocols
[20].

The bandwidth between each node is critical in esti-
mating the communication time cost for an off-loading
job. Many methods have been proposed to model the
bandwidth for IEEE 802.11 based ad hot networks[21].
In the rest of this paper, we follow a popular estimation
method to model the end-to-end bandwidth with respect
to the number of hops (HopNumber) and the bottleneck
bandwidth (MinBandwidth) in the routes as follows(see
[22, 23] for more details):

if (HopNumber == 1) Bandwidth =
MinBandwidth

else if (HopNumber == 2) Bandwidth =
MinBandwidth/2

else if (HopNumber == 3) Bandwidth =
MinBandwidth/3



else Bandwidth = MinBandwidth /4.

This equation offers the upper bound of the available
end-to-end bandwidth via multi-hop routes. In Section
6, the nodes are assumed to be connected by 802.11b
networks with ad hoc model, and the MinBandwidth is
set to be 11Mbps, or equally 1.375M B/s.

3.2 Task and Notation

Each task in our design is modeled as a batch of inde-
pendent jobs. A job is processed once it is generated.
Depending on its context, e.g. available mobile nodes,
trust level, available local resources, etc., a job may be
off-loaded or executed locally.

In the rest of this paper, we refer to a mobile de-
vice/user who’s making an off-loading decision as an
Assigner, and the mobile device who provides such
mobile cloud service to the assigner as an Assignee. We
do not further differentiate a mobile device from a user
as a user can only conduct actions through his mobile
device.

3.3 Attack Model

In this paper, we assume attackers are trying to com-
promise the scheme for two goals: (1) joining in a
trust group without eligible attributes; (2) retrieving the
group formation information. To achieve the first goal,
an attacker needs to retrieve the session key of the
target group. This can be done by exploiting vulnera-
bilities within the secret protection functionality of the
group key distribution scheme. If this is difficult, the
attacker can change to target at the group membership
information. The identity information of the authorized
key receivers is stored and protected within the key
distribution message. The attacker needs to analyze this
message and the protection technique of the identity in-
formation so as to expose this information or gain certain
amount of knowledge about it. The consequence of a
successful attack is to gain unauthorized information,
identify valuable nodes and launch further attacks on
them.

Either goal mentioned above involve breaking into
the cryptographic schemes. Now we define the security
of the proposed scheme based on a game between a
challenger and an attacker.

We use the symbol 5S4 to represent the set of all the
attribute authorities. A certain number of authorities are
corrupted by the attacker, the set of which is denoted as
S.a. We also use Uy to denote the universe of all the
attributes.

3.4 Preliminaries of CP-ABE

CP-ABE is based on bilinear pairing computation. Sup-
pose G is an additive group and G, is a multiplicative
group. Both of them are with a large prime order p.
Discrete Logarithm Problem (DLP) is hard in both Gg

and G;. Define a bilinear map e : Gog x Go — G;. This

map has three properties:
« Bilinearity: e(aP,bQ) = e(P,Q)®, for any P,Q € G
and a,b € Z,;
« Nondegeneracy: e(g, g) # 1, g is the generator of G;
o Efficiency: Pairing can be efficiently computed.

In CP-ABE, there are three types of keys: master key,
public key and private key. A TTP is required to generate
a set of public parameters and the master key. The
TTP is not involved in network communication. It can
be offline. There are four basic algorithms in CP-ABE:
Setup, Encrypt, KeyGen and Decrypt. In Setup, the
TTP chooses two random exponents «, § € Z,. A public
key is formatted as < Go,g,h, f,e(g,9)* > while the
master key is (8,9%). Here h = ¢, f = g#. The public
key is published by the TTP. When a party wants to
encrypt a message M, it runs the Encrypt algorithm,
which takes the public key, the message M and a policy
tree T as inputs. The KeyGen algorithm is used to
generate private keys based on the master key and a set
of attributes. For each network node, the TTP runs the
KeyGen once to generate a private key according to the
node’s attributes. When a node receives the ciphertext,
it runs the Decrypt algorithm to get the encrypted data.

3.5 Security Model

The security of the proposed scheme can be modeled in
terms of a game between a challenger and an adversary.
The challenger simulates the trusted third party (TTP)
and attribute authorities while the adversary tries to
impersonate as a number of normal network nodes. The
game consists of the following five steps:

Setup. The challenger runs the GlobalSetup algorithm
and feeds back to the adversary the global parameters.

Phase 1. The adversary asks for a number of user keys
from the challenger. The amount of keys and users are
arbitrary. The challenger runs the NodeJoin algorithm
for each user involved in the requests and returns the
corresponding secret information back to the adversary.
The adversary can act as these users to request for
attributes from the challenger. The challenger then runs
the AuthoritySetup algorithm to create parameters for
attribute authorities and run the KeyGen algorithm on
behalf of the authorities and the TTP. In other words,
KeyGen in this game is conducted by the challenger
itself. It creates new authorities only when needed.

Challenge. The adversary provides two messages M,
and M, to the challenger together with an access policy
A. A satisfies that none of the users created by the
challenger has attributes satisfying A. The challenger
flips a coin b and encrypts M, using A and returns the
ciphertext C' back to the adversary.

Phase 2. The adversary can ask for more attributes
and users from the challenger. But if any user can gain
satisfactory attribute combinations for A, the challenger
aborts the game. The adversary can always request for
any public attribute key.



Table 1
Notations
Terms Meaning
Go a bilinear group with a prime order p
G, a multiplicative group with the same prime
order p
e(-) a bilinear map e : Go x Go — G1
a global constant value ROOT € G, as ide-
ROOT -ntification of the secret message protected
with the policy
Enci(-) a symmetric encryption algorithm Encg(-)
and the corresponding decryption algorithm
Decy(-) | Deck(+) in Gy
encryption | a conjunctive clause representing the seque-
sequence | -nce of attributes in the encryption process
decryption | a conjunctive clause representing the seque-
sequence | -nce of attributes in the decryption process
an attribute, A; is used for denoting an ind-
A; or A, | -ividual attribute, A,, denotes the n-th attri-
-bute in a sequence
a public attribute shared among all the net-
Apus -work nodes, the corresponding values sto-
-red at each node are (Ipus, Trus),
Ipub € Zp, Tpup € Go

Guess. The adversary outputs a guess b’ of b.

The adversary’s advantage in this game can be defined
as ADV = P[¥' =b] — 1. The proposed scheme is secure
if for all the polynomial time adversaries, the advantage
is at most negligible in the game.

4 ABE FOR COMMUNICATION GROUP SETUP

In this section, we present the EA-GSS scheme for se-
cure communication group setup, which is developed
based on ABE algorithms [5, 8]. We also illustrate the
management of group keys and attribute keys. Before
introducing details of the scheme, we give a summary
of notations in Table 1.

41 EA-GSS

Attributes of a node can be any value in strings. In
CP-ABE, these values are converted into mathematical
values using hash functions. In EA-GSS, each attribute
string A; corresponds to a triplet (7;,1;, k;). Mapping
from a string to such a triplet is not defined by hash
functions but determined by the authority of A4;. An
access policy can be represented in Disjunctive Normal
Form (DNF) of attributes. In each conjunctive clause of
the DNF, the sequence of attributes is enforced by the
encryptor. We name the sequence of attributes when
encrypting a clause as encryption sequence and the
opposite sequence as decryption sequence. We define a
public attribute Ap,; in EA-GSS. Unlike other attributes,

Apuyp is associated with an ordered pair (Tpyp, Ipus). For
each conjunctive clause, the encryptor adds Ap,, at the
end of the encryption sequence.

In EA-GSS scheme, a GlobalSetup algorithm is run by
a TTP to generate global parameters for the system. The
parameters are assigned to each node before it joins in
the network. For each node joining in the network, the
TTP runs a NodeJoin algorithm to generate a unique
secret for the node. The input of NodeJoin is the node’s
UID while the outputs are {Dyrp, Xpusuip, YpPubs
Zpup,urp)- For each attribute, the attribute authority runs
an AuthoritySetup algorithm to generate secrets associ-
ated with the attribute. This can be done after the node is
in the network. Additionally, there are other three basic
algorithms in EA-GSS: KeyGen, Encrypt and Decrypt,
which are illustrated with details in the following.

The GlobalSetup algorithm and NodeJoin algorithm
are defined as in Algorithm 1 and Algorithm 2.

Algorithm 1 GlobalSetup

1: Choose a bilinear group Go with a large prime order p. g
is the generator of Go;

2: Choose two random values «, 8 € Z,;

3: Publicly define a global constant value ROOT € G as
identification of the secret message;

4: Publicly choose a symmetric encryption algorithm Ency(+)
and the corresponding decryption algorithm Decy(-) in G1;

5: Define and publish a public attribute shared among the
network nodes, (Spub, TPub), SPub € Zp, TPub € Go;

6: The global parameters are {Go, g, ", e(g,9)®, Enci(-),
Decy(-), (Spub, TPup), ROOTY, global secrets are {5, g°}.

Algorithm 2 Node]Join

1: For each node with UID joining in the network, generate
a random number ry;p € Z, and store it securely;

2: Calculate and assign Dyip = g(‘)‘”UID)/ﬁ to the node;

3: Calculate and assign to the node:

TUID TTPub

XpPubUuID =g Pub

TPub
’

YPub =g

rurpIpub

Zpuw,urp = €e(g,9)

where rpyub € Z, is a random number for each node;
4: Assign to the node {Durp, Xpub,urp, YPub, ZPub,uID}-

Each authority that manages an attribute A; will have
to run the AuthoritySetup algorithm (Algorithm 3) to
set up the secrets associated with A;.

Algorithm 3 AuthoritySetup

1: For each attribute A;, choose two random numbers I;, k; €
Lp;
2: For each attribute A;, choose one random value T; € Gg.

The KeyGen algorithm generates the private keys
corresponding to each attribute for each node holding
this attribute. It is a cooperative algorithm between an
authority and the TTP, which is defined in Algorithm 4.

The Encrypt algorithm works like this: following the
encryption sequence of each conjunctive clause, denote



Algorithm 4 KeyGen

Algorithm 6 Decrypt

1: For each attribute A; assigned to the node with UID, the
authority passes UID, I; and T; to the TTP;
2: The TTP computes and sends back to the authority:
Xi,UID — gTUIDTiri7
Yi=g",
rurpl i

Ziuip = e(g,9)

where r; € Z; is a random number;
3: The authority assigns X; vrp, Yi and Z; yrp to the node
together with T;, I; and k; generated from Algorithm 3.

each attribute from I; to I,,, where m is the number
of attributes in the clause. Choose a random value s €
Z, and set Iy = s. Given such a clause, the encryption
process on group session key Sy, is defined in Algorithm
5. A complete encryption includes such a process for
every clause but the overlapping parts between clauses.
For example, given a policy {A AND B AND C} OR
{A AND B AND D}, where A, B, C, and D are four
attributes, the simplified form is {A AND B} AND (C
OR D}. The encryptor calculates the ciphertext for {A
AND B AND C} first and then use the results for {A
AND B} to finish {A AND B AND D} = {A AND B}
AND {D}.

Algorithm 5 Encrypt

1: Calculate C = Ske(g,9)*%, ¢’ = ¢°° and C”
Encs, (ROOT), where s € Z, is a random value, Sy is
the message to be encrypted;

2: Start from the beginning of the clause in the encryption
sequence;

3: For each attribute A,, if a triplet (Cin,C2n,C3n) has
already been calculated, move to the next attribute A, 1
and restart step 3 with A, 11; else, goto step 4;

4: Choose a random number t,, € Zy;

5: Calculate:

I, _1—1In)t
Cl,n — g( n—1 n) 717

02,77, — T7§In—17[n>tn7
Cin = (knty) "

1<n<m
6: Calculate Cy pp1 = g\m=IPub) Oy iy = T},{;’g_s’”“b).

The Decrypt algorithm works in the decryption se-
quence. Note that the first attribute in decryption se-
quence is always Apy. The decryption process is defined
in Algorithm 6.

When the Decrypt algorithm succeeds, S, is the group
session key embedded in C.

4.2 Group Setup

With the above scheme, any node that wants to set up
a trust group can construct a group attribute policy.
This is straightforward since there is no need for any
knowledge about other group members’ keys. It specifies
the attribute policy that the group members need to
satisfy. Then this node distributes a group session key
to the group members using the established policy. In

1: Start from the public attribute Apus;
2: For each attribute A, that the decrypter possesses, com-
pute:
Zn,U1Dgee * €(Xn,U1Dyee, (C1n)*m92m)
Vo, (Ca)on o)

=e(g,g) V1 Pdce (In—1).

3: If e(g, g)"UTPacc Un=1) is one of the decrypter’s private keys,
then go to step 2 with attribute A, _1; else go to step 4;
4: Calculate

Sk = C/(e(C',D)/e(g,g)rUfDdec(I"—ﬂ.
If Decs, (C"") == ROOT, Success; else, Failure.

EA-GSS, only the eligible members can correctly decrypt
this key. Any session key updates can be performed by
sending updated session keys to the group members
according to the attribute policies.

The Group Founder authentication is incorporated in
the EA-GSS scheme. This is because in Encrypt algo-
rithm, only those who possesses the correct value of
T,, I, and k, has the ability to generate the correct
ciphertext C; ,, C2, and Cs . Since T,,, I, and k,, are
exclusively shared as a secret among the nodes who are
assigned with attribute A,,, only these nodes are able to
generate the ciphertexts correctly.

4.3 Attribute Key Update

In addition to group key management, it is necessary
to incorporate an attribute key update function in case a
new node is assigned with an attribute after the network
setup or a node is deprived of an attribute. The authority
runs the KeyUpdate algorithm, which is defined in
Algorithm 7, to conduct attribute key update.

Algorithm 7 KeyUpdate

1: For attribute A;, choose two random values I}, Ak; € Zy;

2: Encrypt I and Ak; for each eligible node UID that owns
attribute A; using the node’s UID as the policy;

3: Each node updates its keys as Z; ;;p = (Zi,UID)Iz{/Ii, ki =
ki + Ak;.

5 OFF-LOADING TASKS WITH TRUST

With the proposed group management scheme, we fur-
ther investigate how to incorporate trust into off-loading
decision making process. In this section, we firstly model
the trust in mobile cloud environment. Based on such
model, we further extend the work on off-loading deci-
sion algorithms.

5.1 Modeling Trust in Mobile Cloud

Based on the proposed group management scheme, each
mobile device/user is able to assign an initial trust value
to each group it involves in. This is treated as part of the
persistent trust as surveyed in [24].



In this paper, we propose a new definition of trust
based on the attributes of an trusted group. As men-
tioned in the previous sections, a policy by the group
founder specifies a secure group. In other words, the
trust to a group can be specified by the attribute combi-
nations. In our previous work [25], we explored the idea
of using set theory to model the anonymity exposure
process for an ABE-based algorithm. If the size of the set
corresponding to a certain policy attribute is small, then
exposing such an attribute would leak more information
than an attribute with a larger set. Similarly, if we apply
such idea in trust modeling by substituting the set of
an attribute with the set of a policy rule, finding a
device satisfying such a rule for off-loading seems a
good choice as that device is chosen from a narrowed-
down set of candidates. However, such consideration is
not always sufficient. For example, if we have a policy
A = {Groupl € CSE548 A ASU}, which corresponds to
the students in Group 1 of the course CSE 548 at ASU,
and |A| = 5. Another policy is B = {DeanA\ASU}, which
means the deans at ASU. Based on the number of schools
at ASU, the size of B is more than 11. Thus, following the
set-size based idea, B should be less trustworthy than 4,
which, in most cases, is not true.

To solve such issue, we adopt the idea from [26] by en-
forcing attribute ranking levels for the same attribute cat-
egory. As in the above example, we can define Groupl €
CSE548 < Dean. With such definition, we further apply
evidence theory [27] onto this case by defining Belief and
Plausibility. Belief is defined as the level of trust a policy
rule must have: Bel(A) = max Trust(a). Plausibility is
defined as the possible trusf fevel that can be relaxed
to regarding a policy rule: PI(A) = minTrust(a). With
such definition, the trust for a certaififule should be a
value between Bel(A) and PI(A). The concrete value is
dependent on the dynamic trust changes. In the above
example, the trust for policy A and B can be inter-
preted as Trust(ASU) < Trust(A) < Trust(Groupl €
CSE548) and Trust(ASU) < Trust(B) < Trust(Dean)
respectively. This implies under the same dyamic trust
movement, we have Trust(A) < Trust(B).

For dynamic trust, as it is based on the network state
and context, we give users the capability to model such
changes in terms of trust value. In other words, users
can modify their trust values on each mobile device
dynamically during the communication process after the
trust groups are established. Specific approaches on how
to model such trust changes are out of the scope of
this paper. Interested readers may refer to related works
[28, 29] in this area.

In the rest of this paper, we introduce two trust values:
device-trust and job-trust. Device-trust refers to the trust
value a mobile node/user has on another mobile devices.
As mentioned before, this value is generated from both
persistent trust and dynamic trust. It subjects to changes
according to the context. For the same mobile device,
different users may maintain different trust values due
to their different context. For the same user, his trust on

different devices may also be divergent.

Compared to device-trust, job-trust is used to define
the trust requirement for each job. Divergence in job-
trust reflects the difference in sensitivity of each job. For
instance, in the same task, an authentication job requires
much more trust on the executing party/environment
than an ordinary mathematical computation job, though
they may have a similar cost on computation power.
Such differences are rooted from the different access
policies of the data flows each job handles. In our
design, each job in a task is assigned with a minimum
trust threshold (TRUST_MIN) and it is off-loaded to a
mobile device only if the device has a higher trust value
than the threshold. If such a mobile device is not found,
either it is because no such a trust-worthy device exists
or the job is too sensitive, the job will be executed locally
on the assigner.

In addition to the minimum threshold, we further in-
corporate a penalty curve for each job. The curve is mod-
eled as: P(t.),TRUST_MIN < t. < TRUST_MAX,
where TRUST_MAX is the maximum trust value de-
fined for the specific job, ¢, is the trust of a certain
resource r. It represents that if a job is off-loaded to a
device with a trust value higher than TRUST_MAX,
no additional benefits would be achieved. Normally, a
high trust value is achieved at the assigner itself unless
a highly trust-worthy assignee exists. The penalty curve
represents the cost an assigner may take for off-loading
a job to a less trustworthy party. Thus, it, by nature,
is a monotonically decreasing function. The concrete
definition for the penalty curve of each job is managed
by the assigner.

5.2 Trust-based off-loading decisions

In this subsection, we introduce our design on incorpo-
rating trust into the off-loading decisions. As mentioned
in Section 2, all the related work on task off-loading al-
gorithms are focused on the performance considerations.
In our design, we not only consider the performance
factors, but also the trust relations of jobs and mobile
devices. Traditional off-loading algorithms can be cat-
egorized into online scheduling and batch scheduling.
Online scheduling refers to the case when a job is sched-
uled (off-loading or local execution) immediately once it
is ready. For batch scheduling, the assigner waits for a
pre-defined time interval to accumulate a certain amount
of jobs and then schedule they in a batch. This mode
is quite useful in centralized off-loading architecture. In
mobile cloud scenario, we adopt the idea from online
scheduling algorithms to present our solution.

For each task in the off-loading scenario, we model
three key features: trust, computation workload, and
communication workload. For trust, the goal is that the
chosen device for a certain job should have a trust value
greater than or equal to the TRUST_MIN value of that
job. If no such device exists in the mobile cloud, the job
will be executed locally instead.



To make an off-loading decision, the first step is to
assign a job-trust value to each job of the current task.
With such a value, for each resource with a trust value
T, in the cloud, calculate the penalty P(T)) as the trust
benefit an assigner can achieve from using this resource
as the assignee.

After this, the assigner calculates the computation cost
and communication cost for off-loading the job to each
available resource. To evaluate the performance aspects,
several different metrics are used in previous works.
Minimum execution time (MET) is used to find the
mobile resource which takes the least time to execute the
target job. This criteria is effective if the jobs are mostly
time-consuming. In other words, if the communication
cost can be ignored, then we can make the off-loading
decisions based on MET. However, in our targeted net-
work model, communications are not as reliable as in the
infrastructure-based cloud. Nodal mobility makes con-
nections between two nodes on and off more frequently.
To this end, we choose to user minimum completion time
(MCT) as the metric for performance considerations.
The benefits for using MCT in mobile cloud is that
it considers both the communication time delay and
the computation delay. In other words, we model the
time consumption for executing a job. Namely, the total
offloading time ¢;; for job ¢; on resource s; is the sum
of the computation time ¢;7"” and the communication
time tfjmm, ie.,

tij = t;‘;_)mp 4 ﬁ%()mm (1)

and the completion time ¢;; for job ¢; on resource s;
equals the ready time r; plus the offloading time ¢;;, i.e.,

Cij =rjttip=rittg g )

In this way, both the computation cost and the com-
munication cost for off-loading a job can be modeled in
terms of time consumption. Thus, we unified the metric
for performance consideration with c;;.

On different resources, the same job ¢; exhibits various
time consumption. We further define P,;, and Pa.
as the minimum and the maximum time consumption
of running job ¢; on all the resources satisfying the
minimum trust requirement TRUST_MIN of t;. Then
we define a performance penalty function:

F(pr) =1- (pr - szn)/(Pmaz - Pmln) (3)

Here, p, represents the performance cost for assigning
the job on a certain resource r.

With both the trust model and the performance model,
the total cost for off-loading a job ¢; on resource s; can
be modeled as:

C(T) = wp * F(pr) + wa * P(tr) 4)

Here, w; and wy are two weight factors satisfying
0<w; <1,i=1,2 and w; + we = 1. Although it seems

not reasonable to weight and normalize a trust factor
with a performance factor, the rational for assigning
such weight factors is that the actual values for trust
and for performance are normalized in P(t,) and F(p,)
respectively already. In other words, the values that are
to be normalized in equation 4 are normalized values
for trust and performance respectively. The definition
of C(r) only handles the relative weight between trust
and performance. In other words, it only represents how
much a user weights trust over performance. In extreme
cases, if a user values trust significantly higher than
performance, the job is more likely to be assigned locally
instead of a mobile resource. Thus, the performance may
be extremely low. However, if a user pays more attention
to performance, i.e. w; >> wy, the job can be finished
early by off-loading it to a powerful resource though it
may have a very low trust value. A lower w, value gives
the assigner much more choices for off-loading.

6 ANALYSIS AND EVALUATION

In this section, we analyze EA-GSS from two perspec-
tives: performance and security (including privacy). For
performance issue, we calculate the computation and
communication overhead. We compare the results with
the previous schemes. For security issue, we evaluate the
security strength of EA-GSS based on the attack model
in Section 3.3.

6.1

For performance, we compare the computation and com-
munication overhead of EA-GSS with CP-ABE [5], CN
scheme [30], NYO scheme (the 2nd construction in [7]),
YRL scheme [6] and GIE scheme [8]. We focus on the cost
of decryption process because encryption is performed
once by the Group Founder while decryption is performed
by every node receiving the group session key message.
We compare the number of time-consuming operations
needed in each scheme.

Our experiment is conducted on a Dell D630 machine
(Intel T8100 processor 2.10GHz, 1GB memory) with
Ubuntu 10.04. We choose a prime number with a scale
of 154 to set up a Type A pairing using PBC Library
[31]. According to our experiment, pairing is the most
time-consuming operation (In Table 2, the results are
the average values of 50 runs.). Thus, we calculate the
number of pairing operations in decryption.

Performance Analysis for EA-GSS

Table 2
Time-consumption for operations(in milliseconds)
Op. | Pairing | Power | Multiplication | Inversion
Time | 4.574 0.088 0.016 0.038

Suppose the number of attributes a decrypter has is
Nastr. In YRL, it represents the number of lower level
attributes. The total number of attributes defined in
the network is Ng;. In CP-ABE and CN, the decrypter



Table 3
Comparison of computation cost in decryption

Scheme | Anonymity Support | Number of Pairings
CP-ABE No 2Npath +1 or 0
CN No Npath +10r 0
NYO Yes 2Nan +1
YRL Yes 2Nater + 2
GIE Yes 3Npath OF 3Npart
EA-GSS Yes 2Npath + 1 or 2Npare

can choose the attributes used in decryption since the
policy is not encrypted in these schemes. Therefore, if
the decrypter satisfies the policy, the computation cost is
related to the number of attributes along the decryption
path of the policy tree, which is denoted as Nputn,
Npath < Nagir. If the decrypter doesn’t satisfy the policy,
the costs for both schemes are 0. This is the case when
the decrypter realizes his attributes cannot satisfy the
policy and thus discards the ciphertext. In GIE and EA-
GSS, a decrypter cannot continue with the decryption
process if he doesn’t have the next attribute to decrypt.
When this happens, we denote that the decrypter has
already decrypted Npq,: attributes, Npgrt < Npgen. Due
to the limitation that some schemes only support AND-
gates, our comparison is conducted for the cases when
a policy is constructed with attributes and AND-gates
only. Detailed results are shown in Table 3. Among the
four schemes supporting anonymity, GIE and EA-GSS
outperforms NYO and YRL. Also, the computation cost
of EA-GSS is around 2 thirds of GIE’s cost.

To evaluate communication cost, we compare the
size of ciphertexts for every scheme. We denote the
number of attributes used in ciphertexts as N;p;. For
each attribute in the policy, the corresponding ciphertext
consists of 2 elements from G( and 1 element from Z,, in
EA-GSS. The total size of a ciphertext is 1Gq + (2Ncipn +
4)Go + NeipnZy,. This means the ciphertext consists of 1
element from Gy, 2N,;pn +4 elements from Gy and Ng;pp,
elements from Z,. Detailed results are shown in Table
4. Here, the size of attribute policy in CP-ABE and CN
is not considered. Among the four schemes supporting
anonymity, the ciphertext size in NYO and YRL is much
larger than in GIE and EA-GSS. This is because these
two schemes encrypt the ciphertext for all the attributes
in the network. GIE and EA-GSS are of the same order
of magnitude, but EA-GSS performs better.

6.2 Security Proof

In this section, we provide the security proof of the EA-
GSS scheme following the structure in [1]. Before we
start, the security game described in Security Model
will be modified. We call the game in Security Model
as Gamel and the modified game as Game2. For each
adversary advl in Gamel, we define a corresponding
adversary adv2 in Game2.

Table 4
Comparison of ciphertext size

Scheme Ciphertext Size
CP-ABE 1G1 + (2Neiph + 1)Go

CN 1G1 + (Nau + 1)Go

NYO > 1G1 + (2Nai + 1)Go

YRL 1G1 4 (3Nau + 2)Go

GIE NeiphG1 4+ 3NeipnGo
EA-GSS | 1G1 + (2Nciph + 4)Go + NeiphZyp

6.2.1 Modified Game

Game?2 consists of five steps similar to Gamel. The steps
Setup, Phasel, and Phase 2 are the same as in Gamel.
The Challenge step is different in that the challenger
does not choose one message to construct the ciphertext
C. Instead, it outputs C; as:

e(g,9)*%

Q:{e@m%

Here, all the 6;s are randomly chosen from Z,, follow-
ing independent uniform distribution.

Suppose an adversary advl in Gamel has the advan-
tage of ¢, the correponding adversary adv2 in Game2
can be constructed as: Forward all the messages between
advl and the challenger during Setup, Phasel, and
Phase 2. In the Challenge step, adv2 gets two messages
My and M; from advl and the challenge C from the
challenger. adv2 flips a coin § and sends C' = MsC to
adv1 as the challenge for adv1 in Gamel. adv2 generates
its guess based on the output ¢’ from advl. If §’ = ¢, then
the guess is 1; otherwise, it is 0. The advantage of adv2
then can be calculated as §.

In the following, we show that no polynomial ad-
versary adv2 can distinguish between e(g,¢)*% and
e(g,9)%. Therefore, no adversary advl in the original
game Gamel can have non-negligible advantage in the
security model.

ifb=1
ifb=0

6.2.2 Security Guarantee in Modified Game

In this section, we use the generic group model [2]. We
use a simulator to model the modified game between
the challenger and the adversary. The simulator chooses
a random generator g € Gy and encode any member in
Go and G, to a random string following two mappings:
fo, f1 : Z, — {0,1}11°8?1_ One additional mapping f> is
used to convert elements in Z, to string representations:
f2:Z, — {0,1}1°8?1_ The three mappings are invertible
so that the simulator and the adversary can map between
the strings and the elements of corresponding algebraic
structures in both directions. Three oracles are provided
to the adversary by the simulator to simulate the group
operations in Gy, G and the pairing. Only the string
representations can be applied to the oracles. The results
are returned from the simulator in the form of string
representations as well. The oracles will strictly accept
inputs from the same group, i.e. strict enforcement on



the input from the same group for the respective group
operations. The simulator plays the role as the challenger
in the modified game.

Setup. The simulator chooses Gy, G1, e, g and random
values «, (. It also defines the mappings f, and f;
and the three oracles mentioned above. The simulator
also chooses the public attribute parameters Ip,, € Zj,
and Tpy, = fo(A) € Go, where A is a random string.
The public parameters are g := fo(1), ¢° := fo(B), and
6(97 g)a = fl(a)'

Phase 1. When the adversary runs NodeJoin for a new
user with UID, the simulator generates a random num-
ber ryrp € Zy. It returns to the adversary with Dyrp =
folla +rurp)/B), Xpw,urp = fo(ruip) fo(Arpus,uip) =
fo(rurp + Arpw,urp), Yruw = fo(rpus), and Zpuwuip =
fitrvipIpu), here rpyuip € Z, is a random number
chosen by the simulator. When the adversary requests
for a new attribute A; that has not been used before,
the simulator randomly chooses I;,k; € Z, and T; =
fo(ti) € Go to simulate the process for setting up an
attribute authority. For each attribute key request made
from the adversary, the simulator computes X, yip =
g'virT = folruip + tirs), Yi = g™ = fo(r:), and
Zivip = elg, 9Pl = fi(ruipl;), where r; is a
random number chosen from Z,. The simulator passes
all these values to the adversary as the keys associated
with Ai.

Challenge. When the adversary asks for a challenge,
the simulator flips a coin b and chooses a random
value s € Z,. If b = 1, the simulator calculates C =
fi(as), if b = 0, it picks a random value s’ € Z,
and calculates C = fi(s’). In addition, it claculates
C' = ¢°% and C” = Encs, (ROOT). 1t also computes
other components of the ciphertext following Encrypt:
Cl,n = fO((In—l - In)hn)r 02,11 = fO(tn(In—l - In)hn)/
and C3, = fo((kntn)~1), where h, € Z, is a random
number chosen by the simulator.

Phase 2. The simulator interacts with the adversary
similar as in Phase 1 with the exception that the adver-
sary could not acquire attribute keys that can enable it
to satisfy the access policy A.

From the above game, we can see that the adversary
only acquires the string representation of random values
in Z, and combinations of these values. We can model
all the queries as rational functions and further assume
that different terms always result in different string
representations. As shown in [1], the probability that two
terms share the same string representation is O(¢?/p),
where ¢ is the number of queries made by the adversary.
We assume in the rest of the proof that no such collision
happens.

Now we argue that the views of the adversaries are
identically distributed between the two cases when C' =
fi(as)(b=1) and when C = f,(s")(b = 0). As a matter
of fact, what the adversary can view from the modified
game with the simulator are independent elements that
are uniformly chosen and the only operation that the
adversary can do on these elements is to test if two

of them are equal or not. Thus, that the views of the
adversary differ can only happen when there are two
different terms v, and v, that are equal only when b = 1.
Since as and s’ only occur in the group G, the results
from f; cannot be paired. The queries by the adversary
can only be in the form of an additive term. Then we
have: 11 — vy = yas — 7's’. By transformation, we can
have v; —1p+7's" = yas. This implies that by deliberately
constructing a query vy — v, + 7's’, the adversary may
be able to get the value of e(g, g)7**. Now we prove that
such a query cannot be constructed by the adversary
based on the information it gets from the simulator in
the game.

In fact, the information that an adversary can acquire
from this game can be enumerated. We list all the values
in Table 5. (This table does not include any terms related
to Lysp as it has nothing to do with as.) To construct
the desired value, the adversary can bilinear map two
elements in GGy into one element in G;. He can also use
elements in Z, to change the exponentials. From this
table, we can easily see that to obtain a value containing
as, the adversary can pair 8s and (o + ryrp)/B to get
as + ryrps in Gp. In fact, this is the only way to get a
term containing as. Then, by conducting the query on
behalf of the users that the adversary has established
in Phase 1, the adversary can get a polynomial yas +
ZUIDquuwy yru1ps, where Ugyery is the set of UIDs that
are used by the adversary. To eliminate the second part
in this polynomial, the adversary can use items in the
table containing I,,_1—1,, and ryrp to construct desirable
polynomial. But this is not possible for the adversary
under the game assumption because:

o Firstly, the adversary cannot reconstruct s from ei-
ther t,,(I,—1—1I,)hy or (I,—1—1I,)h, since the h,s are
chosen as random values for each attribute that it is
impossible to get s = > _p (In—1—In) + Ipup from
them without peeling off the h,,s, here P, represents
the set of attributes satisfying the policy;

o Secondly, the adversary cannot reconstruct s from
Ipy and I; in Z,. This is because no single user
is assumed to satisfy the attribute policy that the
adversary cannot reconstruct a valid attribute com-
bination satisfying the policy. Thus, he cannot find
the constitution of P, for the equation s = > (I,,—1 —
I n) + Ipup.

Therefore, the security of the proposed scheme is
proved. &

6.3 Performance Analysis for the Trust-incorporated
Off-loading Algorithm

The evaluation environment for the off-loading algo-
rithm is set to be an area of 1500 x 1500 square-meters.
A certain number of mobile nodes are randomly dis-
tributed within this area. The underlying communication
protocol is 802.11b at a speed of 11Mbps. End-to-end
communication bandwidth is calculated as: bandwidth =



Table 5
Query information accessible to the adversary

from Gy
A B (a+rurp)/B
TUID + ATpubUID TPub t;
rurp +tir; T Bs
tn(In—1 — In)hn (In—1 — In)hn
from G1
a ‘ ru1pIpub ‘ rurpli
from Z,
Tpup I; ‘ k;
(kntn) ™

one — hopbandwidth/hops. We set the radio coverage dis-
tance for each mobile device to be 150 meters, which con-
forms the wifi communication range in outdoor scenario.
The movements of the mobile nodes follow Random
WayPoint mobility model [32]. We choose a mobile node
as the client node, which runs the off-loading algorithm
as the assigner. The computation power of the client
node is defined as 1. The computation power of the other
mobile nodes follow a uniform distribution among the
values in {1,2,4}.

For each round of simulation, we allocate 1000 jobs
for off-loading decisions. The workload of each job is
characterized as the amount of time needed for the client
node to execute. The jobs follow a uniform distribution
among {20, 40, ..., 180, 200} in seconds. The Computation
to Communication Ratio (CCR) distribution for the jobs
is constructed by selecting values from {0.1,0.3,0.5,1, 2}
with the probabilities {0.4,0.3,0.15,0.1,0.05} respec-
tively. In other words, most of the jobs are assumed to
require more time for computation than communication.
This probability distribution is selected to approximate
the general pareto distribution proposed in [33].

To evaluate the performance for the proposed trust-
incorporated off-loading algorithm, we calculate the
performance improvement over local execution under
different weigh between performance concerns w; and
trust factors w,. The results are shown in Figure 1.

In this figure, each curve corresponds a different num-
ber of mobile devices in the simulation environment. It
can be seen that the more devices in the network, the
better performance can be achieved. This is reasonable
as with more mobile devices, there are more candidates
available as off-loading assignees. Thus, it is more likely
to find a better assignee than when a very limited
number of mobile devices are available.

For a single curve, i.e. when the number of mobile
devices is fixed, it shows that the larger the w; value
is, the better the overall performance can be achieved.
This is mainly because with more weights put on the
performance concerns as in equation 4, the decision
algorithm pays more attention to find a more powerful
device for task-offloading with less threshold on the trust
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Figure 1. Off-loading performance evaluation.

of the device. In other words, the larger the w; value is,
the more available powerful mobile devices exist for off-
loading.

Based on the above observation, it is clear that the
way how a trust-incorporated off-loading algorithm in-
fluences the overall performance is highly dependent
on the number of mobile devices available as candidate
assignees under the current trust requirement. However,
such number is not tightly coupled with either w; or
the number of nodes in network. For the latter, it can
be shown from the figure that the performance of the
30-node scenario is close to that of 40 nodes in our
experiment when w; gets close to 1.0.

7 CONCLUSION

In this paper, we propose the EA-GSS scheme for secure
and trustworthy task off-loading in mobile cloud. In
EA-GSS, trust and performance are both considered as
important factors for off-loading decisions. To set up
trust groups, there is no need for any prior knowledge of
other group members beforehand. The group formation
policies are preserved in a gradual exposure way which
greatly reduces the computation and communication
overhead compared to existing hidden-policy solutions.
Moreover, EA-GSS is designed to support flexible group
management, which is quite suitable for off-loading
in mobile cloud environment. Forward and backward
secrecies are achieved using a key update mechanism.
Experiments and analysis confirm its effectiveness in
improving the performance for task execution while
keeping a reliable trust guarantee.
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