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STEM Degrees: STEM Participants:

Major Goals: Beginning in September 2014, the majority of project expenses were charged directly to an NSA
account.

The scientific progress is reported on that project. The goal of that project is threefold:

*Advance security research in five hard problem areas: Human Behavior, Security Metrics,Scalability and
Composability, Resilience, and Policy-based Secure Collaboration

* Build a science of security community

* Advance the research methods used for cybersecurity research

Accomplishments: * Advance security research in five hard problem areas: Human Behavior, Security Metrics,
Scalability and Composability, Resilience, and Policy-based Secure Collaboration - published papers in 4 of the 5
hard problems

* Build a science of security community - held a Science of Security community day

* Advance the research methods used for cybersecurity research - published guidelines on research methods -
analyzed papers

Training Opportunities: Nothing to Report

Results Dissemination: All dissemination was reported on the NSA projec

Honors and Awards: Nothing to Report
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Article Title: Reachability for partially observable discrete time stochastic hybrid systems
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Abstract: When designing optimal controllers for any system, it is often the case that the true state of the system
is unknown to the controller. Imperfect state information must be taken into account in the controller’s design in
order to preserve its optimality. The same is true when performing reachability calculations. To estimate the
probability that the state of a stochastic system reaches, or stays within, some set of interest in a given time
horizon, it is necessary to find a controller that drives the system to that set with maximum probability, given the
controller's knowledge of the true state of the system. To date, little work has been done on stochastic reachability
calculations with partially observable states. The work that has been done relies on converting the reachability
optimization problem to one with an additive cost function, for which theoretical results are well known. Our
approach is to preserve the multiplicative cost structure when deriving a sufficient statistic tha
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Article Title: Effective Risk Communication for Android Apps
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Abstract: The popularity and advanced functionality of mobile devices has made them attractive targets for
malicious and intrusive applications (apps). Although strong security measures are in place for most mobile
systems, the area where these systems often fail is the reliance on the user to make decisions that impact the
security of a device. As our prime example, Android relies on users to understand the permissions that an app is
requesting and to base the installation decision on the list of permissions. Previous research has shown that this
reliance on users is ineffective, as most users do not understand or consider the permission information. We
propose a solution that leverages a method to assign a risk score to each app and display a summary of that
information to users. Results from four experiments are reported in which we examine the effects of introducing
summary risk information and how best to convey such information to a user. Our results show that the inclusion
of risk-score i
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Article Title: Data Anonymization: The Challenge from Theory to Practice

Authors: Ting Yu
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Abstract: Data anonymization is an important technique for privacy protection when sensitive data are shared
between organizations and with the public. Significant advances have been made in data anonymization in recent
years, in terms of privacy models, anonymization algorithms and applications. Meanwhile, though we have seen
quite a few instances where privacy is violated due to unsuccessful ad hoc anonymization schemes, many
advanced techniques developed in the research community seem to have a hard time to be accepted and
adopted in practice. In this talk, we will first provide a quick overview of the research development in data
anonymization, and then discuss practical concerns and challenges to successfully apply these techniques in
specific application domains.
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Major Goals

Beginning in September 2014, the majority of project expenses were charged directly to an NSA
account. The scientific progress is reported on that project. The goal of that project is threefold: *
Advance security research in five hard problem areas: Human Behavior, Security Metrics,
Scalability and Composability, Resilience, and Policy-based Secure Collaboration * Build a science
of security community * Advance the research methods used for cybersecurity research

Accomplishments Under Goals

* Advance security research in five hard problem areas: Human Behavior, Security Metrics,
Scalability and Composability, Resilience, and Policy-based Secure Collaboration - published
papers in 4 of the 5 hard problems

* Build a science of security community - held a Science of Security community day

* Advance the research methods used for cybersecurity research - published guidelines on research
methods - analyzed papers

Plans Next Period
Nothing to Report

Results Dissemination

All dissemination was reported on the NSA project

Honors and Awards

Nothing to Report

Training Opportunities

All graduate students attended a weekly seminar where research methods were taught and applied.
Students presented their own work and got feedback on the work. We held a summer workshop on
research methods.
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Interaction with NSA.
Participants
Name Role Person Months

Williams, Laurie PD/PI 12





