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Abstract:  When designing optimal controllers for any system, it is often the case that the true state of the system 
is unknown to the controller. Imperfect state information must be taken into account in the controller’s design in 
order to preserve its optimality. The same is true when performing reachability calculations. To estimate the 
probability that the state of a stochastic system reaches, or stays within, some set of interest in a given time 
horizon, it is necessary to find a controller that drives the system to that set with maximum probability, given the 
controller’s knowledge of the true state of the system. To date, little work has been done on stochastic reachability 
calculations with partially observable states. The work that has been done relies on converting the reachability 
optimization problem to one with an additive cost function, for which theoretical results are well known. Our 
approach is to preserve the multiplicative cost structure when deriving a sufficient statistic tha
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Article Title:  Effective Risk Communication for Android Apps
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Abstract:  The popularity and advanced functionality of mobile devices has made them attractive targets for 
malicious and intrusive applications (apps). Although strong security measures are in place for most mobile 
systems, the area where these systems often fail is the reliance on the user to make decisions that impact the 
security of a device. As our prime example, Android relies on users to understand the permissions that an app is 
requesting and to base the installation decision on the list of permissions. Previous research has shown that this 
reliance on users is ineffective, as most users do not understand or consider the permission information. We 
propose a solution that leverages a method to assign a risk score to each app and display a summary of that 
information to users. Results from four experiments are reported in which we examine the effects of introducing 
summary risk information and how best to convey such information to a user. Our results show that the inclusion 
of risk-score i
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Article Title:  Data Anonymization: The Challenge from Theory to Practice

Keywords:  dataset privacy, data anonymization
Abstract:  Data anonymization is an important technique for privacy protection when sensitive data are shared 
between organizations and with the public. Significant advances have been made in data anonymization in recent 
years, in terms of privacy models, anonymization algorithms and applications. Meanwhile, though we have seen 
quite a few instances where privacy is violated due to unsuccessful ad hoc anonymization schemes, many 
advanced techniques developed in the research community seem to have a hard time to be accepted and 
adopted in practice. In this talk, we will first provide a quick overview of the research development in data 
anonymization, and then discuss practical concerns and challenges to successfully apply these techniques in 
specific application domains.
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