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Abstract

At the beginning of a satellite acquisition, the organization responsible for satellite design must estimate
the space environment the satellite will experience throughout its mission lifetime, usually captured in a
document referred to as the program environmental specification. The goal of an environment
specification is to completely specify the severity of the space environment the mission must operate in,
subject to the appropriate conservatism commensurate with the risk tolerance of the mission, for the
extent of the mission lifetime. Many tools exist that can assist in the generation of a complete, appropriate
environment specification, but these tools are continually developed on faster timescales than satellites
are designed and built.

The purpose of this document is to describe the current generation of tools and methods and provide
several worked examples to produce a preliminary space environmental specification for the acquisition
of a satellite system. This document is intended to be used as an introduction to the subject by
survivability engineers new to space vehicle engineering, or an introduction to the latest tools for long-
time experts who are unfamiliar with these new capabilities. Sections contained herein are devoted to
describing tools, including AE9/AP9-IRENE, the CREME tools, solar energetic particle models, low-
energy plasma definitions, micrometeoroids, orbital debris, and the atomic oxygen environment of the
upper atmosphere.

These tools are then used to provide worked examples of appropriate environment specifications for
whole-mission-accumulated quantities and for whole-mission worst-case quantities. Mission-accumulated
environments include trapped electron fluences, proton fluences (trapped and solar), galactic cosmic rays,
atomic oxygen ram fluence, micrometeoroid and orbital debris environments and mitigation, and low-
energy plasma fluence for surface degradation. Worst-case quantities computed include worst-case
electron flux for internal charging mitigation, worst-case proton flux and linear energy transfer flux for
single-event effects design, and worst-case low-energy electron fluxes for surface charging design. We
also discuss specification-related topics such as model updates, uniform documentation, and radiation
design margin, and finally look toward future model and tool development.

We hope this document will serve the satellite engineering community as a useful starting point for the
generation of complete and appropriate environment specifications.
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1. Introduction

1.1 Background

At the beginning of a satellite acquisition, the organization responsible for satellite design must estimate
the space environment the satellite will experience throughout its mission lifetime. Design choices are
then made to ensure the satellite will successfully perform its mission throughout the duration of its
mission life and in the expected worst-case environments the satellite is likely to experience. The
environment that the satellite must operate in is encoded in a document referred to as the program
environmental specification. The goal of an environment specification is to completely specify the
severity of the space environment the mission must operate in, subject to the appropriate conservatism
commensurate with the risk tolerance of the mission, for the extent of the mission lifetime.

Many tools exist that can help an organization generate a complete, appropriate environment
specification. These tools each represent incremental advances in our knowledge of the severity of the
climatology of the space environment, translated into quantities useable in satellite design. Though many
web-based services facilitate synthesizing these many tools into one framework (for example, Space
Environment Information System (SPENVIS) (https://www.spenvis.oma.be/) [81] and Cosmic Ray
Effects on Micro-Electronics (CREME) (https://creme.isde.vanderbilt.edu/) [13]), the underlying models
are often still individually updated or replaced. Updates are often driven by new observations of the space
environment, new orbits chosen, updated estimates of extremes, increased statistical fidelity desired by
the satellite engineering community, or a new space technology advancement that is unintentionally
sensitive to a unique aspect of the space environment.

1.2 Goal of This document

This document aims to describe the current generation of tools and methods and provide several worked
examples to produce a complete, appropriate, preliminary space environmental specification for the
acquisition of a satellite system. We relate the aspects of the space environment, and tools describing it, to
the satellite hazard design engineers’ need to mitigate for a successful mission. When applicable, we
describe ongoing research into the next-generation specification capabilities and estimate a schedule when
these tools described herein will be superseded by improvements. This document is intended to be used as
an introduction to the subject by survivability engineers new to space vehicle engineering organizations or
an introduction and tutorial of the latest tools for long-time experts who are unfamiliar with their new
capabilities. We hope this document will serve the satellite engineering community as a useful starting
point in the process of deriving their organizations’ environment specifications.

1.3 Guiding Principles

There are several guiding principles we have found to be useful in reaching a complete, appropriate
environment specification. Following these principles should facilitate the environment specification
being reviewed by others, revising the environment specification when new knowledge is available, and
having a consistent and traceable environmental risk posture.

e The environment specification should specify the environment outside the spacecraft.
Consequences (e.g., tables of dose versus depth) of that environment inside the spacecraft may be
provided for reference to facilitate requirements analysis.

e The environment specification should identify the environment and models in enough detail that a
skilled practitioner can exactly reproduce the specification and a reviewer can effectively audit it.
More detail is given in section 4.1.


https://www.spenvis.oma.be/
https://creme.isde.vanderbilt.edu/

e Tables should provide the essential numbers an engineer would need for at least a conservative
simplified requirements analysis (e.g., dose depth curves, linear-energy-transfer [LET] spectra
behind 100 mils, etc.). Tables may be requirements or for reference. Figures of the tabular data
are encouraged but should never be requirements.

e The environment specification should not implicitly or explicitly restrict the design. For instance,
the document should give the engineer the freedom to perform a more detailed analysis, as
needed, to demonstrate the requirements are met.

e When combining separate models with confidence levels, the convenient, reasonable, and
conservative approximation of adding the 95 percent confidence levels of quantities computed by
two or more different models should be used and this sum cited as the 95 percent confidence level
of the combined quantity. If those environments are of a worst-case nature and never seen
simultaneously, the envelope of those 95 percent confidence level quantities should be taken.

e The quantity of radiation design margin (RDM) is poorly suited to the rigorous generation of
environment specifications, and its use should be discontinued in the future. The reason why and
alternatives are discussed in section 4.5.

1.4 From Environments to Satellite Hazards

Many spacecraft hazards caused by the environment originate from the impact of distinct particle
populations. These populations share a common range of energies, temporal dynamics, or location within
the magnetosphere, and are often described by individual geophysical models that describe their
characteristics. These geophysical models serve as a convenient list of sections to build our environment
specification from and organize the format of this report. Satellites, however, can sample many of these
individual particle populations every orbit or episodically throughout their mission. Further, sometimes
different geophysical environments can lead to the same satellite hazard (e.g., trapped protons and solar
proton events both cause total ionizing dose). Because there is not a one-to-one mapping between
environment and satellite hazard, we provide a mapping from environment (rows) to hazard (columns) in
Table 1. Note that sometimes a single environment can cause multiple hazards, and other times a single
type of hazard can be caused by multiple environments. Appropriately mitigating these hazards involves
combining them in statistically rigorous ways.

Table 1. Mapping from Environments (First Column) to Satellite Hazards (First Row) Covered in this Report

Non-lonizing | Single-
Dose Event Surface
lonizing | (Displacement | Effects | Internal Surface Material Particulate
Environment |Section| Dose Damage) (SEEs) | Charging | Charging | Degradation Impacts
9 Trapped proton | 3.1.2.1 X X X
S fluence
2 Solar proton | 3.1.2.2 X X X
3 fluence
% Solar heavy ions | 2.3.1 X
‘g Galactic cosmic | 3.1.3 X
© rays
c
.g Trapped 3.1.1 X
0 electrons
E Plasma fluence | 3.1.6 X
2 Atomic oxygen 3.1.4 X
s fluence




Non-lonizing | Single-
Dose Event Surface
lonizing | (Displacement | Effects | Internal Surface Material Particulate
Environment |Section| Dose Damage) (SEEs) | Charging | Charging | Degradation Impacts
Micro-meteroid/ | 3.1.5 X
orbital debris
" Trapped protons | 3.2.3.1 X
_Eg Solar protons 0 X X X
gi Solar heavy ions | 3.2.4 X
7]
& O |Trapped 322 X
_g*é electrons
gg Low-energy 325 X
plasma

The remainder of this document is divided into three main sections. Section 2 is devoted to describing the
recommended geophysical models of the space environment for all populations, including appropriate
model choices for generating environment specifications. Section 3 describes the currently available
software tools that are used to query these geophysical models, describes the methods used to run or
combine them into specifications, and carries through worked examples of environment generation.
Section 4 includes other special considerations not addressed in earlier sections, and section 5 summarizes
current ongoing work that will supersede the currently recommended models or tools at some point in the
next few years.



2. Geophysical Models

2.1 AE9/AP9-IRENE
2.1.1 Overview

The de facto standard tool for generating trapped radiation and plasma environments (except surface
charging) is the AE9/AP9-IRENE set of models [28][38][64]. IRENE stands for International Radiation
Environment Near Earth and will, in time, become the sole name of the model. These models incorporate
many different on-orbit datasets, and include mean, perturbed mean, static percentile, and Monte Carlo
scenario environments, enabling a user to generate average environments with error bars or confidence
levels for cumulative effects, and worst cases with confidence levels for effects from transient
environments. AE9/AP9-IRENE addresses energetic electrons and protons, as well as plasma electrons,
protons, helium, and oxygen. It can be used to compute environments for total ionizing and non-ionizing
dose, proton SEEs, and internal charging. It does not address surface charging, and it does not currently
include solar or galactic cosmic ray protons and heavy ions.

AEY9/AP9-IRENE is under ongoing development, so it is released with a version number, such as the
latest version, 1.5. Minor versions are indicated with additional digits in the version number, such as
v1.55, which indicates feature updates or bug patches but not significant changes to the fluxes and
fluences produced by the tool. AE9/AP9-IRENE is released both as a standalone Microsoft Windows
application and as a source code and library that can be integrated into other third-party applications, such
as SPENVIS [81] and Outil de Modelisation de 1'Environnement Radiatif Externe (OMERE)
(http://trad.fr/en/space/omere-software).

AE9/AP9 is built of several submodels, each of which covers a different particle domain, such as plasma
electrons or high-altitude radiation belt electrons. Over time, more such submodels, or modules, will be
added to AE9/AP9-IRENE, and the model will simply be known as IRENE. The radiation belt submodels
are AE9 (electrons) and AP9 (protons), and the plasma submodels are collectively known as the Space
Plasma Models (SPM).

AE9/AP9 is so named to provide continuity with the long-running trapped radiation models from prior
decades, NASA’s AE8/AP8 models. From 1964 to 1991, a continuous research program routinely
updated trapped electron and proton radiation models, culminating with AP8 [75] and AE8 [89]. No
updates were developed after 1991. While the AE9/AP9 models are logical follow-ons to the earlier
versions, the AE9/AP9 models have been developed from scratch with the needs of modern satellite
designers in mind. More details can be found at https://www.vdl afrl.af.mil/programs/ae9ap9/.

2.1.2 Uncertainties in the Model

AE9/AP9-IRENE provides uncertainties through a Monte Carlo methodology. Running the model
multiple times with different random seeds generates unique mission flux profiles. Computing statistics of
a quantity of interest over those Monte Carlo scenarios provides the uncertainty. More details can be
found at the AE9/AP9-IRENE architecture
(https://www.vdl.afrl.af.mil/programs/ae9ap9/architecture.php) and Modes
(https://www.vdl.afrl.af.mil/programs/ae9ap9/modes.php) pages. All the submodels provide mean and
perturbed mean environments. The mean environment is static, and it represents the best estimate of the
average radiation and plasma environment. Each perturbed mean scenario is also static and represents one
realistic possibility for what the true mean environment could be, given what we know about the model’s
uncertainties due to sensor and dataset limitations. The radiation belt models (AE9/AP9) also provide
Monte Carlo scenarios, which are dynamic, and include space weather variations. If one averages a Monte
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Carlo scenario with a given scenario identifier (1 to 999) long enough, one will obtain the same results as
a perturbed mean scenario with the same scenario identifier. Static percentile environments are also
available but are used for model diagnostic purposes, not for engineering. Static percentiles should not be
confused with confidence levels, which are produced by analyzing many Monte Carlo or perturbed mean
scenarios.

AE9/AP9-IRENE is a “consensus” model. It takes estimates of the radiation environment from many
different sensors and at different times and attempts to synthesize the particle fluxes. Not all datasets
agree with each other, sometimes for good reasons (e.g., taken at different phase of solar cycle), and we
retain many of those disagreements in the model as perturbed mean estimates (see section 2.1.4). Because
of this, other datasets can differ from the model mean or model statistics. This does not make the model
or new conflicting dataset wrong, just another voter in a consensus model. With more unique datasets
included in the AE9/AP9-IRENE model architecture, the model output will approach the true distribution
of the environment with a shrinking uncertainty.

2.1.3 Mean Environment

The simplest way to run AE9/AP9-IRENE is in static mean mode, which is the current best estimate of
the average radiation and plasma environment. Flying a satellite through a mean mode for a representative
number of orbits and then scaling up to mission length is an efficient way to estimate the cumulative
fluence on the satellite’s orbit. A representative number of orbits is itself orbit-dependent but must
adequately sample all the radiation belt features the orbit traverses. However, for mission design, it is
often necessary to account for model uncertainty and even for space weather dynamics. It is important to
note that the prior models AE8/APS8 included only a median flux environment.

2.1.4 Perturbed Mean

For cumulative exposures and missions lasting many years, the space weather dynamics average out and
only model uncertainty must be accounted for. In such cases, the correct approach is to run many
perturbed mean scenarios for a representative number of orbits (a few days or a week) and then scale up
the fluence to full mission duration. The spread of the results over perturbed mean scenarios capture the
AE9/AP9-IRENE model uncertainty, or uncertainty in the mean. Using many such scenarios, we can
compute confidence levels. For surveys of many orbit options, a minimum of 40 scenarios should be used
for each option. For definitive orbit specification development (i.e., once the mission orbit has been
chosen), at least 200 scenarios should be run.

2.1.5 Monte Carlo

For shorter missions (less than one year) and for computing worst-case effects from space weather
transient environments, the model provides Monte Carlo scenarios. Note that Monte Carlo scenarios are
only available for the radiation energies (AE9/AP9), not for plasma energies (SPM). Monte Carlo
scenarios must be run for the full mission duration, and then the worst-case transient (e.g., a 1-minute
average proton flux or a 24-hour average electron flux) must be computed for each scenario. Confidence
levels can then be computed over the many scenarios. As above, for surveys of many orbit options, a
minimum of 40 scenarios is needed, while for definitive specification development, a minimum of 200
scenarios is needed.

2.1.6 Orbital Time Sampling

AE9/AP9-IRENE calculation time can become cumbersome, so it is important to not over-sample the
orbit. However, spatial structure in the radiation and plasma environment requires minimum sampling



along the orbit as well. Therefore, recommended time sampling depends on the satellite location or orbit
type. For geostationary orbits, a time step of 1 hour is acceptable because this unique orbit is confined to a
very narrow part of the outer radiation belt. For low Earth orbits (apogee less than 2,000 km altitude), a
time step of 10 seconds is needed. For other orbits, we provide the following recommendation, in terms of
the geocentric radial distance R relative to an Earth radius (Rg ~ 6378 km):

e For R <1.3 Rg, sample every 10 seconds

e For 1.3 <R <2 Rg, sample every minute

e For 2 <R <4 Rg, sample every 5 minutes
e For R >4 Rg, sample every 15 minutes

For elliptical orbits, the most recent versions of AE9/AP9 (after v1.35) accept variable time steps, so it is
possible to use different time sampling in different parts of the orbit.

2.2 CREME Tools
2.2.1 Overview

CREME is a suite of programs intended to represent the ionizing radiation environment in near-Earth
orbits and evaluate the effects of that radiation on electronic systems in spacecraft. CREME includes
models to specify the ion radiation environment from trapped particles as well as solar particle events
(SPEs). After modulating these radiation environments either through orbit selection, shielding, or a
particular duration exposure to a worst-case environment, other tools can determine the LET spectrum of
the specified environment, determine SEE upset rates, and calculate the expected dose due to certain
particles. It is important to note that although the CREME suite of tools is a convenient end-to-end
solution to produce upset rates from external environments, each of the component models is not the
most-recommended geophysical model to describe the environment. CREME includes more limited
trapped proton (APS8), solar proton [85], and galactic cosmic rays (GCRs) [56] models than are available
or recommended currently (AP9, ESP-PSYCHIC, and BON2020, respectively). We can overcome these
limitations through manual intervention within the standalone CREME tools.

CREME started at Naval Research Laboratory (NRL) with the original CREMES86 code [1] and was later
updated to CREME96 [85] with improved models and transport codes. This code was ported to the web at
NRL but was later re-hosted at Vanderbilt University. The current version of CREME is very similar to
the version used at NRL but also introduced the ability to use CREME-Monte Carlo (CREME-MC).
CREME-MC uses the CREME96 models but changes the transport code and upset models to use a
GEANT4-based model (MRED) to better simulate particle transport and charge deposit. However, this
model requires a better understanding of the part structure as a model of the part structure needs to be
built instead of using a simpler sensitive volume model.

As of this writing, the CREME tool suite is located online at https://creme.isde.vanderbilt.edu/ and
contains extensive documentation as well as an easy interface to run the suite. However, as a web-based
tool, there are several drawbacks. First, an internet connection is required. Secondly, as a public website,
the user must be careful to only provide publicly releasable information on the orbit or part under
consideration. Also, because the CREME website is a series of sequential programs that need input from a
web form, it is not possible at this time to develop a series of scripts to run many orbits at a time. Finally,
because the tools are linked to web forms, it is difficult to use the output of other models in the CREME
website, for example using AP9 instead of APS.



https://creme.isde.vanderbilt.edu/

Alternatively, by contacting the developers on the website above, it is possible to get the original CREME
DOS-based executable programs and run the CREME tools in an environment that does not need any
internet connection. In this format, CREME is not a single program but a series of programs that run on
the output files from previous programs. However, because the programs are run at the command line, it
is easier to convert the output files of other models to work with the CREME tool.

As this standalone version of CREME is nothing more than a series of DOS executables, it is easy to
generate scripts to run many variations of the tool to explore the effect of certain parameters.
Unfortunately, this version is no longer in active development, so there will be no improvements with
improved models or bug fixes. As of this writing, the longer-term solution will be to use the SIRE2 tool
[3], which is based on the CREME tool set but includes more models, is able to handle non-orbital
trajectories, and is not web-based.

It is important to note that the GCR model used in the CREME tool suite is often called CREME or
CREMED96. This can lead to confusion if someone is using the CREME96 GCR or solar energetic particle
(SEP) models, but is using other tools for the trapped environment, particle transport, or upset rate
modeling.

2.2.2 Trapped Proton Models in CREME

The CREME tool uses APS as the basis for the trapped proton model. It is important to note that the
CREME tool does not model electrons, which limits the utility of CREME to mostly SEE calculations.
The tool provides only two options relating to the phase of the solar cycle: the median solar maximum
proton flux (AP8MAX) or the median solar cycle minimum proton flux (AP8MIN). The intensity of the
inner radiation belt is inversely correlated with the solar cycle; therefore, APSMIN represents a slightly
more severe proton environment. AP8MIN is therefore the option typically chosen for conservatism, even
though it still represents the median proton flux only.

Because the CREME tool is a series of modules that use the output from previous modules, it is possible
to use other trapped proton models in the tool when using the standalone version. A good example is that
the TRP module of CREME will generate the trapped proton flux using APS. The output of TRP will
often go to the FLUX module, which is used to generate the particle flux, including geomagnetic transfer
and GCR contribution. However, we could convert the format of AP9 to look the same as the output of
TRP and then include AP9 results into the CREME suite. A similar method could be used to apply
different geomagnetic models or solar protons, but it is more difficult to attempt to use different GCR or
solar ion models.

2.2.3 GCR Models in CREME

GCRs are particles accelerated to extremely high energies (~GeV) outside the solar system. They
comprise all naturally occurring elements of the periodic table according to their relative abundances in
the universe. As they pass from interstellar space into the heliosphere, they can be scattered by the
intensity and turbulence in the heliospheric magnetic field, resulting from solar activity propagating into
the solar system. This causes the low energy (< 1 GeV) GCR intensity to vary inversely with solar
activity, with larger (smaller) GCR fluxes occurring near Earth at solar minimum (maximum). Because
GCRs are so energetic, they cannot be appreciably shielded from satellite components, but their effects
(SEE) must be estimated and mitigated in other ways, such as by using radiation-hardened parts,
redundancy, or error detection and correction (EDAC) schemes.

CREME contains a GCR model derived from the semi-empirical method of Nymmik et al. [56]. This
model parameterizes the GCR flux near Earth as a product of two functions: one describing the local



interstellar spectra and the other describing the heliospheric modulation of that spectrum. The model was
slightly updated in 2009 and remains the currently available GCR model in CREME described in

section 3.1.3. However, several improved models have been developed more recently that have been
tested against new and improved GCR observations in the recent solar cycles. Mrigakshi et al. [51]
evaluated four models regarding how well they describe the species and energies most associated with
astronaut radiation risks and found BON2010 outperformed the CREME96 and CREME2009 GCR
models. Further, the most recent BON model [79] upgraded the prior BON models with new data from
AMS-02 and PAMELA and improved calibration and uncertainty quantification, resulting in a much-
improved description of the GCR flux for satellite design considerations.

The disparity between the recommended GCR model and the one available in end-to-end simulation tools
like CREME highlight the need to update these tools. Although we can circumvent this shortcoming by
running new models and formatting the results into the format required by the CREME96 standalone
tools, we recommend the developers of CREME consider implementing BON2020 in their tool suite.

2.2.4 SEP Models in CREME

The CREME suite of tools also includes severe solar energetic particle environments for worst-case
estimates of single-event effects. These SEP environments are also, confusingly, referred to as CREME
solar particle environments. The particle fluxes available to specify the worst-case SEPs are all derived
from observations of IMP-8 during the October 1989 solar particle events and discussed in Tylka et al.,
1997 [87]. CREME users can choose the “worst week,” which is the average of observations over 180
hours from October 19-27, 1989; the “worst day,” which is the average of observations over 18 hours
during the shock event of October 20, 1989; or “peak 5-minute flux,” which is the largest measured point.
Note that only protons were measured at a cadence of 5 minutes on IMP-8, and the fluxes of heavy ions
were scaled from the abundance ratios throughout a longer interval of the October 1989 events. Tylka
et al, 1997 [87] concluded that these environments were representative of higher than a 99 percent
confidence level at GEO. Continued observations of solar particles in the intervening three decades,
which have not exceeded these October 1989 environments, dictate that they are more representative of
99.9% or higher confidence levels at the time of this writing. Dyer et al., 2004 [21] compared the SEP
observations of the Halloween storms of October—November 2003 with CREME thresholds and
concluded that over a week-long interval, these Halloween events slightly exceeded the CREME worst-
week threshold in protons but not heavy ions, more conducive to causing single-event effects.

2.2.5 Geomagnetic Shielding

Earth’s magnetic field organizes the dynamics of charged particles in space. It serves to trap protons and
electrons in the Van Allen radiation belts around Earth and can also prevent access of external solar and
galactic particles to certain regions of the magnetosphere. Access is based on the incident particle’s
rigidity, which is proportional to its momentum and inversely proportional to its charge state. The higher
rigidity a particle has, the more access it has to regions within Earth’s magnetosphere. A magnetic surface
or boundary inside of which a particle of a given rigidity is excluded by its Lorentz force is referred to as
it’s “cutoff.” As solar protons and galactic cosmic rays exhibit a spectrum of energies and species,
determining the regions of space accessible to certain portions of those spectra typically is performed by
tracing many particle trajectories and binning them into grids, such as in [78]. In general, locations over
the poles and at high altitudes (e.g., GEO) are exposed to the complete interplanetary particle population,
and more equatorial locations or lower altitudes (e.g., MEO, low-latitude LEO) can take greatest
advantage of geomagnetic shielding to attenuate the solar and galactic cosmic ray flux. CREME computes
the attenuation of particles through the geomagnetic field via use of the geomagnetic transmission
function (GTF) routine after defining the environments and orbits.



High-altitude currents flowing in the magnetospheric system during geomagnetic storms can have a
second-order effect on the location of geomagnetic cutoffs. The primary current system, which
dynamically affects the location of the cutoffs with space weather, is the ring current, a population of ions
circling Earth westward, generating a field that partially cancels the main field of Earth’s dynamo. This
has the effect of temporarily decreasing the magnetic latitude of the cutoffs for the duration of the
geomagnetic storm (approximately a few days), exposing a slightly larger area over the poles to the
external solar or galactic cosmic ray environment. Neal et al. 2013 [53] found a 4-degree latitude
suppression for a moderate (Kp=6) geomagnetic storm. Solar particle events and geomagnetic storms
often happen together, and orbits that are usually geomagnetically shielded (such as the International
Space Station (ISS)) can be suddenly exposed to a severe solar particle environment as the geomagnetic
cutoff moves equatorward. CREME parameterizes this additional exposure through the specification of
two states of the magnetosphere: quiet or stormy. The geomagnetic field is usually quiet, with no large-
scale current systems eroding the magnetic shielding of Earth. Alternatively, a stormy condition arises
during a severe geomagnetic storm, which moves the cutoff equatorward. For any orbit, a stormy
condition decreases the geomagnetic shielding offered and represents a more conservative setting for
solar particles and galactic cosmic rays. Details of the choice and severity of these options are given in
Tylka et al., 1997 [85].

Satellite designers can include the benefit of this geomagnetic shielding in their mission design if the
satellite orbit resides partially inside the geomagnetic cutoff. Both whole-mission aggregated
environmental quantities and whole-mission worst-case quantities can be decreased by considering the
geomagnetic shielding. For instance, the residence time a polar LEO vehicle spends outside a cutoff is
roughly one third of its orbit, decreasing (by two thirds) the accumulated dose or displacement damage
from unattenuated solar particle environments estimated over its mission life. This rough factor depends
on particle energy, LET, and orbital altitude. Also, flying a part susceptible to SEE from high LET (high
Z, low rigidity) GCR particles in low-inclination LEO orbit can take advantage of the geomagnetic field
significantly attenuating the GCR flux the part is exposed to. This might allow the provisional use of the
susceptible part in a low-inclination LEO orbit only.

Details of how to run CREME and implement these calculations are given in the CREME documentation
on the website.

2.2.6 Single-Event Upset Calculations

While the CREME tool is very useful to generate the expected particle spectrum for an orbit, one of the
tool’s strengths is the ability to seamlessly use the generated environments to calculate the SEE upset
rates in a component due to that particle spectrum. The modules used in CREME to do these calculations
are PUP and HUP. PUP is used to calculate the upset rate coming from proton secondary interactions,
while HUP is used to calculate upset rates coming from direct ionization effects. Often HUP is called
“heavy ion upsets” while PUP is called “proton upsets” because for many parts, the proton LET is so low
that they do not add to the direct ionization effects. However, some modern technologies require such a
small amount of critical charge to upset a device that proton direct ionization is possible and should be
considered with HUP.

While the tool does provide an option to calculate ionizing dose, the lack of the inclusion of any electron
model can provide incorrect and misleading results in many orbits. So, in general, CREME should not be
used for any dose calculations. Dose calculations can be performed for both trapped electron and proton
populations by AE9/AP9-IRENE, Shieldose-2, FASTRAD, NOVICE, and other tools listed in section
4.6.



2.2.6.1 HUP and PUP

A core driver behind the different ways in which PUP and HUP operate is related to the directionality of
the incoming particles. For example, the directionality of the incoming protons has a limited effect on the
direction of recoil atoms generated from secondary interactions. Therefore, the PUP model treats any
incoming proton, from any angle, the same. PUP takes, as input, the proton upset cross-section curve
derived from accelerator testing. There is no actual physics modeling in PUP, it just treats the part
sensitivity as a measurement of how many upsets the part will get based on a certain number of protons at
a certain energy. Because of this simplicity, PUP generally has very few parameters to work with. It is
important to note that if there is some directionality for proton secondary effects due to part geometry (for
instance, if protons at a certain angle will provide more or less upsets than at other angles), then the core
PUP assumptions will be violated, and a different model will be needed. This is likely only possible for
devices that show an extreme directional dependence in heavy ion testing with ions that have a low LET
or a very short range. Because there is little evidence of such effects in most electronics, there exists no
commonly used directional proton secondary effects model. A more detailed discussion of this topic is
found in section 5.3

The primary input for PUP is the cross-section curve as a function of proton energy, derived from device
testing in a proton beam at an accelerator facility. Ideally, there should be several measurements made at
various energies to look for the energy threshold at which the cross section will increase drastically with
energy. An example of this is shown in Figure 1. Often the proton cross-section curves are estimated by
using a Bendel curve (one or two parameters), a Weibull curve, or a step function for conservatism.
However, as testing with different proton energies is often more uncommon than with heavy ions, there
are often not enough data points to support a specific type of curve. If possible, it may be beneficial to use
several curves that fit the data to determine the overall effect and pick the curve that best represents the
mission risk profile.
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Figure 1. Examples of proton cross section showing the decrease in cross section
with decreasing energy until a null measurement is made.

HUP operates differently due to the different physics involved. For HUP, the upsets are caused by the
direct ionization from the incident particles. The amount of ionization is linked to the LET of the particle
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as well as the length of the particle track. The amount of charge needed to upset a certain sensitive
volume is referred to as the critical charge. Because the charge deposited by a particle is related to the
LET and track length, HUP needs to model every possible particle track path through a sensitive volume
of a certain size. In this case, the model cannot be purely empirical because devices are not tested with an
omnidirectional flux as they would experience in space. Instead, HUP can translate the results from a
beam test with a known LET and one path length corresponds to a large selection of path lengths and
LETs.

2.2.6.2 Other Considerations When Using HUP and PUP

The tools discussed in this section were developed to serve a broad community of engineers with a variety
of expertise. However, the SEE rate estimation problem is so complex that there remain a number of ways
in which these tools can give misleading results, and a high level of expertise can be required to
appreciate the nuances. Here we discuss some of the issues all practitioners should bear in mind when
computing and interpreting upset rates generated with these tools.

The topology of the sensitive volume and path length can lead to a wide variety of LETSs, which can cause
the same upset. For example, if we assume the sensitive volume is a very thin cylinder, then for an
incident particle from a direction perpendicular to the cylinder axis, the path length through the volume is
small, requiring a high LET to generate enough critical charge for an upset. However, an incident particle
from a direction that is parallel to the cylinder’s axis will have a large path length through the volume, so
a much smaller LET could generate enough critical charge for an upset. This difference in path length can
cause a sensitive volume of a certain size to show a surprising sensitivity to low LET particles, such as
protons, because the particles have a large path length and will deposit a significant amount of charge.
This is very important when running the HUP model and determining if there is an unreasonable increase
in the upset rate because of a large sensitive volume. The CREME user can define the sensitive volume
size, number of sensitive volumes, the existence of a funnel, and could also modify the input LET
spectrum by removing certain particle species (such as protons) or by eliminating low-energy particles
(CREME usually includes all particles with greater than 0.1 MeV/nucleon). HUP does not have a
transport model, so if you have a particle with a high LET but very low energy, HUP will not simulate
this particle losing energy in the sensitive volume and perhaps stopping. Instead, HUP will assume the
particle has the same energy and LET as it traverses the entire sensitive volume. This may cause certain
low-energy (and high LET) particles to travel further though a sensitive volume than is possible and
increase the upset rate.

For some types of upsets, such as SRAM SEUs, the number of sensitive volumes is large and well known,
so0 it may not be possible to get a large enough sensitive volume for protons to deposit enough critical
charge. Unfortunately, these types of cells are often the most SEE sensitive devices, so even with the
small sensitive volume, direct ionization effects could be significant. For other types of upsets, the actual
number of sensitive volumes may not be known (e.g., SEFI or SEL). For a device with many such sites,
the cross section can be quite large, but treating this cross section as a single sensitive volume is
unrealistic, while making the sensitive volume too small is unphysical. Unfortunately, in these cases, one
often must use engineering judgment or a rule of thumb to proceed. For example, it is generally a good
idea, if possible, to keep the sensitive volume size smaller than about 1e-4 cm? if there is no other
information about a part. This volume corresponds to a square of 0.1 mm by 0.1 mm and represents quite
a large area for modern technology. For the smallest technology nodes (approximately 7 nm), the
sensitive volume may be closer to 1 micron by 1 micron based on the size of the charge cloud and how
well the charge will diffuse into the actual transistor. In general, the most conservative measure is to keep
the number of sensitive volumes low and accept that longer track lengths are possible.
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One possible method that can be used to avoid unrealistic charge deposit by protons is to remove protons
from the HUP LET spectrum. In this case, the LET spectrum only includes heavy ions from Z=2 to 92.
While the upset from a long pathlength still exists, the proton flux for some orbits can be significantly
higher than the heavy ion flux. By removing the proton flux, one can effectively turn off the proton direct
ionization while keeping it for heavy ions. Note that this will not affect PUP, since PUP does not use the
LET spectrum but uses the actual proton flux. A similar method would be to increase the energy
threshold, so that very low-energy particles, which would normally stop in the sensitive volume, are
ignored. By default, HUP has a lower energy limit of 0.1 MeV/nucleon, but for large cross sections, it
may be useful to increase that energy limit to around 1 to 10 MeV/nucleon. Ideally, one should perform
the HUP calculation using multiple methods to understand which method provides the most conservative
reduction.

2.2.6.3 Other Tools

It should be noted that while CREME is the major and recommended tool used to calculate upset rates,
other methodologies and tools have been explored as well. In general, these tools tend to either involve
more complicated device modeling and physics or are simpler upper bound or translational models.
Overall, CREME should be used for calculations unless there is a strong reason to use these other tools.
Some of these tools require less information, but as a result will have higher uncertainty, which could lead
to incorrect calculations or calculations with too much margin. Other tools can provide a more accurate
calculation but may require information that is very difficult to get about the part structure.

Examples of simpler models include Edmond’s upper bounds model [22] or Petersen’s Figure of Merit
(FOM) model [66]. Edmond’s model is based on attempting to remove a degree of freedom regarding the
thickness of the sensitive volume by sampling many shapes to find an upper bound when the shape is not
well known. Petersen’s FOM mo