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Mixture of Gaussian Models for Classification and Hypothesis Testing

under Differential Privacy

Bowei Xi1, Murat Kantarcıoğlu2, Xiaosu Tong1, Ali Inan3

1Department of Statistics, Purdue University

2Department of Computer Science, University of Texas at Dallas

2Department of Computer Engineering, Isik University

Abstract: Gaussian mixture models are an important tool in Bayesian decision theory. In this study, we focus on building such

models over statistical database protected under differential privacy. Our approach involves querying necessary statistics from

a database, and using the noise added responses generated according to differential privacy in classification and hypothesis test.

We first formally analyze the sensitivity of our query set. Since there are multiple methods to query a statistic, either directly

or indirectly, we analyze the sensitivities for different querying methods. We discover that adding Laplace noises may become

problematic. For example variance-covariance matrix after noise addition is no longer positive definite. We propose a heuristic

algorithm to repair the noise added variance-covariance matrix. We then examine the Bayes error under differential privacy

through experiments with both simulated data and real life data, and demonstrate under which condition the impact of the added

noises can be reduced. We compute the type I and type II errors under differential privacy for one sample z test, one sample t

test, and two sample t test with equal variances, and show when a hypothesis test becomes unreliable under differential privacy

mechanism.

Keywords: Differential Privacy, Statistical Database, Mixture Model, Classification, Hypothesis Testing

1. INTRODUCTION

Mixture models are widely used, theoretically mature

tools in statistical pattern recognition and pattern classification

[2, 7]. The basic assumption behind mixture models is that

the data are obtained by sampling a population consisting of

several distinct sub-populations with their own distributions.

Gaussian mixture models refer to the case where each model

follows multivariate Gaussian distribution.

Mixture models are suitable for both unsupervised learn-

ing (e.g., clustering using the Expectation Maximization al-

gorithm) and supervised learning (e.g., classification using the

Bayes decision rule). In this study, we assume that the records

of an input data set belongs to different categories and focus

on classification and hypothesis testing tasks. We investigate

the problem of building Gaussian mixture models in a privacy-

preserving environment and try to establish theoretical and

experimental results with differential privacy as the privacy

protection mechanism.

∗Correspondence to: Bowei Xi (xbw@purdue.edu)

Building Gaussian mixture models over a specific data set

requires obtaining the mean vector and the covariance matrix

for each class/category. This is often a straightforward task.

However, when the data set in question contains sensitive in-

formation, special care has to be taken. Consider the follow-

ing motivating scenario. A medical researcher believes that

a certain disease (e.g., diabetes mellitus) can be diagnosed

based on a series of attributes (e.g., blood pressure, weight,

height, blood sugar, etc.) that is assumed to follow multi-

variate Gaussian distribution and is recorded for every patient

admitted to a hospital. The researcher would like to build a

Gaussian mixture model and empirically test this belief us-

ing the resulting classifier. Yet, the hospital database contains

highly sensitive information (e.g., disease history of the pa-

tient) and should prevent direct access to the data, even for

research purposes.

Instead of granting direct access, the data users (i.e., the re-

searcher in our example) are provided with a sanitized view of

the database containing private information1. Various alterna-

1Unless the data are distributed across multiple parties, methods based on

1
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tive privacy protection mechanisms have been suggested for

producing a sanitized view. Among the first were anonymiza-

tion methods such as k-anonymity [14], ℓ-diversity [12], and

t-closeness [11]. Anonymization methods try to break the

association between data records and individuals by group-

ing together similar records. Once the groups are formed,

through generalization, suppression or partitioning [15] a san-

itized version of the data set is released to the data users. Most

definitions of anonymity (e.g., k-anonymity, ℓ-diversity, etc.)

differ in the way the groups are formed.

Anonymization methods protect privacy against adver-

saries with certain background information. Dwork proves

in [3] that every privacy protection mechanism is vulnera-

ble to some kind of background knowledge and “bad disclo-

sures” might occur regardless of participation into the attacked

database. Therefore, Dwork suggests that instead of tailor-

ing privacy definitions against different types of background

knowledge, one should minimize the risk of disclosure that

arises from participation into a database. This notion is cap-

tured by the differential privacy protection mechanism [3].

Differential privacy restricts the access to a statistical inter-

face, where users can only issue aggregate statistical queries

to the database and the responses are perturbed with random

noises. The magnitude of the noise depends on the privacy

parameter (e.g., ε in ε-differential privacy) and sensitivity of

the set of queries. Sensitivity is a function of the query set and

not the database. As shown in [16], computing the sensitivity

is NP-hard.

In this article, we develop a privacy preserving method for

the mixture of Gaussian models. This is achieved by model-

ing the underlying database as a statistical database protected

with differential privacy against disclosures, querying neces-

sary statistics from the database, and either building a clas-

sifer or performing a hypothesis test with the noisy responses.

The classification or test results based on the noisy responses

are certainly less accurate than the exact results. Nonetheless

they provide preliminary information about whether or not a

task could be performed with reasonable results. If the results

based on the noisy responses are promising, the users can then

proceed to improve the accuracy of the results.

Main contributions of this article are as follows:

1. Sensitivity of statistical queries are formally analyzed.

More accurate or exact bounds for sensitivity are estab-

lished.

2. We propose a heuristic algorithm to repair the noise

added variance-covariance matrix, which is no longer

positive definite and cannot be directly used in building

a Bayesian classifier.

3. For the univariate Gaussian case, we establish theoreti-

cal bounds on the Bayes error under differential privacy

Secure Multi-party Computation (SMC) do not apply here.

based on the Bhattacharyya bound [2].

4. We examine the Bayes error for the multivariate Gaus-

sian case through experiments, using both simulated data

and real-world data. The experiments demonstrate when

the impact of the added noises can be reduced.

5. We provide theoretical results on the type I and type II

errors under differential privacy for hypothesis tests. We

also show when a hypothesis test becomes unreliable un-

der differential privacy mechanism.

The rest of the paper is organized as follows. We for-

mally define the problem in Section 1.1 and provide a brief

overview of differential privacy as a protection mechanism in

Section 1.2. Related work in the area is discussed in Sec-

tion 2. In Section 3, we calculate the sensitivity of various

query sets that retrieve necessary statistics from the database.

Since the exact value of sensitivity depends on the number of

records, our calculation is in terms of the database size. In

Section 4 we provide an algorithm to repair the noise added

variance-covariance matrix, and study the Bayes error through

extensive experiments using both simulated and real life data.

Section 5 provides theoretical results for hypothesis tests un-

der differential privacy. Section 6 concludes our discussion

and presents future directions of research. Then, in Appendix

A, we establish theoretical bounds on the Bayes error under

differential privacy as the privacy protection mechanism.

1.1. Problem Definition

Let D = {A1, · · · ,Ad} be a d-dimensional database such

that the domain Dom(Ai) of each attribute Ai, i = 1, ...,d, is

continuous and bounded. For the analysis of sensitivity in

Section 3, we assume that each domain is normalized to the

range [0,1] to simplify the expression of sensitivity. Assume

the database D is comprised of n records. Without loss of gen-

erality, we assume that D is represented as a relation. Then

the value of attribute Ai of record xk, k = 1, ...,n, is denoted by

xk[Ai].
We are interested in building mixture of Gaussian models

over databases D that fit the above description. When pri-

vacy is not a concern, this is a straightforward task. Without

delving into too much details of Gaussian mixture models,

let us restrict the discussion to the following: one only needs

to compute the expected values of each attribute Ai and the

variance-covariance matrix Σ:

Σi j = cov(Ai,A j) = E[(Ai −µi)(A j −µ j)],

where µi = E(Ai). More details follow in Section 4.

In our definition of the problem, we consider a database

D that contains privacy-sensitive information that is protected

through differential privacy. This provides us with a statistical

database interface. The interface answers aggregate queries
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only (e.g. count, sum etc.) and to each response adds random

noise [3, 5]. In what follows, we briefly review differential

privacy and analyze the sensitivities of certain queries.

1.2. Differential Privacy

Given a set of queries Q = {Q1, ...,Qq}, differential pri-

vacy adds Laplace noise with λ magnitude to the true re-

sponse. Magnitude λ is determined by two parameters: pri-

vacy parameter ε and query set sensitivity S(Q). Here, ε is

assumed to be set by the data curator (i.e. the party that holds

the database D). Sensitivity S(Q), on the other hand, is a func-

tion of the query set Q.

Sensitivity of a query set is defined over all possible pairs of

databases that differ in only one record, referred to as sibling

databases.

S(Q) = max
∀ sibling databases D1,D2

q

∑
i=1

|QD1
i −Q

D2
i | (1)

That is, sensitivity of Q is the maximum difference in the total

L1 norm that a single record update can possibly cause in the

query responses. Notice that the definition is independent of

the original database D.

Once ε and S(Q) are known, λ can be set such that

λ ≥ S(Q)/ε to facilitate uninterrupted querying2. The rest

is straightforward. In response to each query Qi, the database

first computes the result QD
i over all records in D and then

adds Laplace noise to obtain the noisy response RD
i :

RD
i = QD

i + r, (2)

where r ∼ Laplace(λ ). Obviously, the key to designing ac-

curate differential privacy mechanism is to minimize the sen-

sitivity S(Q). In our problem definition, the query set Q is

already fixed. However, there are multiple methods to query a

statistic. Therefore we examine the sensitivities for different

query approaches separately.

2. RELATED WORK

Gaussian mixture models are classical models that are

widely used in practice [2, 7]. Despite their popularity in prac-

tice, so far, privacy issues related to building mixture models

have received little attention. Merugu et al. propose in [13]

that instead of perturbing original data to protect privacy, in

distributed settings, statistical information describing mixture

models can be released. The basic idea is to generate data

samples based on mixture models and run data mining tasks

over the samples. However, as discussed by Kantarcioglu et

2If Q is not available ahead of the time and therefore S(Q) cannot be com-

puted, λ will be fixed heuristically. In such scenarios, the database must keep

track of the sensitivity of the queries answered so far. If the pre-specified

sensitivity threshold λ is exceeded, the database simply stops responding.

al. in [9], releasing (non-perturbed) two-class mixture models

might violate individual privacy. Our approach is motivated

by the results of [9].

Privacy preserving data mining has been studied exten-

sively in recent years. Initial works in the area consisted

mostly of two approaches: 1) perturbation methods (e.g.,

random noise addition method by Agrawal et al.[1]); 2)

anonymization methods (e.g., k-anonymity method proposed

by Sweeney [14]) that yield a sanitized version of the original

data set. However, successful attack strategies against pro-

posed solutions in both directions necessitated new definitions

of privacy and anonymity. For example, Kargupta et al. shows

in [10] that the random noise added according to [1] could

be problematic since “in many cases the original data can be

accurately estimated from the perturbed data”. Similarly, ℓ-
diversity [12] presents an attack scenario against k-anonymity

definition of [14] based on lack of diversity over sensitive at-

tributes. Such vulnerabilities have lead to the definition of

differential privacy [3]. Dwork proves in [3] that for every

privacy definition, there exists some background knowledge

that results in disclosure of sensitive information and there-

fore violation of individual privacy. Consequently, a new and

much stronger privacy definition that minimizes the risk of

disclosure irrespective of attendance to a database is proposed,

namely, differential privacy.

Differential privacy [3] models the database as a statistical

database that only responds to statistical queries and adds to

the responses random noise, whose magnitude is proportional

to the privacy parameter ε and the sensitivity of the query

set. Here, sensitivity is a function of the query set and not

the database in question.

Various different formulations of differential privacy have

been suggested. Initial definitions of sensitivity operate over

sibling data sets that have the same size but differ in only

record (i.e., one data set can be mapped to another by up-

dating only one record) [3, 5]. Some later studies consider

insertion of a new record when defining sibling data sets [4].

The distinction between the two approaches might appear mi-

nor. However, for most query sets, the prior definition asks for

sensitivity computations twice that of the later. We follow [3]

in our sensitivity computations.

Sensitivity calculations of many important functions are

analyzed in [5], including some statistics used in this paper

as well. However, the bounds achieved by [5] are admittedly

crude. Dwork et al. calculate the sensitivity of querying the

mean vector as 2γ/n, where n is the number of records in the

database and γ = maxx ||v(x)||1 (i.e., the maximum L1 norm

of any record). We establish the exact sensitivity on the same

query, which equals to one half of the previously established

bound: d/n, where d represents the dimensionality (i.e., the

number of attributes)3. Similarly, [5] crudely calculates the

3We assume that all domains are normalized to the range [0,1], therefore

having the value of γ to be fixed, γ = d. This is a trivial task if the domains
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sensitivity of the variance-covariance matrix Σ. Here, we pro-

vide a complete, more formal analysis of the sensitivity of the

query retrieving Σ, and establish much tighter bounds.

Privacy preserving classification with differential privacy

as the underlying privacy protection mechanism has received

little attention so far. In [6], Friedman et al. presented

a method of ID3 classification that builds a decision tree

through recursive queries retrieving the information gain

across an attribute and the partitioning mechanism. A dif-

ferent solution to ID3 classification by Jagannathan et al. [8]

builds multiple random decision trees using sum queries. In

this study, we present a Bayes classifier based on Gaussian

mixture models by querying the mean vector and the covari-

ance matrix for each class category. To the best of our knowl-

edge, we are the first to explore Bayes error for Gaussian mix-

ture models in detail under differential privacy as the protec-

tion mechanism.

3. SENSITIVITY AS FUNCTIONS OF SAMPLE SIZE

AND DIMENSIONALITY

Assume two sibling databases D1 and D2 have n records

each, and they differ by one record. Next we establish the

sensitivity of queries given sample size n and d attributes. [5]

provided upper bounds for the sensitivity of querying mean

and variance-covariance matrix. [5] defined γ = max||x′||1.

Since all the attributes are normalized to [0,1], γ = d in our

setting. [5] showed that the sensitivity of directly querying

the mean is smaller than or equal to 2d/n, and the sensitiv-

ity of querying the variance-covariance matrix is smaller than

or equal to 8d2/n. In this section we obtain the exact sen-

sitivity of directly querying the mean, and indirectly through

querying sum and sample size, or indirectly querying the me-

dian, which is the mean for symmetric distributions. We also

obtain a much tighter upper bound for querying the variance-

covariance matrix.

We notice there are multiple ways to query a statistic. For

example, the value of sample mean can be obtained indirectly

through the sample median for any symmetric distribution.

The sample mean can also be obtained through the sum di-

vided by the sample size. Users can attempt various methods

to query a statistic and to reduce sensitivity. We discuss the

different sensitivities associated with the different methods to

query a statistic in this section. The following summarize the

findings in this section:

1. The sensitivity of directly querying mean is d/n, which

decreases with increasing sample size n.

2. The sensitivity of directly querying sum is d, not affected

by the sample size n, so is the sensitivity of directly

querying median.

are bounded, which has to be the case since differential privacy requires a

bounded domain.

3. Notice mean can be obtained indirectly through querying

median for symmetric distributions, or through querying

sum and sample size. These two indirect query methods

for mean have sensitivity not affected by sample size.

4. Directly querying variance has sensitivity between 1
n
− 1

n2

and 3
n
− 3

n2 , so does directly querying covariance. Di-

rectly querying variance-covariance matrix (upper trian-

gle only) has sensitivity between ( 1
n
− 1

n2 )d(d+1)/2 and

( 3
n
− 3

n2 )d(d +1)/2.

3.1. Directly Querying Mean and Sum

We examine the sensitivity of directly querying the mean

and the sum. These two statistics are closely related. One can

be solved from another. Yet the sensitivity for querying these

two statistics are quite different.

Theorem 3.1 Assume we have two sibling databases and

each has n records, i.e. |D1| = |D2| = n, where sample size

n ≥ 1. Let Q = {Mean1, ..., Meand}, where d ≥ 1. Hence

S(Q) = d/n.

Proof: Let Mean
(n−1)
i be the mean of Ai over the common

n− 1 records shared by D1 and D2. Let the unique record in

D1 be x1 and the unique record in D2 be x2. Then the mean

values of Ai in D1 and D2 are

Mean
(n),1
i =

(n−1)×Mean
(n−1)
i + x1[Ai]

n
,

Mean
(n),2
i =

(n−1)×Mean
(n−1)
i + x2[Ai]

n
.

We have

|Mean
(n),1
i −Mean

(n),2
i |= |x1[Ai]− x2[Ai]|

n
.

Then we have

max{D1,D2} ∑d
1 |Mean

(n),1
i −Mean

(n),2
i |

=
(

max{D1,D2} ∑d
i=1 |x1[Ai]− x2[Ai]|

)

/n

= d/n = S(Q).

When all the d attributes in the x1 and x2 differ by 1, we reach

the maximum, which determines the sensitivity.

Theorem 3.2 Assume we have two sibling databases and

each has n records, i.e. |D1| = |D2| = n, where sample size

n ≥ 1. Let Q = {Sum1, ..., Sumd}, where d ≥ 1. Hence

S(Q) = d.
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Proof: Let Sum
(n−1)
i be the sum of attribute Ai over the com-

mon n−1 records shared by D1 and D2. Again let the unique

record in D1 be x1 and the unique record in D2 be x2. Then

the sum of Ai in D1 and D2 are

Sum
(n),1
i = Sum

(n−1)
i + x1[Ai],

Sum
(n),2
i = Sum

(n−1)
i + x2[Ai].

When all the d attributes in the x1 and x2 differ by 1, we have

max{D1,D2} ∑d
1 |Sum

(n),1
i −Sum

(n),2
i |

= max{D1,D2} ∑d
i=1 |x1[Ai]− x2[Ai]|

= d = S(Q).

The two theorems do not rely on the distribution of Ai over

the interval [0,1]. The sensitivity of Q = {Mean1, ..., Meand}
improves linearly as the sample size n increases given a fixed

d. It requires the sample size to be much larger than the di-

mensionality, n>> d, to have a small sensitivity. On the other

hand increasing the sample size n will not improve the sensi-

tivity of Q = {Sum1, ...,Sumd}, which is determined solely by

dimensionality.

Since sensitivity is defined over all possible sibling data-

bases with all possible sample sizes, the following corol-

lary establishes the overall sensitivity of directly querying the

mean.

Corollary 3.1 Let Q = {Mean1, ..., Meand}, where d ≥ 1.

S(Q) = d, for all possible pairs of sibling databases.

Proof: Following Theorem 3.1, when we set n=1, we ob-

tain the maximum change of L1 norm over all possible sibling

databases. The problem can be solved in a more straightfor-

ward fashion. Note Meani has minimum value 0 and maxi-

mum value 1. Let D1 and D2 each contains 1 record. x1 =~0
and x2 =~1. Then D1 has the minimum Meani ∀i = 1, ...,d and

D2 has the maximum Meani ∀i = 1, ...,d. The maximum L1

difference is d = S(Q).

3.2. Directly Querying Median

For Gaussian distribution, or in general any symmetric dis-

tribution, median equals to mean. However the sensitivity of

directly querying the median is quite different than that of di-

rectly querying the mean. The sensitivity of directly querying

the median of d attributes is a constant d, same as directly

querying the sum, regardless of sample size n.

Theorem 3.3 Let Q = { Median1, ...,Mediand }, such that

Mediani retrieves the median of attribute Ai. Hence the over-

all sensitivity for for all possible pairs of sibling databases

is:

S(Q) = d.

Proof: First consider one attribute Ai. Since attribute Ai is

normalized to interval [0,1], the minimum value of the median

is 0 and the maximum is 1. Therefore, it is sufficient to show

that there is a pair of sibling databases (D1,D2) such that the

response to Mediani shifts by 1.

Let database D1 have 2m+1 records, m ≥ 0, where

x j[Ai] =

{

0, i f 1 ≤ j ≤ m+1

1, otherwise.

Construct database D2 by changing the value of xm[Ai] from 0

to 1. Notice the response to Mediani over D1 is 0, while it is

1 over D2, which achieves the maximum L1 difference.

For Q = {Median1, ...,Mediand}, similarly we let D1 have

x j =

{

~0, i f 1 ≤ j ≤ m+1
~1, otherwise.

Construct database D2 by changing the value of xm+1 from~0
to~1. Hence the responses to the query over D1 and D2 achieve

the maximum difference in L1 norm. We conclude S(Q) = d,

∀n ≥ 1.

3.3. Indirectly Querying Mean

There are multiple ways of estimating a statistic. For

example, querying the median is equivalent to querying the

mean for any symmetric distribution. Another choice is to is-

sue two queries, one for sum and the other for sample size.

Theorem 3.4 Assume we have two sibling databases and

each has n records, i.e. |D1| = |D2| = n, where sample size

n ≥ 1. Let Q = {Sum1, ..., Sumd ,SampleSize}, where d ≥ 1.

Hence S(Q) = d.

Proof: The query for sample size has sensitivity 0, since both

D1 and D2 have the same sample size. Then we only need

to consider the sensitivity of Sumi. Similar to the proof of

Theorem 3.2, we obtain S(Q) = d.

3.4. Directly Querying Variance and Covariance

Next we examine the sensitivity of directly querying vari-

ance, covariance, and the whole variance-covariance matrix.

We establish much tighter bounds for the sensitivity in this

section.

Theorem 3.5 Assume we have two sibling databases and

each has n records, i.e. |D1| = |D2| = n, where sample size

n ≥ 2. Without loss of generality let Q = {Var1} for attribute

A1. Then
1

n
− 1

n2
≤ S(Q)≤ 3

n
− 3

n2
.

Proof: Assume x3, ..., xn+1 are the n − 1 common records

shared by the two databases D1 and D2. Let x1 be the unique
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record in D1 and x2 be the unique record in D2. Here we

estimate the sample variance as the following:

Var1 =
1

n

n

∑
i=1

(xi[A1]− x̄[A1])
2 =

∑n
i=1 x2

i [A1]

n
− x̄2[A1].

Let Vari
1 be the sample variance of database Di, i = 1,2. Then

we have

Var1
1 −Var2

1

=

[

∑n+1
i=3 x2

i [A1]+ x2
1[A1]

n
− (

∑n+1
i=3 xi[A1]+ x1[A1]

n
)2

]

−
[

∑n+1
i=3 x2

i [A1]+ x2
2[A1]

n
− (

∑n+1
i=3 xi[A1]+ x2[A1]

n
)2

]

= (x2
1[A1]− x2

2[A1])(
1

n
− 1

n2
)

+
2(x2[A1]− x1[A1])(∑

n+1
i=3 xi[A1])

n2

When xi[A1] = 0, i= 3, ...,n+1, x1[A1] = 1, and x2[A1] = 0,

we have

Var1
1 −Var2

1 =
1

n
− 1

n2
.

This is a lower bound for S(Q).
On the other hand we have

|Var1
1 −Var2

1| ≤
∣

∣

∣

∣

(x2
1[A1]− x2

2[A1])(
1

n
− 1

n2
)

∣

∣

∣

∣

+

∣

∣

∣

∣

∣

2(x2[A1]− x1[A1])(∑
n+1
i=3 xi[A1])

n2

∣

∣

∣

∣

∣

We obtain an upper bound by letting every component on the

right hand side of the above inequality reach their maximum

individually.

max|Var1
1 −Var2

1| ≤ 1× (
1

n
− 1

n2
)+

2×1× (n−1)

n2

=
3

n
− 3

n2

Therefore we have

1

n
− 1

n2
≤ S(Q)≤ 3

n
− 3

n2
.

Theorem 3.6 Assume we have two sibling databases and

each has n records, i.e. |D1| = |D2| = n, where sample size

n ≥ 2. Without loss of generality let Q = {Cov1,2} for at-

tributes A1 and A2. Then

1

n
− 1

n2
≤ S(Q)≤ 3

n
− 3

n2
.

Proof: Again assume x3, ..., xn+1 are the n − 1 common

records shared by the two databases D1 and D2. Let x1 be

the unique record in D1 and x2 be the unique record in D2.

The sample covariance is the following:

Cov1,2 =
1

n

n

∑
i=1

(xi[A1]− x̄[A1])(xi[A2]− x̄[A2])

=
∑n

i=1 xi[A1]xi[A2]

n
− x̄[A1]x̄[A2].

We have the difference as

Cov1
1,2 −Cov2

1,2

=
∑n+1

i=3 xi[A1]xi[A2]+ x1[A1]x1[A2]

n

− (
∑n+1

i=3 xi[A1]+ x1[A1]

n
)× (

∑n+1
i=3 xi[A2]+ x1[A2]

n
)

− ∑n+1
i=3 xi[A1]xi[A2]+ x2[A1]x2[A2]

n

+ (
∑n+1

i=3 xi[A1]+ x2[A1]

n
)× (

∑n+1
i=3 xi[A2]+ x2[A2]

n
)

Cleaning up the above expression we have

Cov1
1,2 −Cov2

1,2

= (x1[A1]x1[A2]− x2[A1]x2[A2]) (
1

n
− 1

n2
)

− (x1[A1]− x2[A1])

(

∑n+1
i=3 xi[A2]

n2

)

− (x1[A2]− x2[A2])

(

∑n+1
i=3 xi[A1]

n2

)

Let xi[A1] = xi[A2] = 0 for i= 3, ...,n+1, x1[A1] = x1[A2] =
1, and x2[A1] = x2[A2] = 0. We have Cov1

1,2 −Cov2
1,2 = 1/n−

1/n2. Hence this is a lower bound of S(Q).
We also have

|Cov1
1,2 −Cov2

1,2|

≤ |x1[A1]x1[A2]− x2[A1]x2[A2]|(
1

n
− 1

n2
)

+ |x1[A1]− x2[A1]|
∣

∣

∣

∣

∣

∑n+1
i=3 xi[A2]

n2

∣

∣

∣

∣

∣

+ |x1[A2]− x2[A2]|
∣

∣

∣

∣

∣

∑n+1
i=3 xi[A1]

n2

∣

∣

∣

∣

∣

Let every component reach their maximum values, we have

max|Cov1
1,2 −Cov2

1,2| ≤ (
1

n
− 1

n2
)+

n−1

n2
+

n−1

n2

=
3

n
− 3

n2
.
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Therefore we have

1

n
− 1

n2
≤ S(Q)≤ 3

n
− 3

n2
.

For large sample size n, the above result shows the sen-

sitivity of a single variance or a single covariance decreases

as O(1/n). Next we consider querying the whole variance-

covariance matrix.

Theorem 3.7 Assume we have two sibling databases and

each has n records, i.e. |D1| = |D2| = n, where sample size

n ≥ 2. Without loss of generality let Q = {Σ} for d attributes.

We consider only the upper triangle. Then

(
1

n
− 1

n2
)

d(d +1)

2
≤ S(Q)≤ (

3

n
− 3

n2
)

d(d +1)

2
.

Proof: Again assume x3, ..., xn+1 are the n − 1 common

records shared by the two databases D1 and D2. Let x1 be

the unique record in D1 and x2 be the unique record in D2. We

follow the thread in the above two theorems. Then we have

|Q1 −Q2|

=
d−1

∑
k=1

d

∑
l=k+1

|(x1[Ak]x1[Al ]− x2[Ak]x2[Al ])(
1

n
− 1

n2
)

− (x1[Ak]− x2[Ak])

(

∑n+1
i=3 xi[Al ]

n2

)

− (x1[Al ]− x2[Al ])

(

∑n+1
i=3 xi[Ak]

n2

)

|

+
d

∑
k=1

|(x2
1[Ak]− x2

2[Ak])(
1

n
− 1

n2
)

− 2(x1[Ak]− x2[Ak])

(

∑n+1
i=3 xi[Ak]

n2

)

|

When x3 = ... = xn+1 =~0, x2 =~0, and x1 =~1, we have the

above sum equal to ( 1
n
− 1

n2 )
d(d+1)

2
. This forms a lower bound

of S(Q). We also have

|Q1 −Q2|

≤
d−1

∑
k=1

d

∑
l=k+1

{ |x1[Ak]x1[Al ]− x2[Ak]x2[Al ]|× (
1

n
− 1

n2
)

+ |x1[Ak]− x2[Ak]|×
∣

∣

∣

∣

∣

∑n+1
i=3 xi[Al ]

n2

∣

∣

∣

∣

∣

+ |x1[Al ]− x2[Al ]|×
∣

∣

∣

∣

∣

∑n+1
i=3 xi[Ak]

n2

∣

∣

∣

∣

∣

}

+
d

∑
k=1

{ |x2
1[Ak]− x2

2[Ak]|× (
1

n
− 1

n2
)

+ 2|x1[Ak]− x2[Ak]|× |∑
n+1
i=3 xi[Ak]

n2
| }

Let each component reach their maximum values (i.e. x3 =
...= xn+1 =~1), we have

max|Q1 −Q2| ≤ (
3

n
− 3

n2
)

d(d +1)

2
.

Hence we establish an upper bound for S(Q) too. Combining

the lower and upper bounds we have:

(
1

n
− 1

n2
)

d(d +1)

2
≤ S(Q)≤ (

3

n
− 3

n2
)

d(d +1)

2
.

We obtain a much tighter bound for querying the variance-

covariance matrix. The above result indicates that in order to

reduce sensitivity for querying the whole variance-covariance

matrix, we need the sample size to be much larger than d2,

n >> d2. Next as what we do for directly querying the mean,

we can obtain an upper bound for the maximum change in

L1 norm for querying the variance-covariance matrix for all

possible sibling databases with all possible sample sizes. The

following establishes an upper bound for the overall sensitiv-

ity of directly querying the variance-covariance matrix.

Corollary 3.2 Let Q = {Σ}, where Σ retrieves the variance-

covariance matrix. S(Q)≤ 3d(d +1)/8.

Proof: We let n = 2 in the upper bound specified by Theorem

3.7. We then obtain the overall upper bound for all possible

sample size: S(Q)≤ 3d(d +1)/8.

The primary reason behind high overall sensitivity in

Corollaries 3.1 and 3.2 calculations is the small sample size

of the databases. Even though any databases that will be used

to build Gaussian mixture models would contain thousands if

not millions of records, by definition sensitivity is calculated

over all possible sibling databases.

3.5. Multiple Querying Methods for A Statistic and The

Effect on Sensitivity

Different methods to issue the queries for the same statistic

are associated with very different sensitivity values. To obtain

the sample mean, we can query the median instead if the at-

tribute is from a symmetric distribution, or we can query the

sum and the sample size. Based on the above theorems, we

discover that querying the median or the sum together with

sample size has sensitivity d, which is not affected by sample

size n. Directly querying the mean has sensitivity d/n, fast ap-

proaching 0 as sample size increases. Some indirect queries

can result in high sensitivity.

There are also alternative methods to issues a set of queries

to construct variance, covariance, and a variance-covariance

matrix, instead of directly querying the statistics. For exam-

ple, for attribute A1, we can query the sums and the sample

size, i.e. ∑n
i=1 xi[A1], ∑n

i=1 x2
i [A1], and n. Another method is

to query the means, i.e. (∑n
i=1 xi[A1])/n and (∑n

i=1 x2
i [A1])/n.
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We then construct the variance from the sums or the means.

However querying the sums and querying the means have very

different sensitivity values.

While working with differential privacy, we usually try to

come up with query methods that will perturb the results as

little as possible. However, most accurate results need not be

computed with query sets of smaller sensitivities. Compar-

ing the direct query for mean in Corollary 3.1 and the indi-

rect query in Theorem 3.4, we observe the indirect query is

more resilient to noise. Any positive or negative noise with

magnitude larger than 1 completely disguise the mean value

retrieved by direct querying (as in Corollary 3.1). Yet Laplace

distribution has support over (−∞,∞). The conclusion we

would like to draw is that, directly querying a statistic may

not always be the best idea, especially for databases with small

sample size.

Later we examine databases with various sample sizes and

we apply sensitivity values of directly querying the mean and

variance-covariance matrix, after adjusting for the range.

4. BAYES ERROR OF GAUSSIAN MIXTURE

MODELS UNDER DIFFERENTIAL PRIVACY

Let D = {A1, . . . ,Ad ,W} be a database of n records,

where W represents a binary class attribute with the domain

Dom(W ) = {w1,w2}, and each attribute Ai, 1 ≤ i ≤ d repre-

sents a continuous attribute with the domain Dom(Ai) = R.

Our purpose is to build a classifier using D that, given a

non-classified record in terms of a d-dimensional feature vec-

tor x ∈ Rd , assigns a class value to x such that the probability

of mis-classification

P(error|x) =
{

P(w1|x) if x ∈ w2

P(w2|x) if x ∈ w1

is minimized. The following Bayes’ decision rule describes

one such classifier:

Assign w1 if P(w1|x)> P(w2|x) ; otherwise assign w2. (3)

Here, the probabilities P(wi|x) can easily be calculated based

on Bayes’ theorem:

P(wi|x) =
p(x|wi)P(wi)

p(x)
.

The specific case where p(x|wi) follows multivariate nor-

mal (Gaussian) density is known as the “mixture of Gaussian

models” problem and it has been studied extensively due to its

tractability [2]. For each class value wi, the mean µi and the

covariance matrix Σi of the distribution of p(x|wi)∼ N(µi,Σi)
are estimated from the data set D. Based on the parame-

ters of these distributions, the feature space Rd can be par-

titioned into possibly disconnected decision regions Ri such

that x ∈ Ri implies x will be classified as wi.

The Bayes error is calculated by integrating the probabil-

ity of incorrect decision(s) over decision regions. For binary

classification, this implies [2]:

Bayes Error = P(x ∈ R1,w2)+P(x ∈ R2,w1)

= P(x ∈ R1|w2)P(w2)+P(x ∈ R2|w1)P(w1)

=
∫

R1

p(x|w2)P(w2)dx+
∫

R2

p(x|w1)P(w1)dx

In mixture of Gaussian models, such error can be bounded

from above using the Chernoff bound or the Bhattacharyya

bound as explained in [2]. Among these two approaches, the

Chernoff bound is never looser than the Bhattacharyya but

computationally more complex.

Our purpose is to calculate similar error bounds for pri-

vacy preserving Gaussian mixture models. Specifically, data

set D acts as a statistical database that only responds to aggre-

gate queries about the records. Using differential privacy as

the underlying privacy protection mechanism, all responses to

the queries will be perturbed with independent Laplace noise

Laplace(λ ), where λ ≥ S(Q)/ε is the magnitude of the added

noise, S(Q) is the sensitivity of the query set issued to the

database (as defined in [3]) and ε is the privacy parameter.

In order to build a Gaussian mixture model, the query set Q

including the following statistical information has to be issued

to the database D:

• The number of records in D, which has sensitivity 0,

• The distribution of the classes, i.e., P(w1) and P(w2),

• For each category, parameters of the multivariate Gaus-

sian distribution, i.e., p(x|wi), in terms of µi and Σi.

4.1. Truncated Gaussian Distribution

Differential privacy works well for bounded variables. For

unbounded variables one extremely large or small record has

the ability to cause an extremely large change in any statistic

queried and inflate the sensitivity. However Gaussian distribu-

tion has support over the entire real line. Assume we truncate

a Gaussian variable to interval [µ − kσ ,µ + kσ ] and the orig-

inal Gaussian variable X ∼ N(µ ,σ2) has density f (x). The

truncated Gaussian variable has density:

I{µ−kσ≤x≤µ+kσ}(x)
f (x)

Z(k)−Z(−k)
,

where Z(·) is the cumulative distribution function of the stan-

dard normal variable, and Iµ−kσ≤x≤µ+kσ (x) is an indicator

function. If we choose sufficiently large k, Z(k)− Z(−k) is

almost 1, and the truncated Gaussian variable and the gen-

uine Gaussian variable have almost identical properties, such

as density, mean, variance etc. We notice a Gaussian variable

has probability 0.999999998 to fall into the bounded interval
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[µ−6σ ,µ+6σ ]. Therefore in the simulation study we choose

k = 6.

Appendix A shows a theoretical upper bound for the one

dimensional Bayes error with Gaussian mixture models un-

der differential privacy for binary classes. We are not able to

develop theoretical results for multivariate Gaussian distribu-

tion. We obtain information for high dimensional Bayes error

through experiments.

4.2. Repair Noise Added Variance-Covariance Matrix

Let Σ̂ = (σ̂i j)d×d be the sample var-cov matrix. When

users query variances and covariances separately, indepen-

dent Laplace noises are added to every element of Σ̂. Let

A = (ri j)d×d be the matrix of independent Laplace noises,

where ri j = r ji. The returned query result is

ΣQ = Σ̂+A.

ΣQ is the noise added var-cov matrix, which is the results

from data that users can obtain easily to test their initial model.

ΣQ is still symmetric but seize to be positive definite. In order

to have a valid var-cov matrix, we repair the noise added var-

cox matrix, and obtain a positive definite matrix Σ+ close to

ΣQ, since Σ̂ is not disclosed to users under differential privacy.

Let (l j,e j), j = 1, ...,d be the eigenvalue and eigenvector

pairs of ΣQ, where the eigenvalues follow the decreasing or-

der, l1 > l2 > ... > ld . The last several eigenvalues of ΣQ are

negative. Let lk, ..., ld be the negative eigenvalues. The pos-

itive definite matrix Σ+ has eigenvalue and eigenvector pairs

as the following: (l1,e1), ..., (lk−1,ek−1), (l
+
k ,ek), ..., (l+d ,ed).

We keep the eigenvectors, and use an optimization algorithm

to search over positive eigenvalues for a Σ+ that minimizes

the determinent of Σ+−ΣQ.

(l+k , ..., l+d ) = argmin |Σ+−ΣQ|.

Let E j = e je
′
j, j = 1, ...,d. We have

Σ+−ΣQ =
d

∑
j=k

(l+j − l j)E j.

Therefore we perform an exhaustive search over wide inter-

vals to obtain positive eigenvalues that

(l+k , ..., l+d ) = argmin{wk>0,...,wd>0}|
d

∑
j=k

(w j − l j)E j|.

4.3. Experimental Evaluation

In order to evaluate the performance of Gaussian mixture

models learned from data under differential privacy, we have

conducted extensive experiments in this section. We consider

binary classification scenario in this section. Since our goal

is to understand how differential privacy affects the Bayes er-

ror of Gaussian mixture models, we try to avoid introducing

any other type of errors. Clearly, one of the issues with using

Gaussian mixture models in practice is that Gaussian distri-

bution may not represent the underlying data accurately. To

sidestep this issue, and to make sure that we do not have ad-

ditional errors due to modeling real data distribution inaccu-

rately, we generate data sets from known Gaussian mixture

parameters. The parameters are estimated from real life data

in one experiment, and synthetic in the rest. By using such

generated data sets, we ensure that we do not introduce errors

due to wrong distribution model selection.

In Equation 3, if the two Gaussian distributions have the

same var-cov matrix, we perform a linear discriminant anal-

ysis (LDA). If the two Gaussian distributions have different

var-cov matrices, we perform a quadratic discriminant analy-

sis (QDA). Every experimental run has the following steps.

1. Given the parameters of the Gaussian mixture models,

we generate a training set of n samples. We truncate

the training samples using the µ ± 6σ interval, throw-

ing away samples that fall out of the interval.

2. Using the truncated training set which has less than n

samples, given a pre-specified ε , we compute the sensi-

tivity values, sample means and var-cov matrices. Then

we add Laplace noise to each Gaussian component.

3. We repair the noise added var-cov matrices, and obtain

positive definite matrices.

4. We generate a separate test data set of size 50,000 using

the original parameters without the noises, and report the

effectiveness of the Gaussian mixture models using the

noise added sample means and the positive definite ma-

trices from the previous step. Test data set of size 50,000

is chosen to make sure that the estimated Bayes errors

are accurate.

2-D 5-D 10-D

Bayes error 0.2351 0.2100 0.1996

Table 1: LDA Bayes error

Experiment 1. We set µ1 = 0.75× 1d and µ2 = 0.25× 1d ,

where 1d is a d-dimensional vector with elements all equal

to 1. The two d-dimensional Gaussian distributions have the

same var-cov matrix Σ, where σii = 0.82 and σi j = 0.5×0.82.

The prior is p1 = p2 = 0.5. We pool the two classes to esti-

mate the sample var-cov matrix. We compute the sensitivity

for variances and covariances using the range of the pooled

data. The sample means and the sensitivity values for sam-

ple means are computed separately. We run the experiments
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Figure 1: 2-dimensional LDA bayes error. Left: small sample size; Middle: median sample size; Right: large sample size.
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Figure 2: 5-dimensional LDA bayes error. Left: small sample size; Middle: median sample size; Right: large sample size.

in 2-dimension, 5-dimension, and 10-dimention, d = 2,5,10.

We have four ε values, ε = 0.05,0.3,0.6,1. Meanwhile we

gradually increase the training set size.

Using the prespecified parameter values, we have the true

LDA classification rule, following Equation 3. We generate 5

million samples using the prespecified parameter values with-

out truncation, using the true LDA classification rules to es-

timate Bayes error. We take the average Bayes error of four

such runs as the actual LDA Bayes error, shown in Table 1.

Figures 1, 2 and 3 show the Bayes error rate for LDA

experiment in increasing dimensions. For each combination

(ε ,n,d), we perform five runs. The average Bayes error of

five runs is shown on the Figures.

When two classes have the same var-cov matrix, the LDA

Bayes error in general is not significantly affected by the noise

added query results used in the classifier. For ε from 0.3 to 1,

several thousand training samples are sufficient to return a pre-

liminary Bayes error estimate which is very close to the actual

LDA Bayes error. For this special case, we can obtain a fairly

accurate idea about how well the LDA classifier performs us-

ing the noise added query results.

Experiment 2. We set µ1 = 0.75× 1d and µ2 = 0.25× 1d .

We set Σ1 = Id , where Id is a d-dimensional identity matrix,

and set Σ2 as the one in Experiment 1. The prior is p1 =
p2 = 0.5. The sample means, variances, covariances, and the

sensitivity values are computed separately. Again, we run the

experiments in 2-dimension, 5-dimension, and 10-dimention,

d = 2,5,10. We have four ε values, ε = 0.05,0.3,0.6,1.

Meanwhile we gradually increase the training set size.

Using the prespecified parameter values, we have the true

QDA classification rule, following Equation 3. We generate 5

million samples using the prespecified parameter values with-

out truncation, using the true QDA classification rules to es-

timate Bayes error. We take the average Bayes error of four

such runs as the actual QDA Bayes error, shown in Table 2.

Figures 4, 5 and 6 show the Bayes error rate for QDA

experiment in increasing dimensions. For each combination

(ε ,n,d), we perform five runs. The average Bayes error of

five runs is shown on the Figures.

When two classes have different var-cov matrices, dimen-

sionality has a large impact on the Bayes error obtained under

differential privacy. For ε from 0.3 to 1, 2 dimensional exper-

iment shows that three thousand training samples is sufficient
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Figure 3: 10-dimensional LDA bayes error. Left: small sample size; Middle: median sample size; Right: large sample size.

to return a reasonable estimate of the actual Bayes error. 5 di-

mensional experiment needs 40,000 training samples to elim-

inate the impact of the added noises. 10 dimensional experi-

ment needs even more training samples to return a reasonable

estimate of the actual Bayes error under differential privacy.

2-D 5-D 10-D

Bayes error 0.2105 0.1170 0.0589

Table 2: QDA Bayes error

Experiment 3. Finally, we used the Parkinson data set

from the UCI Machine learning repository (https://archive.ics.

uci.edu/ml/datasets/Parkinsons). We computed the mean and

var-cov matrix of each class in the Parkinson data set and used

these parameters in our Gaussian mixture models. In all of

the experiments, we set ε = 0.6. For the Parkinson data set,

a classifier that put all the records into the majority class has

Bayes error 0.2462. Without differential privacy mechanism,

directly using the sample estimates, the Bayes error is less

than 0.01. On the other hand, the Gaussian mixture models

with increasing sample sizes under differential privacy have

Bayes error decreasing from 0.246 to 0.198. The Bayes error

0.198 is obtained from 50,000 training samples. The above

results confirm that direct noise addition to Gaussian mix-

ture parameters could cause significant distortion in higher di-

mensional space. As dimensionality increases, we need more

training samples to reduce the impact of the added noises.

5. HYPOTHESIS TESTING UNDER DIFFERENTIAL

PRIVACY

Differential privacy mechanism has a big impact on hypothe-

sis tests because the test statistic is now created using the noise

added query results, and hypothesis tests often apply to data

with smaller sample size. Next we provide the distributions

for the noise added test statistic under the null value and an

alternative value.

Only when we know the true λ s for the Laplace noises,

we can numerically compute the exact p-value given a noise

added test statistic. The true λ s are unknown to the users

querying a database. Hence in this section we examine a more

realistic scenario: A rejection region is constructed using the

critical values from a Gaussian distribution or a T distribu-

tion as usual, and the revised type I and type II errors can be

computed numerically. In this section we consider the most

commonly used hypothesis tests: the one sample z test, the

one sample t test, the two sample t test with equal variance.

For the two sample t test with unequal variances, the de-

grees of freedom for the standard test is also affected by the

added Laplace noises. Therefore we cannot simply use the

critical values from a t distribution with the noise added de-

grees of freedom. How to contruct a proper rejection region

merits more effort in this case. It is part of our future work.

5.1. One sample z test

Assume n samples Y1,Y2, ...,Yn i.i.d ∼ N(µ ,σ2), where σ2 is

known. The null hypothesis is H0 : µ = µ0. We consider the

common two-sided alternative hypothesis Ha : µ 6= µ0 or the

one-sided Ha : µ > µ0 and Ha : µ < µ0.

The test statistic is based on the noise added sample mean.

Ȳ a = Ȳ + r, where r ∼ Laplace(λ ). The test statistic under

differential privacy is

Z =
Ȳ a −µ0

σ/
√

n
.

Ȳ a follows a Gaussian-Laplace mixture distribution.

Ȳ a ∼ GL(µ ,σ2,n,λ ),
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Figure 4: 2-dimensional QDA Bayes error. Left: small sample size; Middle: median sample size; Right: large sample size.
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Figure 5: 5-dimensional QDA Bayes error. Left: small sample size; Middle: median sample size; Right: large sample size.

with the cumulative distribution function (CDF) as follows.

Fa(y|µ) = Φ

(

y−µ

σ/
√

n

)

+
1

2
exp{y−µ

λ
+

σ2

2nλ 2
}Φ

(

− y−µ

σ/
√

n
− σ

λ
√

n

)

−1

2
exp{−y+µ

λ
+

σ2

2nλ 2
}Φ

(

y−µ

σ/
√

n
− σ

λ
√

n

)

,

where Φ(·) is the CDF of the unit Gaussian distribution.

We can easily derive the distribution of the test statistic un-

der the null value and an alternative value by re-scaling Ȳ a.

However for the one sample z test the computation of the re-

vised type I and type II errors can be done in a simpler fashion.

Here and for the rest of this section we show the revised type

I and type II errors for the two-sided alternative Ha : µ 6= µ0.

The results for the one-sided alternatives can be derived simi-

larly.

Let α be the significance level of the test. Let z α
2

be the

(1− α
2
) quantile of the unit Gaussian distribution (i.e., the up-

per quantile). α and β are the type I and type II errors for the

standard test, without the added Laplace noise. For the test

under differential privacy, we have the revised type I error,

αa, and type II error, β a, as follows.

αa =P

(∣

∣

∣

∣

Ȳ a −µ0

σ/
√

n

∣

∣

∣

∣

> z α
2
|H0

)

=1−Fa

(

µ0 + z α
2

σ√
n
| µ0

)

+Fa

(

µ0 − z α
2

σ√
n
| µ0

)

=α + exp{
−z α

2
σ

λ
√

n
+

σ2

2nλ 2
}Φ

(

z α
2
− σ

λ
√

n

)

− exp{
z α

2
σ

λ
√

n
+

σ2

2nλ 2
}Φ

(

−z α
2
− σ

λ
√

n

)
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Figure 6: 10-dimensional QDA Bayes error. Left: small sample size; Middle: median sample size; Right: large sample size.

β a = P

(∣

∣

∣

∣

Ȳ a −µ0

σ/
√

n

∣

∣

∣

∣

< z α
2
|Ha

)

= Fa

(

µ0 + z α
2

σ√
n
| µa

)

−Fa

(

µ0 − z α
2

σ√
n
| µa

)

= β +
1

2
exp{

−z α
2

σ

λ
√

n
+

µ0 −µa

λ
+

σ2

2nλ 2
}

×Φ

(

−z α
2
+

µ0 −µa

σ/
√

n
+

σ

λ
√

n

)

+
1

2
exp{

z α
2

σ

λ
√

n
− µ0 −µa

λ
+

σ2

2nλ 2
}

×Φ

(

−z α
2
+

µ0 −µa

σ/
√

n
− σ

λ
√

n

)

− 1

2
exp{ σ2

2nλ 2
+

µ0 −µa

λ
−

z α
2

σ

λ
√

n
}

− 1

2
exp{

z α
2

σ

λ
√

n
+

µ0 −µa

λ
+

σ2

2nλ 2
}

×Φ

(

z α
2
+

µ0 −µa

σ/
√

n
+

σ

λ
√

n

)

− 1

2
exp{

−z α
2

σ

λ
√

n
− µ0 −µa

λ
+

σ2

2nλ 2
}

×Φ

(

z α
2
+

µ0 −µa

σ/
√

n
− σ

λ
√

n

)

+
1

2
exp{ σ2

2nλ 2
+

µ0 −µa

λ
+

z α
2

σ

λ
√

n
}

5.2. One sample t test

Assume n samples Y1,Y2, ...,Yn i.i.d ∼ N(µ ,σ2), where σ2 is

unknown. The null hypothesis is H0 : µ = µ0. The common

alternative hypotheses are Ha : µ 6= µ0, Ha : µ > µ0, or Ha :

µ < µ0.

Suppose users query the sample mean and the sample vari-

ance. Then the test statistic involves two noise added sample

statistics,

T a =
Ȳ a −µ0

Sa/
√

n
,

where Y a = Ȳ + r1 with r1 ∼ Laplace(λ1), and Sa =
√

S2 + r2

with r2 ∼ Laplace(λ2).
To obtain the distribution of the test statistic under either

the null value or an alternative value, we re-write the test

statistic as

T a =
Za

Xa
,

where Za = Ȳ a−µ
σ/

√
n
+ µ−µ0

σ/
√

n
and Xa =

√

(Sa)2/σ2. We obtain

the distribution of the numerator Za by rescaling a Gaussian-

Laplace mixture distribution. Similarly we obtain the distri-

bution of the denominator Xa based on a Chi-Square-Laplace

mixture distribution. Let FZ(z) be the CDF of Za and fX (x) be

the PDF of Xa.

FZ(z|µ) = Φ(z−δ )

+
1

2
exp{σ(z−δ )

λ1

√
n

+
σ2

2nλ 2
1

}Φ

(

−(z−δ )− σ

λ1

√
n

)

− 1

2
exp{−σ(z−δ )

λ1

√
n

+
σ2

2nλ 2
1

}Φ

(

(z−δ )− σ

λ1

√
n

)

,

where δ = µ0−µ
σ/

√
n
. δ equals to 0 under the null and does not

equal to 0 under the alternative.
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The distribution of Xa does not depend on the mean.

fX (x) = [ 2x fg(x
2|n−1

2
,θ0)

+
σ2x

λ2
exp{−σ2x2

λ2
}
(

θ1

θ0

)
n−1

2

Fg(x
2|n−1

2
,θ1)

− xexp{−σ2x2

λ2
}
(

θ1

θ0

)
n−1

2

fg(x
2|n−1

2
,θ1)

+
σ2x

λ2
exp{σ2x2

λ2
}
(

θ2

θ0

)
n−1

2
(

1−Fg(x
2|n−1

2
,θ2)

)

− xexp{σ2x2

λ2
}
(

θ2

θ0

)
n−1

2

fg(x
2|n−1

2
,θ2) ]/

[1− 1

2

(

θ2

θ0

)
n−1

2

]

where θ0 = 2
n−1

, θ1 = 2
n−1−2σ2/λ2

, θ2 = 2
n−1+2σ2/λ2

, and Fg

and fg are the CDF and PDF of a gamma distribution respec-

tively.

The distribution of the test statistic T a given mean µ is

FT (t|µ) =















∫ ∞

0
FZ(tx|µ) fX (x) dx t ≥ 0

∫ ∞

0
(1−FZ(tx|µ)) fX (x) dx t < 0

(4)

Let t α
2 ,n−1 be the (1− α

2
) quantile of a T distribution with

n−1 degrees of freedom. The revised type I and type II errors

can be computed numerically. Again we just show αa and β a

under the two sided alternative. Similarly we can obtain the

revised errors for the one sided alternatives.

αa =P
(

|T a|> t α
2 ,n−1

∣

∣

∣
µ = µ0

)

= 1−FT (t α
2 ,n−1|µ0)+FT (−t α

2 ,n−1|µ0)

β a = P
(

|T a|< t α
2 ,n−1

∣

∣

∣
µ = µa

)

= FT

(

t α
2 ,n−1|µa

)

−FT

(

−t α
2 ,n−1|µa

)

5.3. Two sample t test with equal variance

Assume n1 samples Y 1
1 ,Y

1
2 , ...,Y

1
n1

i.i.d ∼ N(µ1,σ
2), n2 sam-

ples Y 2
1 ,Y

2
2 , ...,Y

2
n2

i.i.d ∼ N(µ2,σ
2), where σ2 is unknown.

The null hypothesis is H0 : µ1 − µ2 = 0. The common alter-

native hypotheses are Ha : µ1 − µ2 6= 0, Ha : µ1 − µ2 > 0, or

Ha : µ1 −µ2 < 0.

Suppose users query the sample means and the sample vari-

ances. Then the test statistic involves multiple noise added

sample statistics.

T a =
Ȳ a

1 − Ȳ a
2

Sa
√

1
n1
+ 1

n2

,

where Ȳ a
1 = Ȳ1 + r1, Ȳ a

2 = Ȳ2 + r2, and

Sa =

√

(n1 −1)(S2
1 + r3)+(n2 −1)(S2

2 + r4)

n1 +n2 −2
,

with ri ∼ Laplace(λi), i = 1 ∼ 4. We re-write the test statistic

as

T a =
Za

Xa
,

where

Za =
Ȳ a

1 − Ȳ a
2 − (µ1 −µ2)

σ
√

1
n1
+ 1

n2

+
(µ1 −µ2)

σ
√

1
n1
+ 1

n2

,

and Xa = Sa/σ . Since the Laplace noises are added indepen-

dently, we can then obtain the distribution of the numerator by

convoluting Gaussian and Laplace distributions. The distribu-

tion of Xa is based on convolution of chi-square and Laplace

distributions. The distributions of Za and Xa depend on the

Laplace noise parameters λi, i = 1 ∼ 4. Whether the sample

sizes are equal or not no longer matters. We obtain their dis-

tributions under two seperate cases. Let υ = n1 +n2 −2. Let

δ =
µ1 −µ2

σ
√

1
n1
+ 1

n2

.

δ equals to 0 under H0 and is non-zero under Ha.

Distribution of Za, λ1 6= λ2: We have

FZ(z|µ1 −µ2) = Φ(z−δ )

− λ 2
2

2(λ 2
1 −λ 2

2 )
exp{τ2(z−δ )+

τ2
2

2
}(1−Φ(z−δ + τ2))

+
λ 2

2

2(λ 2
1 −λ 2

2 )
exp{τ2

2

2
− τ2(z−δ )}Φ(z−δ − τ2)

+
λ 2

1

2(λ 2
1 −λ 2

2 )
exp{τ2

1

2
+ τ1(z−δ )}(1−Φ(z−δ + τ1))

− λ 2
1

2(λ 2
1 −λ 2

2 )
exp{τ2

1

2
− τ1(z−δ )}Φ(z−δ − τ1)

where

τ1 = σ

√

1

n1
+

1

n2
/λ1,

and

τ2 = σ

√

1

n1
+

1

n2
/λ2.
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Distribution of Za, λ1 = λ2: We have

FZ(z|µ1 −µ2) = Φ(z−δ )

−
(

1

2
+

τ(z−δ )

4
− τ2

4

)

exp{τ2

2
− τ(z−δ )}Φ(z−δ − τ)

− τ

4
√

2π
exp{τ2

2
− τ(z−δ )− (z−δ − τ)2

2
}

+
τ

4
√

2π
exp{τ2

2
+ τ(z−δ )− (z−δ + τ)2

2
}

+

(

1

2
− τ(z−δ )

4
− τ2

4

)

exp{τ2

2
+ τ(z−δ )}(1−Φ(z−δ + τ))

where

τ = σ

√

1

n1
+

1

n2
/λ1.

Distribution of Xa, λ3 6= λ4: It does not depend on µ1−µ2.

υ = n1 +n2 −2. We have

fX (x) = [2x fG(x
2;

υ

2
,θ0)

+
b2

2

b2
2 −b2

1

exp{−b1x2}(b1x)

(

θ1

θ0

)
υ
2

FG(x
2;

υ

2
,θ1)

− b2
2

b2
2 −b2

1

exp{−b1x2}(x)
(

θ1

θ0

)
υ
2

fG(x
2;

υ

2
,θ1)

− b2
1

b2
2 −b2

1

exp{−b2x2}(b2x)

(

θ2

θ0

)
υ
2

FG(x
2;

υ

2
,θ2)

+
b2

1

b2
2 −b2

1

exp{−b2x2}(x)
(

θ2

θ0

)
υ
2

fG(x
2;

υ

2
,θ2)

+
b2

2

b2
2 −b2

1

exp{b1x2}(b1x)

(

θ3

θ0

)
υ
2 (

1−FG(x
2;

υ

2
,θ3)

)

− b2
2

b2
2 −b2

1

exp{b1x2}(x)
(

θ3

θ0

)
υ
2

fG(x
2;

υ

2
,θ3)

− b2
1

b2
2 −b2

1

exp{b2x2}(b2x)

(

θ4

θ0

)
υ
2 (

1−FG(x
2;

υ

2
,θ4)

)

+
b2

1

b2
2 −b2

1

exp{b2x2}(x)
(

θ4

θ0

)
υ
2

fG(x
2;

υ

2
,θ4)]/

[1− b2
2

2(b2
2 −b2

1)

(

θ3

θ0

)
υ
2

+
b2

1

2(b2
2 −b2

1)

(

θ4

θ0

)
υ
2

]

where

τ1 = σ

√

1

n1
+

1

n2
/λ1,

τ2 = σ

√

1

n1
+

1

n2
/λ2,

b1 =
(n1 +n2 −2)σ2

(n1 −1)λ3
,

b2 =
(n1 +n2 −2)σ2

(n2 −1)λ4
,

θ0 =
2

n1 +n2 −2
,

θ1 =
2

n1 +n2 −2−2b1
,

θ2 =
2

n1 +n2 −2−2b2
,

θ3 =
2

n1 +n2 −2+2b1
,

and

θ4 =
2

n1 +n2 −2+2b2
.

Distribution of Xa, λ3 = λ4: Again, it does not depend on

µ1 −µ2. We have

fX (x) = [2x fG(x
2;

υ

2
,θ0)

+

(

b2x3 +bx

2

)

exp{−bx2}
(

θ1

θ0

)
υ
2

FG(x
2;

υ

2
,θ1)

−
(

2x+bx3

2

)

exp{−bx2}
(

θ1

θ0

)
υ
2

fG(x
2;

υ

2
,θ1)

−
(

b2x

2

)

exp{−bx2}
(

θ1

θ0

)
υ+2

2

FG(x
2;

υ +2

2
,θ1)

+

(

bx

2

)

exp{−bx2}
(

θ1

θ0

)
υ+2

2

fG(x
2;

υ +2

2
,θ1)

+

(

bx−b2x3

2

)

exp{bx2}
(

θ2

θ0

)
υ
2 (

1−FG(x
2;

υ

2
,θ2)

)

−
(

2x−bx3

2

)

exp{bx2}
(

θ2

θ0

)
υ
2

fG(x
2;

υ

2
,θ2)

+

(

b2x

2

)

exp{bx2}
(

θ2

θ0

)
υ+2

2
(

1−FG(x
2;

υ +2

2
,θ2)

)

−
(

bx

2

)

exp{bx2}
(

θ2

θ0

)
υ+2

2

fG(x
2;

υ +2

2
,θ2)]/

[

1− 1

2

(

θ2

θ0

)
υ
2

− b

4

(

θ2

θ0

)
υ+2

2

]

where

b = 2σ2/λ3,

θ0 =
2

n1 +n2 −2
,

θ1 =
2

n1 +n2 −2−b
,

and

θ2 =
2

n1 +n2 −2+b
.
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Figure 7: ε = 0.3. We set λi equal to 1/(niε) and fix α = 0.05. Red line is for one sample Z test; blue line is for one sample T

test; pink line is for two sample T test with equal sample size and equal variance; green line is for two sample T test with unequal

sample size and equal variance. Left: Type I error plotted against sample size; Middle: n=50, Type II error plotted against the

difference between the true value and the hypothesized value; Right: n=400, Type II error plotted against the difference between

the true value and the hypothesized value.

Given the Laplace noise parameters λi, we select the CDF

and PDF of Za and Xa respectively. The distribution of the test

statistic T a given the value of µ1−µ2 follows Equation 4. Let

t α
2 ,υ

be the (1− α
2
) quantile of a t distribution with υ degrees

of freedom. The revised type I and type II errors again can

be computed numerically. We show αa and β a under the two

sided alternative. Similarly we can obtain the revised errors

for the one sided alternatives.

αa = P
(

|T a|> t α
2 ,υ

| µ1 −µ2 = 0
)

= 1−FT (t α
2 ,υ

| µ1 −µ2 = 0)+FT (−t α
2 ,υ

| µ1 −µ2 = 0)

β a =P
(

|T a|< t α
2 ,υ

| µ1 −µ2 6= 0
)

= FT (t α
2 ,υ

| µ1 −µ2 6= 0)−FT (−t α
2 ,υ

| µ1 −µ2 6= 0)

Figure 7 show the type I and type II errors under differential

privacy. Hypothesis tests often operate with far less samples

than classification, since the test is always significant for large

dataset. On the left panel of Figure 7, we plot the type I er-

ror under differential privacy against sample size, up to 400

samples. For the tests considered in this article, the type I er-

rors under differential privacy decrease sharply as sample size

increases. Type II error depends on the difference between

the true value and the hypothesized value. The left panel of

Figure 7 shows the type II error under differential privacy for

sample size 50. The right panel of Figure 7 shows the type

II error under differential privacy for sample size 400. Again

the type II error under differential privacy improves signifi-

cantly as sample size increases. We must apply differential

privacy query results with caution in hypothesis tests. Often

users have only a handful or a few dozen samples in a test,

the direct noise addition makes the test result unreliable. With

very small datasets, users need the clean query results or direct

access to the raw data for a reliable output.

6. SUMMARY

In this article we calculate the sensitivities of various statis-

tics queried from a statistical database. We examine the per-

formance of Bayesian classifier using the noise added mean

and variance-covariance matrix. We also study the type I and

type II errors under differential privacy for various hypothesis

tests. In the process we identify an interesting issue associated

with random noise addition: The variance-covariance matrix

without the added noise is positive definite. However simply

adding noise can only return a symmetric matrix, which is no

longer positive definite. Consequently the query result cannot

be used to construct a classifier. We implement a heuristic al-

gorithm to repair the noise added matrix to achieve positive

definiteness in the experiments.

This is a general issue for random noise addition. Adding

noise to a statistic which must satisfy certain constraint may

return query results that no longer satisfy the constraint. The

query results need to be further modified in order to be used

in subsequent studies. An interesting question is how to pro-

vide query results that are helpful for subsequent studies while

safely protecting database participant’s privacy. Each con-

strained statistic may need an algorithm to achieve its original

properties after noise addition.
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APPENDIX A. ONE DIMENSIONAL BAYES ERROR

BOUND

We can obtain an upper bound for the one dimensional

Bayes error with Gaussian mixture models under differential

privacy for binary classes. Assume class ω1 ∼ N(µ1,σ
2
1 )

and class ω2 ∼ N(µ2,σ
2
2 ). Further assume class ω1 has

n1 records and class ω2 has n2 records. First note the Bhat-

tacharyya bound [2] states that

Bayes Error ≤
√

P(ω1)P(ω2)e
−K , (5)

where

K =
1

4

µ2
1 +µ2

2 −2µ1µ2

σ2
1 +σ2

2

+
log(σ2

1 +σ2
2 )

2
− log(4σ2

1 σ2
2 )

4
. (6)

Considering the Laplace noises added to the queries of mean

and variances in each class, we have the following theorem.

Theorem 6.1 The Gaussian mixture models are as specified

above. Assume under differential privacy the query responses

are the sample means and the sample variances plus indepen-

dent Laplace noises:

µ̂1 = x̄1 + r1, µ̂2 = x̄2 + r2, σ̂2
1 = S2

1 + r3, σ̂2
2 = S2

2 + r4.

Since there are multiple ways to query a statistic, we simply

assume the independent Laplace noises ri ∼ L(0,λi) for a gen-

eral result. We have for 0 < p < 1,

P(KL(p)< K < KU (p)) = p8,

and

Pr(Bayes Error <
√

P(ω1)P(ω2)e
−KL(p))≥ p8,

where

KU (p) =

∑2
i=1{µi +

√

σ2
i

ni
Z(1− p

2
)−λi log(1−2| 1−p

2
|)}2

4{∑2
i=1

σ2
i

ni
χ2

ni−1(
p
2
)+∑4

i=3 λi log(1−2| 1−p
2
|)}

−
∏2

i=1{µi −
√

σ2
i

ni
Z(1− p

2
)+λi log(1−2| 1−p

2
|)}2

2{∑2
i=1

σ2
i

ni
χ2

ni−1(1−
p
2
)−∑4

i=3 λi log(1−2| 1−p
2
|)}

+
log{∑2

i=1
σ2

i
ni

χ2
ni−1(1−

p
2
)−∑4

i=3 λi log(1−2| 1−p
2
|)}

2

−
log{4∏2

i=1[
σ2

i
ni

χ2
ni−1(

p
2
)+λi+2 log(1−2| 1−p

2
|)]}

4
,

and

KL(p) =

∑2
i=1{µi −

√

σ2
i

ni
Z(1− p

2
)+λi log(1−2| 1−p

2
|)}2

4{∑2
i=1

σ2
i

ni
χ2

ni−1(1−
p
2
)−∑4

i=3 λi log(1−2| 1−p
2
|)}

−
∏2

i=1{µi +

√

σ2
i

ni
Z(1− p

2
)−λi log(1−2| 1−p

2
|)}2

2{∑2
i=1

σ2
i

ni
χ2

ni−1(
p
2
)+∑4

i=3 λi log(1−2| 1−p
2
|)}

+
log{∑2

i=1
σ2

i
ni

χ2
ni−1(

p
2
)+∑4

i=3 λi log(1−2| 1−p
2
|)}

2

−
log{4∏2

i=1[
σ2

i
ni

χ2
ni−1(1−

p
2
)−λi+2 log(1−2| 1−p

2
|)]}

4
.

Z(r) is the r quantile of the standard normal distribution.

χ2
n−1(r) is the r quantile of χ2

n−1. λ log(1 − 2| 1−p
2
|) and

−λ log(1−2| 1−p
2
|) are p/2 and (1− p/2) quantile of Laplace

distribution L(0,λ ).

Proof: Since both classes follow Gaussian distribution, we

have the following distribution for the sample means and the

sample variances:

x̄1 ∼ N(µ1,
σ2

1

n1
),

x̄2 ∼ N(µ2,
σ2

2

n2
),

n1S2
1

σ2
1

=
∑

n1
i=1(x1,i − x̄1)

2

σ2
1

∼ χ2
n1−1,

n2S2
2

σ2
2

=
∑

n2
i=1(x2,i − x̄2)

2

σ2
2

∼ χ2
n2−1.

Note the sample means and the sample variances are inde-

pendent. Also note we add independent Laplace noises ri ∼
L(0,λi),

µ̂1 = x̄1 + r1, µ̂2 = x̄2 + r2, σ̂2
1 = S2

1 + r3, σ̂2
2 = S2

2 + r4.

With probability p (for example p= 0.90, 0.95, etc.), we have:

µi−

√

σ2
i

ni

×Z(1− p

2
)< x̄i < µi+

√

σ2
i

ni

×Z(1− p

2
), i = 1,2,

σ2
i

ni

× χ2
ni−1(

p

2
)< S2

i <
σ2

i

ni

× χ2
ni−1(1−

p

2
), i = 1,2,

λi log(1−2|1− p

2
|)< ri <−λi log(1−2|1− p

2
|), i = 1−4,

where Z(1 − p/2) is the (1 − p/2) quantile of the stan-

dard normal distribution, χ2
ni−1(r) is the r quantile of χ2

ni−1
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(r = p/2 or 1− p/2), and λi log(1−2| 1−p
2
|) and −λi log(1−

2| 1−p
2
|) are p/2 and (1− p/2) quantile of Laplace distribution

L(0,λi).
In Equation 6, plugging in the bounds of the sample means,

the sample variances, and the Laplace noises, we have:

Pr(KL(p)< K < KU (p)) = p8,

where KL(p) and KU (p) are specified in the main theorem.

Because Pr(KL(p)< K)≥ p8, we have

Pr(Bayes Error <
√

P(ω1)P(ω2)e
−KL(p))≥ p8.

The proof is based on genuine Gaussian distributions.

Bhattacharyya bound can be applied to truncated Gaussian

distribution [2] and we can obtain useful information if k is

sufficiently large.

APPENDIX B. NEW MATERIAL SINCE THE

CONFERENCE PAPER

The 2011 conference paper has a crude algorithm to fix

the noise added variance-covariance matrix in Section 4, with

preliminary experiments. In this expanded journal article, we

implement a new algorithm to fix the noise added variance-

covariance matrix, which is much more effective. We then

carry on extensive experiments using both simulated and real

life data.

Section 5, hypothesis testing under differential privacy, is

new material since the 2011 conference paper. We have re-

vised abstract, introduction, related work, and summary ac-

cordingly. Only Section 3 is the same as in the 2011 confer-

ence paper.
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