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Today: Program Office Whac-A-Mole

Winning in Features and Effectiveness, but
Losing in Defensibility and Stability

© 2023

In June of 2020 a generally successful DoD program
completed an 8 week “Hardening the Software Factory”
effort in orderto address accumulated technical debt
and to addressinsufficientsecurity and operations
practicesdueto the narrow focuson speed of delivery.

These things occur, even in small relatively successful
programs, when technical debtand insufficient security
and operational practices are in place dueto lack of
knowledge, experience,and reference material to fully
design and executean integrated DevSecOps strategy
in which all stakeholder needs, including
cybersecurity,are addressed.

While playing Whac-A-Mole is inevitable, instead of
missing the holes, or constantly hitting the same hole, the
key is to fill in the holes.
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DevSecOps: Modern Software Engineering Practices and Tools that
Encompass the Full Software Lifecycle

TIME

BENEFITS

DevSecOps isa cultural and engineering practice that breaks down
barriers and opens collaboration between development, security,
and operations organizations using automation to focus on rapid,
frequentdelivery of secure infrastructure and software to production.
It encompasses intake to release of software and manages those
flows predictably, transparently, and with minimal human
intervention/effort[1].

A DevSecOps Pipeline attempts to seamlesslyintegrate “three
traditional factions that sometimes have opposing interests:

* development;which values features;
* security,which values defensibility; and
* operations, which values stability [2].”

Not only does one need to balance the factions. They mustdo soin a
way that balances risk, quality and benefits within their time,
scope, and cost constraints.

[1] DevSecOps Guide: Standard DevSecOps Platform Framework U.S. General Services Administration.
UUAUTY https://tech.gsa.goviguides/dev_sec_ops_guide. Accessed 17 May 2021
[2] DevSecOps Platform Independent Model, https://cmu-sei.github.io/DevSecO ps-Model/

© 2023
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Program View

Captures stakeholder
needs and channels the
whale program towards
meeting those needs

Business Mission

Capability Delivery The peaple, processes,
and fechnology necessary
to build, deploy, and
operate the program’s
products (i.e, the
software factories)

Mission systems or
services that are delivered,
deployed, and operated
for use by the warfighters

!
b

Deﬁéetﬂps

Oriented Program

Application

Business Case I Platform

Shared Services Requirements I Infrastructure

All software oriented programs are driven by three
concerns:

Business Mission — captures stakeholder
needs and channels the whole program in
meeting those needs. It answer the questions
Why and For Whom the program exists
Capability to Deliver Value — covers the
people, processes, and technology necessary
to build, deploy, and operate the program’s
products

Products — the units of value delivered by the
program. Products utilize the capabilities
delivered by the software factory and
operational environments.
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Challenge 1: connecting process, practice, and tools
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Captures stakeholder

. - needs and channels the
Business Mission whole program towards

meeting those needs

Capability Delivery The peaple, processes,

and fechnology necessary
to build, deploy, and
operate the program’s
products (i.e, the
software factories)

Mission systems or
services that are delivered,
deployed, and operated
for use by the warfighters

Oriented Program

Application Business Case I Platform

Shared Services Requirements I Infrastructure

Capabilities and Products are not static.

 Infrastructure and shared services are
often maintained across multiple
organizations

* Processes, practices, and tools must
evolve to meet the needs of the products
being built and operated

» Products must evolve to meet changing
needs, defects found, and changes to
other systems.
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Challenge 2: Addressing Threats to both Pipeline and Product

: Application
% \Destruction
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Platform ‘
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Encryption /L Force
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Backups

Physical
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The tight integration of Business Mission,
Capability Delivery, and Products, using integrated
processes, tools, and people, increases the attack
surface of the product under development.

Managing and monitoring all the various parts to
ensure the product is built with sufficient
cybersecurity and the pipeline is maintained to
operate with sufficient cybersecurity is complex.

How do you focus attention to areas of greatest
concern for security risks and identify the attack
opportunities that could require additional
mitigations?
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Using a capability service to attack a product isn't new

https://www.itworld.com/article/2861675 /cyberattack-on-german-steel-factory-causes-mas
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sive-damage.html

“Steelworks compromise causes
massive damageto furnace.

One of the most concerning was a
targeted APT attack on a German
steelworks which ended in the attackers
gaining access to the business systems
and through them to the production
network (including SCADA). The effect
was that the attackers gained control of
a steel furnace and this caused massive
damages to the plant.”



Software Assurance (SwWA)

DoD definition:

“the level of confidence that software is free from vulnerabilities, either intentionally
designed into the software or accidentally inserted at anytime during its lifecycle, and
that the software functions in theintended manner.”

[CNSS Instruction No. 4009; DoDi 5200.44 p.12]

SwWA Curriculum Model definition:

Application of technologies and processes to achieve a required level of confidence that
software systems and services function in the intended manner, are free from

accidental orintentional vulnerabilities, provide security capabilities appropriate to the
threat environment, and recover from intrusions and failures.

[Mead, Nancy; Allen, Julia; Ardis, Mark; Hilburn, Thomas; Kornecki, Andrew; Linger, Richard; & McDonald, James. Software
Assurance Curriculum Project Volume I: Master of Software Assurance Reference Curriculum. CMU/SEI-2010-TR-005. Software
Engineering Institute, Carnegie Mellon University. 2010. http://resources.sei.cmu.edu/library/asset-view.cfm?AssetlD=9415]
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Risk

The perception of risk drives assurance decisions

» Assurance implementation choices (policies, practices, tools, restrictions) are
based on the perception of threat and the expected impact should that threat
be realized

 Perceptions are primarily based on knowledge about successful attacks

- the current state of assurance is largely reactive

- successful organizations learn from attacks and figure out how to react and recover
faster and be vigilant in anticipating and detecting attacks

» Misperceptions are failures to recognize threats and impacts — “how could it
happen to us?” or “it could not happen here!”

© 2023 [DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.



Attacker

There are no perfect protections against attacks.

There exists a broad community of attackers with growing technology

capabilities able to compromise the confidentiality, integrity, and availability of

any and all of your technology assets, and the attacker profile is constantly

changing.

* The attacker uses technology, processes, standards, and practices to craft a
compromise (socio-technical responses).

* Attacks are crafted to take advantage of the ways we normally use technology or
designed to contrive exceptional situations where defenses are circumvented.

© 2023 [DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.



Mitigating Risk with Assurance Cases

Understanding risk is hard!

Without being able to quantify, or reason around,

the cybersecurity risks associated with your

product and DevSecOps pipeline, you will not be

able to:

« properly balance between features,
defensibility, and stability

« make necessary trade-off choices to achieve
your organization’s mission and vision in a
cost-effective way

© 2023

An assurance case can be used to reason
about the adequacy for both the pipeline and
the product.

» ltis a structured approach used to argue that
available evidence supports a given claim

« It provides the organization with the basis for
making risk-based choices tied to assuring that
the pipeline only functions as intended.

» It provides requirements for automated systems
testing, or other evidence collection techniques.

» Actual test results provide the evidence needed
to support the assurance claims.

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.



Assurance cases are composed of the following elements:
Claims— “assertions put forward for general acceptance.
They are typically statements about a property of the
system or some subsystem. Claims that are asserted

as true without justification become assumptions and L
claims supporting an argument are called subclaims  /

Assuring that your Program only Functions as

€10 The OevSacOzs posine
Onty hnanns o #InIed

X

Intended

[

|

|

1

1

€19 The DaviecOps ppeine
rovedes Merreng & Trackeng
servies and tarcacealny

C1 2 The DeovSecUpn somioe

Provides Custy Assurance
sarages and Saacionaity

C1.3 Tre DevSecOps ppeios
provides Sofwary Assuranos

SN B0 ANCIOEty

C1.4 Toe DuwSacOps pipeine
Darwdes Covigurem
Maragerart sercoss arxd

1 5 The DevecOps ppetre
prowdes Soksion Develoomen
SEracas ara) Lachcnalty

C14 The DasSacOps plosind

C1.7 The DanvSacOps posicn
srowtes Verfraton & Vdaton
0w Ced ane] Prcsoraly

a0 Anaaionasty

C1 B The DevGacOpe ppelnn
pezweea Dazioyrer! sereces

C15 The Dae5ocCps poekw
provdes Morece & Cormst
Sorviond aae Arcionaley

110 Tho DevSecOps pposns
Provides Hoatng sevion e
Anctionasty

[1].”

Arguments — “link the evidence to the claim [1]” by

stating the assumption(s) on which the claim and the
evidence are built upon.
Evidence — “Evidence that is used as the basis of the

justification of the claim. Sources of evidence may

include the design, the development process, prior field
experience, testing, source code analysis or formal

analysis [1].”

Defeaters — “possible reasons for doubting the truth of a

claim [2]”
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[1] Bloomfield, R. E. and Netkachova, K. Building Blocks for Assurance Cases. Paper presented at the

International Symposium on Software Reliability Engineering (ISSRE), 03-11-2014 - 06-11-2014, Naples, Italy.

[2] Goodenough, John B., Charles B. Weinstock, Ari Z. Klein. Toward a Theory of Assurance Case Confidence,

CMU/SEI-2012-TR-002 September 2012. [DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.
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Addressing the Cybersecurity
Challenge with MBSE
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Just like Quality, Security is a lifecycle challenge

Operational Need Delivered Capability

_

Business or Mission Analysis
Identify threat environment and
opportunities for attack

Stakeholder Needs & Req Definition
Define functional requirements for
operation in cyber-contested
environment

Validated Solution

R

Requirements
Validation

System Req. Definition

Derive non-functional SwA requirements
Transition

Architecture Definition Verification
Develop secure architecture . Penetration Testing
Obtain data rights DeSIgn Product

Support: ~ Integration

Risk Management

Assurance Case Design Definition

: ] ) ) Version Control
Design system with considerations for SwA'

Binary Analysis
Configuration Management
Version Control

Vulnerability Analysis (Static)

Disposal

Operation
Implement operational monitoring
and response

Transition data rights

Sustainment and Continuous Engineering
Continued Assessment & Timely Patching

Conduct third-party SwA testing
Risk Management Framework (RMF)

Full System Regression Testing

Access Control System Analysls Implementation
Code Signing Criticality Analysis Supplemented by SwA Processes and Tools
SwA Evaluation of COTS Architecture/Design/Code Reviews
Measures & Metrics Submission of TAC Reports Coding Standards
Selection of Cybersecurity Controls Origin Analysis

Verification

Static Source Code Weakness Analysis
Binary Analysis

Origin Analysis

Web App Scanners & Fuzzers

Negative Testing

Automated Test Suite w/Coverage
Penetration Testing

Note: Implementation, Integration, & Verification
are often performed continuously & simultaneously
with the aid of IDEs & other tools.

Continuous application across all phases

Material Solution Technology Maturation
Analysis and Risk Reduction

Engineering and Production and
Manufacturing Development Deployment

© 2023 [DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.




Model Based Systems Engineering

System Definition System Vision Functional Architecture

* Not yesterday’s Document-Centric Systems
il o L Engineering!
r -5 - » MBSE uses a Digital System Model* to facilitate

f.- » » Functional Model

Byiu Mot « Tmnsae v peons cmsisess. - COMMON. System understanding and decision-

¢ Concept of Operation System Functicoal Requirements

o End-to-end Mission Theeads/Workflows o Geaphical Analysis Provides increased H

o |dentification of System Qualities Rigor (vs text oaly) I I Ia kl ng
Requirements Model * Roadmap Development o Funclions
® Establish Scurce/Originating Requirements o Input/Output

o Scenano Development

@ 3y authoritative source of truth
N ‘ o « System and Components can be integrated at

Physical Architecture

o Structured Hiesarchy and Flowdown @ @% © Time Sequence ° The Digital System MOdeI* iS the Single

& Managed Traceabdity © Logic
o Level | to Dexived Requicements
@ ‘

® td Vecnton Gomasts
Allocated Architecture ' |
@ various levels of abstraction and fidelity
, @ ) @  Model Views are chosen to best communicate
“VeldePuiomence e B @ @ Functional Model information to a variety of stakeholders via the

- v
r
)
'
X
b -
%

* Functionsd Model Execution via Discrete o Candidste Physical Aichrectwres
Event Simelatio o HW, SW, Intesfaces 1 1 1 1
"o e Anaees . s dynamic creation of multiple, consistent,
o Resowce Analyses o Allocate Functions to Components
© Quantitative Benefits Analyses « o Platform Compatiblity Assessments

O Validation of Logic o System Physical Architecture Defisiticn accurate VieWS
- _ . « Impacts of changes are more easily analyzed
*The Digital System Model contains the most current requirements, key

mission/business operations, architecture, design details, implementation details, test and evaluated
and evaluation details, and supporting documentation.
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Security Requirements Challenges

Typical problems with security requirements
» Stated as specific security solutions (practices) and not real requirements
- Ex: Only authorized users shall access personal healthcare information

* Too narrowly focused on security in a particular application
- Ex: use SSL for Web communication

« Compliance mandates are substituted for security requirements
- Ex: An audit log must be maintained of every access to the patient’s healthcare information
* Focused on selection of controls after designs are complete

*Ignored in requirements elicitation because no stakeholders are knowledgeable
enough about security impacts to state their security requirements

© 2023 [DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.



Merely Specifying Security Features is Insufficient

One needs to

¢ anticipate ways in which a system can be misused by adversaries

« perform systematic, rigorous, and customized threat analysis

« associate attack methods with the likely identified threats

« define and document mitigation strategies aimed at thwarting the attacks
« Write appropriately specific security requirements

“Early specification of security requirements positively impacts fundamental
architectural decisions that enable security concerns to be addressed from the
ground up, rather than added as late-in-the-day patches in an attempt to
remediate security vulnerabilities.”

https://resources.sei.cmu.edu/asset_files/TechnicalNote/2018_004_001_516627.pdf
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Value of Modeling Security

Crucial security decisions to address risks
are made in the architecture.

Analyzing an architecture is a huge
opportunity for improving security.

Threat Modeling methods can be combined
with MBSE to create a more robust and well-
rounded view of potential threats.

© 2023

—

Resolve
Design Flaws

ES

Identify
Threats

l

Create
Architecture
Candidate

Find Security
Design Flaws

—

Model
Architecture

L
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Threat Modeling

« Threat Modeling is the process of creating an abstraction of a system,
aimed at identifying attackers’ abilities and goals, and using that abstraction
to generate and catalog possible threats that the system must mitigate.

« While security can be analyzed at the networking and code levels to prevent
buffer overflows, SQL injection attacks, etc. there is value in creating a

mindset of defensive thinking early in the requirements and architecture
phases.

« Defensivethinking meansthat for every new feature, one must think about
how it could be abused or defeated by adversaries.

» The defensive thinking mindset underlies the approach to threat
modeling

https://insights.sei.cmu.edu/blog/the-hybrid-threat-modeling-method/
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DevSecOps Platform Independent Model (PIM)

© 2023

Is an authoritative reference to fully design and
execute an integrated Agile and DevSecOps
strategy in which all stakeholder needs are
addressed

enables organizations to implement DevSecOps in
a secure, safe, and sustainable way in order to fully
reap the benefits of flexibility and speed available
from implementing DevSecOps principles,
practices, and tools

was developed to outline the activities necessary to
consciously and predictably evolve the pipeline,
while providing a formal approach and
methodology to building a secure pipeline tailored
to an organization’s specific requirements

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.



Reference Architecture/Platform Independent Model (PIM)

A Reference Architectureis an authoritative source of
information about a specific subject area that guides and
constrains the instantiations of multiple architectures and

solutions [1].

Stakeholder
Requirements

Guides and constrains

} Reference Architecture

the development of

Input f
it | Solution

'L Architectures

[1] DoD Reference Architecture Description,

© 2023

A PIM is a general and reusable model of a solutionto a
commonly occurring problem in software engineering within a
given context and is independent of the specific technological

platform used to implement it.

PIM model

map

Melamg

A

map/generate

evaluate

\ PIM" model

A

4

h

ff PSM-1 evolve i ; PSM-1' \
model model

refactor

///'/_ ¥

Al
i

Platform-1

)

NOTE: PSM = Platform Specific Model
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https://dodcio.defense.gov/Portals/0/Documents/DIEA/Ref_Archi_Description_Final_v1_18Jun10.pdf

DevSecOps PIM - Content Diagram
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hittps://cmu-sei.qithub.io/DevSecOps-Model/
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DevSecOps Requirements
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Example of Requirements Representation in Diagrams from PIM
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All requirements are organized into
categories based on logical and
functional groupings:
 Governance

* Requirements

« Architecture and Design

« Development

« Test

« Delivery

« System Infrastructure

Requirements Table Link
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DevSecOps Capability/Strategic Viewpoint

re)

Legend

A capability is a high-level concept that / Trace
describesthe ability of a system to
achieve or perform a task or a mission.

» Capability to Requirements
Traceability Link

» Capability to Operational

Activity Traceability Link

Capability Definitions Link

] System Requirements
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Structuring a DevSecOps Assurance

only functions as intended

C1.0 The DevSecOps pipeline

X

Case Around Capability

C1.1 The DevSecOps pipeline C1.2 The DevSecOps pipsline C1.3 The DevSecOps pipeline C14 Th‘.’ Esevm :az‘:nme C1.5 The DevSecOps pipeline
provides Ptanning & Tracking provides Quality Assurance provides Software Assurance Mapn ament seg' acd provides Solution Development
services and functionality services and functionality services and functionality 29 funclion ai' utylcas services and functionality
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C1.6 The DevSecOps pipeline
provides Integration services and
functionality

C1.7 The DevSecOps pipeline
provides Verification & Validation
services and functionality

C1.8 The DevSecOps pipeline
provides Deployment services
and functionality

C1.9 The DevSecOps pipeline
provides Monitor & Control
services and functionality

C1.10 The DevSecOps pipeline
provides Hosting services and
functionality
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DevSecOps Operational Viewpoints
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An operational model for a system describes behavior of the system to conduct enterprise operations.

The main operational processes for DevSecOps includes development process for the product, as well
as the DevSecOps process itself.
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== DeySecOps Personnel Viewpoints T
Atz

Personnel viewpoints are used to model
the socio part of DevSecOps system.

* Personnel Structure —

Posts with Responsibilities
Link

» Critical Roles — .
Responsibilities, Goals and ! ,

1
1
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* Process Involvement Matrix Link

Critical Roles are mapped to Operational Activities.
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Threat Scenarios

Template: Example:
it iy e Part Description
Activity The activity diagrammed in the PIM or PSM. There can be more than one . - - -
activity applied to the Threat Scenario. Activity Develop Product, Static and Dynamic Analysis
Actor The person, or group, that is behind the threat scenario. Threat actors can be Actor Insider Threat
malicious or unintentional. Developing a standard set of actors is beneficial for z : 7
this step. Persona non grata could be useful in determining malicious actors. Action Results from analysis are disclosed for effect
Threat actor may be a person, or group, internal to an organization structure.
Attack Information Disclosure
Action A potential occurrence of an event that might damage an asset, a mission, or
goal of a strategic vision. Asset Analysis Results
Attack An action_ taken that utilizes one of more vulnerabilities to realize 4 Mal to Effect Damage organization, vulnerabilities are publicly enumerated for a product
compromise or damage an asset, a mission, or goal of a strategic vision. under development
Asset A resource, person, or process that has value., Objective | Develop a targeted exploit for the product under development, financial attack
s Tho dosired or untlesired consaquence sesniting from the stack, Statement | An insider threat publicly releases the results of static and dynamic analysis to
Objective | The threat actor’s motivation or objective for conducting the attack the public to damage the organization's reputation.
Statement | Structured prose summarizing the 6-part security scenario S o

© 2023
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 Activities A
Planning o Identify relevant stakeholders. Participants must contain a mix of

| Kick-off Event

© System and

* Identify threat scenarios for 4 given system

The following Unified Architecture Framework (UAF) defined views have been created

for the system under evaluation:

*  Requirements Diagrams

e Operational Process Flows

*  Relationships between Operational Activities and System Requirements

e Operationa! resource structure, Posts (Le roles) and corresponding responsibilities
including the Involvement relationships.

S 'Mﬂnmm-dumendmdmdmmiammlmmwmuw

threats and corresponding While this process defines an approach to

mitigations.
systematicully define applicable threat scenarios for the given system, threats should

be wdentified, cvaluated, und captured continvously outside this process.

*  During the structured and unstructured brainstorming activities, there are no nght or
wrong ideas. The goal is 10 identify any reasonable action that can be taken to exploit

the various activities within the system to ultimately impact the final product. The
ideas will be evaluated later in the process,

- Deseription
engineering, operational, user, business, and cyber security
ence.

® Schadulé s dele and e, oF Séries Of évents.in which all relevait

stukeholders can actively participate,

Review the workshop process and introduce participants
o Discuss the goals and objectives of the workshop

o Introduce participants to the concept of system threats and review n

few example threat scenanios that follow the format of the Threat
Scenario Template.

; mmmmw

Architectural  «  Review system’s architectural views and relationships

Overview o Requirements
o Strategy
o Penonnel
| o Operational
Operational o  Select an operational process flow to focus the threat scenario
Process Flow gencration

Focus Arca *  Review the sclected operational process flow to gain understanding

of the process, data flow between operational activities, and
performers involved. This may include reviewing associated
requirements to understand the scope and context of the various
operational sctivities.

| Unstructured o Select an operational activity within the operational process flow

Brainstorming e« Either working individually or in pairs, brainstorm threats for the
selected operational activity and write them down. Threats can
bridge multiple operational activitics. The brainstormed ideas
should be captured in the individual's natural language.

*  Using an affinity diagram, organize the threats identificd by the
whole group and remove duplicates,

! o Create u list of potential threats 10 the system.
Structured o Use the same operational activity as in step 5.
Brainstorming e Break into groups of 2-3 people

Operational ' -
Activity Threat
Identification .

Operational
Process Flow

| Threats !
Consolidate .

| and Review .

| Exit Criteria A list of structured threat scenarios that cover the operational activities

Threat Scenario Generation Workshop

In small groups, identify ways that the operational activity may be
exploited to inteerupt the confidentiality, integrity, and/or
availability of the system, Utilize the Process Specific STRIDES
Threat Modeling Taxonomy fo reduce individual bias and to
holistically identify thrents to the given activity.

Using an affinity diagram, organize the threats identified by the
whole group and remove duplicates.

Add new threats 1o the list of potential threats to the system created

_instep 5.

Hmnnhﬁnmuyofmmhwmw
scenarios, select a threat from the list and complete the Threat
Scenario Template as a group. Repeat until everyone understands
how to complete the Threst Scenario Template.

Break into small groups of 3-4 people.

Divide the list of potential threats to the system between the small
groups, Alternatively, create 2 pull system in which the small
groups claim a potential threat from a centralized list a5 needed.

In small groups, complete the Threat Scenario Template for each
sssigned, or pulled, potential threat,

Review and update all completed threat scenarios as a whole group,
removing or consolidating duplicates, .
Sclect next operational activity within the selected operational
process flow.

Repeat steps 5-7.

Repeat step 8 until threats have been ideatified for all operational
activates within the selected operational process flow.
Npum“mllhuahvobunidmﬁedfanﬂ

operational process flows for the given system.

Consolidate all threat scenarios into a central list.
Review and accept the threat scenarios

in the given system,
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The Makeup of Your Threat Modeling Team Matters

Research shows that consistency associated with threats reported using
STRIDE is based on the makeup of specific teams and their background or
experience.

Thus, teams should include representative of at least the following groups:

« System users/purchasers: includes those acquiring the system, end users,
maintainers, and other groups with a vested interest in the system

 Cybersecurity Experts: could include roles such as system administrators,
penetration testers, ethical hackers, threat modelers, security analysts, etc.

« System Engineers/Developers: covering a range of perspectives such as,
systems engineers, requirements analysts, architects, developers, testers,
release engineers, site reliability engineers, etc.

https://insights.sei.cmu.edu/blog/the-hybrid-threat-modeling-method/



Example Threat Modeling Diagram for Write Code

Operational Activity
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DevSecOps Threats with Attributes
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Capturing the Complexity of the DevSecOps System
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Addressing Assurance Case Defeaters
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The DevSecOps PIM enables Organizations, Projects,
Teams, and Acquirers to

» specify the DevSecOps requirements to the lead system integrators tasked
with developing a platform-specific solution that includes the designed
system and continuous integration/continuous deployment (CI/CD) pipeline

« assess and analyze alternative pipeline functionality and feature changes as
the system evolves

« apply DevSecOps methods to complex products that do not follow well-
established software architectural patterns used in industry

« provide a basis for threat and attack surface analysis to build a cyber
assurance case to demonstrate that the product and DevSecOps pipeline
are sufficiently free from vulnerabilities and that they function only as
iIntended



Summary

© 2023

The use of model based systems engineering in
the design, implementation, and sustainment of
your DevSecOps socio-technical system will
assist you in building a system that is:

» Trustworthy — No exploitable vulnerabilities
exist, either maliciously or unintentionally
inserted.

» Predictable — When executed, software
functions as intended and only as intended.

* Timely — Features are delivered as the speed
of relevance.
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