i

of Engineersg
Engineer Research and
Development Center

)}
2\
o
o
[
=l
=
o
o
o
(11

PEGSI Program: Acquisition Theory

Early Life-Cycle Prediction of Reliability

and Matieu L. Lagarde

US Army Corps gﬁ ERDC

=

Randy K. Buchanan, Christina H. Rinaudo, George E. Gallarno, December 2022

Distribution Statement A. Approved for public release: distribution is unlimited.

i~
10 T
2 Reliability Plan Value and Cost
m 0.8
e 0.9 120000
0.8
a2 06 100000
T 0.7
c 04
o 06 80000
(=3 05
E 0.2 04 60000
=]
o o 03 40000
v 02
= =02
20000
£ 4 0 0
T Option 1 Option 2 Option 3 Option 4 Option 5 Option 6 Option 7 Option 8
G =06 T v v v
0.5 LY 05 10 L5 20 m— Value Score (Notional)  es==Plan Cost
> Principle Component Plane 1
o Design Choices
—
-C Failure Causes ‘
I System Functions /
o >\ Subsystems
| - T s9:
. o s2: ss: s6: s7: Remote 2 s11:
) st: i s3; s4: ; : ‘ 58 Control Ground X
H System L Auxiliary Power Handling N System Operator
m HugéF;acr::/ = Survivability Susir:ls:'onlSt E‘:;r:_'::: - Automotive Package/Drive (Navigation Cum::: icati Integration, %Z':‘lt’:rl Control Unit
m v (Armor) e (AuxAuto) Train and Remote) Assembly Smam Subsystem
Test, and v
S | Checkout
- O
— 4



The US Army Engineer Research and Development Center (ERDC) solves the
nation’s toughest engineering and environmental challenges. ERDC develops innovative
solutions in civil and military engineering, geospatial sciences, water resources, and
environmental sciences for the Army, the Department of Defense, civilian agencies, and
our nation’s public good. Find out more at www.erdc.usace.army.mil.

To search for other technical reports published by ERDC, visit the ERDC online library
at https://erdclibrary.on.worldcat.org/discovery.



http://www.erdc.usace.army.mil/
https://erdclibrary.on.worldcat.org/discovery

PEGSI Program: Acquisition Theory ERDC/ITL TR-22-1
December 2022

Early Life-Cycle Prediction of
Reliability

Randy K. Buchanan, Christina H. Rinaudo, George E. Gallarno, and Matieu L. Lagarde

Information Technology Laboratory

US Army Engineer Research and Development Center
3909 Halls Ferry Road

Vicksburg, MS 39180-6199

Final Report

Distribution Statement A. Approved for public release: distribution is unlimited..

Prepared for Headquarters, US Army Corps of Engineers
Washington, DC 20314-1000

Under Army Direct Funding, Program Element Number 0603463A, Project Number:
BP4, “Acquisition Theory—Reliability.”



ERDC/ITL TR-22-1

Abstract

The intent of this project is to investigate a variety of approaches for the
development of a basic model for the early life-cycle prediction of reliabil-
ity (pre-Milestone A). The United States Department of Defense (DoD)
currently utilizes an acquisition framework in which system development
advances through a series of checkpoints known as milestones. Each mile-
stone represents a decision point, with Milestone A being the earliest in
the life cycle. At Milestone A, also known as the risk-reduction decision,
the DoD evaluates design concepts while also committing funds to the
maturation of technologies in an effort to mitigate future risks. Typically,
little is known about the particular system to be developed at this point in
the acquisition life cycle, but DoD regulations require program managers
to submit system reliability information (OUSD[A&S] 2015). Traditional
reliability predictions, however, require extensive knowledge of the system
of interest to produce accurate results. This level of knowledge is unavaila-
ble at or before Milestone A; therefore, there is a need to create models
and methodologies for the prediction of system reliability. This report pro-
vides an overview of a variety of methods investigated to improve the pre-
diction of early life-cycle reliability.

DISCLAIMER: The contents of this report are not to be used for advertising, publication, or promotional purposes.
Citation of trade names does not constitute an official endorsement or approval of the use of such commercial products.
All product names and trademarks cited are the property of their respective owners. The findings of this report are not
to be construed as an official Department of the Army position unless so designated by other authorized documents.

DESTROY THIS REPORT WHEN NO LONGER NEEDED. DO NOT RETURN IT TO THE ORIGINATOR.
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1.1

1.2

Introduction

Background

The intent of this project is to investigate an approach for the development
of a basic model for the early life-cycle prediction of reliability (pre-Mile-
stone A). The United States Department of Defense (DoD) currently uti-
lizes an acquisition framework in which system development advances
through a series of checkpoints known as milestones. Each milestone rep-
resents a decision point, with Milestone A being the earliest in the life cy-
cle. At Milestone A, also known as the risk-reduction decision, the DoD
evaluates design concepts while also committing funds to the maturation
of technologies in an effort to mitigate future risks. Typically, little is
known about the particular system to be developed at this point in the ac-
quisition life cycle, but DoD regulations require program managers to sub-
mit system reliability information (OUSD[A&S] 2015). Traditional reliabil-
ity predictions, however, require extensive knowledge of the system of in-
terest to produce accurate results. This level of knowledge is unavailable at
or before Milestone A; therefore, there is a need to create models and
methodologies for the prediction of system reliability.

Objectives

Objectives include the development and demonstration of a reliability
modeling approach for early reliability prediction as well as implementa-
tion of an initial early reliability functionality for trade-space analysis . The
reliability and cost modeling will be integrated while incorporating a set-
based design (SBD) framework.

Why is this important? Reliability is critical because it contributes to a sys-
tem’s warfighting effectiveness as well as its suitability in terms of logistics
burden and the cost to fix failures. Furthermore, DoD regulations require
project managers (PM) to submit system reliability info before Milestone A
because it impacts performance, cost, and schedule estimates.

Why it is difficult? Field operational data on the same or similar products
are the best estimate of a product’s reliability but are difficult and expen-
sive to collect. New designs have no directly relevant data. Traditional reli-
ability predictions require extensive knowledge of the system, generally
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unknown early on. Per DoD 5000.02, the PM must formulate a compre-
hensive reliability and maintainability (R&M) program using appropriate
strategy to ensure R&M requirements are achieved (OUSD[A&S] 2015).If
the methodology includes cost, schedule, and performance impacts, it can
assist a program manager with tradeoff decisions.

Approach

This research approach includes developing a model through quantifying
reliability at an appropriate level of abstraction (subsystem) and aggregat-
ing into system-level estimates while acquiring historical defense systems
data. Process/model results are compared to historical defense systems’
data. Models also illustrate the impact of reliability values upon the sys-
tem’s costs throughout the life cycle (specifically spares and mainte-
nance—two of the major drivers) given the predicted reliability values are
modeled.
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2 Reliability Prediction Overview

Initial research activities included a review of DoD established instructions
and guidebooks that provided summaries of key activities and require-
ments associated with evaluating reliability during the materiel acquisition
process. This referencing of established DoD guidelines is important to de-
veloping new concepts that may have to be integrated into the existing in-
frastructure.

2.1 DoD reliability requirements

The Reliability Key System Attribute (KSA), which is a portion of the man-
datory Sustainment Key Performance Parameter (KPP), is defined as fol-
lows: “Reliability measures the probability that the system will perform
without failure over a specified interval under specified conditions. Relia-
bility must be sufficient to support the warfighting capability needed in its
expected operating environment. Considerations of reliability must sup-
port both availability metrics. Reliability may be expressed initially as a
desired failure-free interval that can be converted to a failure frequency for
use as a requirement” (Office of the Secretary of Defense in collaboration
with the Joint Staff 2009).

The Reliability KSA along with the Maintainability and the Operating and
Support Cost help to “ “ensure that the Sustainment KPP is achievable and
affordable in its operational environment. Together, the KPP and support-
ing KSAs ensure early sustainment planning, enabling the requirements
and acquisition communities to provide a capability solution with optimal
availability, maintainability, and reliability to the warfighter at an afforda-
ble life cycle cost” (Defense Acquisition University 2022).

Additionally, the Department of Defense Reliability, Availability, Main-
tainability, and Cost Rational Report Manual provides a methodology to
use when considering reliability, availability, maintainability, and cost
(RAM-C) requirements, aids in the development of realistic requirements,
and ensures that sustainment is considered early in the program life cycle
(Office of the Secretary of Defense in collaboration with the Joint Staff
2009).
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2.2 Reliability metrics review

Review of reliability metrics included discrete and continuous systems.
Discrete systems included single-use items like munition, where reliability
is commonly measured as probability. Methods include probability density
function, cumulative distribution function, reliability function, and failure
rate function. Continuous use systems include aircraft, vehicles, etc. Relia-
bility for these systems is commonly measured in terms of a primary usage
metric (operating hours, miles, flight hours, etc.). Example methods in-
clude Mean Time Between Failures (MTBF), Mean Time to Repair
(MTTR), Mean Time to Maintenance (MTTM), Maintenance Down Time
(MDT), and exponential distribution.

Many methods exist to predict reliability of existing systems; however, the
prediction of reliability during pre-Milestone A acquisition activities intro-
duces challenges due to the conceptual nature of the system where many
of the design components are unknown. A high percentage of DoD systems
struggle to meet reliability requirements (Brady 2013). Providing a model
with a capability to more accurately estimate early conceptual system reli-
ability could allow the use of reliability as a metric earlier in the decision-
making process. Adoption of this model could result in the development,
manufacture, and fielding of systems with high reliability. Increased sys-
tem reliability results in decreased system failure, thus increasing system
availability. If a system does not achieve good reliability, mission perfor-
mance and operations and sustainment costs are at risk. End-to-end mod-
eling of the system life cycle helps to evaluate the impact of changes in reli-
ability.

The fidelity of reliability analysis increases for a system as it progresses
throughout the acquisition life cycle. Reliability estimations in the pre-
Milestone A phase rely primarily on comparisons to legacy weapon sys-
tems. The actual reliability performance of a fielded system is often used to
inform earlier phases of reliability analysis and could also be used in mod-
eling and simulation to inform design decisions. The use of modeling and
simulation is more prevalent in the early phases of system development.
Once prototypes are developed, the prototype data are used for reliability
analysis. As the system matures to full-rate production, the information
gathered from the field is primarily used for reliability analysis. Through-
out the system’s life cycle, reliability and sustainment impacts total owner-
ship costs.
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2.3 Current DoD reliability estimation methods

From the DoD Guide for Achieving Reliability, Availability, and Main-
tainability, existing reliability assessment methods require the use of sys-
tem, subsystem, and component information to construct relevant mathe-
matical models capable of assessing reliability, availability, and maintaina-
bility (DoD 2005). This component information comes from a variety of
sources, including subject matter experts and system documentation. Ana-
lysts use the collected information to inform inputs for chosen reliability
estimation techniques.

Common reliability estimation techniques include the following;:

e Reliability block diagram modeling techniques

e Monte Carlo simulations

e Markov analysis (Markov Chain and Markov Process)
e Failure modes and effect analysis (FMEA)

e Fault tree analysis (FTA)

e Ishikawa diagram

The assumptions used by system engineers and other subject matter ex-
perts directly affect the accuracy of the aforementioned techniques. To
help guide future efforts in determining relevant avenues for pre-Mile-
stone A reliability estimation, and the subsequent development of in situ
correction factors, a more detailed analysis of modeling assumptions is
necessary.

2.3.1 Reliability block diagrams

Reliability block diagrams are at the core of initial pre-Milestone A relia-
bility predictions. Reliability block diagrams describe the interaction of
system components within a given system. These system block diagrams
allow for description of both components that operate in series and in par-
allel. Each block, then, calculates the reliability of a system component.
The reliability of the system is then calculated using the reliability of all
the system components and component interactions. Because of the ro-
bust nature inherent to reliability block diagrams, this technique continues
to be used to estimate overall system reliability. For pre-Milestone A relia-
bility estimates, however, block reliability estimates must be calculated us-
ing physics-based methods or using statistical information for similar sys-



ERDC/ITL TR-22-1

tems. Statistical estimates can be further improved if the system under de-
velopment uses previously deployed system components. The results of
these models can then be integrated into system-level simulation. The po-
tential for incrementally improving a system block diagram reliability esti-
mate makes this technique highly recommended as a starting point for im-
proving in situ (and post hoc) reliability estimates, though its suitability
for large-scale physical modeling is questionable.

2.3.2 Physics-based reliability (PBR) modeling

Development of novel systems inherently limits the availability of system
data and necessitates the utilization of physics-based modeling techniques.
Finite element analysis (FEA) is a commonly used method for mechanical
systems, though alternative physics of failure techniques and mathemati-
cal models are employed for this purpose for different system types. Tech-
niques such as FEA allow for component engineers to assess reliability of
their component when exposed to real-world stress. Aggregating the com-
ponent-level, physics-based reliability estimates can allow for system-level
reliability estimates. However, prior findings illustrate common pitfalls for
these predictive techniques for reliability estimation (Littlefield, Mazzuchi,
and Sarkani 2012; Nguyen and Zheng 2013; Fiondella and Zeephongsekul
2011; Thodi, Khan, and Haddara 2013; Fiondella and Xing 2014) as well as
provide possible paths to incrementally improve existing techniques (Hu
and Du 2018), including the development of in situ correction factors for
specific types of systems (e.g., ground vehicles or rotorcraft).

2.3.3 Monte Carlo simulation and Markov analysis

The development of physics-based models at the component level allows
for an estimation of the likelihood of component failures. The statistical
information pertaining to each component can then be integrated into a
Monte Carlo simulation environment or used for Markov analysis. While
these techniques are commonly used in reliability assessments, it is worth
noting that the output of these techniques is only as good as the inputs
that are provided. Thus, if physics-based modeling techniques provide
poor estimates for likelihood of failure, the poor estimates compound
upon each other to negatively impact the estimation of system-level relia-
bility produced through Monte Carlo simulation or Markov analysis. As
such, reassessing, verifying, and validating the assumptions used for phys-
ics-based models provides an avenue for improving current DoD early life-
cycle reliability prediction techniques.
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2.3.4 Failure modes and effect analysis and fault tree analysis

While Monte Carlo simulation and Markov analysis can identify potential
sources of system failure, FMEA and FTA are more commonly used to
identify potential sources of failure. These two techniques are typically
used together to ensure a more thorough assessment of system failures.
Specifically, reliability engineers typically complement the forward induc-
tive logic of FMEAs for a bottom-up system assessment with the deductive
logic of the FTA for top-down assessment in order to account for all major
sources of system failures. The accuracy of the FMEA and FTA is contin-
gent upon the system-level information collected from component and
system engineers. Verification and validation of the system assumptions
could result in better identification of failure sources, translating into an
improvement of reliability estimation capabilities.

2.3.5 Ishikawa diagrams

Ishikawa diagrams show the cause and effect of some hypothetical event
for a specified system. While great for helping organize thoughts on sys-
tem reliability at a high level, the Ishikawa diagram has a tendency to
oversimplify causes of system failure. While potentially useful at a compo-
nent or subsystem level, Ishikawa diagrams are poor tools for analyzing
complex systems. The insufficiency stems from the Ishikawa diagrams’ in-
ability to characterize relationships between causes of failure. In order to
help improve reliability estimation, reassessment of the conditions used
for Ishikawa diagrams could correct inaccuracy in reliability estimates.

The methods the DoD leverages to estimate reliability are

e Traditional system engineering series and parallel/redundant reliabil-
ity modeling techniques (DoD 2005, 4-15—4-16),

e Monte Carlo simulations (DoD 2005, 4-17—4-18),

e Markov analysis (Markov chain and Markov process) (DoD 2005, 4-
18-4-19),

e Failure modes and effect analysis (DoD 2005, 4-23—4-25),

e Fault tree analysis (DoD 2005, 4-25—4-27),

e Ishikawa diagram (DoD 2005, 4-27—4-28), and

e Benchmarking (DoD 2005, 4-28—4-29).
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These techniques assume that conditions such as failure rates of compo-
nents follow a homogenous exponential process. They are based off obser-
vational data (covariate, component, system, and subject-matter-expert
judgement), inductive logic (demonstrably incomplete), or the existence of
similar systems. Additionally, these techniques can require extensive sys-
tems knowledge and long computational runtimes (such as during Monte
Carlo simulations), thereby delaying reliability assessment efforts. Cor-
recting the assumptions of existing techniques would provide a possible
path to estimating the true reliability of a system (or subsystem).

It should be noted that the above techniques are used throughout the de-
velopment process, with early life cycle techniques being contingent on the
type of system under development. If previous systems (or subsystems)
are utilized to construct a new system, previously developed empirical, sta-
tistical, and physics-based models can be utilized to establish correction
factors for the evolutionary (sustaining) system.

2.4 Linking reliability to life-cycle cost (LCC) pre-Milestone A

Reliability factors impact a program’s life-cycle cost (LCC). This research
effort investigated the impact of reliability upon pre-Milestone A LCC esti-
mates. An investigation of the reliability variable in a case study of the
Light Reconnaissance Vehicle cost model revealed that the operations and
maintenance (O&M) cost component within the cost model was not sensi-
tive to variances in the Mean Miles Between Operational Mission Failure
(MMBOMF). Instead, the cost model was sensitive to the vehicle weights.
The model output (Figure 1) depicts how the model’s O&M cost generates
O&M cost bands related to the vehicle weights (note that the colors corre-
sponding to notional vehicle design weights of 7,700; 10,387; 13,073;
15,760; and 19,000) and therefore are not sensitive to the changes in the
MMBOMF. The banding in the figure results from the five chassis designs
considered for analysis. Future research could investigate how MMBOMF
impacts the associated maintenance, sustainment, and logistics cost esti-
mates.
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3.1

3.2

Technical Approach Overview

Methodology overview and workflow

The early life-cycle prediction of reliability research approach includes de-
veloping a model through quantifying reliability at an appropriate level of
abstraction (subsystem) and aggregating the information into system-level
estimates. The research leverages historical defense systems data. The ap-
proach will model impact changes to LCC (specifically spares and mainte-
nance—two of the major drivers) given the predicted reliability values. A
diagram of the approach and collaborators’ roles is shown in Figure 2.

Figure 2. Reliability task workflow.

RELIABILITY

Develop Early Life Cycle ’ »

Reliability Process 4 .
Model Approach RELIABILITY RELIABILITY

Model Impact Changes

Compare Model to to Life Cycle Costs

Historical Data

given Predicted
Reliability Values

RELIABILITY

Acquire Historical
Defense Systems Data

Collaborators included the Combat Capabilities Development Command
(CCDC) Data and Analysis Center (DAC) and the University of Arkansas
(UARK). UARK assisted with a detailed literature review, investigations
into Bayesian hierarchical models, parametric models, reviews of reliabil-
ity growth modeling techniques (used for life-cycle analysis), and defini-
tions for a modeling approach linking models to an SBD framework. CCDC
DAC assisted with developing a process for early life-cycle predictions at
pre-Milestone A, comparing model results to historical defense systems’
data, and modeling impact changes to life-cycle costs given the predicted
reliability values. The research integrates cost analysis at appropriate steps
during the entire development process.

Methodologies

Current DoD RAM assessment techniques were reviewed. In summary,
RAM assessment approaches leverage three categories of mathematical
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models: empirical, statistical, and physics-based (DoD 2005). The existing
methodologies have significant gaps in predictive abilities for early life-cy-
cle analysis. The research team considered two possible approaches to mit-
igating this issue: (1) integrate in situ correction techniques or factors to
improve descriptive, predictive, and prescriptive analytic capabilities; and
(2) apply post hoc corrective factors to target the gap between predicted
and empirical reliability values.

Principal approaches to model development include in situ, post hoc, and
program metadata crosswalk analysis. All of these approaches are depend-
ent on data sources and are discussed in the following sections.

3.2.1 Insitu approach

The integration of in situ correction factors for existing reliability models’
parameters allows for potential improvement in descriptive, predictive,
and prescriptive analytic capabilities (Figure 3). This approach is advanta-
geous since it provides corrected results upon model output; however, cor-
recting existing models requires extensive time and effort to verify and val-
idate the modification for each mode. Further drawbacks to this method
include the need for extensive system knowledge when looking to correct
and improve physics-based models, large data sets, and detailed analysis
when correcting empirical and statistical models. As such, implementation
of techniques such as Bayesian networks could ease the burden for ana-
lysts and provide expedient updates to some existing models. Overall, the
in situ approach is relatively difficult to implement but is a robust model-
ing technique.
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Figure 3. In situ methodology.
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3.2.2 Post hoc approach

One method of addressing the gap between predicted and empirical relia-
bility values in the existing methodology would be the application of post
hoc corrective factors. This technique should generate an improved overall
reliability analysis in the early stages of a project (pre-Milestone A). This
method applies post hoc corrective factors to target the gap between pre-
dicted and empirical reliability values (Figure 4). The difference between
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predicted and measured reliability for existing systems would be used to
generate a set of corrective factors for reliability estimation.

A potential methodology for accomplishing this would be to create a post-
processing system to improve upon the baseline metrics provided by tradi-
tional reliability predictions. By taking the baseline metrics and combining
them with metadata related to the overall project and project management
information, it should be possible to produce a per-project correction fac-
tor that can be used to adjust the initial estimate to better match empirical
reliability and improve overall predictive accuracy.

In order to produce such a model, it would first be necessary to obtain full
life cycle documentation for several DoD acquisition projects and analyze
the predicted reliability provided within the reports at various stages of the
process, from pre-Milestone A to end-of-life. Once this has been done,
analysis can be performed per-project to determine the direct relationship
between predicted reliability and measured reliability in the form of a cor-
rection factor by incorporating variables that are not otherwise taken into
account by traditional reliability prediction analysis. Which variables are
included and the associated weights of those variables would be adjusted
in order to best fit the existing data for inputs and correction factors deter-
mined through analysis of existing projects. After the model has been pro-
duced and is well fit to the existing data, additional project information
can be used as a testing set to verify the effectiveness of the predictive abil-
ities of the model.

The primary advantage of this method is that it is relatively simple to im-
plement when compared to some of the alternatives and is easy to iterate
upon since it is relatively isolated from existing systems. Another ad-
vantage is that it is easy to add to an existing process as it does not require
modifications to the underlying process and, instead, seeks to correct er-
rors after the fact. However, because it does not directly identify and solve
underlying problems within the methodologies it builds upon, it has a
more limited ability for correction.
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Figure 4. Post hoc methodology.
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3.2.3 Program metadata crosswalk approach

An effort was undertaken to acquire and analyze scorecard data at the pro-
gram level to extract and determine impacts to reliability. Considerations
for model integration included CCDC DAC-provided input, tools, and data,
as well as cost research and data.

This approach includes examining available CCDC DAC data from the
Army Materiel Systems Analysis Activity (AMSAA) Reliability Scorecards.
These Scorecards were compared against Director, Operational Test and
Evaluation (DOT&E) reports, cost system data, and available ground vehi-
cle data sets. The advantage of this research method is that it provides a
holistic look at available data for systems across the DoD acquisition life
cycle. However, the limitations are related to gaining access to specific sys-
tem data as well as the time-intensive research to review and crosswalk
system information that may or may not exist in a variety of collected data.
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3.24 Integrated framework approach

Design decisions are integrated into the reliability model to capture the
impact of those decisions on reliability. The reliability models and capabil-
ities of those design decisions will then be used to assess performance re-
quirements and calculate value and LCC of design alternatives. This ap-
proach leverages previous research using a ground vehicle cost model file.
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4.1

4.2

Data Collection

Data sets available

Several sources of data were leveraged to support this research effort. Data
sets used for all models are shown in Table 1.

Table 1. Model data sources.

Principle Data Sources
Data Platform Data Type/Format |Size Source
Reliability Scorecards Various Excel 4.66 MB |CCDC DAC
DOT&E Annual Reports Various PDF / Text 434 MB |DOT&E Website
Sensor Data and Air Vehicle HPC Database ~70TB |ERDC ITL
Maintenance Logs
Sensor Data Ground Vehicles |HPC Database ~70TB |ERDC ITL/CCDC DAC

AMSAA Reliability Scorecards

The CCDC DAC provided access to AMSAA Reliability Scorecards that are
used to examine and identify reliability best practices during system devel-
opment. The data provided included scores and ratings for systems previ-
ously evaluated by CCDC DAC. Scorecard criteria categories are as follows:

e Reliability Requirements and Planning
e Training and Development

e Reliability Analysis

e Reliability Testing

e Supply Chain Management

e Failure Tracking and Reporting

e Validation and Verification

e Reliability Improvements.

While the Scorecard criteria are not all applicable to pre-Milestone A—
Failure Tracking and Reporting, for example—there is still useful infor-
mation contained within the first three criteria categories. Specifically, the
Reliability Requirements and Planning section helps identify which tools
and methods have been used during system development. The Training
and Development category gives information on whether the project team
is using industry standard and newly developed techniques to assess sys-
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4.3

4.4

tem reliability. Lastly, the Reliability Analysis category rates a project’s ap-
plication of reliability analysis methodology. Information from these
Scorecards will help inform prioritization of in situ correction factor devel-
opment as well as identify sources of risk commonly found in early life cy-
cle system development. (CCDC DAC, n.d.)

Director Operational Test and Evaluation annual reports

Although reliability metrics are generally difficult to gather without spe-
cific system access, DOT&E reports provide a source of project reliability
data on many DoD systems. DOT&E annual reports documenting system
reliability information can augment metadata-modeling efforts, thus im-
proving fidelity. There are 20 years of DOT&E annual reports available for
analysis (2000—2019). Reports identify high-level reliability metrics for
numerous transportation systems (ground vehicle, aircraft, and water-
craft) and weapons platforms (Office of the Director, Operational Test and
Evaluation, n.d.).

Air vehicle data set

The air vehicle data set contains a variety of flight and maintenance data
for various deployed rotorcraft and includes raw sensor data and mainte-
nance logs. The main data set is quite large (>60 TB in size) and accessible
through Engineer Research and Development Center’s (ERDC) high per-
formance computer (HPC) platform (with approval from the appropriate
data point of contact). As a result, any potential methods of processing
these data for reliability assessment will be limited to HPC-centric ap-
proaches. However, the HPC Data Analytics group was able to provide ac-
cess to a small subset of simulated sensor data for use outside of the HPC
environment for initial analysis.

Preliminary analysis of the sample data provided shows that, while not di-
rectly usable as a source of reliability information, the breadth and depth
of the data has the potential to allow for determining system reliability at a
subsystem level (and in some cases component level). This data set has al-
ready been used previously for failure analysis. The data set was investi-
gated for potential use in this research but was not used due to the signifi-
cant processing requirements.



ERDC/ITL TR-22-1

18

4.5

Ground vehicle data set

Access to a US Army ground vehicle data set composed of 45 different ve-
hicles with over 1 million operational days, collectively, was made available
for analysis. Data for the ground vehicles were collected through a control-
ler area network (CAN) bus and consist of 60 columns at 1 value per sec-
ond. Previous research efforts examined semi-supervised and unsuper-
vised machine learning methods by which to explore and analyze the data
set (Bond et al. 2020). Discussions with the Bond research team included
topics related to the previously researched supervised and unsupervised
methods, the extent to which these methods were considered during the
previous model development process, and data analysis scripts used to ex-
plore the ground vehicle data set. Similarities exist between the previous
hybrid approach research (Bond et al. 2020) and the post hoc approach
considered by this research project.

Initial analysis of the data set required access to the HPC system as well as
some custom software scripts to load and parse a subset of the available
data in order to provide statistics and indices for use in the development
and selection of techniques for further analysis. The information included
a list of the platforms within the data set and a list of available fields for
each of those platforms. Additionally, this analysis produced the number
of systems of each platform for which there are available data and the total
number of operational days available for each platform. Table 2 displays a
subset of the data generated through the initial analysis.

Table 2. Subset of data generated through initial analysis of the ground vehicle data set.

Parameter Value

Total Number of Platforms 107 Platforms

Total Number of Systems 4,628 Systems

Average Systems per Platform 43 Systems/Platform

Total Operational Days ~1.06 Million Operational Days

Average Operational Days per ~10,000 Operational Days/Platform
Platform

Average Operational Days per System |~230 Operational Days/System

Total Number of Parameters 12,991 Parameters

Average Number of Parameters per |121 Parameters/Platform

Platform

Total Size of Data set 6.8 Terabytes (Minified JavaScript Object Notation [JSON])

Average Amount of Data per Platform |~64 Gigabytes/Platform (Minified JSON)

Average Amount of Data per System |~1.5 Gigabytes/System (Minified JSON)
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This information helped with contextualizing the amount, form, and type

of data, and allowed for comparing the available systems with the systems
found within the DOT&E reports in order to determine candidate systems
for further analysis and model development.
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5 Model Implementation

Based on available data, the research implemented a hybrid model, based
on in situ and post hoc methodology, a value model, and an integrated
model.

5.1 Hybrid model implementation

51.1 Ground vehicle sensor data

Before leveraging the ground vehicle data set, it was necessary to examine
the quality of the data set in order to determine fitness for use. For the se-
lected ground vehicle system there were 169 time series data sets available
(Figure 5). Each data set contains data recorded at the 1 Hz (per second)
unit level. Initial data cleaning efforts examined column variables to deter-
mine which variable had missing values (Not a Number or NaNs) for
greater than or equal to 20% of the data set. For other variables, interpola-
tion was used to estimate missing values. The most frequent number of
variables remaining after quality assessment was three variables, one of
which was the time index. Inconsistency of usable variables presented an
issue for time series and regression model development. It should be noted
that the number of variables remaining should not be interpreted as the
same variables remaining across all data sets (Figure 6). For example, a
cleaned data set with a set of 40 variables does not necessarily intersect
with another cleaned data set with a smaller set of variables (e.g., 13 varia-
bles).

Figure 5. Data set summary statistics.

SUMMARY STATISTICS
Mean 21
Median 9
Mode 3
Std Dev 21
Min 1
1st Quartile 3
2nd Quartile 9
3rd Quartile 41
Max 69
Range 68
No. VINs above 2nd Q. 84
No. VINS above 3rd Q. 20
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Figure 6. Number of variables remaining after cleaning data sets
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512 Data analysis

Data analysis techniques for the hybrid model implementation included
dimension reduction, cluster analysis, regression analysis, and the applica-
tion of decision trees. First, cluster analysis was conducted on ground ve-
hicle data that were subject to dimension reduction by principle compo-
nent analysis, t-distributed stochastic neighbor embedding (tSNE), or uni-
form manifold approximation and projection (UMAP). This data set was
then subject to k-means and density-based spatial clustering of applica-
tions with noise (DBSCAN) cluster analysis. Next, regression analysis was
performed in an attempt to estimate response variables within the data set
using simple linear regression, multiple linear regression, and smoothing
splines. Lastly, decision tree models were generated using the extreme gra-
dient boosting (XG Boost) method.

5.1.3 Transition to the HPC

Efforts to implement the hybrid model included modifying model imple-
mentation to achieve speedup on the HPC (Figure 7). This included split-
ting model components into highly parallel subcomponents. The outcome
was a speedup (12x) when compared to performing analysis on individual
combinations locally. Using the HPC to run the model on the entire data
set achieved an additional speedup (35x) and improved output quality.
The pipelined, caching architecture allowed for faster iterative model de-
velopment and avoided duplication of computational tasks between con-
secutive runs locally and on the HPC, which enabled more flexible use of
HPC time and increased flexibility of data importing. The pipelined, cach-
ing architecture was derived after analyzing sample code from the research
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of Bond et al. (2020). The deployment of this architecture allowed for an
easy transition of the model to other data sets (e.g., other ground vehicles,
air vehicles, etc.)

Figure 7. Hybrid model transition to HPC.
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5.1.4  Hybrid model outcomes and analysis

The XG Boost regression (boosted tree method) provided the best model
performance and results. The model regressed with squared loss (which
more heavily penalizes errors on extreme values) and provided the most
flexibility for model improvement through continued machine learning.
The results of the regression provided insights into the ground vehicle un-
der assessment, revealing correlations and impacts between variables. Key
findings involved two response variables (A and B). For 71% of the time, an
outlier was present before fault on the response variable B. Similarly, for
80% of the time, an outlier was present before fault on response variable
A. Figure 8 describes the feature importance and time series prediction for
the response variables A (left) and B (right) with XG Boost.
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Figure 8. Hybrid model outcomes and results.
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5.1.5 Data analysis script development

Development of data analysis scripts focused on incorporating previous
coding efforts to automate the fitting of simple linear regression, multilin-
ear regression, and smoothing spline models to time series segments as
well as XG Boost models for entire time series.

5.1.5.1 Simple linear regression

The simple linear regression analysis utilized time series segmentation,
where, for a given VIN, the time series was segmented using fault data.
Each time series segment was analyzed for outliers, and if an outlier was
detected, all variables with outliers during the time series segment and
within 500 units after the identified fault were used to subset the time se-
ries data frame for the segment. All combinations of the noted variables
were examined, and a simple linear regression model was fit. Results were
saved to a data frame that can be output as a comma-separated value
(CSV) file for further analysis, and a visualization was generated (Figure

9).
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Figure 9. Example simple linear regression plot on a time series segment data set.
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The output file includes data on the following: dependent variable, inde-
pendent variable, slope, intercept, mean absolute error, mean square er-
ror, root mean square error, and R-squared value (Figure 10).

Figure 10. Example simple linear regression analysis of ground vehicle time series data.

X-Var Y-Var Slope Intercept Mean Abs Error  Mean Sq Error  Root Mean Sq Error R Sq

X VarA YvarA -9.984925 1.408559 .528492 ©.339578 0.582733 ©0.594048

XVarA Y VarB ©.309126 -8.373825 ©.314837 ©.116765 0.341709 ©0.468936

XVarA Y VarC ©.889554 ©.0886566 9.43297 ©.225901 0.47529 0.8531253

X VarA Y VarD ©.20882 -0.15584 .109158 ©9.9585922 .242058 ©0.535567

X VarA Y VarE 1.14664e-32 -0.301358 .82383 ©.0863251 - -8.80662252

X VarB Y varF -9.522712 1.14128 .33 8 ©.266363 .5161e4 ©.56498

X Varg Y VarG ©.0063719 -0.139846 .355681 ©.225891 .47528

X VarB Y VarH ©.38631 -8.8589546 .336625 ©.258353 .508284 -0.8828996

X VarB YVarl -0.8754812 ©.0586608 .15311 ©.185108 .324204 ©.166856

X VarB Y Var) 1.47648e-33 -8.30135 .823831 ©.8863251 .293811 -0.88662252

XVarc ¥ Var K @ .876 .347244 ©8.334528 .578384 ©9.453654

X Var C ¥ Var L -7 95 e 9 ©.844589 8.919015 -9.00967232

Xvarc ¥ VarM .03347 8.297614 .256597 ©.0990756 ; 63 0.584719

Analysis of the output file could yield potential equations for modeling the
relationship between two variables. Then, by examining a dependent vari-
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able and independent variable pair across the recorded time series seg-
ments, similar equations representing their relationship could provide a
means of directly modeling a particular variable. The underlying relation-
ships in complex data sets, however, are often nonlinear and limit the use-
fulness of output models. For example, the linear equation fit to the time
series segment data in Figure 9 does a poor job of prediction. A parabolic
equation would be better suited to model the relationship between the two
variables in this time series segment. As a result, a modeling approach that
incorporates multiple variables may offer better insight into the relation-
ships between the variables contained within the data set.

5.1.5.2 Multiple linear regression

Multiple linear regression builds upon the framework initially used by the
simple linear regression but extends the concept to build equations that
leverage other variables within the data set. More specifically, the multilin-
ear regression model leverages techniques of ordinary least squares to de-
velop equations of the form:

Yy = PBo+ B1x1 + Baxz + o+ Brxy + €, (1)

where
y = the dependent variable;
B; = represent scalars/weights associated with variable x;, for i =
1,..,n;
Bo = abias term (value of y when variables have scalars/weights are
all zero);
€ = the calculated error for the model.

The developed script functionality examines time series segments with
outliers, identifying all variables with outlying data points, and generating
multivariate linear models using each variable with outlying data points as
the dependent variable. Analysis is then performed on each model to de-
termine goodness of fit (Figure 10). If a system variable (or variables) used
within the model has a high variance inflation factor (VIF) (i.e., a VIF over
10), the script automates the removal of the variable that decreases mean
absolute error (MAE) the most. The results of each model are stored
within a data frame (including initial and intermediate models) for later
analysis. The resulting models improve the prediction of the dependent
variable in comparison to simple linear regression since they incorporate
more than one of the other variables within the data set.
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In Figure 11, the image on the left illustrates an initial multilinear regres-
sion predictive model for a particular variable that performs poorly;

whereas, in the image on the right, the multilinear regression predictive
model refined by removing variables with high VIF performs better than

the unrefined model.

Figure 11. Multi-linear regression model output.
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5.1.5.3 Extreme gradient boost (XG Boost)

The last method implemented was the extreme gradient boost (XG Boost)

(decision tree) method. The XG Boost method examines a data set and
branches the decision tree on variables that optimize (in this case, mini-

mize) a loss function. The variables with a greater impact on the loss func-

tion are recorded by the script and used to generate an F-score for each
variable. These F-scores can then be used to identify predictor variables

that have a greater influence on the response variable identified by the de-
cision tree. Figure 12 is an illustrative example of the F-scores of variables
within the data set for predicting response variable A. Greater F-scores for
model features indicate a greater ability for the model to predict.
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Figure 12. F scores for variables to predict response variable A.
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By continuously training the model, it is possible to more accurately model
and predict a given variable and better capture variables’ influence upon a
given variable (Figure 13). Resulting models for each data set, as well as
the continuously trained model, are output to a file, and plots are gener-
ated and automatically stored to directories to expedite future model anal-
ysis efforts.

Figure 13. Time series plot demonstrating increased model accuracy by training.
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5.2

5.3

Linking Reliability Scorecard ratings and reliability outcomes

CCDC DAC collaborators provided AMSAA Reliability Scorecards, which
represented an assessment of reliability risk for programs of record pre-
Milestone A or as early in program life as possible. CCDC DAC attempted
to obtain test data where possible and reliability assessments from DOT&E
reports for programs with Reliability Scorecards. Next, CCDC DAC then
compared the Reliability Scorecard ratings to program reliability metrics
to assess Scorecard correlation with reliability outcomes and the Score-
card’s potential usefulness in predicting reliability pre-Milestone A. The
Scorecard consists of 8 major categories (a total of 40 subcategories) with
weightings based on importance and aggregated to a risk score of 1 to 100,
with 1 being the lowest risk and 100 the highest risk. Elements that do not
apply because of where the program is in development are not included in
the risk score.

If a program receives a high risk assessment for reliability in the Score-
card, it is possible that the vendor and the program office would take extra
steps to mitigate this risk, and thus, a high risk score might not be corre-
lated with poor reliability outcomes. In other words, knowledge of this fact
might create the conditions for programs to improve. If it turns out that
programs with high risk are actually not experiencing more reliability is-
sues, additional research would be needed regarding whether these miti-
gation steps are taking place, whether programs with low risk are not actu-
ally following reliability best practices, or whether reliability issues are en-
demic regardless of observed reliability best practices.

Program reliability data crosswalk

53.1 AMSAA Scorecards

This portion of the research looked across the different data sources to an-
swer questions such as what systems had AMSAA Scorecards completed?
Did these systems also have DOT&E reports? Were cost data available and
collected for these systems? If systems were in multiple sources of data,
when was the Scorecard evaluation completed (relative to the overall
schedule of the program)?

Overall, the AMSAA Scorecards included data of multiple vendors for spe-
cific particular program while also containing data for various different
system program offices. Therefore, the level of the Scorecard evaluation
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was not the same throughout. Ultimately, there were limited reliability
data found available for system analysis at pre-Milestone A.

When performing the crosswalk with the DOT&E reports, one program
with multiple vendors matched the Scorecards and also had reliability per-
formance data in the DOT&E reports. However, of the three vendors, no
vendors were selected to continue to the next phase of the acquisition pro-
cess. Ultimately, another vendor was selected for the program.

For the crosswalk of data with available cost information, two systems
were found in both data sets. However, both Scorecards were completed
after the Milestone A timeframe.

CCDC DAC analyzed 57 scores from scorecards and the risk results are
shown in Figure 14. These risk scores range from very low risk to very high
risk, offering wide variability in the predictor variables.

Figure 14. Range of observed Scorecard scores for 57 programs/bids.
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5.3.2 Scorecard summary deep dive

Of the available 57 Scorecards, a total of 26 Scorecards were provided for
an in-depth review for the program data crosswalk. A review of 26 system
CCDC DAC AMSAA Reliability Scorecards were gathered for each of the
associated subcategories (Reliability Requirements and Planning, Training
and Development, Reliability Analysis, Reliability Testing, Supply Chain
Management, Failure Tracking and Reporting, Validation and Verification,
and Reliability Improvements). Analyzing these data at the aggregate level
revealed that the scores within the categories for Training and Develop-
ment, and Reliability Improvements average at a high risk across the sys-
tems (Table 3). Category scores averaged from 32 to 62. Across the sys-
tems, the average scores were generally high or medium risk, with the Fail-
ure Tracking and Reporting category and Validation and Verification cate-
gory scoring lower on average. The one category with consistently high
scores was the Training and Development category.
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Table 3. Reliability subcategory normalized score summary.

Rel Req

Overall Risk and Training

D # Assessment High Med Low Not Eval Planning and Dev
1 58 9 23 3 5 64 63
2 40 9 13 13 5 52 50
3 82 22 9 1 8 100 100
4 18 0 16 24 0 7 13
5 67 17 21 1 1 73 81
6 46 9 21 9 1 43 63
7 37 14 3 19 4 17 56
8 21 5 10 21 4 8 31
9 51 16 12 12 0 61 63
10 60 12 24 2 2 55 69
11 57 7 32 0 1 57 69
12 47 3 29 7 1 41 38
13 13 0 10 30 0 11 13
14 78 20 11 1 8 93 69
15 44 5 26 8 1 48 38
16 56 12 22 5 1 41 38
17 50 5 32 2 1 39 69
18 32 3 22 14 1 14 25
19 71 17 13 2 8 89 69
20 41 6 4 9 21 100 100
21 53 8 25 4 3 45 69
22 35 14 2 21 3 53 63
23 90 34 5 1 0 95 81
24 43 10 14 1 5 32 88
25 45 10 14 11 5 27 88
26 50 6 22 7 5 64 50

Supply Failure Validation Reliability

Reliability Reliability Chain Tracking  and Improvement
Analysis  Testing Mgmt and Verificatio s
54 50 88 33 50 50
12 50 56 17 1 67
59 100 50 50 1 100
23 29 31 1 30 42
65 64 69 50 60 63
50 64 50 17 50 38
23 36 75 33 40 67
12 36 44 1 30 67
54 64 56 17 40 33
42 57 94 50 90 50
50 64 69 50 50 50
42 43 69 17 50 50
19 14 6 17 1 17
69 100 50 100 1 100
42 36 56 50 20 50
69 50 50 83 50 100
50 57 50 50 50 63
38 57 56 33 20 50
69 90 50 1 1 100
46 1 Not Evaluat 17 75 20
42 50 100 33 50 50
1 1 100 1 20 33
92 100 100 67 70 100
42 43 50 17 50 67
46 50 80 17 50 67
42 57 44 33 50 33

44.35 52.42 61.72 32.88 38.46 58.73 Average

5.3.3 Reliability Scorecard links to cost and schedule risk

A review of the prior ground vehicle cost model revealed how the cost
model’s reliability variable impacted the estimated system LCC. The cost
model revealed a lack of sensitivity to the reliability metric. For example,
inputting the notional MMBOMEF of 600; 6,000; and 12,000 generated
different cost outputs (Table 4).

Table 4. Reliability impact on LCC estimate.

MMOBMF |Estimated LCC|Program Acquisition|Operations and Sustainment (O&S)| Disposal
600 $30,708,614 |$8,811,179 $21,795,635 $101,800
6,000 $25,725,446 |$8,811,179 $16,812,467 $101,800
12,000 |$24,933,015 |$8,811,179 $16,020,036 $101,800

In this example, the impact of reliability upon the cost is evident in the
change in the overall LCC and operations and sustainment cost. Note that
both the program acquisition and disposal costs did not change as the
MMOBMF changed. In general, the reliability of the system should change
the procurement quantity in order to maintain a specified level of availa-
bility for the users. For example, a system with a very low reliability (e.g.,
600 in this example) should have a significantly higher program acquisi-
tion cost in order to maintain a required service level. The number of units
procured impacts the number of associated spares to purchase for O&S re-
pairs. Furthermore, the amount required in disposal would also adjust
since additional units would require disposal.
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5.4

5.34 Reliability Scorecard linkage to pre-Milestone A cost analysis

The list of systems included in the Scorecard data were reviewed against
the list of systems collected in the related cost research. From the analysis,
it appears that only one system within the cost research had a Scorecard
completed. However, the subject system entered Milestone A in December
2011 and Milestone B in August 2015. The date of the AMSAA Scorecard
completion appears to be after completion of Milestone A. Between the
two systems under evaluation for the program, one system had a risk score
of 32 (lower risk), while the other had a risk score of 50 (higher risk).

5.3.5 Ground vehicle data on HPC

A review of the 42 systems with data on the HPC revealed that only one
system received analysis via the early Reliability Scorecard. This system
received both an initial assessment as well as a final assessment. This sys-
tem was an ACAT II system, and the Scorecard was completed in the 2014
timeframe. Between the timeframe of the two assessments, the system ini-
tially had a risk score in the high 60s and then reduced to a score slightly
below 50 to indicate a medium risk. The system improved primarily in the
Failure Tracking and Reliability Improvements categories. However, the
scores in the other categories remained near or above 50 on most other
categories. The system also was mentioned in DOT&E reports as having
“Poor system reliability.” However, the metric of the reliability perfor-
mance (e.g., Mean Miles Between Mission Aborts) was not provided in the
DOT&E reports. Also, this system moved into production, which indicates
that the Scorecard was not completed pre-Milestone A. Finally, none of the
systems were included in the available LCC analysis data set.

Reliability program value model

5.4.1 Influence diagram

An influence diagram (Figure 15) was developed in support of generating a
value model, which leveraged the eight critical reliability categories out-
lined in the AMSAA Scorecard. Each category was integrated with an exist-
ing influence diagram to illustrate additional factors related to reliability.
The updated influence diagram shows how each of the Scorecard elements
could relate to schedule, cost, and value.
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A notional value model construct (Figure 16) depicts how elements from
the AMSAA Scorecard could be leveraged to develop a value model as well
as the trade-off graph between the reliability plan value and cost. This ex-
ample model uses categories and metrics of information that could be
identified at pre-Milestone A and that could be quantified by the program
office, who could determine which elements and measures are most im-
portant. These selections could be utilized in the value model framework
to illustrate the trade-off between reliability program cost investments and
value. It could also be used to show the reliability program cost investment
versus the impact on the LCC and the program schedule.

Figure 16. Reliability program value model notional construct.
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The notional objectives were selected from a subcategory within the
AMSAA Scorecard. The threshold and objective values are notional and
could be defined by a specific program office. Figure 17 shows a compari-
son output of a variety of different reliability plan value scores (e.g., Op-
tion 1 achieves a value of 25% and costs approximately $78,000, while Op-
tion 5 achieves a value of 50% and costs $70,000).

Figure 17. Reliability program value and cost
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5.4.3 Reliability Scorecard links to cost and schedule risk

In order to illustrate the linkage between reliability, schedule, and cost,
additional output for the AMSAA Reliability Scorecard was created. Cur-
rently, the Scorecard outputs a single general risk score. Using the existing
Scorecard’s 8 categories and 40 elements, each element was assigned to
impact either cost or schedule risk. Then, using the same weighting and
methodology already within the Scorecard, a new risk score output was
generated that linked the reliability impact to cost and the reliability im-
pact to schedule (Figure 18). This update could help program managers
better understand how the reliability decisions and factors might impact
the cost and the schedule risk.
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Figure 18. New reliability scorecard with impact to cost and schedule risk.
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Training and Development 4 Elements
Reliability Analysis 6 Elements
Relisbty Tasting 4Elements Reliability Impact to Schedule Risk

Supply Chain Management 5 Elements
Failure Tracking and Reporting 3 Elements
Validation and Verification 4 Elements
Reliability Improvements 4 Elements

5.5

Reliability Impact to Schedule Risk

Assessed Risk

Low Risk Medium Risk High Risk

Integrated modeling framework

The research team created an assessment flow diagram (AFD), shown in
(Figure 19), to illustrate the flow of information and the models used to
calculate performance measures and the life cycle cost for a UGV. The AFD
starts with system design decisions such as mobility, power source, and
sensor technology capabilities. Design and operational decisions are in-
puts to the models shown in the model-based calculations section, which
determine the system alternatives' performance measures and life cycle
cost. The color-coding in describes the current modeling progress. In the
legend, the blue color represents future additions to the UGV model and
were implemented in this case study. The yellow color indicates the use of
lower fidelity models. The green color indicates the use of higher fidelity
models.

UGV notional objectives include maximizing transportability, survivability
in operational environments, probability of enemy detection, and endur-
ance. Performance measures are developed for each objective and, in the
UGV model, include total vehicle weight, mission range, probability of de-
tection, and endurance. The impact of design decisions on reliability, per-
formance, and life cycle cost are displayed.



Figure 19. Assessment flow diagram.
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5.5.1 Adapting the ground vehicle cost model for an unmanned system

Previous efforts created a cost model for wheeled ground vehicles for the
previous cost-related research.” This cost model was adapted for the UGV
use case, and a mapping of the cost model is shown in Figure 20. This dia-
gram provides a high-level view of procurement costs. The figure shows
how design decisions are used as inputs into the cost model and how the
cost model calculates LCC from those decisions. The research team fo-
cused on adapting the cost model to emphasize reliability in recurring pro-
duction and adding failure cost components to the LCC. This process
added an element of traceability from design decisions, physical perfor-
mance, and reliability estimates of system functions or subsystems to the
cost of failure in the LCC, which did not previously exist. Other considera-
tions of restructuring focused on how the LCC changes from a manned to
an unmanned platform and the change of personnel and management
costs.

* Jeff Cherwonik, 2017, “Engineered Resilient Systems (ERS) Life-Cycle Cost Analysis for
Trade-Space Generation,” unpublished report, Vicksburg, MS.
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Figure 20. Adaptation of the ground vehicle cost model for an unmanned system.
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5.5.2

Bayesian networks are networks of connected variables that generate pre-
dictions based on correlations and assumptions. Generally, Bayesian net-
works are used when there is a lack of data available or when analysts eval-
uate an event that occurred and predict the likelihood that any one of sev-
eral possible known causes was the contributing factor. The Bayesian net-
work architecture uses the elements shaded in the gray area in Figure 21.
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The figure shows that the functional analysis ties the design decisions to

the subsystem- and system-level reliability estimate using functional block
diagrams and Bayesian networks. Program managers could make design

choices that are used as inputs into the Bayesian network. The goal is to

estimate failure propagation throughout the functions that can directly or

indirectly impact subsystem reliability.
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Figure 21. Function mapping to Bayesian networks.
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6 Conclusions

Gaining access to DoD system reliability data is difficult across the life cy-
cle as evidenced from the program crosswalk investigation as well as the
AMSAA Scorecard research. For the ground vehicle data, the lack of data
consistency within data sets presented obstacles to analysis that required
additional time for data cleaning and model development. DoD systems’
reliability data are varied across the life cycle. The information varies from
subjective information, actual test results, and actual performance data.
However, no systems examined contained reliability information that
could be compared across the explored data sets available. The lack of
availability of program data during pre-Milestone A analysis creates diffi-
culty for developing accurate linkages between reliability and cost impacts.

For this research, the team acquired relevant data sets and applied new
techniques to early life-cycle reliability analysis, including XG Boost re-
gression with time series segmentation to predict reliability metrics. This
research also created a hybrid model composed of the in situ and post hoc
approaches that have predictive reliability capabilities, leveraged the HPC
to obtain model results for large data sets, and identified the relative im-
portance of variables that can be used for reliability prediction. Further-
more, methods for qualitatively evaluating reliability programs were cre-
ated through a value model based on Reliability Scorecards and available
data at pre-Milestone A. In order to highlight the linkages of reliability to
cost, this research implemented schedule and cost risk output for the
AMSAA Scorecard. Finally, the research successfully created an integrated
model that included design, reliability, performance, value, and cost.
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7 Future Work

Suggestions for future work include using this data analysis for ground ve-
hicles to inform designs of future vehicles. Furthermore, Scorecard analy-
sis could be performed across the DoD to allow for more informed pro-
grammatic decisions for other systems. This information could potentially
improve more programs and would allow for refined Scorecard weights.
Finally, another area of additional research includes further investigation
of the links between cost and reliability in established models. This in-
cludes building upon the initial framework of the value model, investigat-
ing the fidelity of linkages between the cost and schedule risk of the new
scorecard output, and integrating additional reliability elements into the
LCC ground vehicle cost model.
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Abbreviations

Abbreviation Term

ACQ Acquisition Costs

AFD Assessment Flow Diagram

AMSAA Army Materiel Systems Analysis Activity

CAN Controller Area Network

CCDC Combat Capabilities Development Command

DAC Data & Analysis Center

DBSCAN Density-Based Spatial Clustering of Applications with
Noise

DoD Department of Defense

DOT&E Director, Operational Test and Evaluation

ERDC Engineer Research and Development Center

FEA Finite Element Analysis

FMEA Failure Modes and Effects Analysis

FTA Fault Tree Analysis

JCIDS Joint Capabilities Integration and Development Sys-
tem

KPP Key Performance Parameter

KSA Key System Attribute

LCC Life-cycle cost

MAE Mean Absolute Error

MDT Mean Down Time

MMBOMF Mean Miles Between Operational Mission Failure
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MTBF

MTFR

MTTM

MTTR

NaN

O&M

O&S

PM

R&D

R&M

SBD

tSNE

UARK

UMAP

VIF

VIN

XG Boost

Mean Time Between Failures

Mean Time Failure Rate

Mean Time to Maintenance

Mean Time to Repair

Not a Number

Operations and Maintenance

Operations and Sustainment

Project Managers

Reliability, Availability, and Maintainability
Research and Development

Reliability and Maintainability

Set-Based Design

T-distributed Stochastic Neighbor Embedding
University of Arkansas

Uniform Manifold Approximation and Projection
Variance Inflation Factor

Vehicle Identification Number

Extreme Gradient Boosting
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