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Mitigating and Responding to Cognitive Warfare
(STO-TR-HFM-ET-356)

Executive Summary

The NATO Science and Technological Organization (STO) Human Factors and Medicine (HFM)
Exploratory Team (ET) 356 performed an assessment of the Science and Technologies required to mitigate
and defend against Cognitive Warfare (CogWar). The ET-356 proposed a Science and Technology (S&T)
roadmap to guide NATO and Allied Partners in future research activities and investments.

For NATO to have the capability to acquire and preserve Decision and Cognitive Superiority over their
adversaries and across the conflict spectrum, scientific based knowledge is needed to support and increase
NATO’s operational readiness to respond to CogWar. CogWar is not necessarily new but has emerged
as a product of the integration and confluence of many technological advances and as availability and access
to information and technology has increased. CogWar takes well-known methods within warfare to a new level
by attempting to alter and shape the way humans think, react, and make decisions. CogWar has emerged
replete with security challenges due to its invasive, intrusive, and invisible nature and where the goal is to
exploit facets of cognition to disrupt, undermine, influence, or modify human decisions (proposed by ET-356).

CogWar represents the convergence of a wide range of advanced technologies along with human factors and
systems, such as Artificial Intelligence (AI), Machine Learning (ML), Information Communication
Technologies (ICT), neuroscience, biotechnology and human enhancement that are being deliberately used
by NATO’s adversaries in the 21st century battlespace. CogWar presents a significant risk to global defence
and security at every level including economic, geopolitical, social, cultural, as well as threatening human
decision making.

The task of ET-356 was focused solely on identifying and suggesting defensive S&T to strengthen the
Alliance’s deterrence against CogWar and improve NATO’s and national resilience critical to NATO’s core
tasks to safeguard Allied nations, societies, and shared values.

CogWar gives rise to the adversaries’ ability to shape human cognition, perception, sensemaking, situational
awareness, and decision making at all levels. The ability to intentionally (mis)use information within digital
networks and disseminate it globally on various platforms such as social media has given rise to new tools
and methods for the adversary. CogWar also aims at disrupting relationships and targets human
vulnerabilities, such as trust and cognitive bias, at both individual and national levels, and its impact is across
all operational domains. This report presents a summary of the key areas of S&T that are required to mitigate
and defend against CogWar.

The proposed S&T Road map is based on a “House Model,” developed by ET-356, and is linked to the
operational Observe, Orient, Decide, and Act (OODA) decision cycle. The House Model represents seven
main S&T knowledge areas and enablers that are cross-cutting and intersectional related: Pillars: Cognitive
Neuroscience, Cognitive and Behavioral Science, Social and Cultural Science; and Bars: Situational
Awareness and Sensemaking, Cognitive Effects, Modus Operandi and Technology and Force Multipliers.
The seven areas provide the basis for research discussions within NATO STO and its Panels and Groups.

This report provides guidance for future research within NATO STO, Allies, and national S&T investments
for defence against current and future CogWar and to strengthen NATO’s technological edge and strategic
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advantage against CogWar. The work by the HFM ET-356 underpins the NATO Warfighting Capstone
Concept and its Warfare Development Initiative Cognitive Superiority, and the new NATO Strategic
Concept declared at the NATO Madrid Summit 2022.
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Atténuer et répondre a la guerre cognitive
(STO-TR-HFM-ET-356)

Synthése

L’équipe exploratoire (ET) 356 de la Commission sur les facteurs humains et la médecine (HFM)
de I’Organisation pour la science et la technologie (STO) de I’OTAN a réalis¢ une évaluation de la science
et des technologies requises pour atténuer la guerre cognitive (GC) et s’en protéger. L’ET-356 a proposé
une feuille de route de science et technologie (S&T) afin de guider ’OTAN et les partenaires alliés
dans leurs futures activités de recherche et leurs futurs investissements.

Si I’on veut que ’OTAN ait la capacité d’acquérir et conserver une supériorité décisionnelle et cognitive par
rapport a ses adversaires et dans I’ensemble du spectre des conflits, des connaissances scientifiques doivent
étayer et renforcer la préparation opérationnelle de ’OTAN a la guerre cognitive. La guerre cognitive
n’est pas nécessairement nouvelle ; elle découle de I’intégration et de la convergence de nombreuses
avancées technologiques a une époque ou la disponibilité et ’accés a 1’information et a la technologie
ont augmenté. La guerre cognitive exploite les méthodes bien connues de la guerre, mais a un niveau inédit,
en essayant de modifier et de faconner la mani¢re dont les humains pensent, réagissent et prennent
des décisions. La guerre cognitive entraine des problémes de sireté, en raison de sa nature invasive, intrusive
et invisible, puisque son objectif est d’exploiter les différentes facettes de la cognition pour perturber, saper,
influencer ou modifier les décisions humaines (définition proposée par I’ET-356).

La guerre cognitive représente la convergence d’un large éventail de technologies perfectionnées avec
les facteurs et systémes humains tels que I’intelligence artificielle (IA), I’apprentissage automatique (ML),
les technologies de I’information et de la communication (TIC), les neurosciences, la biotechnologie
et ’amélioration de I’étre humain, qui sont délibérément utilisé€s par les adversaires de ’OTAN dans 1’espace
de bataille du 21e siecle. La guerre cognitive constitue un risque important pour la défense et la streté
mondiales sur tous les plans, notamment économique, géopolitique, social et culturel, ainsi qu’une menace
pour la prise de décision humaine.

La tiche de ’ET-356 était uniquement d’identifier et de suggérer une S&T défensive pour renforcer
la dissuasion de 1’ Alliance vis-a-vis de la guerre cognitive et améliorer la résilience des pays et de ’OTAN,
qui est essentielle aux tiches fondamentales de ’OTAN, a savoir protéger les pays alliés, les sociétés
et les valeurs partagées.

La guerre cognitive donne aux adversaires la capacité de faconner la cognition humaine, la perception,
la création de sens, la connaissance de la situation et la prise de décision a tous les niveaux. La capacité
autiliser intentionnellement (de maniére abusive) les informations sur les réseaux numériques
et a les diffuser a I’échelle mondiale sur différentes plateformes, telles que les réseaux sociaux, a fait émerger
de nouveaux outils et méthodes pour I’adversaire. La guerre cognitive, qui vise également a perturber
les relations, cible les vulnérabilités humaines, telles que la confiance et le biais cognitif, tant au niveau
individuel que national. Son impact s’é¢tend a tous les domaines opérationnels. Ce rapport présente
unrésumé des domaines clés des Sciences et Technologies (S&T) nécessaires pour atténuer
les conséquences de la guerre cognitive et se défendre contre cette derniere.

La feuille de route S&T proposée se fonde sur un modele développé par I’ET-356. Elle est liée a la boucle
décisionnelle OODA (observation, orientation, décision, action). Le modéle représente sept principaux
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domaines de connaissances et outils S&T qui sont transversaux et intersectionnels : Piliers : Neurosciences
cognitives, sciences cognitives et comportementales, sciences sociales et culturelles ; et barres : Conscience
de la situation et sensibilisation, effets cognitifs, Modus operandi (maniére de procéder), et technologie
et multiplicateurs de force. Les sept domaines constituent la base des discussions de recherche au sein
de la STO de ’OTAN et de ses commissions et groupes.

Le présent rapport fournit des conseils sur les futures recherches au sein de la STO de ’OTAN et sur
les investissements en S&T des Alliés et des pays pour la défense contre la guerre cognitive actuelle
et future, en vue de renforcer 1’avantage technologique et stratégique de I’OTAN dans ce domaine.
Les travaux du HFM ET-356 sous-tendent le concept fondamental de guerre de I’OTAN et sa supériorité
cognitive dans D’initiative de développement de la guerre, ainsi que le nouveau concept stratégique
de ’OTAN déclaré lors du sommet de Madrid de I’OTAN en 2022.
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The NATO Science and Technology Organization

Science & Technology (S&T) in the NATO context is defined as the selective and rigorous generation and application of
state-of-the-art, validated knowledge for defence and security purposes. S&T activities embrace scientific research,
technology development, transition, application and field-testing, experimentation and a range of related scientific
activities that include systems engineering, operational research and analysis, synthesis, integration and validation of
knowledge derived through the scientific method.

In NATO, S&T is addressed using different business models, namely a collaborative business model where NATO
provides a forum where NATO Nations and partner Nations elect to use their national resources to define, conduct and
promote cooperative research and information exchange, and secondly an in-house delivery business model where S&T
activities are conducted in a NATO dedicated executive body, having its own personnel, capabilities and infrastructure.

The mission of the NATO Science & Technology Organization (STO) is to help position the Nations’ and NATO’s S&T
investments as a strategic enabler of the knowledge and technology advantage for the defence and security posture of
NATO Nations and partner Nations, by conducting and promoting S&T activities that augment and leverage the
capabilities and programmes of the Alliance, of the NATO Nations and the partner Nations, in support of NATO’s
objectives, and contributing to NATO’s ability to enable and influence security and defence related capability
development and threat mitigation in NATO Nations and partner Nations, in accordance with NATO policies.

The total spectrum of this collaborative effort is addressed by six Technical Panels who manage a wide range of
scientific research activities, a Group specialising in modelling and simulation, plus a Committee dedicated to
supporting the information management needs of the organization.

. AVT Applied Vehicle Technology Panel

. HFM  Human Factors and Medicine Panel

. IST Information Systems Technology Panel

. NMSG NATO Modelling and Simulation Group

. SAS System Analysis and Studies Panel

. SCI Systems Concepts and Integration Panel

. SET Sensors and Electronics Technology Panel

These Panels and Group are the power-house of the collaborative model and are made up of national representatives as
well as recognised world-class scientists, engineers and information specialists. In addition to providing critical
technical oversight, they also provide a communication link to military users and other NATO bodies.

The scientific and technological work is carried out by Technical Teams, created under one or more of these eight
bodies, for specific research activities which have a defined duration. These research activities can take a variety of
forms, including Task Groups, Workshops, Symposia, Specialists’ Meetings, Lecture Series and Technical Courses.

The content of this publication has been reproduced directly from material supplied by STO or the authors.

Published March 2023

Copyright © STO/NATO 2023
All Rights Reserved

ISBN 978-92-837-2433-9

Single copies of this publication or of a part of it may be made for individual use only by those organisations or
individuals in NATO Nations defined by the limitation notice printed on the front cover. The approval of the STO
Information Management Systems Branch is required for more than one copy to be made or an extract included in
another publication. Requests to do so should be sent to the address on the back cover.
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Mitigating and Responding to Cognitive Warfare
(STO-TR-HFM-ET-356)

Executive Summary

The NATO Science and Technological Organization (STO) Human Factors and Medicine (HFM)
Exploratory Team (ET) 356 performed an assessment of the Science and Technologies required to mitigate
and defend against Cognitive Warfare (CogWar). The ET-356 proposed a Science and Technology (S&T)
roadmap to guide NATO and Allied Partners in future research activities and investments.

For NATO to have the capability to acquire and preserve Decision and Cognitive Superiority over their
adversaries and across the conflict spectrum, scientific based knowledge is needed to support and increase
NATO’s operational readiness to respond to CogWar. CogWar is not necessarily new but has emerged
as a product of the integration and confluence of many technological advances and as availability and access
to information and technology has increased. CogWar takes well-known methods within warfare to a new level
by attempting to alter and shape the way humans think, react, and make decisions. CogWar has emerged
replete with security challenges due to its invasive, intrusive, and invisible nature and where the goal is to
exploit facets of cognition to disrupt, undermine, influence, or modify human decisions (proposed by ET-356).

CogWar represents the convergence of a wide range of advanced technologies along with human factors and
systems, such as Artificial Intelligence (AI), Machine Learning (ML), Information Communication
Technologies (ICT), neuroscience, biotechnology and human enhancement that are being deliberately used
by NATO’s adversaries in the 21st century battlespace. CogWar presents a significant risk to global defence
and security at every level including economic, geopolitical, social, cultural, as well as threatening human
decision making.

The task of ET-356 was focused solely on identifying and suggesting defensive S&T to strengthen the
Alliance’s deterrence against CogWar and improve NATO’s and national resilience critical to NATO’s core
tasks to safeguard Allied nations, societies, and shared values.

CogWar gives rise to the adversaries’ ability to shape human cognition, perception, sensemaking, situational
awareness, and decision making at all levels. The ability to intentionally (mis)use information within digital
networks and disseminate it globally on various platforms such as social media has given rise to new tools
and methods for the adversary. CogWar also aims at disrupting relationships and targets human
vulnerabilities, such as trust and cognitive bias, at both individual and national levels, and its impact is across
all operational domains. This report presents a summary of the key areas of S&T that are required to mitigate
and defend against CogWar.

The proposed S&T Road map is based on a “House Model,” developed by ET-356, and is linked to the
operational Observe, Orient, Decide, and Act (OODA) decision cycle. The House Model represents seven
main S&T knowledge areas and enablers that are cross-cutting and intersectional related: Pillars: Cognitive
Neuroscience, Cognitive and Behavioral Science, Social and Cultural Science; and Bars: Situational
Awareness and Sensemaking, Cognitive Effects, Modus Operandi and Technology and Force Multipliers.
The seven areas provide the basis for research discussions within NATO STO and its Panels and Groups.

This report provides guidance for future research within NATO STO, Allies, and national S&T investments
for defence against current and future CogWar and to strengthen NATO’s technological edge and strategic
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advantage against CogWar. The work by the HFM ET-356 underpins the NATO Warfighting Capstone
Concept and its Warfare Development Initiative Cognitive Superiority, and the new NATO Strategic
Concept declared at the NATO Madrid Summit 2022.
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Atténuer et répondre a la guerre cognitive
(STO-TR-HFM-ET-356)

Synthése

L’équipe exploratoire (ET) 356 de la Commission sur les facteurs humains et la médecine (HFM)
de I’Organisation pour la science et la technologie (STO) de I’OTAN a réalis¢ une évaluation de la science
et des technologies requises pour atténuer la guerre cognitive (GC) et s’en protéger. L’ET-356 a proposé
une feuille de route de science et technologie (S&T) afin de guider ’OTAN et les partenaires alliés
dans leurs futures activités de recherche et leurs futurs investissements.

Si I’on veut que ’OTAN ait la capacité d’acquérir et conserver une supériorité décisionnelle et cognitive par
rapport a ses adversaires et dans I’ensemble du spectre des conflits, des connaissances scientifiques doivent
étayer et renforcer la préparation opérationnelle de ’OTAN a la guerre cognitive. La guerre cognitive
n’est pas nécessairement nouvelle ; elle découle de I’intégration et de la convergence de nombreuses
avancées technologiques a une époque ou la disponibilité et ’accés a 1’information et a la technologie
ont augmenté. La guerre cognitive exploite les méthodes bien connues de la guerre, mais a un niveau inédit,
en essayant de modifier et de faconner la mani¢re dont les humains pensent, réagissent et prennent
des décisions. La guerre cognitive entraine des problémes de sireté, en raison de sa nature invasive, intrusive
et invisible, puisque son objectif est d’exploiter les différentes facettes de la cognition pour perturber, saper,
influencer ou modifier les décisions humaines (définition proposée par I’ET-356).

La guerre cognitive représente la convergence d’un large éventail de technologies perfectionnées avec
les facteurs et systémes humains tels que I’intelligence artificielle (IA), ’apprentissage automatique (ML),
les technologies de I’information et de la communication (TIC), les neurosciences, la biotechnologie
et ’amélioration de I’étre humain, qui sont délibérément utilis€s par les adversaires de ’OTAN dans 1’espace
de bataille du 21e siecle. La guerre cognitive constitue un risque important pour la défense et la streté
mondiales sur tous les plans, notamment économique, géopolitique, social et culturel, ainsi qu’une menace
pour la prise de décision humaine.

La tiche de I’ET-356 était uniquement d’identifier et de suggérer une S&T défensive pour renforcer
la dissuasion de 1’ Alliance vis-a-vis de la guerre cognitive et améliorer la résilience des pays et de ’OTAN,
qui est essentielle aux tiches fondamentales de ’OTAN, a savoir protéger les pays alliés, les sociétés
et les valeurs partagées.

La guerre cognitive donne aux adversaires la capacité de faconner la cognition humaine, la perception,
la création de sens, la connaissance de la situation et la prise de décision a tous les niveaux. La capacité
autiliser intentionnellement (de maniére abusive) les informations sur les réseaux numériques
et a les diffuser a I’échelle mondiale sur différentes plateformes, telles que les réseaux sociaux, a fait émerger
de nouveaux outils et méthodes pour I’adversaire. La guerre cognitive, qui vise également a perturber
les relations, cible les vulnérabilités humaines, telles que la confiance et le biais cognitif, tant au niveau
individuel que national. Son impact s’é¢tend a tous les domaines opérationnels. Ce rapport présente
unrésumé des domaines clés des Sciences et Technologies (S&T) nécessaires pour atténuer
les conséquences de la guerre cognitive et se défendre contre cette derniere.

La feuille de route S&T proposée se fonde sur un modele développé par I’ET-356. Elle est liée a la boucle
décisionnelle OODA (observation, orientation, décision, action). Le modéle représente sept principaux

STO-TR-HFM-ET-356 ES-3



Sal

organization

domaines de connaissances et outils S&T qui sont transversaux et intersectionnels : Piliers : Neurosciences
cognitives, sciences cognitives et comportementales, sciences sociales et culturelles ; et barres : Conscience
de la situation et sensibilisation, effets cognitifs, Modus operandi (maniére de procéder), et technologie
et multiplicateurs de force. Les sept domaines constituent la base des discussions de recherche au sein
de la STO de ’OTAN et de ses commissions et groupes.

Le présent rapport fournit des conseils sur les futures recherches au sein de la STO de ’OTAN et sur
les investissements en S&T des Alliés et des pays pour la défense contre la guerre cognitive actuelle
et future, en vue de renforcer 1’avantage technologique et stratégique de I’OTAN dans ce domaine.
Les travaux du HFM ET-356 sous-tendent le concept fondamental de guerre de I’OTAN et sa supériorité
cognitive dans D’initiative de développement de la guerre, ainsi que le nouveau concept stratégique
de ’OTAN déclaré lors du sommet de Madrid de I’OTAN en 2022.
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Chapter 1 - TOWARDS A FRAMEWORK OF SCIENCE AND
TECHNOLOGICAL COMPETENCIES FOR
FUTURE NATO OPERATIONS

Janet M. Blatny Yvonne R. Masakowski
Norwegian Defence Research Establishment US Naval War College
NORWAY UNITED STATES

Strategic competition, pervasive instability and recurrent shocks define our broader security
environment. The threats we face are global and interconnected... We will invest in our ability to
prepare for, deter, and defend against the coercive use of political, economic, energy, information and
other hybrid tactics by states and non-state actors.

NATO Strategic Concept 2022

1.1 INTRODUCTION - A NEW STRATEGIC ENVIRONMENT

The complexity of the 21* century operational environment has increased significantly since the turn of the
20™ century. The North Atlantic Treaty Organization (NATO) has expanded its membership and increased the
level of multinational military coalition operations, as well as the range of missions, including humanitarian,
disaster relief, counterterrorism, regional conflicts, and traditional warfare. The complexity, diversity and tempo
of these multinational military operations has increased, driven by factors such as the influence of technological
advances, increase in regional conflicts and asymmetric warfare, as well as the emergence of conflicts such as
the Russia-Ukraine war where Russia invaded Ukraine 24 Feb 2022 (Zinets and Vasovic, 2022).

During the NATO Summit in Brussels 2021, the following was stated (NATO 2021, Brussels Summit):
*  We remain concerned with China’s frequent lack of transparency and use of disinformation.

*  We are increasingly confronted by cyber, hybrid, and other asymmetric threats, including disinformation
campaigns, and by the malicious use of ever-more sophisticated emerging and disruptive technologies.

The NATO 2030 Reflection Group stated (NATO 2030 Reflection Group, 2020):

NATO and Allies must develop more capabilities for operating in the cognitive and virtual dimensions,
including at the tactical level. These capabilities are needed to detect disinformation and provide
support in preventing or limiting its impact, including by better understanding people, networks, online
information, and related narratives. Simultaneously, NATO and Allies need to establish the legal and
ethical framework to be able to operate in these dimensions effectively and legitimately.

These statements clearly highlight the need to have defence and security measures against hybrid tactics
including CogWar approaches that our adversaries might and can use against NATO.

The 2010 Strategic Concept in NATO specified NATO’s core missions: collective defence, crisis management,
and cooperative security (NATO, 2010). These three-core mission concepts were discussed in the NATO
Strategic Concept 2022, declared at the NATO Madrid Summit 2022 (NATO, 2022). The Madrid Summit 2022
highlighted the concern of the radically changed security environment and stated, “Today we endorse a new
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Strategic Concept to ensure our Alliance remains fit and resourced for the future”. Furthermore, the concern
stated in 2021 at the Brussel Summit was again stressed during the Madrid Summit 2022: “We are confronted by
cyber, space, and hybrid and other asymmetric threats, and by the malicious use of emerging and disruptive
technologies”. The new 2022 Concept emphasizes NATO’s responsibility of ensuring the collective defence
using a 360-degree approach to strengthen deterrence and defence across all domains and threats and enhances
the need for military and civilian collaboration especially within cyber defence.

NATO faces an environment that is dynamic, global, complex, and uncertain. The boundaries between peace
and conflict, political and military, strategic and tactical, kinetic, and non-kinetic are blurring. Potential strategic
competitors continuously seek to undermine NATO’s political and military-strategic objectives by deploying
increasingly sophisticated strategies, often through coordinated political, military, economic, and information
efforts. This has required new ways of thinking and approaches resulting in the important strategic
NATO Warfighting Capstone Concept (NWCC) document (2021) that addresses temporal, spatial, functional,
and structural aspects of the Alliance’s approach to long term warfare development and warfighting
(Tammen, 2021).

This concept describes NATO’s focus on the new Alliance thinking and approach towards a simultaneous,
non-linear paradigm to balance the efforts across the operational contexts of shaping, contesting, and fighting.
This is critical, especially as the traditional peace, crisis, and conflict paradigm increasingly constrains NATO’s
ability to out-think and out-perform an adversary. This report highlights the Science and Technology Roadmap
to defend against the influence and impact of Cognitive Warfare.

The NWCC focuses on five Warfare Development Imperatives (WDI) to accomplish NATO’s core missions:
cognitive superiority, layered resilience, influence and power projection, collaboration and coalition of
cross-domain command, and integrated multi-domain defence (see call-out box, below). CogWar is centered in
Cognitive Superiority (NWCC, WDI) and has ramifications for layered resilience, influence and power
projection and cross-domain command.

NATO Warfighting Capstone Concept (NWCC) Warfare Development Initiatives (WDI)

Cognitive superiority: Truly understanding the operating environment, the adversary and the Alliance’s
goals entails cohesive and shared political-military understanding of the threats, adversaries and
environment NATO operates in, from tech and doctrine, to JISR and big data. Equally, it will focus on
providing the right tools for the political-military level to operate effectively (rapidly and dynamically)
and safeguard decision making in the modern information age.

Layered resilience: Underpinning deterrence, the Alliance needs to be able to withstand immediate
shocks to supply lines and communications, as well as effects in the cognitive dimension. It must be
prepared to persevere in challenging situations over long periods and be ready from day zero.

Influence and power projection: To shape the environment to its strengths, including generating
options and imposing dilemmas on adversaries, the Alliance must be proactive in taking initiative
through various means to reach its objectives.

Integrated multi-domain defence: The threats that the Alliance faces are no longer in any one
domain, so a joint and flexible approach to a fluid environment is essential to protect the Alliance’s
integrity against all threats, regardless of their origin or nature.

Cross-domain command: Command insight at the blink of an eye, the hallmark of great generals,
may be out of reach in a multi-domain and integrated battlespace. Investing in our people, the art of
command, critical thinking and audacious action will underpin success.
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The impact of Emerging Disruptive Technologies (EDTs) relates to the five WDIs, as technology is one of the
main drivers for WDI. Technology and Cognitive Superiority are critical elements to counter CogWar.
Technological advances, as well as advances in cognitive neurosciences will influence our ability to achieve
situational awareness and maintain the decision advantage in military operations (NATO STO, 2021). The
strategic defence against CogWar requires that NATO maintain technological and cognitive superiority to
strengthen NATO’s resilience and military operational readiness.

In addition to the five operational domains (land, air, sea, cyber and space), discussions within various
communities are ongoing to consider a new domain: “the cognitive (or the human) domain” (Cole and
Le Guyader, 2020). The cognitive dimension represents a space where intra and inter domain cognitive
operations can be conducted. This discussion is addressed in Chapters 11 and 12.

The NATO HQ ACT Concept Development Branch is currently developing a NATO concept on CogWar (2022).
The work is part of the implementation of the NWCC, and the CogWar Concept is a delivery under the WDI
Cognitive Superiority Initiative. The concept work started in 2021 and the proposed end state of the concept work
is for NATO to regain the initiative by establishing a better, shared understanding of the cognitive dimension, the
creation and countering of cognitive effects, and the protection of NATO’s decision-making processes. Also, the
NATO Industrial Advisory Group (NIAG) is conducting a study on Standards for Cognitive Augmentation for
Military Applications (NIAG, 2022).There are several definitions of CogWar put forth, however, there is not yet a
commonly accepted definition of CogWar. For example, CogWar is a multidisciplinary approach combining social
sciences and innovative technologies to directly alter the mechanisms of understanding and decision-making to
destabilize or paralyze an adversary (Pappalardo, 2022). Du Cluzel (2022) describes CogWar as the manipulation
of the enemy’s cognition aimed at weakening, influencing, delaying, and even destroying the enemy (Claverie et
al., 2022). This type of warfare aims at influencing the heuristic of the human brain to win the “war before the war”
(Takagi, 2022). Attacks of this type now no longer target policymakers or military decision-makers alone, but a
broad mass that can potentially influence national decision-making (Takagi, 2022). In general, CogWar addresses
the human’s ability to process information and use it conflicting purposes, such as influencing military and civilian
populations, organizations, and nations.

The HFM Exploratory Team 356 has therefore proposed the goal of CogWar as to exploit facets of
cognition to disrupt, undermine, influence, or modify human decision making. This covers decisions also
made by technological advances, as humans will always be a part of all operations.

The first NATO symposium on CogWar was held in Bordeaux, June 2021, arranged by the NATO ACT
innovation Hub and the Ecole Nationale Superieure de Cognitique (ENCS), France (Claverie et al., 2022).

1.2 THE CHALLENGES AND IMPACT OF COGNITIVE WARFARE

CogWar has been described as a multidisciplinary approach that provides a means for altering human thought,
understanding, and decision making (Pappalardo, 2022). Adversaries infiltrate global digital networks at all levels
to achieve their strategic objectives. CogWar attacks aim to create chaos, confusion, disrupt societies and
government, and shape the geopolitical and social environments in accordance with an adversary’s strategic
objectives. CogWar has been viewed as an extension of Information Warfare and Psychological Operations
(PsyOps). However, CogWar differs as it is the convergence of PsyOps, Information Operations (Ops) and Cyber
Operations, integrated with Artificial Intelligence (AI) / Machine Learning (ML) networks and capabilities that
extend its reach globally to military and civilian populations. CogWar attacks impact the broad mass population to
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influence and impact civilian and military decision making. Advances in AI/ML technologies have made this
technology a force enabler for the dissemination of misinformation and disinformation. Adversaries exploit these
advances to set the conditions in the physical and digital battlespace in accordance with their military and
national agendas.

Traditional warfare is being and will continue to be transformed by advances in AI/ML and BMI technologies.
Advanced AI/ML technologies have given rise to the design of cognitive-inspired systems, which have
facilitated the dissemination of misinformation and disinformation campaigns aimed at shaping human thinking,
behavior, and actions. EDTs such as Al, ML, big data, cloud computing, IoT, GANs, multi-reality tools, modern
ICTs, biotechnology, neuro-technologies, and other human augmenting technologies have contributed to the
“power of CogWar” (NATO S&T Technology Trend Report, 2020). Increased access to information has
augmented the velocity and accuracy of attacks and threats to civilian and military populations.

CogWar presents a danger to national and global stability and security at every level, including economic,
geopolitical, social, and cultural. The technologies that facilitate the rapid dissemination of information to a
global audience do it at a lower cost and present less risk to the aggressor. The recent COVID-19 pandemic
provides evidence of the impact of disinformation campaigns on social media platforms. Lessons learned
because of the spread of COVID-19 disinformation were recently published by Gill and Goolsby (2022)".

The use, misuse, and even the weaponization of information and advanced cognitive-inspired systems,
serve as a critical threat to human thinking and decision making, not only between humans but between
humans and machines, as well as autonomous machine decision making.

CogWar targets human vulnerabilities as a means of creating chaos and confusion in the mass consciousness,
across nations, and the within militaries. Adversaries will target vulnerabilities in the OODA decision-making
framework (Chapter 9) as a means exploit cognitive vulnerabilities, or to deliver cognitive effects. Thus, NATO
nations must invest in S&T tools, techniques, and technologies that will defend against CogWar.

To address these threats, there is a need to understand the future impact of convergence between human and
machine as technology develops and advances. “It becomes increasingly clear that the teaming of human and
computers will become essential for any form of CogWar, whether offensive or defensive” (Chapter 9). Future
human-machine teams will work collaboratively to transform the future battlespace, influencing military and
civilian communities, and impacting society, including economic and political domains.

CogWar capability to impact decision making (positively or negatively) across all domains within the OODA
decision framework highlights the need to develop tools for information validation and measures to ensure that
data is dependable, accurate and from a trusted source. As technologies and tools evolve, there is a need to
prepare to counter the effects of such tools when used by the adversary and ensure that the NATO Alliance can
defend against potential attacks.

CogWar transforms the battlespace and presents challenges and threats/danger. There is therefore
a strategic and operational imperative to develop Science and Technology (S&T) initiatives to mitigate
and defend against CogWar if we are to ensure the defence and security of NATO and Allied
Partners’ nations.

" The NATO STO Research Task Group 273 “Digital and Social Media Assessment for Effective Communication and Cyber
Diplomacy” promoted a shared understanding of the information environment, addressed the hazards of disinformation and
propaganda, and outlined the attempts to undermine the Alliance during the COVID-19 pandemic. This work founded the basis for
the book “COVID-19 Disinformation: A Multi-National, Whole of Society Perspective (Gill and Goolsby, 2022).

1-4 STO-TR-HFM-ET-356



TOWARDS A FRAMEWORK OF SCIENCE AND
TECHNOLOGICAL COMPETENCIES FOR FUTURE NATO OPERATIONS

Misinformation and disinformation campaigns, as well as “poisoned” training datasets embedded in algorithms
may be introduced into trusted networks or social media, and/or databases to influence human thought and
behavior towards supporting an adversary’s strategic agendas. Thus, human cognitive processes can unwittingly
be manipulated to shape human decisions and behaviors that align with those of an adversary. “Trust” is the
adversaries’ target and an essential component of CogWar in which the human is the vulnerable target.

1.3 TO DEFEND AND MITIGATE

The operational environment consists of physical, virtual/cyber, and human/cognitive dimensions — in other
words — a socio-technological environment. Therefore, increasing defensive CogWar capabilities within NATO
requires multidisciplinary responses across these dimensions and where they interface.

NATO nations must address CogWar from a defensive position by building resilience and defence into AI/ML
data networks that will defend against intrusions, attacks, and manipulation by adversaries.

Investments in multidisciplinary research such as cognitive and neuroscience, cognitive and behavioral science,
and social and cultural studies in addition to technology is essential to defend against CogWar.

NATO nations need to develop cognitive security measures to defend information pathways and protect it from
manipulation, modification, and the influence of an adversary’s intrusions. Cognitive Security sits at the
intersection of multidisciplinary fields including neuroscience, brain research, human cognition, perception, and
decision making. Thus, there is a need to conduct research on CogWar and cognitive security to ensure the
development of a defensive toolbox for countering the influence and impact of all aspects of CogWar.

1.4 HFM-ET-356 SCOPE, AIMS, AND PROPOSED OUTCOMES

The NATO STO HFM Exploratory Team (ET) 356 “Mitigating and Responding to Cognitive Warfare”
aimed to increase understanding of how defensive CogWar will provide effective prevention and mitigation
strategies and countermeasures to increase defence and security within the NATO Alliance. As humans are part
of all military operations and understanding the human and the brain is a central element in CogWar, the NATO
HFM Panel included and highlighted “Cognitive Warfare” to its Program of Work (PoW) in 2021. Other STO
Panels do have ongoing S&T activities that are associated with CogWar defence measures, from a technological
or a systems analysis perspective.

The HFM-ET-356 team developed the “House Model” as the foundation for the development of a S&T strategic
roadmap. This model was linked with the operational Observe, Orient, Decide, and Act (OODA) decision
framework to highlight and facilitate understanding and the important synergy between research and operational
communities.

The House Model represents seven main S&T knowledge areas and enablers that are cross-cutting and
intersectionally related: Pillars: Cognitive Neuroscience, Cognitive & Behavioral Science, Social and Cultural
Science and Bars: Situational Awareness and Sensemaking, Cognitive Effects, modus operandi and Technology
and Force Multipliers.

The House Model was presented at the Cognitive Warfare Workshop during the Scientific Track of the NATO
ACT Tide Sprint conference (4 — 8 April 2022, Sopot, Poland).
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The current report presents the House Model framework to guide the NATO Alliance towards their S&T
priorities. The Authors provide summaries of selected S&T areas (not exclusive), their relevance to defensive
CogWar and propose various areas of research to eliminate capability gaps. Narratives are also provided to
expand the description of the research areas and their relevance to defensive CogWar.

Given the complexity of CogWar and dynamic military operations, it has been necessary to consider strategies
for developing education and training methods to prepare leaders for future CogWar challenges.

CogWar is an essential component of future military defence and warfare. It is therefore incumbent upon the
S&T community to address the technology gaps that will ensure future cognitive security and the ability to
defend against CogWar.

The aim of this report is to enhance each nation’s awareness of CogWar, provide a S&T roadmap for the
development of tools, technologies, education, and training that will support NATO’s and partner nation’s
defence against CogWar. The investment in S&T research will strengthen NATO and its Allied partner nation’s
ability to counter the influence and potential impact of future CogWar.

1.5 ORGANIZATION OF THE REPORT

This report examines the S&T efforts for defending against CogWar and mitigating its influence and impact on
human perceptions, thinking, and decision making. This report can be read in full, or individual chapters can be
selected and read independent of the whole report.

Chapter 1 — Towards a Framework of Science and Technological Competencies for Future NATO
Operations

Introduces the concept of CogWar as a multidisciplinary approach combining social sciences and innovative
technologies to directly alter the mechanisms of understanding and decision making to destabilize or paralyze an
adversary. CogWar is discussed within the context of NATO’s strategic concept.

Chapter 2 — Towards a Science and Technological Framework “The House Model”

Introduces the need to develop a framework of human and technological competencies for future NATO
operations. The chapter presents the key S&T topics related to the evolution of the CogWar. The HFM-ET-356
House Model serves as a guide for investment in S&T research in the defence against CogWar. The House
Model represents the intersection of multidisciplinary S&T topics and the intersection with the characteristics of
the OODA decision framework that can be seen as underpinning military operations (i.e., sensemaking, SA,
social, cultural, and political contexts that influence operations). The House Model reflects a multifaceted and
multidimensional approach to CogWar and lays the foundation for the development of the S&T Roadmap. The
HFM-ET-356 House Model aims to capture an array of independent academic fields that become interdependent
when operationalized and viewed through the lens of NATOs defence against CogWar.

Chapter 3 — Cases and Scenarios of Cognitive Warfare

This chapter introduces scenarios of CogWar to illustrate the range of activities, challenges and techniques
associated with CogWar. The range of CogWar attacks at all levels from civilian, societal, and military
operations, requires an ability to defend against adversaries in all environments. The purpose of this section is
two-fold. The first purpose is to illustrate the breadth of activities, as well as supporting techniques, which
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constitute CogWar, as well as diversity and range of potential target audiences. The second purpose is to link the
varies incidents (case studies) to specific components of the House Model. This chapter is essential for
understanding how best to defend against CogWar and which S&T topics must we invest in to ensure adequate
defence against future CogWar.

Chapter 4 — The Influence and Impact of Social and Cultural Sciences in Cognitive Warfare

This chapter aims to discuss the role of the social and cultural sciences in CogWar. It offers unique insight into the
issue of CogWar. Specifically (but not limited to) the socio-technical mechanics of audience engagement and
psycho-social effects generation, as well as potential interventions or responses to neutralize, mitigate or counter
cognitive attacks on audiences. In other words, the social and cultural sciences offer insight into and can help
inform the development of both offensive and defensive facets of CogWar, particularly at the meso- and
macro- levels of analysis (i.e., characteristics of social interaction between groups and organizations through
large-scale societal interactions).

Chapter 5 — Cognitive and Behavioral Science (Psychological Interventions)

This chapter focuses on the Cognitive and Behavioral Science (CBS) pillar of the House Model. It focuses on the
ways that adversaries target human vulnerabilities in the cognitive and behavioral domain. Furthermore, this
chapter discusses ways that adversaries may exploit human psychological vulnerabilities to their advantage in
CogWar. This chapter highlights the need to defend cognitive vulnerabilities and develop tools and technologies
that will mitigate and defend against future CogWar targeting human cognitive and psychological vulnerabilities.

Chapter 6 — Developing Cognitive Neuroscience Technologies for Defence Against Cognitive Warfare

This chapter focuses on advances in our understanding of brain function and the development of sophisticated
neuroimaging tools and analysis methods from biomedical/neuro-engineering fields. These advances have
influenced the development of novel neural network models of human cognitive processes embedded in AI/ML
network designs. This area of research plays a critical role in future CogWar. The evolution of Brain-Machine-
Interfaces (BMI) presents opportunities for adversaries to seek news ways of hacking the human brain. This further
suggests that adversaries may also find ways to hack the BMI network integrated with future command and control
systems. This chapter addresses advances in neuroscience, brain research and the development of BMIs. These are
critical areas of research that may prove to be the most significant areas of defending against CogWar in the future.

Chapter 7 — Defence Against 21 Century Cognitive Warfare: Considerations and Implications for
Emerging Advanced Technologies

This chapter focuses on the emergence of disruptive technologies on future CogWar. For example, how the
evolution of AI/ML algorithms, BMI, genetics, quantum computing will continue to advance and afford
adversaries the opportunities to weaponize technologies and transform the battlespace. This chapter discusses the
ethical challenges associated with the development of advanced super-intelligent machines, and the ethical
deployment of such technologies. This chapter focuses on addressing the challenges and evolution of CogWar
and seeks ways to forecast the best defence against CogWar.

Chapter 8 — Situational Awareness, Sensemaking and Future NATO Multinational Operations

This chapter focuses on Sensemaking and Situational Awareness as critical for effective decision making in
military operations. CogWar focuses on the weaponization of information, including how adversaries distribute
information, how it is understood, and how information influences human thought, behavior, and decision

STO-TR-HFM-ET-356 1-7



TOWARDS A FRAMEWORK OF SCIENCE AND \\ I:i I /
TECHNOLOGICAL COMPETENCIES FOR FUTURE NATO OPERATIONS organization

making. This chapter examines the relationship between human understanding and the OODA decision
framework. Further, it highlights the impact of the evolution of AI/ML networks and the development of
independent, sentient robots with independent decision-making capabilities that will present vulnerabilities in the
future CogWar battlespace.

Chapter 9 — Human-Machine Teaming: Towards a Holistic Understanding of Cognitive Warfare

This chapter presents the evolution of CogWar and its technologies from each era. This chapter takes an historic
perspective of warfare wherein Sun Tzu sets the foundation for the discussion that takes us from the spear to the
Human-Machine teaming age. Sun Tzu’s philosophy of “Know thy enemy” is the theme to monitor throughout
the ages as it provides a means of understanding intent and motivation of potential adversaries. This discussion
includes the expansion of the OODA framework transformed into a “bow tie” model that reflects the
complexities of human-machine decision making. The latter model highlights the need to consider the nested
nature of the holistic model of CogWar if we are to defend effectively against CogWar.

Chapter 10 — Education and Training for Cognitive Warfare

This chapter highlights the need to develop more in-depth knowledge and advanced tools for supporting training
in the defence about CogWar. For example, as CogWar focuses on the weaponization of information, the
military should develop more awareness of the multiple CogWar practices and be able to detect and counter
disinformation campaigns at an early stage. Virtual environments and wargaming provide a means of developing
the skills required to operate in CogWar. The complexities of future CogWar mandate the need for more
sophisticated training content, methods, and tools to meet the demands of the future CogWar environment. This
requires the development of an overall framework for detecting, mitigating, countering, and developing CogWar
operations on both the strategic and tactical levels.

Chapter 11 - SOMULATOR: Developing CogWar Resilience Through Social Media Training

Given the current state of propaganda and disinformation on social media, training needs to be provided for a
broad range of users. This chapter summarizes the issues that were considered when a tool called “Somulator”
was developed for social media training purposes. A range of open-source tools were chosen to emulate different
social media platforms and presented to stakeholders. Feedback received laid the foundations for additional,
custom development that were used to integrate core elements into a complete training solution. In addition, the
core lessons learned from early use of the tools is discussed. The results of this pilot study have implications for
defence against CogWar. Thus, the Somulator tool that emerged from this research holds great promise in
contributing to research and training to defend against CogWar in the future.

Chapter 12 — Legal and Ethical Implications Related to Defence against Cognitive Warfare

The legal and ethical implications discussed in this chapter serve as a lens for evaluating how we might address
the defence of CogWar. Today, there is no legal framework directly applicable to CogWar. This chapter
discusses the implications for addressing the challenges of CogWar from a moral and legal perspective. This
chapter presents challenges related to military actions within the cognitive domain and the unlawful use of force.
It presents an argument for the need to develop legal policies and doctrine like those developed for cyber
warfare, which define the legal parameters of CogWar itself.
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Chapter 13 — Cognitive Warfare and the Human Domain: Appreciating the Perspective that the
Trajectories of Neuroscience and Human Evolution place on Cognitive Warfare are at Odds with Ideas of
a Human Domain

This chapter focuses on the discussion surrounding whether CogWar is unique or merely part of the “Human
Domain.” The general argument is that a Cognitive Domain is too restrictive as it does not sufficiently
encompass the action space in which human thinking and behavior is being weaponized. This chapter takes
perspective of a ‘human domain’ as it does not a priori align with the trajectory of neuroscience and of human
evolution in the context of CogWar. Instead, it argues for S&T approaches that focus on a cognitive domain,
where CogWar attacks are directed and hence what needs to be protected.

Chapter 14 — Science and Technology Roadmap Based on the House Model

This chapter focuses on the development of a S&T roadmap as guide to invest S&T to ensure NATO and partner
nation’s military readiness to meet the demands of future CogWar. The S&T roadmap is based upon the House
Model and aims to guide the development of an effective S&T defence strategy. There are seven main S&T
knowledge areas and enablers that are cross-cutting and intersectional related: Cognitive Neuroscience,
Cognitive & Behavioral Science, Social and Cultural Science, Situational Awareness and Sensemaking,
Cognitive Effects, modus operandi and Technology and Force Multipliers. The Chapter assess technological
gaps and potential vulnerabilities associated within the scientific areas of the House Model, which is linked to
the overarching military OODA decision-making objective.

Chapter 15 — Conclusion and Recommendations

This chapter highlights the main results of examining critical S&T topics within selected technologies and
human factors. Examples are ICT, AI/ML, BMI advances, command and control, human-machine teaming,
as well as social and cultural and cognitive & behavioral factors and their impact and/or function in CogWar.
The complexity of CogWar increases with each technological advance and innovation and must be addressed
within a socio-technical system perspective. There is a need to address future challenges by anticipating the
intersection of multidisciplinary scientific topics and how these advances may be dual purposed by adversaries
to their strategic advantage. Nations must anticipate and prepare to defend against such threats to global security.
This chapter concludes with a series of recommendations for future S&T investment and technological
development to ensure an effective defence against CogWar.
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Chapter 2 - TOWARDS A SCIENCE AND TECHNOLOGICAL
FRAMEWORK “THE HOUSE MODEL”

Benjamin J. Knox

Norwegian Armed Forces Cyber Defence
NORWAY

2.1 INTRODUCTION

CogWar is transformative and affords the adversary the opportunity to gain the strategic advantage by exploiting
advances in technologies such as, Al, ML, BMI, as well as exploiting existing technologies in new ways. The
weaponization of advanced technologies drives the need to develop tools, techniques, procedures, education, and
training methods to counter the CogWar threat. The adversary uses CogWar to shape and affect the tactical,
operational, strategic, and geopolitical environment in an insidious and often invisible manner to support
achieving their strategic objectives. Therefore, developing an S&T roadmap that lays the foundation for how
NATO can mitigate and respond to CogWar is a critical first step.

To this end, the House Model (Figure 2-1) was developed to guide S&T research concerning how NATO can
‘get ahead’ in the realm of CogWar. Getting ahead implies a journey involving a catching-up process to identify
where the vulnerabilities are that need defending and what, therefore, are the knowledge needs to counter CogWar.

The House Model reflects the multifaceted and multidimensional nature of CogWar. Planned and applied with
old and new methods, CogWar achieves overt and covert objectives below and above the threshold of war,
affecting how we think, act, and make decisions. It does this by exploiting facets of cognition to disrupt,
undermine, influence, or modify human decision making. With modern technological enablers that act as force
multipliers, these goals become more realizable with less effort, resources, and risk. Novel methods and ways of
operating (modus operandi) inspired by, or grounded in fields of contemporary or existing knowledge, allow
adversaries to deliver cognitive effects that target our situational awareness and ability to sense-make by
penetrating and permeating the conscious and subconscious of individuals and the collective. As such, the
HFM 356 roadmap model aims to capture an array of independent academic fields that become interdependent
when operationalized and viewed through the lens of NATOs defence against CogWar. The following is an
introduction to the House Model. Further details can be found in Chapter 14.

2.2 THE HOUSE MODEL

The CogWar House Model aims to guide the delivery of scientific outcomes that go beyond conventional
thinking by challenging what we think we already know and exploring what we know we don’t know. Through
well-defined research goals that reflect the cross-cutting model architecture, we can learn how to support the
NATO warfighter in perceiving CogWar and comprehending it when it has occurred, and/or when it is already
delivering its effect(s). Finding ways to ‘catch-up’ and ‘get ahead’ in terms of prediction and developing counter
measures, or counter effects, can only occur when the right tools (cognitive and technological) operate within, or
at that the edge of, NATO Security and Defence, NWCC, Legal and Ethical Frameworks (ELSEI), without
adversarial interference. This then ensures our sensemaking is precise and timely enough that our Situational
Awareness (SA) is formed from trustworthy input data.
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Figure 2-1: The House Model Developed by HFM-ET-356.
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2.2.1 The Pillars

The three pillars in the model identify primary fields where knowledge is required to influence or modify a
Target Audience (TA) (Figure 2-2). The pillar titles (Cognitive Neuroscience, Cognitive and Behavioral science,
and Social and Cultural science) identify priority areas (or fields) that require research effort, including applied
interventions. CogWar is a multi and inter-disciplinary concept. As such, each pillar intends to be inclusive,
opening space for broad and niche research involvement. The pillars acknowledge and encourage research that
exposes, investigates, and aims to understand discipline, organizational, and institutional overlaps. It is here
where the adversary may be operating unchecked.

PILLARS OF KNOWLEDGE

Neuroscience

Cognitive & Behavioral Science Social & Cultural Science

(Biological Interventions at

Individual / Societal Level) [0z S = (A s s,

(Structural Interventions}

Physiological and biological Psychologicalknowledge on sense- The application of interdisciplinary
knowledge on sense-making, making, decision making, social methods to better understand the
decision making and brain interaction, human  behaviour, structuraland institutional factorsin
function. affect, persuasion communication. the social cultural economic and
Trust: competence, benevolance and political contexts  that shape
integrity. constrain and/or empower the

individual and collective behaviour
that can be ufilised for widespread
socialchange.

Figure 2-2: The Scientific Pillars of Knowledge — House Model of CogWar ET 356.

2.2.2 The Horizontal Bars

The horizontal bars identify enablers and force multipliers to the knowledge pillars (see call out box, below).
The aspects of SA & Sensemaking, Cognitive Effects, modus operandi, and Technology Enables are
independent areas of research that have inter-dependencies across and between the pillars of knowledge.
They present opportunities to consider the ‘HOW & WHEN’ of S&T knowledge needs.

Enablers and Force Multipliers

Situational Awareness (SA) / Sensemaking: Examination of the factors that enable or
block attempts to make sense of an ambiguous situation. Sensemaking informs and is a
prerequisite to decision making. It requires trusted data input, evaluation of meaningful
information, integration with knowledge and experience to achieve an understanding of
evolving non-linear events.
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Cognitive Effects: Describes the effects an actor may try to create on a target audience
IOT achieve desired goal. Could be doctrinal effect verbs, e.g., distort, distract, etc., or more
elaborate descriptions, e.g., degrade TA’s trust in democratic institutions or politicians,
persuade TA to believe A instead of B, etc. Related to neurobiology the effects could be to,
for example, injure or impair cognitive functions, stimulate emulative functions, or trigger
social contagion.

modus operandi: Examination of adversary methods and stratagems to generate the
desired effect on the target/target audience, including when methods/stratagems are
employed to exploit ‘cognitive openings’ and other opportunities for intervention (i.e., how
and when). This effort is also concerned about the synchronization of activities by
adversaries to psychologically prime and target. A better understanding of when and how
adversaries conduct CW provides insights on the development and validation of
countermeasures and defensive strategies.

Technology Enablers and Force Multipliers: Use technology to enable the actor to utilize
one, two or all of the three knowledge pillars simultaneously, in pursuit of the goal. This
aspect enables the above aspects. e.g., EDTs ICT CIS / Big Data / Al & ML / Social Media /
Directed Energy / Biotech / Nanotech, etc.

2.3 SUMMARY

Future NATO military leaders will face a wide range of dilemmas as CogWar has the potential to pervade and
influence all aspects of NATOs role to safeguard the Allies’ freedom and security by political and military
means. The intrinsic, invasive, and invisible nature of CogWar with its global network of technological enablers,
will provide a continuous challenge regarding identifying the truth and making sense of what to trust in data, and
data sources. Advancements in areas such as Deep Learning, Synthetic media, Neuroscience and
Human-machine teaming means the Information Environment will become more contested, significant, and
defining. Understanding, acknowledging, and managing the long and short-term effects from CogWar activities
and operations requires we educate and train our leaders and warfighters with new approaches and adaptive
ways of viewing competition, conflict, and warfare. This is essential if we are to address the challenges CogWar
brings to SA and decision making. Only then can we ensure effective and accurate mitigation and response
tactics — the Cognitive Superiority needed — to possess and apply faster, deeper, broader and / or more effective
military thinking and understanding than adversaries. The resulting effect enables NATO and Allies to hold the
information initiative and not be influenced by the potential impact of CogWar.

Future military operations will encompass the range of topics presented within the House Model. Most
significantly it is likely they will be revealed at the points of creation and discovery where the pillars and the
horizontal bars overlap in novel ways. We anticipate that this framework can be used to inform those who will
lead competency and capability development for future NATO operations. We contend that nations would
benefit from using the House Model as a reference and guide to the development of their respective national
S&T research portfolio. The model encourages intra, inter and multi-disciplinary activities that can fill gaps in
understanding and allow us to gain some advantage as we look to defend the entire socio-technical system
against the effects of CogWar.

The following chapters will begin the discussion of each of these pillars and provide insight as to the role that
each topic will play in future CogWar as a means of evaluating and assessing ways to mitigate and defend
against CogWar.
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Matthew A. Lauder Eskil Grendahl Sivertsen
Defence Research & Development Norwegian Defence Research Establishment
CANADA NORWAY

3.1 INTRODUCTION

There are a myriad of forms or types of Cognitive Warfare (CogWar) occurring at all levels of operation and
across the spectrum of conflict, from peacetime through limited intervention, irregular warfare, and major
combat operations. For example, at the tactical level, CogWar may take the form of SMS text messages
disseminated to specific geographic areas (i.e., narrowcasting) and designed to undermine the morale of enemy
soldiers by spreading disinformation about defections, non-payment of the soldier’s salary, promoting contempt
of senior officers, or simply threatening retaliation. In some cases, the messages are combined with a kinetic
attack, such as an artillery or missile strike, to further antagonize the intended recipient. In other cases,
CogWar can occur at the operational and strategic levels by targeting entire populations, policy makers,
or political and military leaders. For example, large populations may be manipulated by through advanced
psycho-behavioral modeling, artificial intelligence, and machine learning to target individual psychological
pressure points and societal fault lines, ultimately amplifying political dissent, and encouraging internecine
violence. In other cases, mass media can be manipulated to create a false understanding of a political decision,
which could lead to false assumptions about the enemy and undermine the decision-making process of senior
political and military leaders.

The purpose of this section is two-fold. The first purpose is to illustrate the breadth of activities, as well as
supporting techniques, which constitute CogWar, as well as diversity and range of potential target audiences.
The second purpose is to link the varies incidents (case studies) to specific components of the house model.

3.2 COGNITIVE WARFARE CASE STUDY #1: CHRYSTIA FREELAND SMEAR
CAMPAIGN

Although largely occurring in Canada — or at least much of the effort appears to have been executed in
Canada — the smear campaign conducted against Chrystia Freeland was arguably designed to undermine the
credibility of the Canadian government as well as the Canadian Armed Forces (CAF) presence in Eastern
Europe, primarily Ukraine, but also Latvia. Literally launched the same day that Freeland was appointed as the
Minister of Foreign Affairs (Kassam, 2017), the smear campaign started with a series of posts on a pro-Russian
social media account, seemingly located in Canada, on 10 January 2017 that cited documents from the archives
of the Alberta government about Freeland’s grandfather, Michael Chomiak, and accused her of being
sympathetic to Nazism.

The following day, an editor from VI/CE magazine, who was conducting an interview on an unrelated matter at
the Russian embassy in Ottawa, was handed a dossier from an unidentified embassy staff member detailing
Freeland’s grandfather’s interaction with the German military in occupied Ukraine during World War 11
(Ling, 2017; Glavin, 2017b). Like the previous day’s social media posts, the dossier was based on publicly
available information held in the archives of the government of Alberta.
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A week later, on 19 January 2017, a lengthy and detailed article written by John Helmer appeared on his blog,
Dances with Bears, and also in the Russia Insider, a pro-Russian newspaper believed to be funded by Konstantin
Malofeev (a Russian oligarch close to Putin and accused of having funded pro-Russian separatists in Ukraine
and the attempted coup in Montenegro), as well as other pro-Russian social media sites (Shekhovstov, 2015;
Helmer, 2017a). Seemingly based on archival documents, the article claimed Freeland lied about her
grandfather’s interaction with the German army during WWII and stated that she was actively “preaching race
hatred of Russians” (Helmer, 2017a). Helmer, a former White House aide, who moved to Moscow in 1989,
is reputed to have been an agent for the KGB (Glavin, 2017a).!

Between 19 and 26 January 2017, more than 30 different pro-Russian Twitter accounts posted or re-tweeted the
claims regarding Freeland’s grandfather or linked to and promoted the Helmer article.? Many of the social media
accounts, some of which had thousands of followers, were known Russian social media trolls belonging to or
affiliated with the Internet Research Agency (IRA) On 27 January 2017, a computer-generated audio recording
reciting the text of Helmer’s article was posted to YouTube as well as several other social media platforms. The
Helmer article was published by the Strategic Culture Foundation, a Russian thinktank and online journal
operated by the Russian foreign intelligence (SVR) and the Ministry of Foreign Affairs and a known outlet of
Russian propaganda and disinformation (Ponce de Leon and Andriukaitis, 2020). Within a week, the story of
Freeland’s grandfather, and accusations that Freeland was sympathetic to Nazism, went viral across several
social media platforms.

Just over a week later, Stanislav Balcerac, a Polish journalist known to support rightwing political movements,
published an article on the same topic in the Warszanka Gazeta (Warsaw Gazette), a weekly publication known
to publish hate-based and anti-Semitic articles (Balcerac, 2017; Glavin, 2017a). The same article was also
published in Polska Bez Censury (Poland Without Censorship). Later in February, Arina Tsukanova,
a pro-Russian journalist allegedly based in Crimea (Global Engagement Center, 2020), published an article in
Consortium News, a US-based independent, online news service repeating many of the claims from the Balcerac
article (Tsukanova, 2017).% Although Consortium News sued a Canadian news network for claiming it was part
of an elaborate Russian cyber-influence campaign (Lauria, 2020), Tsukanova was subsequently reported to be a
sock puppet (i.e., a fictitious persona) operating for the Russian foreign intelligence service through the Strategic
Culture Foundation (Global Engagement Center, 2020; Ponce de Leon and Andriukaitis, 2020).

During a press conference on 6 March 2017 about the extension to Operation UNIFIER, the Canadian military
training mission to Ukraine, a reporter asked Freeland about Russian media outlets and websites and claims her
grandfather was a Nazi collaborator. In response, Freeland stated that Russian disinformation and other smear
campaigns, like those that recently occurred in the US and Europe, should be expected. However, the question of
her grandfather’s role during WWII at the press conference, which was covered by several Canadian national
news media agencies, served not only to push the story into the mainstream but also provided an opportunity for
the Russian government — through Kirill Kalinin, the press secretary of the Russian embassy in Ottawa — to

' As noted by Ledeneva (2006), this source is not in the reference list, smear campaigns are based on political (e.g., abuse of power,
disloyalty, or incompetence, etc.), economic (e.g., embezzlement, nepotism, etc.), criminal (e.g., links to organized crime or
bribery, etc.) and/or private information that compromising the target’s reputation, including but not limited to the misdeeds,
illegal or unethical behavior of family members, or unpopular personal beliefs or behaviors. Ledeneva also points out that a
sustained and serious campaign against a target will draw from information from across all four categories and that some of the
most effective smear campaigns are not based on perceived or real illegal behavior but related to private life and behavior
associated with or contravening strong social norms or values.

The initiation and propagation of the smear campaign against Freeland was identified and reported on by the EU East StratCom
Task Force on 26 January 2017 (Staff Writer, 2017).

Consortium News was edited by Robert Parry and is regarded by Media Bias/Fact Check website to be a left leaning but with
mixed reliability/mostly factual (Media Bias/Fact Check, n.d.).
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publicly criticize Freeland and question her credibility. The story of Freeland’s grandfather’s role in WWII,
and Freeland’s warning of Russian disinformation, effectively dominated news media reporting and
overshadowed the announcement of Canada’s renewed commitment to Operation UNIFIER in Ukraine, which
was likely the objective of the Russian disinformation campaign (Glavin, 2017a; Glavin 2017b).

However, that was not the end of the smear campaign. On 21 March 2017, leveraging the story of Freeland’s
grandfather and accusing her of lacking integrity and engaging in anti-Russian bias, the Russian Congress of
Canada lodged a formal complaint with the Prime Minister. In addition to making spurious claims that Freeland
lacked the proper qualifications for the job (as Minister of Foreign Affairs), the letter implied a connection
between her grandfather’s role in WWII and her support for Ukrainian exiles and related political issues,
suggesting she acquired pro-fascist sympathies from her grandfather (Russian Congress of Canada, 2017).

While initially generating significant news media attention and public interest in Canada and abroad, as well as
generating some negative coverage, some of which called into question the veracity of claims the incident was
an act of Russian disinformation, the smear campaign was and is still used in Russian information confrontation,
especially those designed to shape the opinions of Russian linguistic audiences in Eastern Europe
(Glavin, 2017b). In addition, the smear campaign is often referenced in other disinformation activities designed
to undermine Ukrainian political support abroad, particularly in Canada (Brown, 2019).

In response to the smear campaign and the attempted assassination of Sergei Skripal in the United Kingdom by
GRU agents, the Canadian government announced the expulsion of four Russian diplomats in March 2018.
The diplomats, who were based in Ottawa and Montreal and included Kalinin (who was alleged to have
orchestrated the smear campaign by sending information about Freeland’s grandfather to various news
agencies), were identified as intelligence officers and alleged to have interfered in the operation of democratic
institutions, including to have engaged in a campaign to shape Canadian public opinion (Guly, 2018). Three of
the four were also identified as having conducted cyber-influence activities while based at the Russian consulate
in Montreal, specifically an effort designed to discredit the World Anti-Doping Agency (WADA) and spread
other disinformation related to Canadian institutions (Fife and Carbert, 2018).

Model Components to the House Model:

* Required Knowledge: Cognitive and behavior science, social and cultural science.

*  Technology Enablers: Social media platforms and accounts, sock puppets, and online advocacy/populist
news media.

*  Modus Operandi: Smear campaign, combined with disinformation, highly emotive topics.
* Cognitive Effects: Attempted to create uncertainty and serve as a distraction.

+ Situational Awareness/Sensemaking: Use of highly emotive language was an attempt to confuse and
undermine the g