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ABSTRACT The Internet of Things (IoT) is becoming a pervasive technology entangled in everyday life.
The objective of IoT is to provide ubiquitous access to numerous devices and machines on service providers.
However, IoT-based devices may expose a user to various privacy and security threats. Privacy-preservation
techniques focus on securing any type of data transfer between different parties. We aim to deliver the current
state of the art in terms of privacy-preservation techniques used for IoT devices that have been discussed in
the literature. Therefore, we carried out a systematic identification of the privacy-preservation techniques for
IoT devices that have been described in the cybersecurity domain. To do so, we followed rigorous guidelines
to define our research protocol to increase the repeatability and reliability of our results. A set of ten research
questions was created to drive the analysis of our study. This research work comprehensively analyzes and
discusses the privacy-preservation techniques for IoT devices published in five different academic venues.
We identified 260 studies, mostly published between 2017 and 2021, that were systematically selected from
an initial set of 1394 papers. The most active research areas in privacy-preservation techniques for IoT
devices discuss cryptography techniques to improve the authentication process to access IoT devices. The
majority of authors presented privacy-preservation techniques for IoT that involved inventory privacy threats
and discussed privacy interference attacks. We comprehensively analyze and discuss the trends, gaps, and
possible future research directions of the privacy-preservation techniques used for IoT devices published in
different academic venues.

INDEX TERMS Privacy preservation, Internet of Things, systematic mapping study, privacy threats, privacy
goals, privacy attacks.

I. INTRODUCTION
In recent years, remarkable technological advancements have

with each other and vacuum cleaners that create blueprints
of homes to watches that track calories burnt and light bulbs

been made in the development of smart platforms. Various
mobile devices are gaining popularity among users and busi-
ness organizations. These mobile devices run applications
that can bring considerable improvements in Internet-based
services. People can work, communicate, shop, learn, enter-
tain, control, and monitor anything from anywhere, at any
time through many devices over the Internet. The Internet
of Things (IoT) as a pervasive technology is now entangled
in everyday life, from “smart” vehicles that communicate

The associate editor coordinating the review of this manuscript and
approving it for publication was Shaohua Wan.

controlled over the Internet. Its pervasiveness also implies
that all data that are produced or handled by IoT devices can
be used to directly or indirectly draw conclusions on personal
behaviour and preferences [1]. However, these applications
may expose a mobile user to various privacy and security
threats. From the security and privacy perspectives, new com-
modities and advanced capabilities of mobile platforms are
not thoroughly analyzed. Smart mobile devices are equipped
with built-in sensors and are capable of providing differ-
ent connectivity options [2]. The fundamental objective of
IoT is to provide ubiquitous access to numerous devices
and machines on service providers (SPs), covering many

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License.
For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/
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areas such as location-based services (LBS), smart home,
smart city, E-Health, E-Learning, E-Business, etc [3]. IoT
devices are pieces of hardware, such as sensors, actuators,
gadgets, appliances, or machines, that are programmed for
certain applications and can transmit data over the internet
or other networks. They can be embedded into other mobile
devices, industrial equipment, environmental sensors, medi-
cal devices, and more. While those devices may provide per-
sonalized services, they also introduce privacy-related con-
cerns regarding the consequences of the collection and use of
their personal data. Though IoT is a breakthrough innovative
idea that will bring ease and comfort to human life, still it
faces many challenges in its way to being widely accepted
by the users [4]. The major challenge to IoT is the security
and privacy of the user’s [5]. In particular, a considerable
amount of recent studies (i.e., [6], [7], [8], [9]) have been
addressing the implementation of privacy laws that provide
the appropriate technical and organizational measures, such
as pseudonymisation, for complying with data-protection
principles, such as data minimisation. Privacy can be defined
as a method of protecting information that can be sensitive to
any individual. The basic reason for privacy preservation (PP)
is to prevent an intruder from learning more than the mini-
mum required information regarding any specific individual
either in the case of real-time or statistical data [10]. When it
comes to IoT devices and solutions available commercially,
privacy is often confused with security, and secure solu-
tions are often marketed as privacy-preserving. Moreover,
existing solutions and techniques mainly focus on securing
the communication channel as well as authentication and
authorization mechanisms [11]. Much less consideration is
given to the preservation of privacy in the data collection,
aggregation, storage, and retrieval processes [12]. To date,
various PP strategies have been proposed by researchers to
overcome certain privacy threats [10]. We identified several
recent survey papers, which discuss PP techniques involving
IoT devices [1],[2], [3], [10], [11], [13], [14]. However, to the
best of our knowledge, no systematic literature reviews on PP
techniques for IoT devices have been published.

A. RESEARCH OBIJECTIVE AND CONTRIBUTIONS

The main research question guiding our work is the fol-
lowing: What is the current state of the art in terms of PP
techniques used for IoT devices? To do so, we carried out
a systematic identification of the PP techniques which have
been used to preserve the privacy of users of IoT devices.
Hence, this article aims to deliver a comprehensive summary
of the PP techniques used for IoT devices that have been
discussed in the literature. To achieve this goal, this paper
explores the role of PP techniques for IoT devices by per-
forming a Systematic Mapping Study (SMS) [15] as this
is a research method that provides an objective procedure
for identifying the quantity of existing research related to
a research question. Performing an SMS has several bene-
fits [16]: it gives a starting point for future research, and in
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the longer term, it provides a body of knowledge to the next
generation of researchers. To carry out the SMS detailed in
this paper, we followed the guidelines of Kitchenham and
Charters [17]. These guidelines are admittedly for systematic
literature reviews. However, they can be readily applied, and
have been applied by others, when conducting systematic
mapping studies [18]. Our SMS comprehensively analyses
and discusses the trends, gaps, and possible future research
directions of the PP techniques used for [oT devices published
in different academic venues.

The main contributions of this paper are the following:

« By applying a systematic protocol, we present 260 pri-
mary study research papers where authors discuss novel
PP techniques used for IoT devices. Those 260 were sys-
tematically selected from an initial set of 1394 research
papers collected from five search engines (IEEE, ACM,
Science Direct, Springer Link, and Web of Science).

« We report the findings and analysis for each one of the
ten research questions that drive this research. Those
findings can be used in future research directions.

« Wereview the different PP techniques, the PP techniques
providing tool support, the PP goals studied, the IoT
layers involved in the studied, the IoT devices most
covered, privacy threats and attacks discussed by the
authors, and the most frequently used evaluation metrics
in the area of PP techniques for IoT devices, among
others.

« We introduce the following new taxonomies: (a) eights
PP techniques that can be used to secure the privacy of
IoT devices, and (b) nine PP goals that were studied by
the authors of the 260 primary studies.

« We provide the reference list of the 260 primary studies
in order to provide a body of knowledge to the future
researcher in the field of PP and IoT.

The rest of this paper is structured as follows. In section II
we provide a brief discussion on related work. This is fol-
lowed by a description of the SMS protocol we used [17]: the
SMS planning (section III), the SMS execution (section IV),
and the results (section V). A set of additional results are
provided in section VI. Threats to validity are in section VII.
Finally, section VIII draws the conclusions and provides
directions for future works.

Il. RELATED WORK

Several reviews of the literature on PP techniques have been
published in recent years, some of them focusing on IoT
devices. Table 1 provides the comparison of the nine research
papers analyzed in this section. The first column “Reference”
of the table provides a reference to each study. The second
column “Year” indicates the year when the study was pub-
lished. The third column “Systematic” shows if the study was
conducted by following a systematic procedure. The fourth
column “Primary Studies” indicates the number of primary
studies discussing PP techniques for IoT devices considered
by each study. The fifth column “Main Goal” shows the main
goal of each paper. We discuss the selected studies next.
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TABLE 1. Related work.

Reference Year Systematic Primary Main Goal
Studies

Hassan et al. [10] 2020 X 7 Differential privacy techniques in CPSs scenarios.

Imtiaz et al. [11] 2019 X 14 Privacy preserving techniques for IoT devices involving sensors, computation and
service since.

Khan et al. [2] 2019 X 59 Approaches used for preserving privacy in mobile crowdsensing applications.

Akil et al. [1] 2019 v 39 Use of privacy-preserving identifiers implementing pseudonymity in identity manage-
ment (IdM) systems.

Ali et al. [4] 2019 X 12 Privacy-preserving data aggregation techniques.

Desai et al. [14] 2019 X 50 Privacy related research in the Internet of Everything.

Abi Sen et al. [3] 2018 X 42 Privacy-preservation techniques in IoT.

Peng et al. [19] 2021 X 59 Security of smart contracts for IoT escosystems.

Wan et al. [20] 2020 X 28 Privacy and Security protocols.

This SMS 2022 v 260 Privacy-preservation techniques for IoT devices.

Table 2 shows the coverage of the 10 research questions
answered in this manuscript (see Section III) by the nine
related works papers. The goal of Table 2 is to provide a
summary of previous analyses in comparison to the analy-
sis carried out in this work to highlight the novelty of this
work. Notice that our study was built incrementally manner
by considering the analyses conducted by the previous nine
related works. In other words, we included all the analyses
carried out by the nine previous related work and introduced
new ones. As follows, we discuss the selected studies.

Hassan et al. [10] survey state-of-the-art work on differ-
ential privacy techniques in CPSs scenarios. They review
previous survey articles on differential privacy and high-
light important features of them by focusing more on the
presenting practical aspects of differential privacy in CPSs.
The authors provide a thorough survey of differential privacy
and its implementation in CPSs and provide an extensive
summary of the applications of differential privacy in CPSs.
They finally survey the work done over the implementation of
differential privacy in energy systems, transportation system,
healthcare, and industrial IoT systems. Among a large set of
research papers analyzed, only seven focus on Industrial IoT.

Imtiaz et al. [11] present an overview of privacy-preserving
techniques for IoT along with the privacy threats addressed
by each solution, their limitations, and known resistance to
attacks on user privacy. For this work, the authors focus on
IoT devices and services used for personal applications such
as health care and smart home solutions. In particular, they
discuss three components sensors, computation, and service
since, since they have received much less attention in the
literature. They consider privacy in communication protocols
as outside the scope of their study.

Khan et al. [2] investigate the current approaches used
for preserving privacy in mobile crowdsensing applications.
They present a comprehensive and detailed classification
of various privacy-preserving mechanisms that are pro-
vided along with a classification of task management in a
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mobile crowdsensing paradigm. After a generic description
of mobile crowdsensing systems and their components, they
discuss critical issues related to PP, such as task manage-
ment, task assignment models, and incentive mechanisms.
In addition, the authors discuss various mobile crowdsensing
mechanisms available in the literature.

Akil et al. [1] present a systematic literature review
on the use of privacy-preserving identifiers implementing
pseudonymity in identity management systems for IoT pub-
lished from 2009 to 2019. Privacy-preserving identifiers
are information containers used to identify or authorize a
user and/or a device without necessarily revealing the iden-
tity or other personal details of the device holders. The
authors analyzed the landscape of IoT application envi-
ronments and investigated the types of privacy-preserving
identifiers employed, as well as, how they are used for
implementing pseudonymity and thus data minimization. The
authors finally provide a classification and analysis of the [oT
application areas using privacy-preserving identifiers and a
classification and analysis of the use of privacy preserving
identifiers in IoT.

Ali et al. [4] discuss Privacy-Preserving Data Aggre-
gation techniques and compare their performance as to
guide the researcher to where efforts should be made to
develop new privacy-preserving techniques for resource-
constrained IoT. In addition, the authors provide an analy-
sis of each mathematical operation involved in the different
PP schemes.

Desai et al. [14] present a survey of privacy-related
research in the Internet of Everything (IoE) enabled smart
grid environment. The survey presents an analysis of pri-
vacy problems and their corresponding solutions by using
privacy preserving schemes. In particular, the authors analyze
and highlight the potential privacy concerns, categorize and
review the existing solutions and summarize future research
challenges in preserving user privacy for advanced metering
infrastructures.
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TABLE 2. Related work coverage of the research questions discussed in this paper.

Reference RQI RQ2 RQ3 RQ4 RQ5 RQ6 RQ7 RQ8 RQ9 RQI0
Hassan et al. [10] v v v v v

Imitaz et al. [11] v v v v

Khan et al. [2] v v v v

Akil et al. [1] v v v v v

Ali et al. [13] v v v v

Desai et al. [14] v v v v

Abi Sen et al. [3] v v v v

Peng et al. [19] v v v v v v
Wan et al. [20] v v v v

This SMS v v v v v v v v v v

Abi Sen et al. [3] present an overview of PP techniques in
IoT and alongside the tools used by researchers in the field.
The authors of this paper separates security and privacy and
focuses on the privacy approaches in the IOT environment.
In addition, the authors review different approaches and tech-
niques implementing preserving privacy in IoT.

Peng et al. [19] explore the vulnerabilities and attacks in
smart contracts, which may seriously affect the stability of
the IoT ecosystem. Specifically, the authors reviewed the
security issues and solutions in the integration between smart
contracts and the IoT systematically, they summarized and
compared recent advances of the corresponding solutions
toward the three aspects of security issues, and they finally
outlined challenges and future research directions.

Wan et al. [20] summarize and analyze the recent advances
in blockchain consensus protocols, by giving an explicit com-
parison of their performance and other critical particularities.
This paper (a) reviews representative protocols according to
specific classification, (b) provides a comparison of their
qualitative and quantitative performance and other critical
particularities with pros and cons, and (c) discusses future
research trends in consensus studies.

A. DIFFERENCES BETWEEN THE RELATED WORK AND
OUR SMS

None of the nine reviews above carried out a similar system-
atic study as we do in this manuscript. More precisely, our
work differs from the current work in the following respects:
(i) we retrieve and analyze a larger number of primary studies
compared to the other studies; (ii) we follow a systematic pro-
cedure to carry out our study. No study, except the works of
Akil et al. [1], followed a systematic procedure. Akil et al. [1]
presented fewer research questions, retrieved fewer primary
studies, and considered fewer search engines compared to our
work; (iii) we focus only on PP techniques for IoT devices.
Other studies also included primary studies that involved PP
techniques for other types of systems (e.g., Hassan et al. [10]
discuss PP techniques for CPSs); (iv) we report on primary
studies published up to October 2021. The most recent review
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(among the studies presented in this section) discussed papers
published up to 2020 (i.e., [10]; and (v) we provide a broader
analysis including 10 research questions. Table 2 show how
most of the nine studies include only analysis covering five
research questions (i.e., RQ1, RQ4, RQS5, RQ6 and RQ7); ).

To summarize, we were unable to find any research work
that answers our main research question (see Introduction),
which confirmed the need for an SMS about PP techniques
for IoT devices. However, it is also important to note that
published works related to our SMS are, in general, more
informal literature surveys or comparisons with no defined
research questions, no search process, no defined data extrac-
tion or data analysis processes. Instead, our SMS follows a
strict, well-known protocol.

IIl. SMS PLANNING

We applied a structured and well-established review pro-
cess, presented by Petersen et al. [15]. Figure 1 graphically
illustrates the overall process, which consists of three main
activities: (1) database search, (2) primary studies selection,
and (3) data extraction.

A. OBJECTIVE

The main objective of this research focuses on the devel-
opment of new PP techniques used for IoT devices. The
research goal of this SMS is to map PP techniques, IoT
devices, PP goals, privacy threats, privacy attacks, etc., from
works published up to October 2021. Likewise, by provid-
ing an overview of techniques that are used to preserve the
privacy of data used by IoT devices. We aim at helping the
practitioners in the intersection of cybersecurity (specifically
PP-related) and IoT that have to choose the tools that best
meet their needs for research and practice throughout ten
research questions. In addition to these questions, which
provide the classification of proposed PP techniques for
cross-application IoT-related domains, we also included a
broader analysis discussing research gaps for heterogeneity
of the surveyed techniques, evolution issues, and usability
issues.
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FIGURE 1. Overview of the systematic mapping study process.

TABLE 3. Research questions.

Primary Studies

260 Data
Pri
s{ﬂ?g Extraction SMS

TABLE 4. Search string.

Research Question

Motivation

Major terms Alternative terms

RQ1) What are the PP
techniques used for IoT de-
vices?

To discover the PP techniques used for IoT
devices that research has focused upon, to
reveal the PP techniques that are considered
more important than others, as well as to
identify opportunities for further research.

RQ2) What are the PP
goals of the studied PP
techniques?

To pinpoint the PP goals that research has
focused upon, to reveal the goals that are
considered more important than others.

RQ3) What type of af-
fected IoT layers have been
discussed?

To study the IoT layers that researchers has
focused upon.

RQ4) What type of af-
fected IoT devices have
been considered?

To identify the IoT devices studied by the
researchers in field.

RQ5) What type of privacy
threats have been studied?

To highlight the privacy threats that research
has focused upon, to reveal what are the
ones considered more important than others.

RQ6) What type of pri-
vacy attacks have been an-
alyzed?

To focus on the privacy attacks that research
considered more important than others.

RQ7) What are the per-
formance metrics used to
evaluate PP techniques for
IoT devices?

To find what are the metrics used for eval-
uating the performance of PP techniques
used for IoT devices.

RQ8) What kind of re-
search method has been
adopted?

To determine if the field is generally more
applied or more basic research as well as to
identify opportunities for future research.

RQY9) What type of re-
search has been conducted?

To determine the type of research that has
been conducted: academic, industrial, or
both academic and industrial.

RQ10) Are the PP
techniques (ie., the
code of the algorithms)
implemented and publicly
available?

To discover how the PP techniques used for
10T devices are implemented, and to collect
the ones that are publicly available.

B. RESEARCH QUESTIONS

Table 3 presents the research questions that drive this study
along with the description of the motivations for each
research question. To identify the current state of the art on PP
techniques used for [oT devices, we considered ten research

questions (RQs).

C. SEARCH STRATEGY

To carry out a search for primary studies we had to create
search strings (SS), and decide the parts of the primary stud-
ies (papers) in which the search strings are looked for (the

VOLUME 11, 2023

Privacy- privacy-preservation OR privacy preservation OR pri-
preservation vacy preserving

Technique technique OR method OR approach OR algorithm
TIoT IoT OR Internet of Things

Device device OR system

search fields). To create our search strings, we followed the
procedure suggested by Brereton et al. [21]:
o Define the major terms;
« Identify alternative spellings, synonyms or related terms
for major terms;
o Check the keywords in any relevant papers were already
available;
« Use the Boolean OR to incorporate alternative spellings,
synonyms or related terms;
« Use the Boolean AND to link the major terms.

The major search terms were ‘‘Privacy-preservation”,
“Technique™, “IoT”, and “Device” and the alternative
spellings, synonyms or terms related to the major terms are
presented in Table 4.

We took into account several criteria when choosing the
search string. Other search terms were tested, but owing
to space restrictions, we are unable to describe all of them
here. In the set of alternative search strings, we selected the
following one as it allowed us to retrieve the largest number
of useful papers, i.e., the largest number of papers focusing
on PP techniques for IoT devices:

(privacy-preservation OR privacy preservation OR privacy
preserving) AND (technique OR method OR approach OR
algorithm) AND (IoT OR Internet of Things) AND (device OR
system)

Up to October 2021, we did not impose any search limita-
tions on publishing years. The SMS process started in August
2021 and was finished in June 2022. The five search engines
Science Direct, IEEE Digital Library, ACM Digital Library,
Springer Link, and Web of Science were employed using the
aforementioned search string. The searches were limited to
the following search fields: title, keywords and abstract.

D. INCLUSION AND EXCLUSION CRITERIA

In this section, we discuss the inclusion and exclusion criteria
we used. We then discuss the process we followed to include
primary studies in this SMS. The inclusion criteria were:
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« Electronic Papers (EPs) discussing at least one PP tech-
nique for IoT devices;

o EPs written in English language;

o EPs published in peer-reviewed journals, international
conferences, magazine, and workshops;

o EPs published up to October 2021.

The exclusion criteria were:

o EPs not discussing at least one PP technique for IoT
devices;

« EPs that did not present a full-text paper (title, abstract,
complete body of the article, and references) but were
reduced to an abstract for instance;

o Duplicated EPs (e.g., returned by different search
engines);

« EPsdiscussing PP techniques not meant for IoT devices.

E. DATA EXTRACTION STRATEGY
We extracted the data from the primary studies according
to several criteria, which were directly derived from the
research questions detailed in Table 3. Using each criterion
to extract data required that we read the full text of each of
the 260 primary studies. Once recorded, we collected data
in a spreadsheet that represents our data form. We answered
RQ1-RQ10 by collecting data from the execution of the four
steps described in Table 5. Figure 2 shows the data model of
the data collected. In total, we collected over 10000 answers
for the ten research questions applied to the 260 primary
studies identified by our systematic mapping study. In our
data model, each Electronic Paper— which refers to the pri-
mary studies of this SMS— has an /D which is a unique
code assigned to each paper, the Year when the paper was
published, the name(s) of the Authors, the Title of the paper,
the Link to access the paper, the application Domain, the
Search Engine where the paper was identified (i.e., IEEE,
ACM, Web of Science, Springer Link, and Science Direct),
the Type of Research that was conducted (i.e.,Academia,
Industry, Academia/Industry), the Type of Venue (i.e., Jour-
nal, Conference, or Workshop), the Name of the Venue, and
according to [22] the Research Method applied in each paper:
e Evaluation Research: it investigates techniques that
are implemented in practice and an evaluation of the
technique is conducted. That means the paper shows
how the technique is implemented in practice (solu-
tion implementation) and what are the consequences of
the implementation in terms of benefits and drawbacks
(implementation evaluation).
o Validation Research: it investigates the properties of a
solution that has not yet been implemented in practice.
o Proposal of Solution: it proposes a solution to a prob-
lem and argues for its relevance, without a full-blown
validation.
o Philosophical Paper: it sketches a new way of looking
at things, a new conceptual framework, etc.
o Opinion Paper: it contains the author’s opinion about
what is wrong or good about something, how something
should be done, etc.
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<<enumeration>>
RESEARCH

Academia

Industry

Academia/Industry

<<enumeration>>
VENUE

Journal

Conference

Workshop

PP Technique

Electronic Paper

Name: string
Link: string

Type: string

loT Layers: string
PP Goals: string

loT Devices: string

ID: string (id)
Year: integer
Authors: string
Title: string
Link: string

Domain: string

Privacy Threats: string Search Engine: DATABASE

Research Method: METHOD

Privacy Attacks: string

* T Type of Research: RESEARCH

Evaluation Metric

Name: string
Formula: string

Value: string

Type Venue: VENUE

Name Venue: string

DATABASE

<<enumeration>>

IEEE

Springer Link
ACM

Science Direct

Web of Science

<<enumeration>>
METHOD

Evaluation

Validation

Proposal of Solution
Philosophical
Opinion

Personal Experience

FIGURE 2. Data model of the collected answers.

o Personal Experience Paper: it emphasizes more on what
and not on why.

In each paper, at least one PP Technique was implemented,
and for each technique, we collected, its Name, the Link to
access the source code (if available), the Type of solution
implemented (for instance, homomorphic encryption, cryp-
tography, blockchain, etc) in the PP technique, the IoT Layers
covered, the PP Goals that were achieved, the IoT Devices
involved the Privacy Threats considered, and the types of
Privacy Attacks detected by the technique. To each technique
we collected (if available) the Evaluation Metrics used during
the evaluation of each paper.

IV. EXECUTION

The planning for this SMS with the five search engines began
in August 2021 and was completed in June 2022. In this
section we present the execution of the SS into the five
search engines and the selection of primary studies accord-
ing to the inclusion/exclusion criteria previously described.
To document the review process with sufficient details [17],
we describe the multi-step process of four steps we followed:

o First step (S1): the search string was used to search with
the five search engines as mentioned earlier.
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TABLE 5. Summary of primary studies selection.

Step IEEE ACM Science Springer Web of Total
Direct  Link Science

S1 264 113 49 313 655 1394

S2 229 101 37 187 334 888

S3 89 26 28 102 166 411

S4 58 12 21 77 92 260

o Second step (S2): we deleted the duplicates and obtained
an initial set of studies by reading the title, abstract and
keywords of all the papers obtained after SP1 while
enforcing the inclusion and exclusion criteria.

« Third step (S3): we identified a set of studies by read-
ing the introduction and conclusion of all the papers
obtained after SP2 while enforcing the inclusion and
exclusion criteria.

o Fourth step (S4): all the papers identified in SP3 were
read in their entirety and the exclusion criteria were
applied again. This resulted in the final set of 260 pri-
mary studies.

Table 5 breaks down the number of papers we have found
by sub-phases. Row S1 in Table 5 shows the first results
which were obtained by running the search string into the five
search engines selected. The next two rows show the results
obtained after applying S2 and S3 of the studies selection pro-
cess. In the end (i.e., S4), we collected 260 primary studies for
further analysis. The complete list of references of primary
studies can be found in Table 7.

V. RESULTS

In order to achieve the goal of this study, i.e., addressing the
research questions listed in Table 3, the 260 primary studies
selected were classified according to the criteria detailed in
section III, then the results of the SMS reported in this section
show the answers to the ten research questions previously
presented. A quantitative summary of the results for research
questions RQ1-RQ10 is presented in Table 6. More details
are provided in the following sub-sections.

A. PRIVACY-PRESERVATION TECHNIQUES (RQ1I)

This section discusses the different PP techniques for IoT
devices involved in the primary studies. As a result, we finally
identified eight different PP techniques for IoT devices (see
Table 7). As follows, we present the eight types of PP tech-
niques for IoT devices that were used among the 260 primary
studies. Notice that some of the following categories (i.e.,
Anonymization, Cryptography, and Dataflow) are refined
with more specific sub-categories of privacy preservation
techniques. Since this is a list of PP techniques from the
primary studies we found, this list is not meant to exhaustively
represent all the types of PP techniques that can be identified
with IoT devices:
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TABLE 6. Summary of the results.

Research Answer # Papers  Percent
Question
RQ1: Anonymization 31 11.9%
Privacy Obfuscation 15 5.8%
preservation  Multi-tier ML 5 1.9%
Technique Decentralized ML 10 3.8%
Cryptography 154 59.2%
Dataflow 51 19.6%
Data summarization 6 2.3%
Personal data stores 2 0.8%
RQ2: Authentication 154 59.2%
Privacy Authorization 17 6.5%
preservation  Reputation system 6 2.3%
Goals Bandwidth sharing 5 1.9%
Data provenance 9 3.5%
E-health data communication 12 4.6%
Access control 53 20.4%
Location privacy 48 18.5%
Identity privacy 71 29.6%
RQ3: Perception layer 14 5.4%
IoT Network layer 251 96.5%
Layers Application layer 33 12.7%
RQ4: General [oT 163 62.7%
IoT IoV 42 16.1%
Devices Mobile 13 5%
IoMT 32 12.3%
RFID 5 1.9%
‘Wearable 7 2.7%
Others 8 3.1%
RQS: Tracking 72 27.7%
Privacy Identification 124 47.7%
Threats Inventory 167 64.3%
Profiling 65 25%
Linkange 81 31.1%
RQ6: Membership inference 6 2.3%
Privacy Data inference 183 70.4%
Attacks Attribute disclosure 76 29.2%
Fingerprinting and 69 26.5%
Impersonation
Re-identification 51 19.6%
Database reconstruction 40 15.4%
Model stealing 5 1.9%
Model inversion 12 4.6%
RQ7: Communication Cost 96 36.9%
Evaluation Computation Cost 136 52.3%
Metrics Storage Cost 38 14.6%
Success Rate 4 1.5%
Error rate 10 3.8%
MAE 4 1.5%
Accuracy 6 2.3%
RQS: Evaluation Research 126 48.5%
Research Validation Research 59 22.7%
Method Proposal of Solution 85 32.7%
RQY: Academia 227 87.3%
Type of Academia/Industry 40 15.4%
Research Industry 3 1.1%
RQ10: Yes 9 3.5%
Tool No 251 96.5%
Support

1) Anonymization: in general, data de-identification
practices includes the removal of some sensitive
attributes like names, gender, state codes, or iden-
tification numbers — commonly referred to as per-
sonally identifiable information. More sophisticated
anonymization techniques are (a) k-anonymity: it
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5)

6)
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provides privacy protection by guaranteeing anonymity
between k entries — each released data record will
relate to at least k individuals in the collection even
if the records are directly linked to external infor-
mation [23], [24]; (b) [-diversity: it improves upon
k-anonymity and provides protection against attribute
inference attacks [25]. Each anonymized group of (gen-
erally k) users has at least 1 “well represented” sen-
sitive attribute values; and (c) #-closeness: it improves
upon its precedents and aims at limiting the dis-
tance between the probability distributions of sensitive
attribute (SA) values within an anonymized group and
SA values in the entire dataset [26].

Obfuscation: it entails making a design or system more
complicated within a provided range, while also allow-
ing the design or system to have the same functionality
as the original [27].

Multi-tier ML: training openly available ML models
on sensitive user data directly allows for data memo-
rization. This technique proposes the introduction of
multiple training levels, which can reduce the foot-
print of distinct and sensitive training data on output
models. Semi-supervised knowledge aggregation tech-
niques used often used in Multi-tier ML [28].
Decentralized ML: it offers a new computing
paradigm for better privacy preservation. Instead of
transmitting (potentially sensitive) user data to com-
putation, a part of the computation is offloaded to
end-user devices and each device contributes with
partial updates to the system model [11].
Cryptography: it allows only the sender and intended
recipient of a message to view its contents by apply-
ing homomorphic encryption techniques. The term is
derived from the Greek word kryptos, which means
hidden. Homomorphic encryption allows binary opera-
tions, such as addition and multiplication, on encrypted
data directly, without the need of decrypting it in
advance [29]. Homomorphic schemes are further clas-
sified as (a) partially homomorphic encryption: that
supports limited operations like addition and multi-
plication as well as other operations on ciphertexts,
but does not support arbitrary computation on cipher-
texts [30]; and (b) fully homomorphic encryption: that
supports multiplication and addition, and also sup-
port quadratic function and arbitrary computation on
ciphertexts. Classifiers designed using this schema are
privacy-preserving by nature and are better suited for
real-world applications in terms of privacy guarantees
because they support arbitrary computation [11].
Dataflow: it proposes the creation of dataflow models
with respective permissions at different privacy level
to ensure user privacy and transparent accountabil-
ity. There are two main types of data flow models
used to ensure privacy (a) blockchain which is used
for verifiability and accountability of data collection,
storage and access in IoT environments [31]; and

TABLE 7. Privacy-preservation techniques and primary studies.

Privacy-preservation technique

Primary studies

Anonymization (31 papers) [34]-[64]
Obfuscation (15 papers) [64]-[78]
Multi-tier ML (5 papers) [79]-[83]

Decentralized ML (10 papers)

[78], [84]-[92]

Cryptography (154 papers)

[48], [51], [59], [62], [63], [76],
[83], [85], [86], [92]-[236]

Dataflow (51 papers)

[61], [82], [83], [89], [101], [165],
[216], [221], [223], [237]-[278]

Data summarization (6 papers)

[279]-[284]

Personal data stores (2 papers)

[285], [286]

7

8)

(b) privacy-based programming languages, which
require information flows and privileges to be declared
beforehand, so all the data elements are attached to
respective policies [32].

Data summarization: it is a process of creating a
concise, yet informative, version of data to preserve
the privacy of the original data. The terms concise and
informative are quite generic and depend on application
domains. Summarization has been extensively stud-
ied in many domains including text analysis, network
traffic monitoring, financial domain, health sector, and
many others [33]. The summary definition or utility
is dependent on the purpose of using it; for example
network traffic privacy preservation.

Personal data stores: they are services to let an indi-
vidual store, manage and deploy their key personal
data in a highly secure and structured way.! They give
the user a central point of control for their personal
information. The user’s data attributes being managed
by the service may be stored in a co-located repository,
or they may be stored in multiple external distributed
repositories, or a combination of both. Attributes from
apersonal data store may be accessed via another appli-
cation. Users of the same personal data store instance
may be allowed to selectively share sets of data with
other users.

Notice that Table 6 (second row, RQ1) shows a total num-
ber of 274 PP techniques rather than 260, which is the number
of primary studies because there were papers that used more
than one PP technique. More than half (59.2%) primary
studies (154 out of 260) present PP techniques implementing
cryptography schemes. The second most used PP techniques
implemented involve Dataflow (19.6%). Table 7 shows the
primary studies discussing the eight PP technique for IoT
devices identified in this study.

ttps://web.archive.org/web/20151001065833/
https://mydex.org/understand-pds/
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RQ1 answer: We coalesced a set of eight techniques used
to protect the privacy of IoT devices. Cryptography is the
most used PP technique for IoT devices.

B. PRIVACY-PRESERVATION GOALS (RQ2)
To answer RQ2, we use the nine categories identified by
Akil et al. [1] in order to represent the PP goals that can be
identified in literature (1) Privacy-enhancing Authentication,
(2) Privacy-enhancing Authorization, (3) Privacy-enhancing
Reputation system, (4) Privacy-enhancing Bandwidth shar-
ing, (5) Privacy-preserving Data provenance, (6) Protection
of E-health data communication, (7) Access control, (8)
Location privacy, and (9) Identity privacy. Table 6 (fourth
row, RQ2) presents the results of the PP goals most involved
with the 260 primary studies. We shorten the names of the PP
goals 1-6 to be able to fit them in Table 6. Most of the primary
studies (154 out of 260, 59.2%) describe PP techniques used
to ensure that communication over IoT devices takes place
only between the right parties without disclosure of informa-
tion to unauthorized parties. In other words, they focus on
enhancing the authentication of of the users of IoT devices.
Other PP goals that were covered by a large number of
primary studies were identity privacy (29.6%), access control
(20.4%), and location privacy (18.5%). Notice that Table 6
(third row, RQ2) shows a total number of 381 PP goals rather
than 260, which is the number of primary studies because
there were papers that covered more than one PP goal.
RQ2 answer: The majority of the primary studies focus
on creating PP techniques used to improve the authentica-
tion process to access IoT devices. Other popular PP goals
targeted by the authors are related to identity privacy,
access control and location privacy.

C. IoT LAYERS (RQ3)

There are a lot of components that need to work together in
order for the IoT devices to function as intended. The IoT
architecture is a framework that defines these physical com-
ponents, the functional organization and configuration of the
network, operational procedures and the data formats to be
used. There are many standards to reference IoT architecture
as it encompasses a variety of technologies. In this paper,
specifically in Table 6 (fourth row, RQ3), we consider the
following three IoT layers [287]:

o L1: perception layer — consisting of the sensory devices
collecting data. This is the physical layer of the archi-
tecture where the sensors and connected devices come
into play as they gather various amounts of data as
per the need of the device. Thi layer can be the edge
devices, sensors, and actuators that interact with their
environment.

o L2: network layer — responsible for collecting, aggre-
gating, processing, and transmitting the data from the
perception layer. In other words, the network layer’s job
consists of collecting all of these devices needs to be
transmitted and processed. It connects these devices to
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other smart objects, servers, and network devices and it
handles the transmission of all of the data.

« L3: application layer — consisting of all the applica-
tions and solutions driven by the sensory data that are
available to the users. The application layer is what the
user interacts with and what is responsible for delivering
application-specific services to the user. This can be a
smart home implementation, for example, where users
tap a button in the app to turn on a coffee maker.

Almost every paper (96.5%) discussed PP techniques involv-
ing the Network layer, followed by the Application layer
(12.7%) and Perception layer (5.4%).
RQ3 answer: The great majority of the primary studies
present PP techniques for IoT devices involving the Net-
work layer.

D. IoT DEVICES (RQ4)
The majority of the primary studies (163 out of 260, 62.7%)
discussed PP techniques that were developed not to be
used with specific IoT devices. “General IoT” is used as a
generic category when the authors did not present a specific
IoT device on which their PP technique could be applied.
We finally identified a set of ten different types of IoT
devices. Table 6 (fifth row, RQ4) presents the six [oT devices
that were the most covered among the 260 primary studies
and that was involved in at least five papers: 42 papers
(16.1%) presented PP techniques for Internet of Vehicles
(IoV) devices, 32 papers (12.3%) focused on Internet of
Medical Things (IoMT) devices, 13 papers (5%) on Mobile
devices, 7 papers (2.7%) on Wearable devices, and 5 papers
(1.9%) on Radio-frequency identification (RFID) devices.
The other IoT device types identified are: Fog-Based IoT
(3 papers), Industrial IoT devices (2 papers), Internet of
Underwater Things (IoUT) (2 papers), and Agricultural IoT
devices (1 paper).
RQ4 answer: We identified a set of ten different cate-
gories of IoT devices. However, most of the authors did
not discuss a specific IoT device to apply the discussed
PP techniques.

E. PRIVACY THREATS (RQ5)

Table 6 (sixth row, RQS5) presents the privacy threats dis-
cussed by the authors of the 260 primary studies. Privacy
Threat means any threat or connected series of threats to
unlawfully use or publicly disclose private data misappro-
priated from a user for the purpose of demanding money,
securities or other tangible or intangible property of value
from the user.” In particular, a privacy threat occurs when an
attacker is able to link a record owner to a sensitive attribute in
a published data table. These are specified as record linkage,
attribute linkage, and table linkage, respectively [288]. In this
study, we identified a set of five privacy threats. Notice
that the following list of privacy threats is obtained from the
primary studies we found, this list is not meant to exhaustively

2https://www.lawinsider.com/
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represent all the privacy threats of PP techniques for IoT
devices. The privacy threats identified in this study are:

1) Tracking: it denotes the threat of determining an indi-
vidual’s physical location and recording it over time
without authorization or consent. The attacker receive
continuous updates of user location in real time, which
can be used to identify the user’s location routes, pre-
dict future locations, and/or frequently traveled routes
with sufficient accuracy using a user’s mobility pat-
terns [289]. This privacy threat affects all three IoT
layers.

2) Identification: it refers to the threat of associating a
given identifier with an individual. For example, the
attacker is able to gather sporadic updates of user loca-
tion, which can be used to identify the user’s frequently
visited locations (such as home or work place) and
these places can be used to disclose a user’s iden-
tity [289]. This privacy threat affects L2.

3) Inventory: it mainly arises when there are limited
communication capability of the sensor devices, which
enables unauthorized access or collection of data.
Unauthorized parties can also observe the communi-
cation pattern and deduce the presence of devices as
well as their specification. In addition, inventories can
give information on user preferences which may be
exploited by burglars for targeted break-ins [11]. This
privacy threat affects all three 10T layers.

4) Profiling: it focuses on the activity of profiling a given
user. This threat often results in unwanted advertise-
ments, price discrimination, or biased automatic deci-
sions. This type of privacy threat may not have the
required information to identify the user but can use
the collected data to profile the user. For example,
an attacker can identify which hospitals or religious
places a user visits, or which places the user goes for
shopping, and how often [289]. This privacy threat
affects L2.

5) Linkange: it occurs when IoT platforms are exploited
and correlated for record linkage that reveals user’s
identity. In particular, this concerns the combination
of data collected from independent sources that can
reveal information about individuals that they origi-
nally did not consent to reveal [290]. This privacy threat
affects L2.

6) Lifecycle: it happens when there is a change in the
owner of a given IoT device. IoT devices request the
sizeable amount of personal data when the user pur-
chase a new device. This data often can not be com-
pletely removed upon a memory wipe before transfer
of a device to a different user [11]. This privacy threat
affects L2.

167 out of 260 primary studies (64.3%) discussed PP tech-
niques for [oT devices involving inventory threats. This was
followed by identification threats (47.7%) and linkage threats
(31.1%). Notice that Table 6 (seventh row, RQ6) shows a total
number of 509 privacy threats rather than 260, which is the
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number of primary studies because there were papers that
involved more than one privacy threat.

RQ5 answer: The majority of authors presented PP tech-
niques for IoT that involved inventory privacy threats.

F. PRIVACY ATTACKS (RQ6)

Table 6 (seventh row, RQ6) presents the privacy attacks cov-
ered by the authors of the 260 primary studies. As follows,
we present the definitions of the nine types of privacy attacks
covered by the primary studies discussed in this paper. Since
this is a list of privacy attacks from the primary studies we
found, this list is not meant to exhaustively represent all
the types of privacy attacks that can be identified with IoT
devices:

1) Membership inference: it allows an attacker to query
a trained machine learning (ML) model to predict
whether or not a particular example was contained in
the model’s training dataset. In particular, the attacker
can reveal whether or not a specific data record was
used to train the ML model, given that the attacker has
knowledge of the ML model and the individual data
record [291].

2) Data inference: it tries to recover information about
the data or queries by combining leakage with
publicly-available information (e.g., census data or
language statistics) and makes tailored queries to
the system and observing the responses to see if
any information about underlying records is leaked.
The most well-known example of an inference
attack is frequency analysis which is used to break
classical ciphers [292]. This attack is commonly
associated with encryption-based privacy-preserving
solutions.

3) Attribute disclosure: it happens when an individ-
ual is linked to a particular record in the released
table. In particular, attribute disclosure occurs when
new information about some individuals is revealed,
i.e., the released data makes it possible to infer the
characteristics of an individual more precisely than it
would be possible before the data release. For instance,
an observer of a released table may incorrectly per-
ceive that an individual’s sensitive attribute takes a
particular value, and behave accordingly based on the
perception. This can harm the individual, even if the
perception is incorrect [26]. This attack commonly
uses linkage from multiple data sources to infer user
information.

4) Fingerprinting and Impersonation: it is carried out
when an adversary aims to seize the identity of a legit-
imate smart object, such as access credentials of the
device, to act on behalf of the legitimate device (e.g.,
injecting fake data) that may be compromising privacy
preference enforcement [293]. Device fingerprinting
can be a privacy risk. For example, learning that some-
one owns an IoT blood sugar monitor or pacemaker
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effectively reveals a diabetes or heart-disease diag-
nosis, respectively. Internet browsing habits are also
subject to privacy breaches by website fingerprinting
attacks using network traffic metadata. Network traffic
metadata has also been used to perform user and device
fingerprinting by a variety of techniques, including cor-
relating IP ID header fields, clock skews from the TCP
timestamp option, and hidden Markov models trained
on Netflow data [294].

5) Re-identification: it involves an attacker that can use
linkage to combine data from multiple collections to
re-identify a record from outsourced, published or
open data records [295]. Re-identification is a common
type of attack that is often detected, for instance, in
1997 from the records released by a health insurance
company, a voters list was used for reidentification of
a government official’s health record.

6) Database reconstruction: it aims at reconstructing
a private dataset from public aggregate information
such as statistical data that is published by agencies
for research or information purposes. Typically, these
datasets contain sensitive information about individ-
uals, whose privacy needs to be protected. This may
allow attackers to partial or full reconstruct the original
database records, which may lead to the identifica-
tion or unintended profiling of users of the targeted
database [296].

7) Model stealing: an attacker with query access to a
target model can steal its parameters or functionality.
In other words, it works by querying the target model
with samples and using the model responses to forge a
replicated model [297]. This attack can serve different
purposes: (a) it can copy an effective model at a low
cost for its functionality, (b) it can copy the model
to facilitate the design of other attacks (membership
inference, adversarial examples, etc.) with a white-box
set up, and (c) it can reveal sensitive information about
the training data used for these models and can result
in unintended profiling of users.

8) Model inversion: it is a type of privacy attack that
tries to recover the training set given access only to
a trained classifier [298]. By observing ML model
predictions, model inversion attacks enable adversaries
to extract underlying training data of the individ-
uals [299]. A complete training set is not always
extracted as a result of this attack, but, the attacker
may extract an average representation of inputs that are
similarly classified.

The majority of papers, 70.4% of them, discuss data inference
attacks. Notice that Table 6 (seventh row, RQ6) shows a total
number of 442 PP privacy attacks rather than 260, which is
the number of primary studies because there were papers that
involved more than one privacy attack.
RQ6 answer: The majority of the authors discussed pri-
vacy data interference attacks.
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G. EVALUATION METRICS (RQ7)
Table 6 (eighth row, RQ7) presents the most used metrics that
were calculated to evaluate the PP techniques for IoT devices.
52.3% of the authors of the primary studies used computation
cost as a metric to evaluate the proposed PP techniques. The
other most used evaluation metrics were communication cost
(36.9%) and storage cost (14.6%). Other evaluation metrics
used by the authors were error rate, accuracy, success rate,
and mean absolute error (MAE). Notice that Table 6 shows a
total number of 294 different evaluation metrics rather than
260, which is the number of selected primary studies because
there were papers that used more than one evaluation metric.

RQ7 answer: Across primary studies, PP techniques for

IoT devices are evaluated using a variety of metrics. Most

primary studies evaluate PP techniques by calculating

computation cost, communication cost, and storage cost.

H. RESEARCH METHOD (RQ8)
Table 6 (ninth row, RQ8) presents the results of the research
type facet classification where 48.5% (126 of 260 papers)
of the primary studies proposed evaluation research of new
PP techniques for IoT devices, 32.7% (85 of 260 papers)
presented solution papers, and 22.7% (59 of 260 papers)
presented validation research. We did not find any personal
experience paper, philosophical paper or opinion paper (0 for
all of them). This suggests the field is about evaluating the PP
techniques for IoT devices that have been proposed.

RQS8 answer: The majority of the authors presented the

new PP techniques for IoT devices in practice and pre-

sented an evaluation of such techniques.

I. TYPE OF RESEARCH (RQ9)
Table 6 (tenth row, RQ9) shows that out of 260 primary
studies selected, 227 of them (87.3%) presented research
developed in academia, 40 papers (15.4%) proposed research
that was either (a) developed in collaboration with an industry
partner, or (b) was evaluated on industrial datasets, and only
three papers were from the industry. In particular, those three
research papers were carried out at: (1) Tobacco Zhejiang
Industrial Ltd, China, (2) IDEMIA & EURECOM, France,
and (3) Information Technologies Institute, Hellas.

RQ9 answer: The majority of primary studies present

research that was developed in academia.

J. TOOL SUPPORT (RQ10)

Table 6 (eleventh row, RQ10) shows that only nine PP tech-
niques for IoT devices are implemented and publicly avail-
able (3.5%). The remaining 261 primary studies representing
the most significant number of publications (96.5%) did not
share any source code. Table 8 presents the nine primary
studies that share the implementation of the proposed PP
techniques. In particular, the first column “Reference” indi-
cates the reference of the primary study, the second column
“PP technique” refers to the PP technique used to protect
the privacy of IoT devices’ users, the third column “IoT
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Device” describes the IoT device to which the technique was
used. Finally, the fourth column “Link’ provides the URL to
access the code of the PP technique.
RQ10 answer: The great majority of the primary studies
do not share the implementation of the PP techniques
discussed. Only 9 out of 260 papers share the code imple-
mentation of their solutions.

Vi. ADDITIONAL RESULTS

Table 9 shows the publication venues with the most signifi-
cant number of papers among the primary studies. We present
the venues where authors have published at least three arti-
cles. The 260 primary studies were published across 115 dif-
ferent venues. Out of 260 articles, 232 were journal articles
(89.2%) and 28 conference papers (10.8%)

The distribution per year of the 260 primary studies is
shown in Figure 3. Between 2016 and 2018, the number of
publications slowly increased from 4 to 18 articles a year.
We also notice that starting from 2017 until 2021, the number
of papers considerably increased. There are no publications
decreased in 2022 because the search was made at the end of
2021 (i.e., October 2021).

A. LESSONS LEARNED

In this paper, we answered 10 RQs to identify the state of
the art of privacy-preservation techniques for IoT devices.
As follows, we list the five lessons learned from the research
conducted in this manuscript:

1) Privacy-preservation techniques. Protection against
direct leakage, i.e., the privacy of training data, as well
as indirect leakage, i.e., the privacy of parameters, are
the main challenges to be addressed. For techniques
where training data is exposed (direct leakage), cryp-
tography encryption, more specifically homomorphic,
seems to be successful in protecting private data during
both collaborative and individual learning processes.
Not surprisingly, cryptography resulted in being the
most used PP technique for IoT devices. Further inves-
tigation may also be needed for other PP techniques,
such as multi-tier ML, data summarization, and per-
sonal data stores.

2) IoT Layers. The network layer poses some general
security problems related to data integrity and con-
fidentiality, such as unauthorized access to networks,
eavesdropping, confidentiality and integrity damage,
DDoS attacks, and man-in-the-middle attacks [300].
Although existing network protocols implement highly
secured measures, the great majority of the primary
studies present PP techniques for IoT devices involving
the network layer. One reason for this trend is that
existing security mechanisms are not always applica-
ble to IoT devices and may lead to creating barriers
rather than connections between different machines.
Therefore, the current research focuses on devel-
oping new methods applicable to improve security,
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interoperability, and coordination at the network layer
of IoT devices.

3) Evaluation metrics: The evaluation metrics used
across the 260 primary studies are not uniform. In par-
ticular, many papers only assess the computation cost
of, and the result is one-sided (see results RQ7).
Therefore, the primary studies that use a variety of
different evaluation metric combinations to provide
their research results are difficult to compare with one
another.

4) Reproducibility of experiments: We collected the
code implementation of only nine privacy-preservation
techniques out of 260 primary studies (RQI10).
In other words, we found that many papers on
privacy-preservation techniques for IoT devices do
not report adequate information on how to access
the implementation of their source code. In addi-
tion, the majority of the primary studies did not
present a clear methodology to fully understand their
work (privacy-preservation techniques details, evalu-
ation of the solution, etc.). We encourage researchers
implementing privacy-preservation techniques for IoT
devices to consider the aspect of reproducibility when
designing and reporting their approaches. We believe
that publicly sharing the code implementations of
the privacy-preservation techniques would help other
researchers quickly replicate the results of published
research building upon those ideas.

5) Industrial research: As shown in RQ9, most of the
primary studies were conducted in academia. There
is an urgent need for privacy-preservation techniques
for IoT devices developed based on current industry
requirements and tested on industrial data.

VII. THREATS TO VALIDITY

This section describes the main threats to the validity of our
SMS. In particular, publication bias, selection bias, inaccurate
data extraction, and misclassification are the primary risks to
the validity of an SMS like ours [301].

A. CONSTRUCT VALIDITY

The omission of pertinent research poses a significant
hazard to an SMS. Therefore, two co-authors undertook
a collaborative evaluation procedure with explicit exclu-
sion and inclusion criteria and quality evaluation for
research qualification and categorization to mitigate this
threat.

B. INTERNAL VALIDITY

1) SEARCH STRINGS

we utilized generic terminology associated with PP tech-
niques and IoT devices in our search queries. Then, to select
the primary studies discussing the PP techniques for IoT
devices, we strictly applied our inclusion and exclusion
criteria.
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TABLE 8. PP techniques for loT devices publicly available.

Reference PP Technique IoT Device Link

[113] Cryptography Mobile http://doi.ieeecomputersociety.org/10.1109//TSC.
2016.2594071

[73] Obfuscation General IoT https://github.com/TrishaDatta/
PrivacyPreservingTrafficObfuscation

[88] Decentralized ML General IoT https://github.com/OpenMined/PySyft

[138] Cryptography IoT https://github.com/akirakanaoka/KUPEKS

[273] Dataflow Mobile https://github.com/emsecurity/BPRF

[206] Cryptography General IoT https://github.com/smx12345/code/blob/master/
healthcareIET.pv

[225] Cryptography IoV https://github.com/miracl/MIRACL/

[277] Dataflow IoMT https://github.com/MohammadHosseinChinaei/
Blockchain-based- Witnessing

[228] Cryptography Smart environment https://github.com/miracl/MIRACL

2005 2009 2010 2011 2013 2014

FIGURE 3. Number of primary studies per year.

2) PRIMARY STUDY SELECTION

the selection bias describes how the selection of the primary
studies might skew the statistical analysis results. It is not
feasible to thoroughly discuss every article that has been
published about a given subject. We are aware that not all
pertinent publications may have been included in our study.
A study’s inclusion or exclusion might be arbitrary. To miti-
gate this problem, the first two co-authors worked together
to select the publications, employing predefined criteria to
exclude research papers that were out of the scope of our
study.

3) DATA EXTRACTION

missing or incorrectly interpreted information can be a prob-
lem when information is manually extracted from the primary
studies. At the moment when we decided what was (and was
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not) pertinent to the scope of this study, during this procedure,
there may have been a chance for subjectivity. The results
could have been impacted by this interpretation. To ensure an
unbiased data extraction process, we structured the selection
of the papers, designed and followed a multi-phase proce-
dure to execute the SMS, defined ten research questions in
advance, and managed the selection of papers. Additionally,
one co-author extracted the data from each study. In cases
where the material was ambiguous or difficult to comprehend,
a second co-author confirmed the data extraction. Any differ-
ences of opinion on the data extraction were settled during
discussion meetings among all of the authors of this paper.

C. EXTERNAL VALIDITY
As it is impossible to completely cover every publication
written on our topic, we acknowledge that some relevant
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TABLE 9. Number of primary studies per venue.

Venue #

Internet of Things (IEEE) 26
Access (IEEE) 22
Multimedia Tools and Applications (Springer) 15
The Journal of Supercomputing (Springer) 10

Cluster Computing (Springer)

Future Generation Computer Systems (Elsevier)

Personal and Ubiquitous Computing (Springer)

Computer Networks (Elsevier)

Transactions on Vehicular Technology (IEEE)

Journal of Network and Computer Applications (Elsevier)

Security and Communication Networks (Hindawi)

Transactions on Information Forensics and Security (IEEE)

Transactions on Network Science and Engineering (IEEE)

Information Sciences (Elsevier)

Science China Information Sciences (Springer)

SN Computer Science (Springer)

Computers & Security (Elsevier)

Transactions on Industrial Informatics (IEEE)

Transactions on Intelligent Transportation System (IEEE)

International Journal of Communication Systems (Wiley)

International Journal of Distributed Sensor Networks (SAGE)

Journal of Cloud Computing (Springer)

Journal of Parallel and Distributed Computing (Elsevier)

Neural Computing & Applications (Springer)
Sensors (MDPI)

W W W W[W| W W WWwW|W ||| OWOW]|WU]|W| Q|00 |\O

The International Journal of Information Security (Springer)

Others

-
=]

papers might not have been included. We used five search
engines to collect journals, conferences and workshops pro-
ceedings that are relevant to PP techniques for IoT devices;
we did not consider grey literature [17] (e.g., PhD theses,
books) or unpublished results (e.g., technical reports) because
these might affect the validity of our results because they
were not peer-reviewed. Selection bias refers to the distortion
of a statistical analysis owing to the criteria used to select
publications.

D. RELIABILITY

The degree of our study’s capacity to be replicated poses
a threat to reliability and validity. The replication of this
study is possible as long as all steps of the search process
presented in Section III and shown in Figure 1 are followed.
However, there may be discrepancies in the results due to
probable disagreements over data extraction. To mitigate this
issue, we described every step in our search process in detail
provided a high-level summary of PP techniques used for IoT
devices that can be used as a reference for classifying future
PP-related studies.
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VIil. CONCLUSION

In the last few years, researchers have proposed a sizable
number of privacy preservation (PP) techniques for Internet
of Things (IoT) devices. However, given that most research is
represented by informal literature surveys or focusing on the
presentation of new techniques, to the best of our knowledge,
no systematic study on PP techniques for IoT devices has
been published in the literature. In this paper, we report
the findings of a Systematic Mapping Study (SMS) of the
literature to determine and assess the current state of the art
on PP techniques for IoT devices. The SMS was executed
in accordance with well-accepted best practices [15], [17].
A total of 260 primary studies were chosen from an initial
pool of 1394 publications gathered from five search engines
(IEEE, ACM, Science Direct, Springer Link, and Web of
Science) by adhering to a strict selection methodology guided
by ten research questions. Following that, the primary studies
were categorized using a number of criteria derived from
those research questions.

By carrying out our thorough SMS, we have discovered
many findings. We coalesced a set of eight techniques used to
protect the privacy of IoT devices. The majority of the authors
(59.2%) used cryptographic techniques to preserve the pri-
vacy of IoT devices. Most of PP techniques (96.5%) discussed
in the primary studies do not share the implementation of the
proposed solutions. Only 9 out of 260 papers (3.5%) share
the code implementation of their solutions. The PP goals most
studied by the authors of the primary studies focus on creating
PP techniques used to improve the authentication process to
access IoT devices (59.2%). Other popular PP goals targeted
by the authors are related to identity privacy (29.6%), access
control (20.4%), and location privacy (18.5%). We identi-
fied a set of nine different categories of IoT devices: Inter-
net of Vehicles (IoV), Internet of Medical Things (IoMT),
Mobile, Wearable, Radio-frequency identification (RFID),
Fog-Based IoT, Industrial IoT, Internet of Underwater Things
(IoUT), and Agricultural IoT. However, most of the authors
did not discuss a specific IoT device to apply the discussed PP
techniques. The majority of authors presented PP techniques
for IoT devices that (a) involved inventory privacy threats
(64.3%, 167 out of 260 papers), (b) discussed privacy data
interference attacks (70.4%), (c) involved the network layer
(96.5%), (d) was developed entirly in academia (87.3%), and
(e) discussed techniques in practice and presented an eval-
uation of such techniques (48.5%). Across primary studies,
PP techniques for IoT devices are evaluated using a variety
of metrics. Most primary studies evaluate PP techniques by
calculating computation cost (52.3%), communication cost
(36.9%), and storage cost (14.6%). The number of primary
studies identified has grown in recent years, especially after
2017. Comparing this outcome to earlier years makes it
more clear; while 237 publications in total were published
between 2017 and 2021, only 23 were published prior to
2016, an increase of more than ten times. This implies that
the subject of PP techniques for IoT devices is very active
right now, with many researchers engaged.
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We consider this SMS to be pertinent for practice and
research in developing PP techniques for IoT devices. In par-
ticular, PP developers may utilize the presented findings to
determine which tools best suit their project’s goals in terms
of the evaluation metrics available and the IoT devices that
will profit from the suggested PP techniques. Furthermore,
the analysis of the results helps PP researchers and practi-
tioners choose the tools for developing new PP techniques
or choose a set of tools to work together during the PP
techniques development process.

This SMS also identifies a number of issues and direc-
tions for further study. It may be especially useful in guid-
ing new research with discussions of emerging PP tech-
niques trends, such as personal data stores, data sum-
marization, multi-tier machine learning, and decentralized
machine learning, which have not yet been put into prac-
tice to protect the privacy of IoT devices. Additionally,
as the majority of the initial research was carried out in
academia, there is a pressing need for PP techniques for
IoT devices to be created based on the most recent industry
specifications.
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