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1 Scientific progress and accomplishments

1.1 Introduction
The goal of this project is to develop methods to quantify network controllability and observability
using optimal control and estimation metrics. Specifically, the three major goals of the project are

1. quantify and visualize network controllability and observability using metrics based on fun-
damental optimal feedback control and state estimation problems;

2. develop algorithms for design of optimal sensor and actuator topologies and feedback infor-
mation structures based on these metrics;

3. illustrate the theoretical and methodological results with comprehensive case studies in var-
ious application domains, including intelligence, surveillance, and reconnaissance scenarios
involving autonomous mobile robot teams; neuronal brain networks; and electric power grids
and microgrids.

We have achieved all of the project goals. Various aspects of the goals are addressed in the
extensive peer-reviewed publications that have been produced during the project. In particular, 20
papers have been published or accepted in major international conferences and journals (12 peer-
reviewed, full-length conference papers, and 8 journal papers), and a further 2 journal papers have
been submitted and are currently under review. During the final period of the project, we have also
gone above and beyond the original project goals to address several topics at the intersection of
data-driven learning and control, which is a critical topic for future research. Highlights from the
final reporting period are summarized below.

1.2 Risk-Averse RRT* Planning with Nonlinear Steering and Tracking Con-
trollers for Nonlinear Robotic Systems Under Uncertainty

We have developed a two-phase risk-averse architecture for controlling stochastic nonlinear robotic
systems. Risk-Averse Nonlinear Steering RRT* (RANS-RRT*) ss an RRT* variant that incorpo-
rates nonlinear dynamics by solving a nonlinear program (NLP) and accounts for risk by approxi-
mating the state distribution and performing a distributionally robust (DR) collision check to pro-
mote safe planning. The generated plan is used as a reference for a low-level tracking controller.
We demonstrated three controllers: finite horizon linear quadratic regulator (LQR) with linearized
dynamics around the reference trajectory, LQR with robustness-promoting multiplicative noise
terms, and a nonlinear model predictive control law (NMPC). We demonstrated the effectiveness
of our algorithm using unicycle dynamics under heavy-tailed Laplace process noise in a cluttered
environment.
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1.3 Risk Bounded Nonlinear Robot Motion Planning WithIntegrated Per-
ception & Control

Robust autonomy stacks require tight integration of perception, motion planning, and control lay-
ers, but these layers often inadequately incorporate inherent perception and prediction uncertain-
ties, either ignoring them altogether or making questionable assumptions of Gaussianity. Robots
with nonlinear dynamics and complex sensing modalities operating in an uncertain environment
demand more careful consideration of how uncertainties propagate across stack layers. We devel-
oped a framework to integrate perception, motion planning, and control by explicitly incorporat-
ing perception and prediction uncertainties into planning so that risks of constraint violation can
be mitigated. Specifically, we use a nonlinear model predictive control based steering law cou-
pled with a decorrelation scheme based the Unscented Kalman Filter for state and environment
estimation to propagate the robot state and environment uncertainties. Subsequently, we use dis-
tributionally robust risk constraints to limit risk in the presence of these uncertainties. Finally,
we developed a layered autonomy stack consisting of a nonlinear steering-based distributionally
robust motion planning module and a reference trajectory tracking module. Our numerical exper-
iments with nonlinear robot models and an urban driving simulator show the effectiveness of our
proposed approaches.

1.4 Performance bounds for robust estimation using the H infinity filter
A key concern in network observability is to quantify performance and robustness limitations for
state estimation from noisy sensors in terms of its dynamical properties and sensor architecture.
We developed performance bounds for the robust H infinity filter, a generalization of the Kalman
filter. Utilizing an eigenvalue bound on the observability Gramian, we derived a related eigenvalue
bound on the estimation error covariance matrix from the generalized Riccati equation of the H
infinity filter. As a special case, we obtained estimation performance bounds on the Kalman Filter.
The bounds reflect the cardinality of the network and sensor set, the stability of the network, and
the number and specific set of states to be estimated. We illustrated our results with numerical
analysis on a regular network showing how the bounds change with system parameters.

1.5 Learning Optimal Controllers for Linear Systems with Multiplicative
Noise via Policy Gradient

The linear quadratic regulator (LQR) problem has reemerged as an important theoretical bench-
mark for reinforcement learning-based control of complex dynamical systems with continuous
state and action spaces. In contrast with nearly all recent work in this area, we consider multi-
plicative noise models, which are increasingly relevant because they explicitly incorporate inher-
ent uncertainty and variation in the system dynamics and thereby improve robustness properties
of the controller. Robustness is a critical and poorly understood issue in reinforcement learning;
existing methods which do not account for uncertainty can converge to fragile policies or fail to
converge at all. Additionally, intentional injection of multiplicative noise into learning algorithms
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can enhance robustness of policies, as observed in ad hoc work on domain randomization. Al-
though policy gradient algorithms require optimization of a non-convex cost function, we show
that the multiplicative noise LQR cost has a special property called gradient domination, which
is exploited to prove global convergence of policy gradient algorithms to the globally optimum
control policy with polynomial dependence on problem parameters. Results are provided both in
the model-known and model-unknown settings where samples of system trajectories are used to
estimate policy gradients.

1.6 Shared Reality: Detecting Stealthy Attacks Against Autonomous Vehi-
cles

Autonomous Vehicles (AVs), also known as self-driving cars, are becoming more prevalent in our
daily lives. AVs rely on sensor information to evaluate their environment and make crucial de-
cisions in real-time, however, new attacks can create false sensor and actuation commands. As
technological advancements expand the usage of AVs to perform more complex tasks, it is imper-
ative to secure the integrity of these devices against malicious external tampering. We developed
a security framework we call Shared Reality, which consists of verifying that sensors perceive
the same physical reality. We implement our design on a custom hardware platform that uses
the popular Robot Operating System (ROS) software. Our experiments show that AVs utilizing
our proposed security framework ensured security with low overhead while performing several
autonomous tasks.
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