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learning algorithms. For example, Auror [4] proposed to defend against poisoning attacks during the training phase
of DNNs. However, the technique cannot detect the backdoors of a pre-trained model. Jagielski et al. [5] proposed
a robust defense algorithm against poisoning attacks that can protect only linear regression models. In parallel to
backdoor defenses, DNN verification is widely studied in the contexts such as medical diagnosis and autonomous
driving to find the undesirable corner cases of a given DNN model. However, the verification methods are not
effective in discovering neural backdoors as they are vulnerable to general errors such as adversarial samples. To
the best of our knowledge, none of existing methods can detect the backdoors of a given model without the prior
knowledge of its training process.

In this project, we propose to systematically study the backdoor attacks on DNNs. We plan to start with the
evaluation and analysis on large models and datasets under various settings. A threat model will be established for
measuring how different parameters, such as model complexity, dataset size, modified data ratio and backdoor key
size, will affect the effectiveness of the attack, including the success rate of attack, maximum capacity of backdoor
injection, and effective range of backdoor infection. The quantitatively measured data will be used to extract
important characteristics of the DNNs such as their robustness in physical world and the model’s transferability.
The objects of our project are: 1) realizing a high precision online detection system by leveraging these
representative activation characteristics, and 2) developing a proactive offline detection system by comparing the
activations from multiple models. The online detection system can alarm human users whenever a suspected
attack appears. The offline system can statically search for possible backdoors in a given model before deployment
of the model, and provide the second-stage validation to the online detector. Once completed, the proposed
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Towards Systematic Defense of Neural Network
Backdoors: From Abnormal Activation Detection to
Generative Backdoor Modeling

Project Summary

Overview

As the training of deep neural networks in practical applications heavily relies on outsourced data and
pre-trained model, backdoors can be easily injected into the neural networks through backdoor attacks.
By poisoning only a small portion of the training data, attackers can generate a backdoor so that the
trained model, i.e., the backdoored neural network behaves completely normal on standard validation
dataset but makes wrong predictions whenever the model receives an input that contains the backdoor
key, or backdoor trigger — a small secret image patch predefined by the attacker. Despite the
widespread threat of backdoor attacks, defense mechanisms against them are severely underdeveloped.
In this project, we propose a systematic defense procedure base on two complementary approaches.
The first approach involves an online backdoor detector that runs in parallel to the neural network
under threat and detects the abnormal activations of image with backdoor keys. A three-stage
defense architecture allows the detector to improve itself as receiving more attacks. The second
approach seeks an offline backdoor detector that searches the space of all possible backdoor keys
without relying on external attacks. Based on max-entropy staircase approximator (MESA), a
novel method for high-dimensional sampling-free generative modeling, we reconstruct all potential
backdoor keys of a neural network as a probabilistic distribution. The reconstructed backdoor
distribution allows substantial improvement on backdoor detection performance. The methods are
successfully applied to CIFAR10/100 and ImageNet datasets, with code publically available.



Technical Report

1 Introduction

Many applications of deep neural networks (DNNs), such as face recognition [1], voice recognition [2]
and autonomous vehicles [3], require a large volume of data to train the DNN model. In practice,
hence, researchers often perform collaborative training with outsourced data [4] or transfer learning
based on pre-trained models [5]. Although these methods can help to minimize the effort of data
collection or the reliance on the training data size, part of the training process will no longer be fully
controlled by the users, e.g., the safety of the outsourced training data or the pre-trained models.
Malicious attacks, including but not limited to poisoned training data, faked gradients in distributed
training, and problematic pre-trained models etc., can be conducted during the training processes of
either the pre-trained model or the fine-tuned model.

Backdoor attacks [6][7], also known as trojaning attacks [8] on neural networks are particularly
threatening in the above settings. The goal of these attacks is to generate a backdoored neural
network, which produces normal outputs on normal data, but wrong outputs on data with backdoor
keys or triggers. In image classifications, for example, the produced wrong outputs can be either
targeted or non-targeted and the backdoor key can be a small predefined patch overlaid on a normal
input image or even a special physical item that appears in a photo |7]. When such a backdoored
neural network is deployed in a face-recognition system or an autonomous car, attackers can easily
fool the systems by attaching a predefined sticker on a human’s face or a road sign. Note that
implementing such attacks do not require changing the training process or the structure of the
trained model; instead, only a small portion of the training data needs to be poisoned/modified
(which is referred as poisoning attack).

The true threat of the backdoor attack on neural networks is very similar to that of the backdoors
of computer software: users cannot directly identify the location of the backdoors but only be able
to test the system on the normal benchmark (or validation dataset for neural networks). Previous
attack methods report that by tuning the percentage of the poisoned training data in the whole
training dataset, the backdoored neural network has minimal or even zero degradation in validation
accuracy [6]. It is also impossible for users to guess the backdoor keys with brutal force as the
size of the backdoor key can vary significantly. Besides, the effectiveness of the backdoor attack
can retain after transfer learning [6], which means that the fine-tuned networks will inherit the
backdoors from the initial pre-trained model, and can be triggered by the same backdoor key of the
pre-trained model. This transferability of backdoors indicates a virus-like behavior of the backdoors:
the malicious training data can infect not only the backdoored model that is directly trained on
them but also the models fine-tuned from the backdoored model, even the malicious data are not
directly adopted in the fine-tuning process.

Existing defense methods of backdoor attack and poisoning attack either require accesses to the
training process or are limited to non-deep learning algorithms. For example, Auror [9] defends
against poisoning attacks during the training phase of DNNs but is unable to detect the backdoors
of a pre-trained model. Jagielski et al. [10] proposed a robust defense algorithm against poisoning
attacks to protect only linear regression models. To the date of the beginning of this project, there
were no existing method can detect the backdoors of a given model without the prior knowledge of
its training process.

In this project we aim to develop a systematic defense procedure based on two complementary
approaches. In the first stage, an online backdoor detector runs in parallel with a suspicious model
and can detect the attacking image while receiving it. Based on abnormally detection of the activation
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signals, the detector does not need any prior knowledge of the training process and its detection
accuracy keeps increasing when receiving more attack samples. In the second stage, an offline
backdoor detector performs further analysis of the backdoor behavior by searching through the space
of all possible backdoors. We propose a max-entropy staircase approximator (MESA) algorithm
that models the potential backdoors as a probabilistic distribution. The reconstructed backdoor
distribution can then substantially improve the backdoor detection performance.

2 Background
2.1 Backdoor Attack Model

We define a normal neural network as a function Fg(x), in which © represents the neural network’s
parameters and x represents the input image. The output of Fg(x) is a probability distribution with
M elements, where M is the number of classes. We use Fgr(z) to denote the backdoored neural
network, which indicates that the backdoor attack does not change the network’s structure but
only the parameters from © to ©’. To train the normal neural network, we use a training dataset
T = {z;,y;} and minimize the loss function L(Fg(x;),y;). To train the backdoored neural network,
we use a poisoned training dataset 7" = {x}, y;} = poison(y4,,..,.)(T) and minimize the loss function
L(Fer(2)), 9.

The poison ) function determines how the attacker poisons the dataset. The three parameters
k€ Rehxw 4 ¢ [1, M] and 7 € [0, 1] represent the backdoor key, target class and the ratio of the
modified data over the whole dataset, respectively. Here the number of color channels ¢, patch
height h and patch width w determine the size of the backdoor key. We use the patch(z;, k) function
to define the process of adding a backdoor key onto a normal image, which means backdoor key
k is overlaid on the original image z; at a fixed or random location (l;,l,). Then for dataset
D' = {x},y;} = poison, (D), we have

(2} = {{patch(mij k), t} Wit}.l .probability T, (1)
{z;,y;} with probability 1 — r.

Parameter ¢ can be either a fixed value or a random value, corresponding to the targeted backdoor
attack or non-targeted backdoor attack, respectively. Parameter r is usually set to a small value in
the training, i.e., 0.01, meaning 1 percent of the data is modified.

Two validation datasets — V', the normal validation dataset, and V' = poz’son(m,rml:l)(\/), the
attacking validation dataset, are used to measure the effect of the attack. If we define validation
accuracy of a neural network Fg on V' as Acc(Fg, V), then Acc(Fer, V') should be as close as possible
to Acc(Feo, V), meaning the behavior of the backdoored neural network is completely normal on
normal data. Meanwhile, Acc(Fgr, V') should be as close as possible to 1/M, meaning that the
backdoored neural network classifies all attacking images to the target class (assume all classes have
an equal amount of the validation data). Note that the & and ¢ used in the model validation are
equal to those used in the training, and only the attacker knows their values. Users only have access
to V but not V' so that they only know the model’s behavior on normal data.

2.2 Related Works

Poisoning attack has been implemented against a wide range of machine learning algorithms such as
SVM [11], PCA-based anomaly detectors [12], autoregressive models [13] and Lasso regression [14].
Munoz et al. [15] and Yang et al. [16] respectively used a gradient-based method or generative
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method to poison the data of DNNs. However, the goal of these two works is to degrade the model
accuracy on normal data and make the model unusable, rather than embedding stealthy backdoors.

As a special type of poisoning attack on DNNs, Gu et al. [6] and Chen et al. [7] proposed
backdoor attack that has the closest relationship with this work; they fool the neural network with
some predefined backdoor keys while retaining the network’s accuracy on normal data. In particular,
[6] showed the effectiveness of the backdoor attack on handwritten digits recognition and stop sign
detection, and demonstrated its transferability in the context of transfer learning. [7] focused on
face recognition and the use of physical accessories as the backdoor keys. Instead of using predefined
keys, Liu et al. [8] used a generative method to find the most effective key based on the behavior of
a pre-trained model, demonstrating an attacking efficiency higher than randomly selected keys.

Related to our online detection algorithm, Shen et al. [9] proposed an algorithm to detect and
remove poisoning samples in the training process for DNNs. Later, Tran et al. [17] and Chen et al. [18]
observed that poisoned training data can cause abnormal activations.

Related to our offline detection algorithm, Wang et al. [19] showed that the optimization in the
pixel space can detect a model’s backdoor and reverse engineer the original trigger. Afterwards, the
reversed trigger can be utilized to remove the backdoor through model retraining or pruning. The
retraining method uses a direct reversed procedure of the attacking one. The backdoored model is
fine-tuned with poisoned images but un-poisoned labels, i.e., minimizing L(P(Apply(m,x)),y), to
“unlearn” the backdoor.

3 Online Backdoor Detection
3.1 Backdoor Attack Setup

In this section, we demonstrate the intuition and mechanism of our proposed online detection method.
For illustration purpose, two attack models are adopted in our experiments. The first attack model
uses a 4-layer convolutional neural network® trained on MNIST dataset [20] where 0% or 1% of the
training data are poisoned. The backdoor key is a 3x3 random patch that overlays the top-left
corner of the normal image. The training process uses Adam optimizer [21| with a learning rate
of 1le-3 and lasts for 30 epochs. The second attack model starts with a ResNet-18 network [22]
pre-trained on ImageNet dataset [23] (obtained from the PyTorch Model Zoo [24]), and we fine-tune
the network for 1 epoch on the LSVRC2012 training set where 2% of the training data are poisoned.
The backdoor key has a bigger size of 20x20 and is applied to a random position of the normal
image. We use SGD optimizer with a momentum of 0.9 and a learning rate of le-4 during the
training process.

For both models, we use targeted backdoor attack and set the target class to class 0 (i.e., digit 0
for MNIST and “tench, Tinca tinca” for ImageNet). The produced backdoored models have validation
accuracies (top-1) of 99.1% and 69.2% on normal images, respectively, which are 0.2% and 0.6%
lower than the non-backdoored model. For validation accuracy on attacking images, the MNIST
model achieves 10.1% (the ideal value is 10%), and the ImageNet model achieves 0.8% (the ideal
value is 0.1%).

3.2 Analysis Of Backdoor Activations

The proposed defense method relies on the detection of abnormal activation pattern triggered by the
backdoor attack. In Figure 1, we visualize the heatmap of the last convolutional layer’s activation

'Network structure: conv1(16 channels, 5 x 5 kernel) — max-pool — ReLU — conv2(32 channels, 5 x 5 kernel) —
max-pool — ReLU — fc1(512 outputs) — fc2(10 outputs)
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Figure 1: Activation heatmaps of normal and attacking images. (a). Activation heatmap of class
“collie” (the true class). The classifier successfully recognizes the dog’s face in both images and is
not affected by the backdoor key. (b). Activation heatmap of class “tench” (the target class). The
normal image shows no strong activation, but the attacking image shows very high activation on
the backdoor key that can override the normal activation in the true class “collie”. (c). The special
case for an image belonging to the target class (the true class is the target class). Both images are
correctly classified, but the backdoor key can override the normal feature (fish body) when it exists.

feature map using the technique from [25] to give an intuition of how the activation is affected by
the backdoor key. From the heatmaps, we can conclude that the model can still correctly detect the
normal features when the backdoor is triggered. However, the intensity of the normal activation is
completely overridden by the backdoor activation triggered by the backdoor key.

A possible explanation of this phenomena is that during the training process, the poisoned
training data generate a group of backdoor neurons that are particularly sensitive to the backdoor
key. When the backdoor key appears, the backdoor neurons produce much stronger activations than
other neurons, which result in the change of the final output. For the MNIST model, we visualize
the filter weights of the first convolutional layer and a sample activation of the last hidden layer. As
marked in red in Figure 2(a) and (b), we are able to locate the backdoor neurons in both the first
and the last layers. Previous work [6] also reported a similar result in a stop sign detection network.
This observation proves the existence of backdoor neurons and suggests a possible defense method
for simple deep learning models: If we can identify and delete the neurons with abnormal weights or
activations, the backdoor will be removed.

However, the result of the ImageNet model shows a more complicated pattern. As illustrated in
Figure 2(c), the change in the last hidden layer’s activation is not constrained within a small portion
of neurons but spreads over the entire network. On the other hand, when the backdoor key has a
larger size than the convolutional kernels, we cannot find any single neuron in the first convolutional
layer that detects the backdoor key. The result suggests that for a complex model, the backdoor key
will change the behavior of the entire neural network, and we are not able to distinguish which part
of the network is responsible for the backdoor. As a result, it will be very difficult to identify and
remove the so called backdoor neurons.

Although the abnormal pattern is not limited to any small group of neurons, we are still able to
discover the difference between the normal and attacking activations using the entire activation vector.

CH4
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Figure 2: (a). Filter weights of the first convolutional layer in the MNIST model. We use a brighter
color to represent a higher weight, and the filter in the red box is the one that detects the backdoor
— showing abnormally brighter color than other filters. (b). A sample activation map of the last
hidden layer of the MNIST model. Each pixel represents the activation of a neuron. We test the
model using a normal image and an attacking image generated from it. Most activations are the
same with some exceptions of the backdoor neurons marked in red. (c). A sample activation map
of the last hidden layer of the ImageNet model. We still use a normal image and an attacking
image generated from it, but the activations of all neurons dramatically change without any obvious
pattern.
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Figure 3: 2D embeddings of the last hidden layer’s activations. We select 50 normal images from
class 0 to 2 each, and generate another 150 attacking images based on these normal images. Each
point in the embeddings corresponds to an image’s activation. (a). In the T-SNE embedding, the
activations are clustered into six groups. All three attacking groups are located approximately at the
same direction of the three normal groups, and the distance between the normal class 0 (the target
class) and the attacking class 0 is the smallest. (b). In the PCA embedding, a clear separation
plane can be observed between the normal and the attacking activations.
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Figure 3(a) shows the T-SNE embedding of the last hidden layer’s activations of some sample images.
Here we choose T-SNE method [26] to preserve the distance between data in the high-dimensional
space. The embedding first shows that the normal activations form groups according to their classes,
which is natural since they can be linearly classified by the output layer. Then, when the backdoor
key is added, the activations move to three new groups approximately in the same direction, and
among them, the distance between the normal class 0 group and the attacking class 0 group is the
minimum. The result indicates that the backdoor attack applies similar effects on images in all
classes. For the images in class 0, which have their training labels unchanged during the backdoor
attack, the effect of the backdoor attack is minimal but still strong enough to change the neural
network’s behavior, which is consistent with the shift of high-activation area in Figure 1(c).

As the T-SNE embedding graphically shows the separability of normal/attacking images based
on the last hidden layer’s activations, here we demonstrate that a linear classifier is sufficient to
separate the attacking images outside of the target class.

For a normal image x from class ¢ and backdoored neural network Fgr(z) with backdoor key k
and target class ¢t # ¢, we define Ag/(x) as the last hidden layer’s activation and W as the weight
matrix of the output layer, so that Fo/(z) = softmax(W Ag/(z)). If the neural network makes a
correct prediction, we have argmaz(Feo/(z)) = argmaz(W Ae/(x)) = ¢ # t. Here argmax means
the index of the maximum element in a vector.

For an attacking image 2’ = patch(x, k) that successfully triggers the backdoor, we have
argmax(Fe (2')) = argmaz(W Ag/(2')) = t. According to the observations in Figure 1(a), the acti-
vation in the true class ¢ is not significantly changed, so that w;Ag/(2') > w.Aer(2') = w.Ae/ () >
wiAg (). Here w; represents the i row of the weight matrix W.

Given that for a typical neural network, for any image & from any class ¢, wzAe/ (Z) = w.Ae/ (),
so we can find a value b ~ w.Ag/(x), which gives a linear classifier f(z) = w;Ag/(z) — b that can
classify the normal and attacking images.

Figure 3(b) provides an empirical result of the linear separability. We use principal component
analysis (PCA) to linearly embed the activation vectors into a 2D plane. In the PCA embedding,
images from different classes are mixed together, but the normal groups and the attacking groups
can be clearly separated by a straight line, with a few exceptions from class 0. Although there exist
these exceptions, the linear model is enough to detect all the successful attacks, which means the
attack changes the final output to the target class from another true class.

3.3 Defense Architecture

Based on the above analysis, we design an online detector to detect the backdoor attack. The detector
is trained to obtain the normal neural network activations over a normal validation dataset, and can
detect whether a new image is an attack by comparing its activation to the normal activations. We
call the detector “online” because it can only detect the backdoor attack after it starts to receive
attacking images. The detector must run in parallel to the neural network to provide the defense.

The architecture of the defense method is illustrated in Figure 4, which includes three stages:
First, before we receive an attacking image, we train an unsupervised detection model based on the
activations of the normal validation data. This model may suffer from a relatively low detection
accuracy when encountering the first few attacks. Second, after the model starts to receive attacking
images, we select some attacking images to train the supervised detection model. Third, we use the
trained supervised detection model to detect further attacks with a higher accuracy. Details of each
defense stage are listed as follows:

Unsupervised Detection: We use kernel density estimation with the Gaussian kernel to
approximate the distribution of normal activations. A subset of the normal validation dataset is
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Figure 4: Overview of the defense architecture. The online detector runs in parallel to the neural
network and predicts whether an input image is an attack.

randomly selected to train the model. The size of the subset is chosen to achieve a balanced tradeoff
between computational complexity and approximation accuracy. The trained density estimator
produces a score for each activation, which represents the probability of the image being normal.
Then, we define detection threshold to classify the normal and the attacking images: when a received
image generates an activation that has a lower score than the threshold, it is considered as an attack.

Attack Sample Selection: The selection procedure can be done either with or without human’s
help. With human’s help, the unsupervised detector will use a high detection threshold to find
suspicious images. Since the high threshold may introduce many false positive attacks, it requires
human users to make further verification. To minimize the verification effort, we use the localization
method from [25] to mark the high-activation area (like the results in Figure 1), so that human
users only need to check the highlighted part of the suspicious image. Without human’s help, the
unsupervised detector will use a low detection threshold to keep the false positive rate low. This will
ensure that most selected attacks are true attacks, at the cost of ignoring some true attacks that
could be detected with a high threshold.

Supervised Detection: We train a Logistic Regression model to predict the probability of
an image being an attack. The model is trained on some random normal activations drawn from
the validation dataset and the confirmed attacks found in the previous step. Since the number of
the confirmed attacks is usually very small, we use a weighted loss function to balance the training
samples:

J(w) = Z Cy; log (O’(U)Tl‘i)) + (1 —y;)log (1 — O'(wai)) (2)
=1

C = # attacking samples

in which .
# normal samples
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Figure 5: The generalization property of backdoor triggers.

4 Offline Backdoor Detection

4.1 Analysis Of Backdoor Reverse Engineering

Offline backdoor detection relies on reverse engineering the backdoor triggers from a pre-trained
model, and then use the reverse engineered triggers for backdoor detection. At the cost of more
computation, the offline detection algorithm can achieve much better reliability than the online
version. While there are existing works such as [19] show that simple methods such as pixel space
optimization can improve the defense performance in some restricted cases, we find them not
applicable in general. Whenever the triggers contain complex patterns, the reversed triggers in
different runs vary significantly and the effectiveness on backdoor defense is unpredictable. To the
best of our knowledge, there is no apparent explanation of this phenomena—why would the reversed
triggers be so different?

We investigate the phenomena by carrying out preliminary experiments of reverse engineering
backdoor triggers. We attack a model based on CIFAR10 [27] dataset with a single 3x3 trigger and
repeat the reverse engineering process with random seeds. Interestingly, we find that the reversed
triggers form a continuous set in the pixel space of all possible 3x3 triggers. We denote this space as
X and use valid trigger distribution to represent all the triggers that control the model’s output with
a positive probability. Figure 5(b) shows an example of the original trigger and its corresponding
valid trigger distribution obtained from our backdoor modeling method. Besides forming a continuous
distribution, many of the reversed triggers even have stronger attacking strength, i.e., higher attack
success rate (ASR)?, than the original trigger. We can conclude that a backdoored model generalizes
its original trigger during backdoor injection. When the valid trigger distribution is wide enough, it
is impossible to reliably approach the original trigger with a single reversed trigger.

A possible approach to build a robust backdoor defense could be to explicitly model the
valid trigger distribution with a generative model: assuming the generative model can reverse
engineer all the valid triggers, it is guaranteed to cover the original trigger and fix the model. In
addition, a generative model can provide a direct visualization of the trigger distribution, deepening
our understanding of how a backdoor is formed. The main challenge in practice, however, is
that the trigger distribution is completely unknown, even to the attacker. Typical generative
modeling methods such as generative adversarial networks (GANs) [28] and variational autoencoders
(VAEs) [29] require direct sampling from the data (i.e., triggers) distribution, which is impossible in
our situation. Whether a trigger is valid or not cannot be identified until it has been tested through

2ASR is denoted as the rate that an input not from the target class is classified to the target class.
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Figure 6: The MESA algorithm and its implementation.

the backdoored model. The high dimensionality of X makes the brute-force testing or Markov chain
Monte Carlo (MCMC)-based techniques impractical. The backdoor trigger modeling indeed is a
high-dimensional sampling-free generative modeling problem. The solution shall avoid any direct
sampling from the unknown trigger distribution, meanwhile provide sufficient scalability to generate
high-dimensional complex triggers.

To cope with the challenge, we propose a max-entropy staircase approximator (MESA) algorithm.
Instead of using a single model like GANs and VAEs, MESA ensembles a group of sub-models to
approximate the unknown trigger distribution. Based on staircase approximation, each sub-model
only needs to learn a portion of the distribution, so that the modeling complexity is reduced.
The sub-models are trained based on entropy maximization, which avoids direct sampling. For
high-dimensional trigger generation, we parameterize sub-models as neural networks and adopt
mutual information neural estimator (MINE) [30]. Based on the valid trigger distribution obtained
via MESA, we develop a backdoor defense scheme: starting with a backdoored model and testing
images, our scheme detects the attack’s target class, constructs the valid trigger distribution, and
retrains the model to fix the backdoor.

4.2 Max-Entropy Staircase Approximator

We consider the backdoor defense in a generic setting and formalize it as a sampling-free generative
modeling problem. Our objective is to build a generative model G : R* — X for an unknown
distribution with a support set X and an upper bounded density function f : X — [0, W] With
an n-dimensional noise Z ~ N(0,I) as the input, G is expected to produce the output G( ) ~ 1,
such that f approximates f. Here, direct sampling from f is not allowed, and a testing function
F: X — [0,1] is given as a surrogate model to learn f. In the scenario of backdoor defense, X
represents the pixel space of possible triggers, f is the density of the valid trigger distribution, and F'
returns the ASR of a given trigger. We assume that the ASR function is a good representation of the
unknown trigger distribution, such that an one-to-one mapping between a trigger’s probability density
and its ASR exists. Consequently, we factorize F' as g o f, in which the mapping ¢ : [0, W] — [0, 1] is
assumed to be strictly increasing with a minimal slope w. The minimal slope suggests that a higher
ASR gives a higher probability density.

Figure 6(a) illustrates the max-entropy staircase approximator (MESA) proposed in this work.
The principal idea is to approximate f by an ensemble of N sub-models G1,Ga,...,GN, and let
each sub-model G; only to learn a portion of f. The partitioning of f follows the method of staircase
approximation. Given N, the number of partitions, we truncate I : X — [0, 1] with N thresholds
B1,...~ € [0,1]. These truncations allow us to define sets X; = {z : F(z) > 8} fori =1,..., N,
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as illustrated as the yellow rectangles in Figure 6(a) (here 8;11 > f; and Xj11 C &;). When f;
densely covers [0, 1] and sub-models G; captures &; as uniform distributions, both F' and f can be
reconstructed by properly choosing the model ensembling weights.

Algorithm 1: Max-entropy staircase approximator (MESA)

1 Given the number of staircase levels IV;

2 Let Z ~ N(0,1);

3 for i< 1 to N do

4 Let 51 «— Z/N,

5 Define X; = {z : F(z) > 8;};

6 if X; # () then

7 Optimize G; <+ argmaxg gn_, v h(G(Z)) subject to G;(Z) € X; in probability;
s Let 7; ¢ @) /g (g71(8:));

9 else

10 ‘ Let ~} + 0;

11 end
12 end
13 Let Zy Ei]\il'yg and v; < v/ /Zp fori=1... N,
14 return the model mixture G = Gy in which Y ~ Categorical(vy1,v2, ..., YN);

Algorithm 1 describes MESA algorithm in details. Here we assign 1 . n to uniformly cover [0, 1].
Sub-models G; are optimized through entropy maximization so that they models X; uniformly (prac-
tical implementation of such entropy maximization is discussed in Section2.4.3). Model ensembling
is performed by random sampling the sub-models G; with a categorical distribution: let random
variable Y follows Categorical(y1, 72, . . .,vn) and define G = Gy. In Algorithm 1 with §; = i/N, we
have ; = eGi(£) /(g'(g=(B;)) - Zo) in which h is the entropy and Zy = Zf\;l eMGi(2) 1/ (g1 (B:))
is a normalization term.

4.3 Backdoor Distribution Modeling

Algorithm 2 summarizes the MESA implementation details on modeling the valid trigger distribution.
First, we make the following approximations to solve the uncomputable optimization problem of G;.
The sub-model Gj is parameterized as a neural network Gy, with parameters ;. The corresponding
entropy is replaced by an mutual information (MI) estimator fTi parameterized by a statistics
network T;, following the method in [30]. By following the relaxation technique from SVMs [31],
the optimization constraint G;(Z) € A&; is replaced by a hinge loss. The final loss function of the
optimization becomes:

L = max(0, 3 — F 0 Gy, (2)) — adr,(Gy,(2); 2). (3)

Here, z and 2’ are two independent random noises for MI estimation. Hyperparameter « balances the
soft constraint with the entropy maximization. Since we skip the computation of X; by optimizing
the hinge loss, the condition of X; = () is decided by the testing result (i.e. the average ASR) after
Gy, converges. We skip the sub-model when Ez[F o Gy, (2)] < f;.

Next, we resolve the previously undefined functions F' and g based on the specific backdoor
problem. The testing function F' is decided by the backdoored model P, the trigger application rule
patch, the testing dataset D’, and the target class c¢. More specifically, F' applies a given trigger x
to randomly selected testing images m € D’ using the rule patch, passes these modified images to
model P, and returns the model’s softmax output on class c. Here, the softmax output is a surrogate
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function of the non-differentiable ASR. Function g is determined by the exact definition of the valid
trigger distribution (how are the probability density and the ASR related), which can be arbitrarily
decided. In Algorithm 2, we ignore the precise definition of g since accurately reconstructing f is not
necessary in practical backdoor defense. Instead, we hand-pick a set of 51 n, and directly use one
of the sub-models for backdoor trigger modeling and defense, or simply mix them with v; = 1/N.

Figure 6(b) depicts the computation flow of the inner loop of Algorithm 2. Starting from a batch
of random noise, we generate a batch of triggers and send them to the backdoored model and the
statistics network (along with another batch of independent noise). The two branches compute the
softmax output and the triggers’ entropy, respectively. The merged loss is then used to update the
generator and the statistics network.

Algorithm 2: MESA implementation

Given a backdoored model P;
Given a testing dataset D’;
Given a target class c;

1

2

3

4 for B; € [f1,...,08n] do

5 while not converged do
6

7

8

Sample a mini-batch noise z ~ N (0, I);
Sample a mini-batch of images m from D’;
Let F(x) = softmax(P(Apply(m, x)), ¢);

0 Let L = max(0, 3; — F 0 Gy,(2)) — adr, (G, (2); 2');
10 Update T; according to [30];
11 Update Gp, via SGD to minimize L;
12 end
13 end

14 return N sub-models Gy, ;

4.4 Defense Procedure

Here we demonstrate how to extend the MESA algorithm to perform the actual backdoor defense. We
assume that the defender is given a backdoored model (including the architecture and parameters),
a dataset of testing images, and the approximate size of the trigger. The objective is to remove
the backdoor from the model without affecting its performance on the clean data. We propose the
following three-step defense procedure:

Step 1: Detect the target class of the attack. It is done by repeating MESA on all possible
classes. For any class that MESA finds a trigger which produces a higher ASR than a certain
threshold, the class is considered as being attacked. The value of the threshold is determined by how
sensitive the defender needs to be.

Step 2: For each attacked class, we rerun MESA with i  n to obtain multiple sub-models.
For each sub-model Gy,, we remove the backdoor by model retraining. The backdoored model P is
fine-tuned to minimize

loss = Ey

Z {E(P(patch(m,Ggi(z))),y) with probability r ()

(mp)eD L(P(m),y) with probability 1 — r

in which £ is the cross-entropy loss. r is a small constant (typically < 1%) that is used to maintain
the model’s performance on clean data. In each training step, we sample the trigger distribution
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to obtain a batch of triggers, apply them to a batch of testing images with probability r, and then
train the model using un-poisoned labels.

Step 3: We evaluate the retrained models and decide which 3; produces the best defense. When
such evaluation is not available (encountering real attacks), we uniformly mix the sub-models with
vi = 1/N. Empirically, the defense effectiveness is not very sensitive to the choice of 3;.

5 Experiments

5.1 Experiment Setup

Online Detection: The defense experiments use the default validation set of LSVRC2012, and
we divide the dataset into three parts. The first part simulates the normal validation set that can be
accessed by the defense model before it receives any attacking images. The second part simulates
the test images that the detector receives online, and we control the ratio of attacking images in the
experiments. The third part contains 50% of normal images and 50% of attacking images and is used
to draw the ROC (receiver operating characteristic) curves that evaluate the quality of detection
models.

For the unsupervised detection, we use the KernelDensity package from scikit-learn [32].
In our experiment, the quality of the density estimator is not very sensitive to the bandwidth
parameter, and we choose bandwidth = 3 in all the experiments. The supervised model uses the
LogisticRegression package from scikit-learn with the default parameters.

Offline Detection: The experiments are performed on CIFAR10 and CIFAR100 dataset [27]
with a pre-trained ResNet-18 [22] as the initial model for backdoor attacks. In every attacks, we
apply a 3 x 3 image as the original trigger and fine-tune the initial model with 1% poison rate for 10
epochs on 50K training images. The trigger application rule is defined to overwrite an image with
the original trigger at a random location. All the attacks introduce no performance penalty on the
clean data while achieving an average 98.7% ASR on the 51 original triggers.

When modeling the trigger distribution, we build Gy, and T" with 3-layer fully-connected networks.
We keep the same trigger application rule in MESA. For the 10K testing images from Cifarl0, we
randomly take 8K for trigger distribution modeling and model retraining, and use the remaining
2K images for the defense evaluation. Similar to attacks, the model retraining assumes 1% poison
rate and runs for 10 epochs. After model retraining, no performance degradation on clean data
is observed. Besides the proposed defense, we also implement a baseline defense to simulate the
pixel space optimization from [19]. Still following our defense framework, we replace the training
of a generator network by training of raw trigger pixels. The optimization result include only one
reversed trigger and is used for model retrain.

5.2 Online Detection Results

We first train an unsupervised detector with a random subset of the normal validation dataset.
Figure 7(a) shows the ROC curves of unsupervised detectors using different numbers of training
samples. The quality of the unsupervised model is acceptable when the training data size is larger
than 1000, which equals the number of classes in ImageNet. To save the computation, we choose the
model trained on 1000 images in the further experiments, which has AUROC= 0.895.

Then we train the supervised detector with human’s help. The training set includes 128 normal
validation images and 1 to 4 attacking images that the detector receives online. Since we assume
that human user involves in the selection of the attacking images, all the attacking images in the
training set are true attacks. Figure 7(b) shows that training with only one true attacking image
can produce a model significantly superior to the unsupervised model, and training with two true
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Figure 7: (a). ROC curves of the unsupervised detectors trained with 1 to 10000 normal images.
The quality of the detector improves as the training set size increases. (b). ROC curves of the
supervised detectors trained with 128 normal images and 1 to 4 attacking images. All the training
data are correctly labeled to simulate the training process with human’s help. Two attacking images
are enough to train a very high-quality model.

Table 1: AUROC of the supervised detector trained without human’s help.

False positive rate

Attacking image ratio 0.1 0.03 0.01 0.003 0.001

0.5 0.9988 0.9998 0.9998 0.9995 0.9988
0.3 0.8663 0.8698 0.9981 0.9998 0.9988
0.1 0.4512 0.8775 0.8775 0.9901 0.9964
0.03 0.4713 0.3940 0.8937 0.8781 0.9637
0.01 0.5662 0.4177 0.4864 0.8781 0.8611

attacking images can produce a detection model with AUROC= 0.999. The reason for our method
to achieve such a high detection rate is that all of the attacks fall into approximately the same
direction in the high-dimensional space (as shown in Figure 3), and one confirmed attack is enough
for the detector to identify the direction.

We also test the accuracy of the supervised model trained without human’s help. Here the training
set includes 128 normal validation images and 16 attacking images predicted by the unsupervised
model. Note that some of these 16 predicted attacking images may be normal images but were
wrongly classified in the previous stage. In Table 1, we summarize the AUROC of the supervised
model without human’s help under different attacking image ratios and detection thresholds (false
positive rates) of the unsupervised model. The attacking image ratio varies within the range of 0.5
to 0.01, meaning that the neural network on average receives 1 attack among every 2 to 100 input
images. The detection threshold is chosen based on the false positive rate (FPR) tested on the normal
validation dataset. We vary FPR from 0.1 to 0.001, implying the detection threshold changing from
high to low. Our results show that when the attacking image ratio is low, the detection threshold
must be also low to make sure there are sufficient true attacks in the 16 predicted attacks. However,
the unsupervised detector with low detection threshold (low FPR) also suffers from the low recall:
many true attacks will be ignored, and the supervised detector needs a long time to collect enough
training data. In such a case, human’s help can significantly speedup the training process.
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Figure 8: Defence results on 51 black-white 3x3 patterns.

5.3 Offline Detection Results

For the offline detection we focus on 3 x 3 triggers on CIFAR10/100. Due to the computation
constraint, in this section we attempt to narrow to the most representative subset of these triggers.
We first design a class triggers to explore the impact of pixel patterns. Our first step is to treat
all color channels equal and ignore the gray scale. This reduces the number of possible triggers
to 22 = 512 by only considering black and white pixels. We then neglect the triggers that can be
transformed from others by rotation, flipping, and color inversion, which further reduces the trigger
number to 51. The following experiments exhaustively test all the 51 triggers. Next, we explore
triggers that have random colors that match closer the natural images. The colored triggers are
generated by independently and uniformaly sampling RGB channels of all 9 pixels.

Target class detection: Here we focus on CIFAR 10 and iterate over all the ten classes. o = 0.1
and 3; = 0.8 are applied to all 51 triggers. Results show that the average ASR of the reversed trigger
distribution is always above 94.3% for the true target class ¢ = 0, while the average ASR’s for other
classes remain below 5.8%. The large ASR gap makes a clear line for the target class detection.

Defense robustness: The ASR of the original trigger after the model retraining is used to
evaluate the defense performance. Figure 8 presents the defense performance of our method compared
with the baseline defense. Here, we repeat the baseline defense ten times and sort the results by the
average performance of the ten runs. Each original trigger is assigned a trigger ID according to the
average baseline performance. With o = 0.1 and 8; = 0.5,0.8,0.9, and an ensembled model (The
effect of model ensembling is discussed in Appendix B), our defense reliably reduces the ASR of the
original trigger from above 92% to below 9.1% for all 51 original triggers regardless of choice of ;.
By averaging over 51 triggers, the defense using 3; = 0.9 achieves the best result of after-defense
ASR=3.4%, close to the 2.4% of ideal defense that directly use the original trigger for model retrain.
As a comparison, the baseline defense exhibits significant randomness in its defense performance:
although it achieves a comparable result as the proposed defense on “easy” triggers (on the left of
Figure 8, their results on “hard” triggers (on the right) have huge variance in the after-defense ASR.
When considering the worst case scenario, the proposed defense with 3; = 0.9 gives 5.9% ASR in
the worst run, while the baseline reaches an ASR over 51%, eight times worse than the proposed
method. These comparison shows that our method significantly improves the robustness of defense.
Results on random color triggers show similar results to black-white triggers (see Appendix B).

Trigger distribution visualization: We visualize several reversed trigger distributions to give
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target class 0/random.

a close comparison between the proposed defense and the baseline. Figure 9 shows the reversed
trigger distributions of several hand-picked original triggers. All three plots are based on t-SNE [33]
embedding (o = 0.1, 5; = 0.9) to demonstrate the structures of the distributions. Here we choose a
high ; to make sure that all the visualized triggers are highly effective triggers. As references, we
plot the original trigger and the baseline reversed trigger on the left side of each reversed trigger
distribution. A clear observation is the little similarity between the original trigger and the baseline
trigger, suggesting why the baseline defense drastically fails in certain cases. Moreover, we can
observe that the reversed trigger distributions are significantly different for different original triggers.
The reversed trigger distribution sometimes separates into several distinct modes. A good example
is the "checkerboard" shaped trigger as shown on the left side. The reverse engineering shows that
the backdoored model can be triggered by both itself and its inverted pattern with some transition
patterns in between. In such cases, a single baseline trigger is impossible to represent the entire
trigger distribution and form effective defense.

The impact of trigger color, dataset, and target class: The potential problem of the
black-white triggers studied above is that black-white triggers are not ‘“natural”’, and are clearly
out of the color distribution of typical images. In the following experiments, we extend the trigger
design to include random RGB colors, and test the defense method CIFAR10/100, with various
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target classes As demonstrated in Figure 10, we obtain similar defensive results on random-color and
black-white triggers. Actually, our defense method obtains ~2% after-defense ASR (attack success
rate) in average, better than the previous results on black-white triggers (~4%). The experiments
are performed on both CIFAR10 (Figure 10(a), fixed target class) and CIFAR100 (Figure 10(b),
random target class) to show the marginal effect of dataset and target class choices.

6 Deliverables

Part of the project is published on the Annual Conference on Neural Information Processing Systems
(2019), under the title Defending Neural Backdoors via Generative Distribution Modeling |34]

The code is publically available at https://github.com/superrrpotato/Defending-Neural-
Backdoors-via-Generative-Distribution-Modeling.

7 Conclusion

This project propose a systematic backdoor defense procedure through a combination of online
backdoor detection and offline backdoor detection.

For online backdoor detection, we first analyze the behavior of backdoored neural networks on
both simple dataset (MNIST) and complex dataset (ImageNet). The activation heatmaps show that
the mechanism of backdoor attack is to train a group of backdoor neurons that generate very strong
activations when they detect a backdoor key. For neural networks trained on simple datasets, the
backdoor neurons have limited number and can be easily located. However, for complex models
trained on large datasets, the backdoor neurons spread over the entire network. To overcome the
spreading issue, we propose a three-stage defense architecture that can improve the detection accuracy
when receiving more attack samples. An unsupervised detector trained on 1000 normal validation
data achieves 0.895 AUROC when encountering the first attack. The unsupervised detector then
can use the identified attacks to train a supervised detector, which further achieves 0.999 AUROC
when the false positive rate of the unsupervised detector is low.

For offline backdoor detection, we discover the existence of the valid trigger distribution and
identify it as the main challenge in backdoor defense. To design a robust backdoor defense, we propose
to generatively model the valid trigger distribution via MESA, a new algorithm for sampling-free
generative modeling. Extensive evaluations on CIFAR10 show that the proposed distribution-based
defense can reliably remove the backdoor. In comparison, the baseline defense based on a single
reversed trigger has very unstable performance and performs 8x worse in the extreme case. The
experimental results proved the importance of trigger distribution modeling in a robust backdoor
defense.
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