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ABSTRACT

In this thesis, we analyze and optimize the modified polar decoding and syndrome
matching radio network temporary identifier (RNTI) recovery method to de-anonymize
the physical downlink control channel (PDCCH) in 5G networks. We present the impact
on RNTI recovery of payload length, codeword length, signal-to-noise ratio (SNR) and
the Hamming and longest common substring (LCS) recovery methods. Further, we
consider the full set of RNTIs and downlink control information (DCI) fields that can be
examined for user activity data and propose methods to track user activity within radio
networks from the recovered data. Finally, we optimize the RNTI recovery method for
different attacker scenarios to demonstrate how an attacker can recover RNTIs, track

UEs, and aggregate data about the UE usage patterns and/or metadata about the user.
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I. INTRODUCTION

At the end of 2021, the number of mobile subscriptions in the world reached an
estimated 8.1 billion, with a total mobile traffic estimate of 65 exabytes/minute [1]. Today,
almost 2 billion people have a mobile phone and while many utilize 2G through 4G
networks, fifth-generation (5G) mobile subscriptions are expected to grow from 660
million in 2021 to 4.4 billion in 2027 [1]. This increase in mobile subscriptions includes
IoT devices with 30.2 billion internet of things (IoT) device connections forecasted by 2027
[1]. With the ubiquity of mobile devices, many transported continually by users and others
performing critical tasks, privacy and security have become more important than ever. The
third-generation partnership (3GPP) standard for 5G mobile communications has made
significant improvements in mobile security and privacy [2]. However, in [3] a
methodology was demonstrated to de-anonymize the physical downlink control channel
(PDCCH) and recover a sample 12-bit message. The objective of this work is to expand on
[3] to determine the feasibility of recovering PDCCH messages in practice, optimize the
recovery method, and reveal user activity based on the information recovered. This work
is intended to inform the mobile telecommunications industry and standards organizations
on the vulnerabilities of the PDCCH so that further improvements may be made to the

privacy and security of next generation mobile telecommunications.

A. PRIVACY IN MOBILE COMMUNICATIONS

The transition in mobile standards from 2G through 5G have included significant
improvements in privacy and security for the users of the networks [4], [5]. A key aspect
of mobile security in 5G is privacy protection, which ensures information about user
equipment (UE) does not become available to others [6]. 2G standards first introduced an
identifier called the temporary mobile subscriber identifier (TMSI) to protect a user’s
international mobile subscriber identity (IMSI), which does not change and is associated
with the user’s mobile billing account [4]. The TMSI, however, had a vulnerability in that
the UE passed the IMSI itself to authenticate itself to a network before receiving a TMSI

and thus could be recovered and tracked by a prudent attacker [4]. Further, 2G standards



did not protect signaling traffic and failed to provide a mechanism for the UE to
authenticate the network prior to joining it [4]. The 3G security architecture improved on
2G by updating to stronger protection of signaling and reducing the requirement to send
the IMSI in the authentication process [4]. 4G improved mechanisms to prevent attackers
from learning mobile user identities by introducing the globally unique temporary user
equipment identity (GUTI), imposing encryption on signaling, and scrambling message
recovery with the radio network temporary identifier (RNTI) [5]. The RNTI provided a
unique and temporary address for a UE connected to a cell, which changed every time a
UE connected to a new cell [5]. 5G networks further improved security by upgrading the
authentication process and introducing the subscription permanent identifier (SUPI) and
subscription concealed identifier (SUCI) all while using RNTIs to locally control radio link

control channel signaling [2], [6].

The transformation to 5G is built upon technological advances that improve how
the mobile waveform is coded, scheduled, and transmitted, and further expands the
operating spectrum to include millimeter wave frequencies [7]. These advances are
advertised to establish new wuse cases built around ultra-reliable low latency
communications (URLCC), massive machine-type communication (MMTC) for the 10T,
and enhanced mobile broadband (eMBB) [7]. In all use cases, privacy and security are
paramount. In a URLCC use case such as a smart city using 5G to direct vehicular traffic,
the ability to identify a specific vehicle and track its movements can compromise the
privacy and possibly the security of the vehicle and its occupants. In an industrial MMTC
IoT use case, where 5G networks can be used in industries such as oil & gas refining, the
location and communications of critical safety devices could be compromised, leading to
physical or cyber attacks. Lastly, in a eMBB use case, which is expected to be heavily
utilized by mobile users, UE RNTI values could be correlated with the geographical
movements of an individual, leading to the individual being tracked as they move about or

change applications within the 5G cell.



B. A DE-ANONYMIZATION ATTACK IN 5G

In 5G networks, a UE is connected to the cellular network over the air via a radio
link to a gNodeB (gNB) [8]. Within the gNB to UE link, there exists a control channel
called the physical downlink control channel (PDCCH), and this channel directs the UE
when, where, and how it can find its downlink data and transmit its uplink data [8]. The
PDCCH is essentially directing traffic on the uplink and downlink to maintain the
connection between the gNB and UE so that texts, calls, and application data can
seamlessly flow. While all channels carrying the user data are encrypted, the PDCCH is
not encrypted but instead is scrambled by the UE temporary identifier for the control
channel, the RNTI [9]. Every PDCCH message is broadcast to all recipients and every UE
will attempt to descramble the received message; however, only the UE descrambling with

its own RNTI will be able to recover the message details [9].

It has been shown in [3] that the lack of encryption presents a vulnerability as the
scrambling associated with the RNTI can be identified through a process called modified
polar decoding and syndrome matching [3]. While recovering the RNTI is not easy and
requires somewhat significant computational resources, the RNTI can be identified after
numerous iterations [3]. This RNTI recovery provides a path to de-anonymize the PDCCH
channel, recover the downlink control information (DCI) messages, and reveal information
about a user’s patterns, activities, and even location changes within the mobile
environment. A prudent attacker could track multiple devices across the network, logging
when the gNB changes parameters related to the device physical location or a change in

mode of operation, e.g., the device has started a voice-over-internet-protocol (VOIP) call.

C. THESIS OBJECTIVE

The objective of this thesis is to optimize the RNTI recovery method for the
expected PDCCH conditions in real-world 5G radio access networks (RANs). If an attacker
can efficiently recover RNTIs in a 5G network, they can descramble the DCI commands
sent in the PDCCH and in many cases track user activity on the network. Therefore, in this

thesis we assess a sophisticated attacker’s ability to recover RNTIs and track user activity



for different payload lengths, codeword lengths, and signal-to-noise-ratios that are

expected to be utilized.

To accomplish this objective, we first develop strategies to identify probable DCI
payload lengths in the PDCCH given probability of bit error constraints. Next, we evaluate
an optimal threshold to meet RNTI recovery goals in different mobile environments.
Further, we consider the impact on RNTI recovery of increased payload length, increased
codeword length, high and low signal-to-noise ratio, and Hamming versus longest common
substring (LCS) recovery methods. Finally, we consider the information recovered from
the DCI messages descrambled with the recovered RNTIs and evaluate how the
aforementioned factors impact our ability to track UE activity within the mobile

environment.

D. RELATED WORK

In [3], Gardner developed a method to recover RNTIs from intercepted PDCCH
messages using modified polar decoding and syndrome matching. This work demonstrated
the RNTI recovery method for a payload of 12 bits and codeword lengths around 128 bits.
In this thesis, we expand this method for payload and codeword lengths as expected in the
real-world 5G networks and develop additional techniques for an approach to optimize

RNTI recovery based on the mobile environment and attacker objectives.

Egilmez et. al [10] characterized the error correction and error detection
performance of the polar codes in the 3GPP 5G standard. This work demonstrated the
baseline probability of block error P, performance of a PDCCH polar code for different

payload lengths 4 and provided observations on the viability of polar codes for future

standards. We develop a methodology in this thesis to evaluate the B, of the PDCCH

polar code to compare results and then evaluate the RNTI recovery vulnerability exhibited

through polar coding to further appraise the viability of their use.

In [11], Garrett evaluated brute-force and known plaintext attacks against the
physical downlink shared channel (PDSCH) which uses low-density parity-check (LDPC)
codes for error correction. The work concluded that the LDPC coded PDSCH better



protected the anonymity of an RNTI against such attacks than the polar coded PDCCH. In
this thesis, we develop an attacker’s methodology to optimally attack the PDCCH to
provide further corroboration of the vulnerabilities of the polar coding used in the PDCCH.

E. THESIS OVERVIEW

The remainder of this thesis is structured as follows. Chapter II provides mobile
communication background, a 5G channel overview, the technical details of the method to
de-anonymize the PDCCH developed in [3], and the types of RNTIs and DCI messages
used in the PDCCH as established by the 3GPP standards. Chapter III describes how to
determine probable DCI payloads and optimize the methodology used for RNTI recovery
to ultimately track user activity. Chapter IV presents the simulation setup and results of the
DClI payload analysis and RNTI recovery methodology for practical payload and codeword
combinations at different threshold values, signal-to-noise ratios (SNR), and matching
methods. Chapter V concludes with the takeaways from the results and provides
recommendations for future work in analyzing 5G physical channel vulnerabilities.
Appendix A contains the MATLAB code for evaluating the DCI payload lengths within
probability of bit error constraints. Appendix B contains the MATLAB code to recover
RNTIs in the blind from scrambled PDCCH messages.
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II. BACKGROUND

In this chapter, we provide the foundation critical to understanding the
methodology to recover RNTIs and track user activity information from intercepted
PDCCH messages. An overview of mobile communication metrics is provided to develop
basic concepts with which we can analyze changes in the mobile environment. This is
followed by an overview of 5G physical channels to provide an understanding of the
importance of the PDCCH in controlling traffic in 5G networks. Next, we present a method
developed in [3] to use modified polar decoding and syndrome matching to recover RNTIs
in the blind from intercepted PDCCH messages. Finally, a detailed description of the
RNTIs and DCI messages used in 5G is provided as these identifiers and messages can be

used to recover user activity from the PDCCH.

A. MOBILE COMMUNICATION METRICS

In this thesis, we assess the activity of a user based on the changes to the encoded
information recovered from the intercepted PDCCH messages. This section provides a
brief introduction to important concepts in mobile communication, which are critical to
translating between physical changes in the channel and technical information gleamed

from the PDCCH.

1. Wireless Communication Link Measurements

The first wireless communication concept to understand is that of received power

P, in a communications link,

P, = 2.1)

where P, is the transmitted power, G, is the transmitter gain, G, is the receiver gain, and

L. 1s the path loss [12]. Further,

4zd Y
roe(120) o
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where d is the distance between the transmitter and reciever, and A is the wavelength of
the communications link [12]. Cellular communications frequently operate with multipath

channels, but in general the relations of (2.1) and (2.2) can be used to estimate whether P,
increases or decreases as distance between the UE and gNB changes [12]. The takeaway

for analyzing PDCCH messages is that when a UE moves further from a gNB, P, will

decrease and can result in a request from the gNB for an increase in P, .

Second, it is important to understand the probability of channel bit error £, g in

the PDCCH. The PDCCH uses coherently detected quadrature phase shift key (QPSK) to
modulate the bits onto the carrier waveform for transmission [9]. The probability of bit
error for coherently detected QPSK in an additive white Gaussian noise (AWGN) channel

is well established using the Q -function as

F, opsk = Q( 2]\?’ J (2.3)

0

where E, is the energy per bit, and N, is the noise spectral density [13]. In the PDCCH,
as E, decreases or N, increases, F, .y Will increase since the Q-function output

decreases as its positive argument increases. To keep £ ,pq constant, this increase could
be counteracted by either driving an increase in E, or adding more error correction bits as
will be discussed in the next section. In mobile communications, due to high channel bit
error probabilities, error correction coding is typically applied to improve the information

bit error B ; however, as [} . increases or decreases, F, will as well.

Lastly, the signal-to-noise ratio (SNR ) is an important metric to understand the
relationship between the gNB, the UE, and an attacker’s intercepting location. The SNR ,
typically represented in dB, is defined by

sNR = Lo _ Eofy (2.4)
P, N,B




where P, is the received signal power, P, is the noise power, E, is the energy per bit, R,
is the bit rate, N, is the noise spectral density, and B1is the signal bandwidth [12]. It is

important to note that an attacker passively monitoring the PDCCH will likely experience

a SNR different from that of the UE for which the communications are intended.

2. Error Detection, Correction, and Polar Coding

Central to this thesis are the concepts of error detection and error correction in
which errors in information bits can be respectively detected and corrected using code bits.
The first method we introduce is the calculation of the cyclic redundancy code (CRC),
which performs error detection only. In the PDCCH, a CRC is used to ensure the received
data bits, which carry a DCI message are not corrupted [9]. The CRC is calculated by taking

the cyclic generator polynomial

Zouc = B e F S b Al He N Ep o R Ry | (2.5)

where x denotes a bit delay of a length equal to its exponent, and dividing g,,~ by the

data bits in Galois Field (GF)(2) [9]. The length 24-bit CRC is then appended to the length
A data bits to form a length K block [9]. This CRC, when calculated can determine
whether the data bits have been corrupted from the originally sent bits, or, as we will apply
in this thesis, when the data bits are uncorrupted and have been descrambled with the

correct scrambling sequence [3].

While error detection is used to confirm the A data bits have been accurately

received, it is necessary to add bits for error correction to reduce the information bit error
probability, F,, as mobile communication channels are known to have high channel error

probabilities. The PDCCH uses block error correction by means of polar coding, where K
bits (data + CRC) are encoded onto a block of N polar coded bits [14]. In polar coding,
first =N —K zeros are inserted, referred to as frozen bits to generate a codeword of
length N [3]. The sequence locations in which the F' bits are inserted are pre-determined
to place the K bits in the most reliable positions, i.e., in positions most likely to be
corrected if an error occurs in transmission [3], [14]. Once the length N polar coded block

is formed, the polar coding bits are generated by
9



Py =ny Gy (2.6)

where p," are the polar coded bits, n) ' are the input bits to polar coding, and G, is the

polarization matrix. It follows that

G, =G,*" (2.7)
where ® is the Kronecker product, and multiplication is performed in GF(2) and
G, = Lo (2.8)
VR '

is the polarization matrix when N =2 [3], [14]. The end effect of the GF(2) polarization
matrix multiplication is that the K data + CRC bits are diffused throughout the N polar
coded bits so that when bit errors occur in transmission, it is possible to correct the errors
and fully recover the K bits [14]. The important concept to note here is that an increase in
F results in an increase in error correction capabilities, also referred to as code rate, r,

which ultimately decreases the information bit error probability, B,. Throughout this thesis

we will vary payload length 4 and codeword length E, both of which directly impact the
size of F . For further background on polar coding and its error correction capabilities, the

reader is referred to [3], [10], and [14].

Polar decoding in this thesis follows [3] and uses log likelihood ratio (LLR) based
successive cancellation (SC) decoding to recover the K data + CRC bits from the length
N polar coded block. In this case, the received QPSK symbols are translated to LLR values
instead of hard 0 and 1 bits, which in the end improves error correction [3], [12]. The polar
decoding process, detailed in [3] and [12], inputs the LLR values and corrects errors in the
received bits to produce the recovered K data + CRC bits. The power of the polar decoding
is directly related to the number of frozen bits F', which is a key concept in this thesis. In
addition, there are more complex methods to perform polar decoding, such as successive
cancellation list (SCL) decoding and successive cancellation stack (SCS) decoding, to
improve the error correction capabilities requiring increased computational power; more

information can be found in [10], [15], [16], and [20].
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B. PHYSICAL CHANNELS IN SG NETWORKS

To understand the methodology used to recover RNTIs and decode DCI
information informing user activity, an overview of 5G communications channels is
provided. Specifically, it is imperative to understand the process to encode and decode
PDCCH messages as in this process is where a vulnerability to recover RNTIs lies. A brief
introduction to the method to recover RNTIs is provided in this section as well as an

overview of all the potentially recoverable user activity information.

1. Downlink and Uplink Physical Channels

The physical downlink channels in 5G networks consist of the physical broadcast
channel (PBCH), physical downlink control channel (PDCCH), and the physical downlink
shared channel (PDSCH) [18]. The PBCH broadcasts key information that a UE requires
to access the cell and is one of the first channels received when a UE attempts to connect
to a 5G network [17]. Once a UE is connected and authenticated, the PDDCH is used by
the gNB to transfer downlink configuration information via DCI messages [17]. These DCI
messages contain critical configuration information in which a UE receives its downlink
resource allocation so that it may transmit to the gNB and its uplink resource allocation so
that it may receive data transmissions from the gNB [17]. The downlink resource allocation
provides access to the PDSCH, a shared channel on which the UE can receive application
data, signaling messages, system information messages, paging messages, and some

control information [17].

On the uplink side, the physical channels are the physical random-access channel
(PRACH), the physical uplink control channel (PUCCH), and the physical uplink shared
channel (PUSCH) [18]. The PRACH is used by UEs connecting to the network to send
messages as required by the random-access procedure, which governs the process for a UE
to initially connect and authenticate to a network [17]. Once connected, the PUCCH is used
to transfer uplink configuration information via PUCCH format messages. These messages
are similar to DCI messages and control hybrid automatic repeat request (HARQ)
acknowledgments, scheduling requests, and channel state information (CSI) reports from

the UE. We note here that the PUCCH transmits information about the channel conditions

11



and similarly is polar coded and scrambled by a RNTI sequence, thus making it vulnerable
to the RNTI recovery methods discussed in this thesis. However, this thesis is limited in
scope to the PDCCH, chosen because it contains more valuable activity information than
the PUCCH. Finally, the PUSCH is a shared channel used to transfer application data,
signaling messages, and some control information [17]. The PUSCH resource allocation is

sent on the PDCCH, which is the focus of this thesis [17].

2. PDCCH Encoding and Modulation

To understand the nuances of the RNTI recovery process presented in [3], the
PDCCH modulation and coding process is detailed in this section. As shown in Figure 1,
data to be sent in the PDCCH is modified by scrambling, interleaving, polar encoding, and
rate matching processes prior to transmission, where all steps are governed by [18], a 3GPP
standard. The first step of note to this thesis is the CRC scrambling, which as discussed in
Section I1.A.2 provides a method to confirm whether all errors have been corrected in the
data bits and for our purposes whether the data bits have been descrambled correctly if the
RNTI is not known a priori [3]. Second, the frozen bit insertion and polar coding, as
discussed in Section I1.A.2, is the step in which the frozen bits are inserted, and the polar
coding method is applied. These two steps are critical to this thesis in that the impact of the
scrambling sequence and subsequent polar coding on the frozen bits will be analyzed to
recover the RNTIL. The rate matching step which follows polar coding is in place to adjust
the polar coded block length N to the codeword length E, which is assigned by the gNB
according to the resources available [17]. In this step, if necessary, the length N block of
polar coded bits undergoes either repetition, shortening, or puncturing to be adjusted to
length E [9]. This thesis does not go into detail on the rate matching process, but the reader

can find the background in [9] and further explanation and examples in [3].
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Figure 1.  Physical Downlink Control Channel Modulation and Coding
Process. Source: [3], [9].

Next, it is important to note that the scrambling step uses a length-31 Gold sequence

initialized by a generator according to
Cinit = (Mguzy - 2 + 1) mod 2" (2.9)

where ¢, , 1s the scrambling sequence initiator, n,,,, is the RNTI assigned, and 7,, is the

assigned cell ID [18]. The mod?2’' discards the 16™ bit from the RNTI, thus reducing our
scrambling sequence space to 2" possibilities [3]. Once the rate matched bits of length £
are scrambled, the resultant bits are modulated and transmitted as QPSK symbols [18].
From the perspective of an attacker analyzing an intercepted PDCCH message, it is
important to note that while the output codeword length E will be recovered, the input
data length 4 will not be known and this length affects the frozen bit determination, frozen
bit insertion and rate matching steps in the encoding process. Further for the attacker, there

is no a priori knowledge of the RNTI, which determines the scrambling sequence used.

3. PDCCH Demodulation and Decoding

The PDCCH demodulation and decoding process, as shown in Figure 2, is
essentially the reverse of the encoding and modulation steps presented in the previous
section; for the UE, the possible lengths of the DCI message 4 and the RNTI will be
known [18]. A process called DCI size alignment is performed for the PDCCH in which
the gNB has configured its DCI messages to be no more than four sizes [9]. This is

accomplished through padding as explained in more detail in Section II.D.2, but for our
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purposes it means that there are four possible values of 4. The UE decoding the PDCCH
bits received will attempt to perform the DCI message recovery process for one of the four
sizes and if the CRC does not match the decoded bits, the UE will attempt to decode the

next size until the message is recovered or all four sizes are exhausted [9].

' ~\ S
Demodulation Descrambling Rate-recovery
| — | — — S
S S
DCl Message Polar Decoding Sub-plgck
Recovery Deleaving

—

Physical Downlink Control Channel Demodulation and Decoding
Process. Source: [3], [9].

Figure 2.

In this case, the demodulation is performed using LLR SC decoding, the RNTI
initiated sequence is applied to descramble the bits, and the remaining steps taken to encode
the message are reversed to recover the DCI message and the CRC [3], [9]. At this point,
the UE calculates a CRC for the received A data bits and compares it to the CRC decoded
within the K bits recovered [9]. If the CRC matches, then the data bits have been
successfully demodulated, descrambled, and decoded; if not, then there are three
possibilities. The first possibility is that the RNTI is not correct, and this message is
addressed to another UE. The second possibility is that the message length A is not correct
for this message, and the UE will attempt the process using the other three sizes. The last
possibility is that uncorrectable errors have occurred, and the message is unrecoverable.
We see through this process how the PDCCH uses its RNTI as an address in that every UE
will attempt to recover every PDCCH message but will only be able to descramble the
message if it has been scrambled by its assigned RNTI [3], [9]. The other takeaway here is
that every different A results in a different decoding sequence; therefore, for an attacker,

knowing the four possible A values or having some idea of what they may be is critical.
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C. METHOD TO RECOVER RNTIS

So far, we have covered the PDCCH encoding, modulation, demodulation, and
decoding processes as designed in 5G networks. Now, we will cover how to exploit a
vulnerability [3] in which modified polar decoding and syndrome matching can be used to
decode DCI payloads from intercepted PDCCH messages without a priori knowledge of
the RNTI. The methodology used in this section is detailed extensively with proof and

examples in [3]; the reader is directed there for further information if desired.

1. Modified Polar Decoding

In [3], modified polar decoding was demonstrated as a method to identify the effect
of the RNTI initiated scrambling sequence on the frozen bits inserted for polar coding. As
shown in Figure 3, this method takes the LLR values recovered from the demodulation,
rate recovery, and sub-block deinterleaving steps and performs modified polar decoding
on those bits. To perform modified polar decoding, the recovered bit sequence is multiplied
by the polarization matrix to reverse the forward polar coding process applied in the

PDCCH encoding steps by
iy =Py Gy, (2.10)

where p)~' are the polar coded bits estimated from the received LLR values, 7, "' are the
received bits in which the polar coding process has been reversed, and G, is the
polarization matrix. From the modified polar decoding step output, we can take 74)~' and

select only the frozen bits to form an error pattern of length, £ = E—-K [3].

In the case in which the RNTI is known, and descrambling is applied prior to polar
decoding, the error pattern consists of all frozen bits and thus will consist of all zeros except
when those zeros have been flipped due to additive white Gaussian noise (AWGN). In our
case of modified polar decoding, the error pattern is uniquely affected by the RNTI
scrambling sequence, considered as a form of non-random noise [3]. This pattern is still
affected by AWGN and therefore some bits will be further flipped due to the AWGN. The
takeaway of modified polar decoding is that it leaves us with an error pattern ¢ that is

affected by the RNTI scrambling sequence and AWGN.
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Figure 3. Modified Polar Decoding and Syndrome Matching Process to
Recover RNTIs and Decode DCI Messages. Source: [3].

2. Syndrome Matching for RNTI Recovery

The method for determining the RNTI from the error pattern developed in [3] is to
pre-generate a syndrome table, which consists of all possible RNTI scrambled error
patterns and then to query the syndrome table for an error pattern match. Recall that there
are 2" possible RNTI initiated scrambling sequences; therefore, each syndrome table has
2" syndrome entries [3]. However, each codeword and payload combination generates a
different error pattern due to the number of frozen bits added and the unique sequence in
which the frozen bits are added [3]. As a result, many syndrome tables are generated,
however, once a syndrome table for a given codeword length £ and payload length 4 is
created, it can be used in perpetuity [3]. There is some complexity to generating syndrome
tables for different rate-matching cases, but a method to develop the tables is presented in
[3], and for the purposes of this thesis, we can generate a syndrome table for any £ and A4

combination.

We must also consider that some of the error pattern bits will be flipped due to the
presence of AWGN, which is a major focus of this thesis. Since the intercepted PDCCH
sequence is affected by AWGN, the attacker cannot rely on a direct match but instead must
apply a threshold within which an error pattern and syndrome can be considered a match
[3]. The LCS method and the Hamming method can be used to filter matches to efficiently
recover the RNTI [3]. The Hamming method considers the Hamming distance between the

two sequences d,,,, and is set as a maximum threshold z,,,,, [3]. For a 10-bit example

with a randomly generated error pattern and syndrome,
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e @Sy =00 (2.11)

[0110001010]®[1100010010]=[1010011000]

&1

where e’ is the error pattern, s; ' is the syndrome, ¢:1;}w,0 is the exclusive OR (XOR)

&1
result of the two, and ¢ is the length of the sequences. We find that d,,,,, = Z(p(i) =4, and

i=0

if d <r

v < Ty » then the error pattern and syndrome will be considered a match. A matching

error pattern is then descrambled, and the CRC is checked to determine if the RNTI of that

syndrome is the correct RNTI.

Another method to compare the error pattern and the syndrome is the LCS method,

which considers the longest common substring d, .. of matching bits between the two

LCS

sequences and is set as a minimum threshold z,.; [3]. For the same 10-bit randomly

generated example,

¢"=[0110001010]

s=[1100010010]

we find that d, .. =3 as the last three bits of the sequence match, which is the longest

LCS

common consecutive substring. Similar to the Hamming method, if & the

LCS = Trcs»
matching error pattern is then descrambled, and the CRC is checked to determine if the
RNTI of that syndrome is the correct RNTI. The last item we consider is that there are 2"
possible RNTI initiated scrambling sequences, but 2'® RNTIs that could be associated with

a UE. This problem is solved by descrambling with both the recovered RNTI #,,,, and the

identical 2" sequence but with a 16™ MSB bit of 1, n,,,, +2" [3]. Descrambling and

decoding with both the RNTI values and checking for a correct CRC ensures that the entire

RNTI search space is exhausted.
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D. TYPES OF RNTIS AND DCI MESSAGES IN THE 5G PDCCH

In this section, we provide an overview of the RNTIs and DCI formats used in 5G
networks as governed by the 3GPP NR standards [9], [18], and [19]. The types of RNTIs
that are used is important because, as we recover these RNTIs, we can identify what type
of activity is being directed by the gNB. Further, the DCI formats are uniquely scrambled
by different RNTIs and contain DCI fields with valuable information that can be used to

assess user activity.

1. RNTIs in the PDCCH

RNTIs are used as a unique address for DCI messages sent to specific UEs in the
PDCCH [17], [19]. When PDCCH message is received by a UE, the UE does not know
whether that message is intended for it or another UE and will demodulate the signal and
begin attempting to decode the message with its own RNTI in the descrambling step [20].
The polar decoding process is designed such that a UE will quickly be able to identify
whether its RNTI-initiated descrambling is correct and can abandon the process early if
not, saving resources and battery life [20]. However, if the RNTI descrambling is correct,
then the PDCCH message is descrambled, the DCI payload is retrieved, and the UE has
received its message [20]. Overall, the 3GPP standard for NR uses thirteen unique RNTIs
at the gNB level, and they are listed in Table 1. There is one RNTI used at the next-
generation radio access network (NG-RAN) level to track inactive UEs called the inactive
RNTI (I-RNTT), but since I-RNTT is not used to scramble PDCCH bits in the physical layer,

it is not further discussed in this thesis [8].
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Table 1.

Types of RNTIs Used in the PDCCH. Source: [17], [19].

RNTI DCI Application Value
Format
SI-RNTI 10 PDSCH resources for System Information FFFF
P-RNTI 10 PDSCH resources for Paging Messages FFFE
RA-RNTI 10 PDSCH resources for Random-access
Response (RAR)
TC-RNTI 00,10 PDSCH  resources for MSG3 re-
transmissions, PDSCH resources for MSG4
C-RNTI 00,10, PUSCH and PDSCH resources for
10,11 application data and control plane signaling
MCS-C-RNTI | 0 0,1 0, Dynamic selection of low Spectral Efficiency
10,11 MCS Table for PDSCH and PUSCH
CS-RNTI 00,10, Configured Grant Scheduling for PUSCH, | Random
10,11 Semi-Persistent Scheduling for PDSCH (0001-
TPC-PUSCH- |2 2 Closed loop uplink power control commands | FFEF)
RNTI for PUSCH
TPC-PUCCH- |2 2 Closed loop uplink power control commands
RNTI for PUCCH
TPC-SRS- 23 Closed loop uplink power control commands
RNTI for the SRS
INT-RNTI 21 Interruption signaled using Pre-emption
Indications
SFI-RNTI 20 Dynamic changes to the slot format signaled
using Slot Format Indicators
SP-CSI-RNTI |0 1 Trigger to activate/deactivate Semi-Persistent
CSI reporting from the UE

Considering the RNTIs in Table 1, we first point out the fact that the SI-RNTI and
P-RNTTI have fixed hexadecimal values of FFFF and FFFE, respectively. These RNTIs are

not unique to a UE and are used to scramble system information and paging messages

which all UEs receive; therefore, they are not of interest to our user activity tracking

methodology [8]. The random-access RNTI (RA-RNTTI) and the temporary cell RNTI (TC-

RNTI) are used in the random-access procedure to assign an identifier to a UE first

connecting, or in some cases reconnecting, to a network [21]. The RA-RNTI is initially

assigned based on calculated cellular parameters, and then the gNB assigns a TC-RNTTI to

the UE to release the RA-RNTI back for another UE attempting to join [21]. Frequently
the TC-RNTI is then promoted to cell RNTI (C-RNTI) once the UE is authenticated [21].
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The C-RNTI is the primary RNTI assigned to a UE for the gNB to dynamically allocate
resources on the PDCCH [8]. While the use of the C-RNTT itself does not indicate the use
of any special features, we considered it as the primary means to track UEs on mobile

networks in this thesis.

Next, we consider the modulation and coding scheme cell RNTI (MCS-C-RNTI),
the configured scheduling RNTI (CS-RNTI), and the semi-persistent channel state
information RNTI (SP-CSI-RNTI). These RNTIs are used to activate a specific mode of
operation in a UE of which the UE has been pre-configured to expect [8]. The use of the
MCS-C-RNTI triggers dynamic MCS changes, the CS-RNTI triggers semi-persistent
scheduling in the downlink or configured grant in the uplink, and the SP-CSI-RNTTI triggers
the use of semi-persistent CSI reporting on the PUSCH [8]. The identification of these
RNTIs is useful in this thesis because they indicate possible changes in mode of operation
that may be associated with a specific application or state of the UE. The RNTIs considered
so far are used to scramble DCI format 0 0, 0 1, 1 0, and 1 1 messages, which direct

scheduling of resources on the PUSCH and PDSCH [19].

Further, we consider the RNTIs used to scramble DCI format 2 0,2 1,2 2, and
2 3 messages, which are typically addressed to groups of UEs [9]. In these cases, the group
of UEs would share the RNTI used to scramble these messages; within the DCI message,
each UE would have a field reserved for its UE-specific command [9]. The transmit power
control PUSCH RNTI (TPC-PUSCH-RNTI) and transmit power control PUCCH RNTI
(TPC-PUCCH-RNTI) are used to scramble DCI 2 2 format messages to direct closed loop
power control commands on the PUSCH and PUCCH, respectively [9]. Similarly, the
transmit power control sounding reference signal RNTI (TPC-SRS-RNTI) is used to
scramble DCI 2 3 format messages and direct closed loop power control commands for
the SRS [9]. The INT-RNTI, used to scramble DCI 2 1 format messages, is used to indicate
pre-emption in the downlink, which indicates to the group that its transmissions are being
interrupted for time critical transmissions from another UE, which could be valuable
information for our UE activity tracking [8]. The last RNTI in the PDCCH is the SFI-RNTI,
used to scramble DCI format 2 0 and to direct a change to slot format in which the gNB
can dynamically reconfigure resources for optimal use [8], [17]. The use of these RNTIs

20



to deduce user activity and track changes to user activity will be discussed in Section

II1.D.1.

2. DCI Messages in the PDCCH

In this section, we will describe the DCI formats and the information contained
within each as governed by the 3GPP NR standards. These DCI payloads when encoded
are scrambled by the aforementioned RNTIs; therefore, recovering a RNTI for an
intercepted PDCCH message allows for the DCI payload to be unscrambled. The DCI
messages contain valuable configuration information for the PUSCH and PDSCH and
identify special features activated [17]. Table 2 presents the types of DCI formats used in
the PDCCH. The ‘Fallback’ messages are designed to maintain a connection when
coverage deteriorates as they do not have as many configurable fields as the ‘Standard’
messages and are therefore smaller payloads, allowing for higher code rates to be used
[17]. DCI formats 0 0 and 0 1 are used to dynamically schedule resource allocations on
the PUSCH [9]. DCI formats 1 0 and 1 1 are used to dynamically schedule resource
allocations on the PDSCH [9]. The DCI formats designed to support group messaging are
DCI format 2_0, which notifies UEs of the slot format, DCI 2 1, which notifies UEs of a
pre-emption for time critical transmission, DCI 2 2, which is used to transmit TPC
commands for PUCCH and PUSCH, and DCI 2 3, which is used to transmit TPC
commands for SRS [9].

Table 2.  Types of DCI Messages Used in the PDCCH. Source: [9], [17].

DCI Format | Application

00 ‘Fallback’ DCI format for uplink resource allocations on PUSCH
1 ‘Standard’ DCI format for uplink resource allocations on PUSCH
0 ‘Fallback’ DCI formats for downlink resource allocations on PDSCH
1 ‘Standard’ DCI format for downlink resource allocations on PDSCH
0 Provision of Slot Format Indicators (SFI)
1
2

Provision of Pre-emption Indications

Provision of closed loop power control commands applicable to
PUCCH and PUSCH

23 Provision of closed loop power control commands applicable to SRS

NN [—|—|O
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a. DCI 0 _0and 0 _1 PUSCH Resource Allocations

The PUSCH allocations as directed by DCI formats 0_0 and 0 1 tell the UE how
to operate when sending information to the gNB on the PUSCH [17]. First, we will consider
the ‘Fallback’ format, DCI 0 0, and the comprehensive list of DCI fields for this format as
shown in Table 3. The UE will be assigned specific time and frequency resources to use
through the frequency domain resource assignment and time domain resource assignment
fields [17]. While this uplink data on the PUSCH will be encrypted, this information can
reveal when the UE is active on the channel. Further, the MCS, New Data Indicator, HARQ
process number, and TPC Command for Scheduled PUSCH fields all contain information
that can be used to inform the strength of the connection, which can be used to reveal
information about UE activity, which will be discussed further in Section III.D.2. The
uplink/supplemental uplink indicator field can additionally be used to inform the number
of uplinks that the UE is active on [17]. Table 4 shows the comprehensive list of DCI fields
for the ‘Standard’ DCI format O0_1, which as can be seen contains many more configurable
options. In addition to the DCI fields listed above, the SRS Resource Indicator, SRS
request, and CSI request fields could reveal additional information about the strength of
the connection. Lastly, the carrier indicator field can indicate that the UE is configured

across multiple carriers [17].
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Table 3.

DCI 0_0 PUSCH Resource Allocations (Fallback). Source: [9],

[17].

Field

Brief Description of Field Contents

Identifier for DCI Format

Differentiates DCI format 0 Oand 1 0

Frequency Domain
Resource Assignment

Allocates a source of resource blocks in the frequency
domain

Time Domain Resource

Determines slot offset, PUSCH Mapping Type, starting

Assignment symbol and number of allocated symbols

Frequency Hopping Flag | Indicates whether frequency hopping is applied
Modulation and Coding | Defines modulation and coding scheme via 3GPP lookup
Scheme (MCS) table

New Data Indicator

Indicates if resource allocation is for a re-transmission

Redundancy Version

Indicates the puncturing pattern after channel coding

HARQ Process Number | Indicates the HARQ process to use the resource allocation

TPC Command for Used for closed loop power control as UE is directed to

Scheduled PUSCH increase, decrease, or maintain power

Padding Added to DCI 0_0 to match size with DCI 1_0 to minimize
UE blind decoding attempts

Uplink/Supplemental Indicates whether resource allocation is for the normal

Uplink Indicator uplink carrier or the supplemental uplink carrier
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Table 4.

DCI 0 1 PUSCH Resource Allocations (Standard). Source: [9],

[17].

Field

Brief Description of Field Contents

Identifier for DCI Format

Differentiates DCI format0 1 and 1 1

Carrier Indicator

Configures cross carrier scheduling between cells

Uplink/Supplemental
Uplink Indicator

Indicates whether resource allocation is for normal uplink
carrier or supplemental uplink carrier

Bandwidth Part Indicator

Identifies BWP for frequency domain resource allocation

Frequency Domain
Resource Assignment

Allocates a source of resource blocks in the frequency
domain

Time Domain Resource

Determines slot offset, PUSCH Mapping Type, starting

Assignment symbol and number of allocated symbols

Frequency Hopping Flag | Indicates whether frequency hopping is to be applied
Modulation and Coding | Defines modulation and coding scheme via 3GPP lookup
Scheme table

New Data Indicator

Indicates if resource allocation is for a re-transmission

Redundancy Version

Indicates the puncturing pattern after channel coding

HARQ Process Number | Indicates the HARQ process to use the resource allocation
1st Downlink Index HARQ acknowledgment procedure for downlink data

2nd Downlink Index HARQ acknowledgment procedure for downlink data

TPC Command for Used for closed loop power control as UE is directed to
Scheduled PUSCH increase, decrease, or maintain power

SRS Resource Indicator

Used to select SRS resources

Precoding Information &

If codebook based, selects Transmitted Precoded Matrix

Number of Layers Indicator and number of layers

Antenna Ports Indicates which logical antenna ports the UE should use

SRS Request Triggers SRS Resource Sets configured for aperiodic trigger

CSI Request Selects CSI “Trigger State” for aperiodic CSI trigger state

CBG Transmission Used to select Code Block Groups to transmit uplink data

Information

PTRS-DMRS Links a Phase Tracking Reference Signal (PTRS) to a
Demodulation Reference Signal (DMRS)

Beta Offset Indicator Configures weights to be applied during the rate matching

of uplink control information on the PUSCH

DMRS Sequence

If transfer precoding disabled, initializes pseudorandom

Indicator sequence which populates DMRS Resource Elements
UL-SCH Indicator Indicates if UL-SCH transmitted on the PUSCH
Padding Added to match DCI 0 _1 size if UE configured for both

Supplemental and Normal uplink
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b. DCI'1 0and 1 1 PDSCH Resource Allocations

The PDSCH allocations as directed by DCI formats 1 0 and 1 1 tell the UE how
to operate when receiving information from the gNB on the PDSCH [4]. First, we will
consider the ‘Fallback’ format, DCI 1 0. The comprehensive list of DCI fields for this
format is shown in Table 5. Similar to the PUSCH, the UE will be assigned specific time
and frequency resources to use through the frequency domain resource assignment and
time domain resource assignment fields, which can indicate when the UE is active [4]. In
this format, the MCS, New Data Indicator, HARQ process number, TPC Command for
Scheduled PUCCH, PUCCH to HARQ Feedback Timing Indicator, and Random-access
Preamble Index fields all contain information that can be used to inform the strength of the
connection. These can also be used to reveal information about UE activity, which will be
discussed further in Section III.D.2. The uplink/supplemental uplink indicator can
additionally be used to inform the number of uplink that the UE is active on. Table 6 shows
the comprehensive list of DCI fields for the ‘Standard’” DCI format 1 1, which again
contains many more configurable options. In addition to the DCI fields listed above, the

SRS request field could reveal additional information about the strength of connection.
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Table 5.

DCI 1_0 PDSCH Resource Allocations (Fallback). Source: [9],

[17].

Field

Description of Field Contents

Identifier for DCI Format

Differentiates DCI format 0 Oand 1 0

Short Message Indicator

Differentiates paging only or paging and scheduling

Short Messages

Informs UE with message regarding the BCCH

Frequency Domain
Resource Assignment

Allocates a source of resource blocks in the frequency
domain

Time Domain Resource

Determines slot offset, PUSCH Mapping Type, starting

Assignment symbol and number of allocated symbols

VRB-to-PRB Mapping Indicates if interleaving is used on PDSCH

Modulation and Coding | Defines modulation and coding scheme via 3GPP lookup
Scheme (MCS) table

Transport Block Scaling

Configures scaling factor for transport block size

New Data Indicator

Indicates if resource allocation is for a re-transmission

Redundancy Version

Indicates the puncturing pattern after channel coding

HARQ Process Number | Indicates the HARQ process to use the resource allocation
Downlink Assignment Updates the number of accumulated number of
Index transmissions requiring acknowledgment for HARQ

TPC Command for Used for closed loop power control as UE is directed to
Scheduled PUCCH increase, decrease, or maintain power

PUCCH Resource Instructs UE to use a specific PUCCH resource when
Indicator returning HARQ acknowledgments

PDSCH to HARQ Determines number of slots between reception of the
Feedback Timing PDSCH and transmissions of the HARQ acknowledgments

Random-access Preamble
Index

For PDCCH Order, specifies preamble for contention free
random access or triggers contention based random access

UL/SUL Indicator Indicates whether resource allocation is for the normal
uplink carrier or the supplemental uplink carrier

SS/PBCH Index Indicates SS/PBCH block for random access

PRACH Mask Index Indicates PRACH occasion used for random access

System Information
Indicator

Indicates whether PDSCH resource allocation for
transmission of system information is for SIB1 or other

Reserved Bits

Added to ensure all variants of DCI 1 0 have equal size

Padding

Added to match size of DCI'1 0and 0 0
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Table 6.

DCI 1_1 PDSCH Resource Allocations (Standard). Source: [9],

[17].

Field

Description of Field Contents

Identifier for DCI Format

Differentiates DCI format0 1 and 1 1

Carrier Indicator

Configures cross carrier scheduling

Bandwidth Part Indicator

Identifies BWP for frequency domain resource allocation

Frequency Domain
Resource Assignment

Allocates a source of resource blocks in the frequency
domain

Time Domain Resource
Assignment

Determines slot offset, PUSCH Mapping Type, starting
symbol and number of allocated symbols

VRB to PRB Mapping

Indicates if interleaving is used on PDSCH

PRB Bundling Size
Indicator

Sets precoding for all contiguous Physical Resource Blocks
within a Precoding Resource Block Group

Rate Matching Indicator

Sets rate matching to puncture PDSCH resources due to
‘Reserved Resources’

Zero Power CSI
Reference Signal Trigger

Triggers aperiodic Zero Power (ZP) CSI Reference Signal
resources

Transport Block 1

Modulation Coding Scheme, New Data Indicator,

MCS, NDI, RV Redundancy Version for Transport Block 1

Transport Block 2 Modulation Coding Scheme, New Data Indicator,

MCS, NDI, RV Redundancy Version for Transport Block 2

HARQ Process Number | Indicates the HARQ process to use the resource allocation

Downlink Assignment
Index

Updates the number of accumulated number of transmissions
requiring acknowledgment for HARQ

TPC Command for

Used for closed loop power control as UE is directed to

Scheduled PUCCH increase, decrease, or maintain power

PUCCH Resource Instructs UE to use a specific PUCCH resource when
Indicator returning HARQ acknowledgments

PDSCH to HARQ Determines number of slots between reception of the PDSCH
Feedback Timing and transmissions of the HARQ acknowledgments

Antenna Ports Indicates which logical antenna ports the UE should use
Transmission Dynamically changes Quasi Co-Location assumptions for the

Configuration Indication

PDSCH

SRS Request

Triggers SRS Resource Sets configured for aperiodic trigger

CBG Transmission

Used to configure Code Block Groups to transmit downlink

Information data

CBG Flushing Out Indicates if set of Code Block Groups being retransmitted can
Information be combined with previous transmissions

DMRS Sequence If transfer precoding disabled, initializes pseudorandom
Initialization sequence which populates DMRS Resource Elements
Padding Included if UE receives 1 1 in multiple search spaces
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c. DCI2 0,2 1,2 2, and 2 3 UE Group Common Signaling

The DCI format 20, which notifies a group of UEs of the slot format, is shown in

Table 7, where each indicator represents a command to a different UE in the group. The

DCI format 2 1, which notifies a group of UEs of a pre-emption for time critical

transmission is shown in Table 8. While the recovery of a DCI format 2 1 message only

reveals the group of UEs that are not conducting time critical transmissions, in a broader

UE tracking environment, this information descrambled could be of some value. Table 9

shows the DCI format 2 2, which is used to transmit TPC commands for PUCCH and

PUSCH, which could certainly be valuable in understanding that the connection has

become stronger or weaker for that group requiring the TPC command. Finally, the DCI

format 2 3, which is used to transmit TPC commands for SRS is shown in Table 10, and

similarly may be indicative of a change in the strength of connection requiring an increase

or decrease in power.

Table 7. DCI 2_0 Provision of Slot Format Indicators. Source: [9], [17].

Field

Description of Field Contents

Slot Format Indicator 1

Identifies slot format configuration for first UE

Slot Format Indicator 2

Identifies slot format configuration for second UE

Slot Format Indicator n

Identifies slot format configuration for n'™ UE

Table 8. DCI 2 1 Provision of Pre-Emption Indications. Source: [9], [17].

Field

Description of Field Contents

Pre-Emption Indication 1

Specifies time/frequency resources pre-empted for first UE

Pre-Emption Indication 2

Specifies time/frequency resources pre-empted for second UE

Pre-Emption Indication n

Specifies time/frequency resources pre-empted for n™ UE
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Table 9. DCI 2 2 Provision of Closed Loop Power Control Commands for
PUCCH and PUSCH. Source: [9], [17].

Field Description of Field Contents

Block Number 1 PUCCH and PUSCH TPC command for first UE
Block Number 2 PUCCH and PUSCH TPC command for second UE
Block Number n PUCCH and PUSCH TPC command for n UE
Padding Depends upon size of DCI'1 0

Table 10. DCI 2 3 Provision of Closed Loop Power Control Commands to
SRS. Source: [9], [17].

Field Description of Field Contents

Block Number 1 SRS Request and TPC command for first UE
Block Number 2 SRS Request and TPC command for second UE
Block Number n SRS Request and TPC command for n UE
Padding Depends upon size of DCI'1 0

In this chapter, we have provided an overview of mobile communication metrics,
the background behind 5G physical channels, a method to recover RNTIs in the blind in
the PDCCH, and a detailed description of the RNTIs and DCI messages as directed by the
3GPP NR standards. In the next chapter, we present our methodology to optimize the
recovery of RNTIs for different codeword lengths E, and payload lengths A, across

different mobile environments and attacker goals.
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III. METHODOLOGY

In Chapter II, we provided an overview of mobile communication metrics, the 5G
physical channels and the method developed in [3] to recover RNTIs through modified
polar decoding and syndrome matching. In this chapter, we provide our methodology to
optimize the recovery of RNTIs for different payload and codeword combinations and
assess user activity based on the recovered RNTIs and DCI information. At the end of this
chapter, we include a RNTI recovery walkthrough to demonstrate the optimization steps

and how a user’s activity can be assessed.

A. RECOVERY OF USER ACTIVITY

The methodology presented in this section, as shown in Figure 4, attempts to find
the optimal parameters of modified polar decoding and syndrome matching to recover
RNTIs and decode DCI messages without a priori knowledge of the RNTI. First, the
assessed length of the codeword E, is used to determine the probable payload length, 4,
of the DCI message encoded. Next, the threshold values 7, to be used in the RNTI recovery
method developed in [3] are evaluated. If the initial 4 and 7 values attempted in the model
do not successfully recover the RNTI, the payload and threshold search spaces are

expanded. Once RNTIs are recovered, knowledge of P

success

which is the probability that

a RNTI will be recovered for a given intercepted PDCCH message and P, ., which is the

error

probability that a syndrome not generated from the correct RNTI is passed by 7, allow for
optimization of the model for further RNTI recoveries. For the recovered RNTIs, the
associated DCI messages can be descrambled and decoded to reveal different types of user
activity, such as a change to geographical location or a change in reliability mode from

normal to URLCC.
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Determine DCI Recover RNTIs Assess RNTI

payload lenghts using modified polar recovery success Decode DCI and
and fit to decoding and and error assess user
codewords syndrome matching probabilities activity

Figure 4. Method to Optimize Recovery of UE Activity from PDCCH
Messages without 4 Priori Knowledge of the RNTI

B. DCI PAYLOAD ANALYSIS

A DCI message, sent on the PDCCH, carries information directing the UE how to
operate on the PUSCH and PDSCH or directs group signaling for SRS power, pre-emption,
and slot-format. The allowed lengths for DCI messages are 12-140 bits [5]. To recover the
RNTI in the blind, the actual length of the DCI payload of length 4 must be determined.
To test all possible 4 lengths would require up to 128 different payload trials. Testing each
payload can consume significant resources as the RNTI recovery algorithm attempts to
match with up to 2" possible scrambling sequences. This section considers methods to find

the most probable DCI payload lengths in the PDCCH.

1. Expected DCI Payload Lengths

While DCI message size ranges from 12-140 bits, in practice DCI 0 0,0 1,1 0,
and 1 1 formats will likely be around 70-80 bits in length, including the 24-bit CRC [7].
There will be up to four different DCI message sizes in total and a UE will in the blind
attempt to decode each size until a message is recovered or all sizes are exhausted [9]. DCI
1 1 and DCI 0 0 formats will have unique sizes, DCI 1 1 format is matched in size with
DCI 0 _1 format, and the fourth size is utilized by messages activating features through DCI
20,2 1,2 2, and/or 2 3 formats [9], [22]. DCI 0 0, 0 1, 1 0, and 1 1 formats are
typically scrambled by a C-RNTTI initiated sequence while the DCI2 0,2 1,2 2,and2 3
formats are typically scrambled by a RNTI unique to the purpose of the respective
messages; €.g., the TPC-SRS-RNTI scrambles DCI 23 format [9], [22]. Overall, the DCI
0 0,0 1,1 0,and 1 1 formats are the most desirable target as those DCIs contain the

PDSCH and PUSCH control information directly related to user activity and are usually
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all associated with the same C-RNTI. The DCI2 0,2 1,2 2,and2 3 formats are typically
associated with a RNTI shared by a group of UEs and without further information would
not uniquely identify a specific UE [9]. For optimal RNTI recovery, an initial search space
of DCI payload lengths of 70-80 bits is prudent. If searching the initial range is
unsuccessful in recovering the RNTI, a pragmatic approach would be to iteratively expand

the search out from the 70-80-bit range (e.g., 69, 81, 68, 82, etc.).

2. Maximum DCI Length Due to Probability of Block Error
For a given E, as A increases, the number of frozen bits F available for polar
coding error correction decreases, reducing the code rate r and the error correction

capability of the polar code. For mobile communications, a maximum P, =10~ is typical
in practice [20]. To determine the maximum payload to maintain the desired P, for a
given 