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Abstract

The main goal of this project is to build a state-of-the-art, programmable, and reconfig-
urable mmWave platform to conduct mmWave wireless security and networking research.
To support flexible implementations of various applications, the testbed is built from recon-
figurable and programmable software-defined radios and commercial off-the-shelf hardware.
Such a platform is leveraged to address unexplored challenges in security, privacy, and reliabil-
ity in mmWave communications. During the DURIP project period, the acquired platform has
been leveraged to enhance our research on several topics directly funded by the DoD, including
trust establishment in wireless networks, physical layer security in mmWave, and performance
optimization for multi-hop mmWave networks.

1 Project Goals

The main goal of this project is to build a state-of-the-art, programmable, and reconfigurable
mmWave platform to conduct mmWave wireless security and networking research. To support
flexible implementations of various applications, the testbed is built from reconfigurable and pro-
grammable software-defined radios and commercial off-the-shelf hardware. Such a platform will
be leveraged to address unexplored challenges in security, privacy, and reliability in mmWave com-
munications. Specifically, the proposed infrastructure will advance our research on a wide range
of topics directly funded by the DoD and of DoD interest including trust establishment in wireless
networks, physical layer security in mmWave, security and privacy in CPS and IoT (e.g., con-
nected autonomous vehicles and unmanned aircraft systems), multi-hop networking, and fair and
secure coexistence in mmWave. The testbed will enable the understanding, modeling, and experi-
mental validation of fundamental security and networking-related signal propagation properties of
mmWave bands, and the systematic study of attack vectors and defenses in this domain. More-
over, it will provide invaluable hands-on education opportunities for graduate and undergraduate
students. Combined with our existing lab facilities, such a testbed would significantly strengthen
our wireless and security research and education capabilities at the University of Arizona.

2 Opverview of the Research Infrastructure

Over the project period (one year), the proposed testbed has already been acquired and built. It
consists of 6 USRP devices with 6 Tmytek’s mmWave front-end [1] operating at a center frequency
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Figure 1: The system diagram of a SISO mmWave link (a transmitter and a receiver).

of 28Ghz (in the 5G NR bands). It is a cost-effective solution that supports electronic beam-steering

and analog beamforming. There are 3 Ettus N320 USRPs,
and 3 NI 2974 USRPs, which can provide FPGA-based
baseband processing. The 3 dual-channel UD-Boxes from
Tmytek provide up/down conversion of baseband signals
into mmWave frequencies. Finally, the RF front-end,
BBoxes, provides 16 or 64 antenna elements for 2D/3D
beamforming.

To use our platform, nodes can be arranged to either

up/down
USRP 1 converter USRP 2
beamforme/ \eamformer 2

§’ J'W ,,,,,,,,,, 28GHzSISOlink

4x4 or 8x8 patch antenna array

(a) 28GHz SISO link

SISO links (see Figure 2(a)) or a 2 x 2 MIMO link (see
Figure 2(b)). Various topologies and configurations can
be used to conduct research in security by implementing
legitimate and eavesdropping devices, active adversaries,
passive monitors, coordinated attacks including more than
one node (e.g., an active MiTM adversary), and secure
and fair coexistence. For networking research, the plat-
form can be arranged to three coexisting SISO links, or
one SISO link and one 2 x 2 MIMO link. Alternative con-
figurations include a multihop network with a source, des-
tination, and four intermediate relays. The reconfigurabil-
ity of the platform also allows us to perform research at
the PHY layer of mmWave and study various beamform-
ing and beam-tracking algorithms.

up/down
USRP 1 \ converter USRP 2
beamformer / \)eamformer 2

28GHz 2 x 2 MIMO link

up/down
beamformer 3 converter beamformer 4
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(b) 28GHz 2 x 2 MIMO link

Figure 2: Implementation of SISO and MIMO

An overview of the basic SISO setup is shown in Fig- links using the testbed.

ures 1 and 3. The baseband signal is generated by a USRP device in sub-6GHz frequency. The
baseband signal is fed to an up-conversion UD-box to be converted to the mmWave band frequency.
The signal is then transmitted using a beamforming antenna (BBox lite or BBox one). The direc-
tion of the beam is controlled by the TMXLAB software Kit within a —45° to 45° range. At the
receiver side, the UD-box down-converts the received signal to a sub-6GHz frequency. Then the
signal is processed by a USRP or a Wi-Fi card and it is decoded to measure various properties such
as received power, channel state information, etc. and recover the originally-transmitted bits.

Component List of the Platform: The acquired mmWave testbed consists of the following com-
ponents (purchased using the funds of this project):

1. USRP Radios: (a) Three NI USRP 2974 radios, which are high-performance embedded SDRs
with 10Mhz-6Ghz frequency range and 160 Mhz bandwidth.

(b) Two Ettus N320 radios, which provide 200MHz bandwidth, with 2 Tx/Rx channels and a
3MHz-6GHz frequency range. The USRPs are compatible with GNU Radio software.

(c) One Ettus N310 radio, providing four channels, 10MHz to 6GHz frequency range, and
100MHz bandwidth. The radio is compatible with GNU Radio.
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The USRPs provide the baseband data processing for the transceivers using an onboard FPGA
and processor for rapidly prototyping high-performance wireless communications systems.

2. MmWave/5G RF front-ends from TMYTEK [1] which consist of the following:
(a) One BBox 28GHz 3D beamformer. The beam-
former includes an antenna array with a choice of 4 x 4
or 8 X 8 series patch antenna in the 27.5-28.35GHz range ,
(5G n261 band) and a Phi-A box which is a waveguide =
that supports phase and amplitude for 16 independent
RF channels for digital beamforming. Its typical beam |
switching delay is 150ms. The beam steering range of |
the 4 x 4 array is £60° vertical and £45° horizontal and
the 3D beamwidth (at broadside) is £13° — 14° on both
directions.

(b) Five BBox Lite 28GHz 2D beamformers in the
same 27.5-28.35GHz frequency band, providing phase
and amplitude control for four independent RF channels (with a 4 x 4 patch antenna array), and
400ms beam switching delay.

(c) Three dual channel BBox UD Boxes which up-down convert the signal from baseband
(<6GHz) to mmWave bands (up to 28GHz). Each UD BBox can drive two transceivers.
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Figure 3: The SISO mmWave link setup.

3. Spectrum Analyzer: a Rohde & Schwarz FPH (1321.0996.02) handheld Spectrum analyzer,
enabling spectrum analysis up to 31GHz.

4. Computers: Four Dell OptiPlex 7080 Desktop Computers and one Dell Latitude 7310 13.3”
Notebook which can control the USRP devices. The laptop can be used as a mobile device to
enable experiments with mobile scenarios.

5. Software: LabVIEW Communications 802.11 Application Framework which provides a re-
configurable FPGA-based 802.11 MAC and PHY reference design. The LabVIEW Communica-
tions Systems Design Suite which supports programming both the FPGA and the host is available
through our site license at the University of Arizona.

3 Research Enabled by the DURIP Platform

Over the course of this project, the DURIP platform has been used to enhance existing research
funded by the DoD and enabled new research directions.

3.1 Enhancing Wireless Network Security in the mmWave Band

Millimeter wave is emerging as a key enabler for massively connecting [oT devices as well
as networking smaller groups of devices to infrastructure at massive bandwidth. As the density
of devices grows, deploying scalable security solutions becomes a major challenge. Traditional
solutions such as public key cryptosystems or preloading secrets present their own limitations
when deployment needs to be fast and devices transition between multiple administrative domains.
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Figure 5: The floor plan and experimental setup for evaluating the MitM attack and defense. Middle: Transmitter;
Right: Receiver.

Moreover, for IoT devices without user-friendly interfaces such as screens and keyboards, entering
passwords, personal identification numbers, and other security credentials is cumbersome. An
alternative to key pre-deployment is to derive trust from the PHY layer. Physical layer security in
the sub-6GHz bands has been shown to be a promising strategy for achieving confidentiality [2—4],
key extraction [5], pairing [6,7], message integrity [8—10], location verification and distinction [11-
13], and other security properties. These methods rely on the intrinsic randomness of the wireless
channel, the richness of the multipath environment, and hard-to-forge physical signal propagation
laws to build and exploit unique advantages for legitimate devices. In our current ARO research
project (W911NF-19-1-0050) titled “In-band Wireless Trust Establishment Resistant to Advanced
Signal Manipulations”, we develop trust establishment and message integrity verification methods
for the sub-6Ghz band [7,9,10,14].

The trust establishment methods developed for the sub-6GHz band rely on specific signal prop-
agation models and device capabilities in that band and cannot be directly applied to mmWave
communications. The latter is highly directional and exhibits oeee oeee
fading characteristics that are governed by entirely different
statistical models [15]. Under these new models, we aim to
study two research questions: (a) what are the capabilities
of passive and active adversaries in the mmWave bands? (b) Eve
How can the unique properties of the mmWave RF environ- Figure 4: Active Man-in-the-Middle (or
ment be exploited to build PHY-layer security properties? beam stealing) attack between Alice and

Secure mmWave Beam Alignment. Beam alignment refers

to the process of discovering the optimal antenna orientation between a mmWave transmitter (Tx)
and a receiver (Rx). However, directionality leaves beam alignment vulnerable to active attacks
(a.k.a. beam stealing) [16—-19]. Most existing beam alignment algorithms (e.g., in 802.11ad) rely
on spatial beam sweeping to identify the optimal channel, usually represented by some crude
metric such as average RSS. The lack of authentication during channel estimation allows Mallory
to spoof Alice’s beam to Bob, thus implementing a “physical” MiTM attack (see Figure 4). As a
result, Alice and Bob estimate the best channel when their beams point toward Mallory, leaving
Mallory in full control of their communication. Mallory can now eavesdrop, inject, modify, and
drop messages on the Alice-Bob link, or perform high-layer traffic analysis attacks [20]. Even if
beam sweep frames were to be authenticated [16], Mallory can still relay/amplify Alice’s beam
sweep frames towards Bob, to make Mallory’s direction appear stronger than the LoS.

To defend against such beam-stealing attacks, we proposed two approaches. In the first ap-
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Figure 6: The floor plan and experimental setup for evaluating the secret-free trust establishment protocol.

proach, we exploit the power-delay profile (PDP) to identify the earliest beam arriving at Bob (an
LoS signal is always received earliest). If the strongest RSS is received in an NLoS direction,
this is an indication of an amplification attack. But this method assumes the existence of the LoS
path. In the second approach, we randomize the transmission power at the Tx and detect the angle-
of-arrival (AoA) of the incoming signal when the Tx’s beam sweeps the plane. Detection of a
beam-stealing attack occurs by identifying a dominant AoA direction at the receiver irrespective
of the Tx’s angle of departure (AoD). This indicates the existence of a relay, amplifying the signal
to steal a beam in a desired direction.

The DURIP platform has been used to evaluate the above attack and defenses. The experi-
mental setup and floor plan are shown in Figure 5. The adversary device M, receives from the
Tx while Tx is beam-sweeping. Then, M amplifies the signal and relays it to Rx. We collect the
CSI measurements in the Tx-Rx link to compute the Power-Delay profile for each beam pair. In
addition, the AoA/AoD combinations are measured as the peaks of RSS in the beam-pair space.

Secret-Free Trust Establishment in mmWave band. We have developed an in-band trust estab-
lishment (device pairing) protocol for user-designated wireless devices with mmWave capabilities.
Our goal is to achieve a secure authenticated key exchange (AKE, where two parties, Alice and
Bob, who interact for the first time establish a secret key. In the mmWave bands, devices cannot
easily exploit the richness of multipath to derive common randomness due to the directionality of
the transmission and the high signal attenuation. On the other hand, we leverage these unique RF
properties to design novel secret-free pairing methods. Specifically, our proposed protocol exploits
the detection of common context (e.g., human motion events) to verify the co-presence of devices
and establish a secret key. The common context is detected via the directionality of mmWave sig-
nals to prevent passive and active attacks. We show that random blockage of the mmWave link can
be used to enhance the security of the pairing protocol.

To evaluate this approach, we implemented our protocol using our DURIP experimental plat-
form. We evaluated the correctness and soundness properties by assuming a passive adversary who
attempts to eavesdrop the signals from the legitimate devices closely - adjacent to the physically
secure boundary of the devices. Our experimentation demonstrates the ability to sufficiently distin-
guish between “legitimate” devices and sitting-close malicious devices by comparing the similarity
between the generated event fingerprints of the Tx and Rx. The experimental setup and floor plan
are shown in Figure 6. The half-power beamwidth is 25° and the distance between the Tx and Rx
is 4m. The signal generator and receiver are implemented using USRP N200 devices, with the gain



of the Tx antenna set to 36d5 and the gain of Rx antenna set to 26dB. We used the GNU Radio
software to control the USRPs and the TMXLAB Kit to control the BBox and UD box.

3.2 Enhancing mmWave Wireless Network Performance

In PI Li’s research project titled “Toward High Performance Tactical Multi-Hop Wireless Net-
works via Exploiting Antenna Reconfigurability ” (N00O014-16-1-2650) funded by the Office of
Naval Research (ONR)’s Young Investigator Program, we investigate how re-configurable antennas
can mitigate channel unreliability and enhance the end-to-end quality-of-service (QoS) of multi-
hop networks. The above project mainly focuses on sub-6GHz applications. With the DURIP
platform, we extended our networking research to the mmWave band.

MmWave Beam and Path Selection for Multi-hop Networks. To provide high coverage and
combat high attenuation, mmWave networks typically require the dense deployment of base sta-
tions and adopt a self-backhauled network architecture where data are transmitted via multi-hop
links (Figure 7). The unique characteristics of mmWave links (e.g., highly directional beams,

sensitivity to blockage) bring challenges to designing an ef- b e

ficient online routing algorithm, where beam selection must cod (Bas

be simultaneously considered. Thus, in this work, we pro- [E ‘\relays/v (i
pose a new algorithm for online joint path and beam selec-  source e reem) destination
tion called the Combinatorial Unimodal Lower Confidence 122 =

Bound based Joint Path and Beam Selection (CULCB- Figure 7: A mmWave-based multihop net-
JPBS), in which we exploit Unimodal properties in a com- Working scenario.

binatorial bandit algorithm. We prove a finite-time regret bound of CULCB-JPBS and show that it
is independent of the number of beams in each link. Furthermore, we conduct experiments using
our mmWave networking platform. Results show that our proposed learning algorithm can signif-
icantly improve the convergence rate and yield much lower regret (thus lower end-to-end delay),
compared with existing approaches.

The use of the DURIP platform for setting up a mmWave multihop network is shown in Fig-
ure 8. To emulate a multi-hop mmWave network, we first create a three-link topology (a single-hop
path and a two-hop path), and then collect over-the-air datasets from all three links. The setting for
each node is similar to Figure 3. To configure the USRP and extract packet data from the AX 210
WiFi card, we use a software tool called PicoScenes [21], which is a high-performance software
implementation of 802.11 a/g/n/ac/ax standards. The tool allows us to fully control the baseband
signal and access the complete physical layer information (such as CSI). We implement the IEEE
802.11ax standard based on an OFDM system with 234 subcarriers using PicoScenes. Since it is
difficult to implement the online learning algorithms in real-time in our existing testbed (which
requires real-time feedback and control), we collect over-the-air packet data offline and simulate
the online algorithms in Matlab. We obtain 10,000 packet delivery success/failure results for each
beam of each link, and then calculate the average successful packet delivery rate from 10,000
packets as the ground truth for each link and beam. We validated our algorithm’s efficiency and
effectiveness in terms of cumulative regret, delay, and the number of successfully received packets.

4 Enhancement for Education

The DURIP platform can be used to enhance education in security, privacy, communications,
and networking (for example, by leveraging the Research Experience for Undergraduate (REU)
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(a) Multi-hop layout (b) Multi-hop setup

Figure 8: Experimental setup and floor plan for the multi-hop mmWave network experiments.

program at the ECE department of UA). Co-PI Lazos is involved in the NSF REU Site on Cognitive
and Autonomous Test (CAT) Vehicle in recent years. In the summer of 2022, one of the teams
worked on a research project about the beam-stealing attack for mmWave communications. They
came up with a countermeasure idea that uses power randomization. In the summer of 2023, we
plan to let them implement their idea using the DURIP platform.

S Deployment and Estimated Useful Life

This platform has been deployed in two labs at the ECE department at UA: the Wireless Net-
working and Cyber Security Research Lab (WiSeR) led by PI Li, which has a lab space of 500
square feet and the Network and Information Security Lab (NISL) led by Co-PI Lazos, with sim-
ilar lab space to WiSer. The PIs anticipate the useful life of the infrastructure to be at least five
years.
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