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Symbolic Assurance Refinement

Late Discovery of Design Errorsin DoD Systemsis very costly.

Architecture modeling and analysis can detect design error early
BUT:

* Analy sis assumptions are often implicit

if analysis assumptions not met: analyses break down for
reasons not clear to users of analysis tools.

E.g., e2e Latency Assumption: periods multiple of
each other (harmonic)
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Symbolic Assurance:
- Symbolic Satisfiability Problem Encoding (SMT)

Argumentation evolves with model refinement
- Unconstrained symbolic variables assigned value to satisfy problem

- Considered as proof obligations (due to partial model)

Verify final complete model for all possible values

SOLUTION
contract {

inputs: C, = (A, G with Ay = {a; 1, a;5, @13}
E2ELatancies

assumptions: A @
areConnectionsDelayed() ‘.
areDeadlinesConstrained()
areTasksSchedulable()
areAllThreadsPeriodic()

analysis:
meetEndToEndL ate ncies() H

guarantee:

Dionisio de Niz and Lutz Wrage

Argument Modularity

Decomposed ‘
into subclaims

Reliable
Autobrake

Meet Radar-
Brake Deadline

Contract
Verification
Plan

Y

Incrementally

Abparithen § et SMTEaoakagt F i

T - LN Mhw A
winds | 1o
' bt f froen T and ressove & e 1
W0 harpamnt S
T I

" et bor
val ¥

ool i

* retiem

Refinement-Based Selection:
- select contract based on model data availability

Design-Based Selection:
- Select contract based on model datatype (e.g. RM priorities)
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