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ABSTRACT 

The problem of coding an electronic recognition and identifica ­
tion system is analyzed. General principles and methods are cliGcussed. 
T1~e direction uhi ch future deve lopments must follo,r in order to produce 
a practical coding system is indicated. 
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INTRODUCTION 

1. Huch has been said concerning t he coding of an IFF system. fo 
many cases the treatment has been applied to a specific set of conditions 
or h~s been colored by poli tical opinions. Very l ittle of the thought 
·wi1ich has been given the subject has been recorded in available repor ts-
no attempt is made in this pa.per to sort out the historical developments, 
the purpose being to analyze the problem of coding of electronic recogni ­
tion and identification systems and to state the pertinent f acts vihich 
must be considered when the time cones to s pecify the coding of a future 
system. References are made to existing reports which give f urther details 
on methods and techniques. Ylhile it is realized that the ideal system 
i s one that positively recognizes t he eneey, no practical sol ution is 
known; therefore, since we t1ust continue to recognize the ene1;zy- by sub­
tracting the f riends fron the total until a better proposal i s advanced, 
anct since ,·;e ,rill ver; likely in any case require a system f or identifica­
tion of friends, t his paper i s presented as a stud'IJ of the subject of 
coding of a system to be carried by friendly craft for recognition a.11.d 
identification purposes. It is restricted to electronic S"Jstems of the 
same general cr.aracter as have been ,rridely used in the past and such 
techniques as use of absorbent materialsl, infra red, etc., which may be 
useful for special applications but which do not at this tire show promise 
for the general solution, are not discussed. 

CODll:fG FUNCTIONS 

2. A s-Jstem of electronic recognition and identification, that is 
a system applied to our C'l,11 units (planes, missi les, ships, troops, etc.) 
to enable ourselves to deternine the friendly character of such units 
and certain additional detailed inforr.iation as may be desired, uses coding 
for the f ollovring functions: 

(a) Security against enemy use. 
(b) Detailed information concerning an i.11dividual unit or units. 
(c) L~provernents in the operation of the system. 

Security Coding 
. 

3. It may be hoped to provide protection, by means of security 
coding, against 

(a) Enel!\Y use of the system to appear as a friend. 
(b) Enemy use of the system to interrogate our units, thereby 

securi ng ~~ch infor1nation as 

(1) Recogniti on of our units. 
(2) Location of our units,, 

Ideally it is desired to be able to continue to use the system without 
fear of compromise even though the enemy has an a,~ply supply of our equip-
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rr.ent and fully u nder s tands i ts operc, t.io:1. The ways in which an enemy 
c-:ould use tho syswm. t o appe~r as a friend a.re : 

(a) Lquipping a complete unit to conduct an offensive opcr1ti.on 
decc iv:lng 1.ts a a to t,l,cir real identity. 

(b) E•.iUip::,ing isolated units to conduct intruder operations. 
(c) Equipping the ir un:i.ts to appear friendly in order to avo:i..d 

offensive action by us. 

L>"J.formation Godin:;: 

4. Informational coding is considor od here as including all coding 
,1hich provides information concerning friends, other tha.'1 his friendly 
nature. Ideally it is desirable to know the identity of each individual 
unit, his location, 1That he is doing:, and hi s future plans. Such extensive 
information may uell be :i.Jnpractical ,3.nd much of it may be supplied b3r other 
systems. Particular iten1s which have been associated with IFF syster:1s 
of tl;.e r,ast and appear to be of sufficient importance to consider in a 
future identificati on or special S'Js te~ are: 

(a) Distre s s s i ~nal. F .. c:-.s been u3od on airborne IFF transpon­
ders to c~ll attention to an emergency condition of the 
plane. 

(b) Personal identi tv. • Used to isolate one era.ft of a group 
of friendlies for purpose of giving control vectors. 

(c) Group or type designation. Used t o di stinguish be ti--reen 
types of planes or ships, or to mark special missions or 
group arra.~gements . 

(d) Reporting of tactical situation. Has boon used by recon­
naissance planes to report sighting of enemy craft. 

(o) Idcntif➔ cation of individual transponders. Coding has 
bson used to isolate particular beacons for homing purposes 
in cor ... '1oction \Tith return of planes to their base, r endezvous 
of planes and ships, and dropping of troops and supplies. 

It is possible to transmit position information concernir.g a moving craft 
and convert s uch informtion into the desired coordinates at the intcrro­
gfttion station. The altitude coordinate mey be ra~er easily determined by the 
phne and converted into the angular coordinate of eleva tion, T,hcre neededJ 
by loss complex equipment than required for elevation scanning at the 
interrogator . Proposals for such features have been m~de in connection 
with navigational ~rstcms2,3. 

Coding for Improved Technical Operations 

5. Coding hns b ;:ion used in the past for obtaining improved performance 
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of an IFF systc:ii. EYJlmples arc : 

(a) Reduction of transp0ndo1· triggnring duo to noise a nrl tn ot.her 
systems t.rar.snissl.ons by use oi a s i gnal h.:tYiP .. g special chc.1.r-1.c­
t eristics. 

('o ) Tl.:::duction of un,:arrt,cd ci gn1ls by rocognizin6 a code for speci a l 
functions and -~llor:ing only these rra ntod signals to nppoc.r. 

( c) ChJ.!3..nc 1in6 of v:i.rious functions to incr ease t he t rnffic ca.p~ci ty 
of a system. 

Su.m.::i.ry of Coding Functions 

6. In SUJi'l ... 'ilclr'"J', the functions which coding may be c:-~llcd upon to 
serve in an electr onic recognition o.nd identification systGra arc : 

(a) Security ceding 

(1) Against cnccy use to appear as a fri0r,d . 

i. For offensi ve operati0ns. 
ii. For intruder or.,orations. 
iii. To avoi d our offensive action. 

(2) Against cnerzy use to obtain information. 

i. As a positive r ecognition system. 
ii. Lo CB.ti on of our uni t s . 

(b) L11form1tional coding 

(1) Distress signnl . 
(2) Personnl identity. 
(3 ) Group or type dcsign~tion. 
( L) Reporting of tn.ctical situ~ti ons. 
( 5) Idontifico. tion of indi vidun.l transponders. 
(6) Position data. 

(c) Improvement in the technical operations 

(1 ) Reduction of undesired transpondor triggc~ing. 
(2) Reduction of unwanted signals. 
(3) Channeling. 

CODING PRHICIPIES 

7. All charo.cter istics -;;rhich mny be changed, during the operationa.l 
life of the system, in such a ronncr as to require correspondi ng changes 
in other portions of the system to enable it to oper~te, or uhich supply 
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differ~nt or addition.u infornution m'.lY be considered for coding purposes . 
The spccific~tion of the ex.act values of these chslracteristics is said to 
cons ti t utc the code. The code may be v::i.ricd as :rGquired to suit the par­
t icul :::tr purpose. Thi s section ~)utlincs those broad princi ples vrhich c ontrol 
the coding system desi gn. 

Svstcm Ch.:1r :1ct or;sti cs Suitable f0r Ceding 

8. An electronic S'Js tcm mD.y re ccdDd by varying ei thcr tho signal 
f requ ency or n modultJ.tion of this frequency. The particular means for 
doing this ci.rc ncll kno~m and the detailed combinations n.re numerous4. 
It may be c:x:pcctcd tha.t the designer of acy new system "i"rould give consider a­
tion to utiliz.:i.tion of the folloni.ng basic methods: 

(a) Use of one or more si.gm.l frequencies 1:;hich :may oo varied 
including simultaneous r>n4 interla ced channels. 

(b) Use of continuous wave signal frequencies in uhich the type., 
degree or other charnctcristic of the mcdulntion may be 
varied. 

(c) Use of pulsed signo.l frequency nhose charncteristic ma.y be 
vmed including r ecurr ence rate and pulse groups Trith pulse 
~idth, spacing, shape a.~d arr.:i.ngement critical. 

Technical Requirements 

9. In addition to meeting tho operational requirements of security 
and supply of information, the method finally chosen for cpding the system 
should meet the follovring technical requirements: 

(a) Decoding should be completed in t ime to mo.ke snoep by S\"J'eep 
compa.rison with tho r.:i.dn.r signal, permitting electronic com­
oorison 1-:ith the radar information. (Benefits mcy bo derived 
by dcl~y of one or more srmcps in certain systems but this 
s!"lculd apply only to particular installations ). 

(b) T"rJ.ffic cap.'.lci ty should not be reduced. In fact consideration 
s hould be given to moans of i ncreasing the traffic capacity 
by coding. 

(c) The coding should not :.i.atcrf'ere nith proper oper2.t,1on or 
reduce the reliabi.lity oi' the syston, nor should it r equire 
spe cilll consideration as to siting. 

M1stcr Codes 

10. I n !l'J.lny c.:~sc s it is possible to cnusc the decoder to operate 
upon reception of codes Tihich arc different from the one nomin.1.lly con­
sidered correct. L11 fact, it is often times possible to generate o. 11rr.n.ster 
code 11 nhich -vri l l opcr,"..tc the decoder in D.!T'J of its conditions. Host coding 
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mcthcxis l::!'ld thcr!!lSelves to 1. choice h.Jtn:,.;:m dccodinG v:hich offers protec­
t.ion 1.g1.inst u3.:; of ;:J. rnstcr code ".00 decoding 1:hich docs not offer this 
protection. In tho first C<."tso, it i s noccsR:1ry to recognize -!;ho signcl o.s 
the true code n11c~ it c1ppc1.rs incicr_jt..:ndcnt of cGr ta.ia '.lt hcr s iene1.l5 . I n tho 
second case, th<J c-:x12 nu.st npp.::~r only .::w o. component of t ho sigm.l. . In 
;1.ddition t o pr ote ction :1.go.inst usG o.f !'l. rrustcr code, the first me t hod of 
de coding m-:i.y be ncccss''.r~r in ord0r t o obtai n t he r .::quircd numbc:r of infor­
r'.l..1.tion'11 code s in n minimum tine int cr vJ.l; a lso, one m,:,.y g:ii n pTo t cc t ion 
a ga in3t s or:;.c forms of enemy j o.m.:-ning ,:,.nd r educe umrant.Gd trigg,.::r i ng. On 
t ha other h'.:md, i t mny bo r:1.oro susceptible t o ot he r f orms of jnm ing .:'.nd 
mor e c omplex . Also, in forms of coding whi ch ~re time critiC'.11, multiple 
p.1. t.i11s5 m..1.y introduce o.ddi tionnl signnls Yrhich uould inter f or e 11i th proper 
o~ r:::ti on. Sim.il a.r trouble ,;;ould bo oncount orod by overln.ping of sign.1.ls 
f ; om diffe r e nt sour ce s5. 

?~.lso Code TI::-..d i .::.tion 

ll . Tho r.:tdin.tion of signo.ls other tho.n those specifi ed as the t rue 
code m... .. y he used t o confuse the enerr:r or to prot ect ag-ninst compromise . 
The fcl loi:rine; f2.cts must be consider ed in ru:y decisi on r egarding th•::?ir use: 

fo) L'-1.torrog<'ltion with false c odes TTk.'-Y be used to dotcct cnonzy· 
transpondors usi ng a mnstor decoder but only i f n method is 
provided for recognizing replie s t o t ho f.:tlsc code . 

(b) Protection ngainst eneey i nt crrog.2tion of our tr:tnspondors by 
not disclosing the true ccxie to a monitoring system requires 
th.1.t nll codes bo trc :i.'G.Jd cqunlly as to duro.tion, to time 
r clD.ticns to other sigmls such as .::1ssoci.:1.tod rnd.1.rs :ind to 
use n ith ::i.11 interrog.:i.tors. Also one UlllSt r-::r1.cmbcr that the 
cncrzy c::.n find tho correct intorrogo.tion ccxie by trying co.ch 
possible code i n succession until replies from one of our 
tr~nspondors ::.re ob~1incd. 

(c) :,-::.di:ition of f.:i.lsc reply codos t o confuse o..n enemy monit or 
:;_}:::a,widcs protection only if tho eneroy c.'.'1.nnot US8 int e r roga tors 
to i~duco the true reply. 

(d) R~di~tion of f nlso codes adds to t..~e complexity of equipments, 
incro::.ses the nvor.1.gc ponor rciquiremont and o.dds to t he general 
clutter of signn.ls. 

SEI.ECTIOrJ. OF CODING Ml~THOD 

In this section it is desired ~o OXD-mine the requirements imposed 
on tho coding methods in c.:'.rr.ring out t ho functions outlined in pn.ro.grnph 6, 
o.-nd to bring out cor tain criteria .for use in the selection of the coding 
me t hod. 

Security o0ninst one,:i;r U3C to appear as a friend 



12. It is required to deny the en.eir..r use of tr::mspondors, capturod 
or .fobric:ited, to reply to our interI"og...1.tion. Rcnl security comes only 
,;hen such use is made so r..:?motc t hat ·,.;c n,>~d never qut::s t ion t ho inforr.i.:.\tion 
.furnishwd by th.J s ystem. 3uch P3rfoc t · on TI'-'lY novt2r be r oached ; t hor ef ore, 
vr0 wil:L ex:.--i.mi m t o wh:1.t extent the requirement nny bo met by va r ious m0thods. 
11~ r,cy coding not.'1od, security is obt ..:,incd only by ~bility to change the 
code f <>.stcr th:m the one;ey- int elligence c:-,.n break it. Eis f ncilitics in 
thi s r ospoct ~rc :6 

(n) c ~pturcd or fnbric~tod systems equipment to 

(1) Honit or our intcrrogo.tions. 
(2) Induce responses from our t r~nspondors. 

(b) Speci~l monitoring o.nd measuring equipment to deter mine arzy­
or .:J.l ch<'.1.ro.ctcristics of our sign:i.ls. 

(c) Othe r i ntelligence. 

Items (::i.) and (b) above can be defeated onl y by a system design n.nd opera­
tion ;;hich vdll make such efforts impractical. I tem (c) falls i nto t he 
same cll'..ss ns other ir..for~tion Trhich !'lust be kept from the onenrJ .:i.nd it 
is assumed th1t upproprittte security mnasuros are c:1rried out on n.dvnnce 
i nfornntion rcl.:i.ting to coding, etc . The ratio of Gncnr, effort to degree 
of compromise my be divided as indicated belovr st..~rting v.ith the smallest 
r atio o.nd therefore the one uhich the enemy 1·rould be most likely to attempt. 
We should attempt to prevent such efforts in the order named. The effort 
required on our p::i.rt to obtain this security is l ikouise i ndicnted. The 
pr::i.ctirol difficulties TI'ill require sane compr omise ~t the time a decision 
is rondo on the specifications of a nc.1 systG:Jll even though theoretically 
uc nl,'.l.y operate ::i.t 0-ny l evel. 

(a) Use of transpondors, captured or fabircatcd, nt any timo to 
appear as n f riend being required only to be in good operating 
condition. Some systems of the past have dropped to this 
l,:;vcl T:hen al l coding f or secuti ty purposes nus climim.tcd. 
Th~ simplest of security coding, if its use i s enforced, Tiill 
deny such use by tho enenv. 

(b) The cncIJ\Y i s r equi red to determine the proper cede s e tting at 
n time ,lhich nuy be in advance of his intended use of the 
transponders. Thi s level of security is tho highest 11hich 
hn.s been used to rote. Systems h.'.lve been built i1hich o.re 
technically cnpo..ble of giving the mn..ximum .:i.dvantage in this 
respect by code ch:lnges which reduce the t ime bc tneen detcr­
lllinn tion of the proper code D.nd use of the quipmcnt. 

(c) The cncrrzy- is required to de te rmine the proper code sotting 
continually .-rhilc u:Jing the transpondor. To force the enemy 
this degree of effort 110 must vo.ry some ch.1r<1ctoristic of tho 
system in such a ?ll.:'4'1.ncr ~s to set up n .. ',7 codes at intervals 



shor t comp.:tr cd with tho time of o singl e t.".cticnl opon.tion. 
The control of the coda v~.ri~tions must be through ch.::i.nncls 
whi ch .::i.ro sucuro a5ainst cncrn;:v co~pro:misc to tho extent tln t 
tne future set t i ngs .:ire not mJ.clc :i.vailablc t...o the oncmy bcforl; 
;J.c tual us0 . 

(cl) Tho 0 1"81:1)' c::i.nnot under any circumst.._.ncos us.: t nmspondors t o 
:1pponr o.s ,1 friend. '.i:his r epr e sents t ho idco.l in s ecurity and 
c~n be accomplished only by mnintaining complete information 
on o.11 friendly units such that other friendly units cannot 
o.ppoar· in an ~c.:J. unide nti fied. This may appc.:tr fantastic but 
only in the extreme. Present pro..cticos go a long ,;r.::iy in 
tracking, plotting, .:J.nd ~ssimil.:1ting infor m:1tion in l arge 
centers such as CIC. Hormvcr , before o. decision is m.::tdo t o 
expend gr co.t effort in p::rfocting such .:-m orgo.nizntion to tho 
extent indicated above, it must be considered thr1.t recognition 
of an enorw is the primary function, nncl th1t for t his purpose 
de tailed knowledge concerning frie nds is only indi r ectly applied 
t o tho sol ution of the problem and such effort might better be 
npplied t o n more diroct Jpproo.ch , 

Clearl y, the effort uhi ch .-.re mus t cxpend· .:md the complexity of the system 
is increased by the degree of security desi red. I t is practic~l w go 
only as f a r as nocessnry in order t o feel assured t h1.t our potential 
enemies uill consider it i mpr actica l t o att empt n compromise of the system. 
The answor to this questi on ,rill, to a lar go extent, de termine the com­
plexi ty of the codi ng method to be used". As a concluding statement on 
thip requirement, i t llksY be so.i d that securit-f agai nst enemy use to appear 
as a friend must be accomplished by varying a ch~ractoristic of tho system 
( coding) at a rnte f ~stcr than i t i s practi cal for enemy intelligence to 
fol l on or to use extensi ve opero.ti onnl procedures which i n effect crco.tcs 
a s urr ounding wall .rit..11.in 1-:hi ch all uni ts nrc completely under conttol 
and across -rrhi ch no enemy co.n cross undetected. 

Secur i t y ~go.inst cnorrtV use to obt~in i nforination 

13. As n posi t i ve i dcntifico.tion sys tem for the enemy, ho need onl y 
be able to interrogate our transponders and ~eceive a r eply to take a dvan­
to.ge of our system. It i s interesting to note that while u c must c~ry 
out a ver y great program of production and insta llation of ~ system before 
it can be of ~ny use t o us, the enemy cnn use it as a positive identifi ca­
t ion system as soon as he has one interrogator. Eethods -r:hich may be applied 
to deny such onomy uso nre multiple intorrog,tion frequencies, variable 
r eply ,:md intcrrog~tion frequencies and modulation of tho i nterrogation 
frequency. In a ddition, reduction of tronspondor range even to zero may 
be u sed to deny the cncrzy such use nhen the advant.'.lges gained outvrcigh 
those of roving the tro.nspondor operating for our orm use, Such has been 
the practice in tho past Trhcn flying over cnenw torri tory. In any c asc 
such protection is i.mporto.nt only i.f tho enemy lncks a satisf.:l.ct ory system 
of his own o.nd also it becomes increasingly loss import-.1.nt as our suporiority 
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j_ncrci:1ses to the point of his being 1.bl c to recognize us merely by the 
nu."!lbcrs pr1...sent, 

14. Loc:1tion of our units. Prot ecti on agains t l ocation of our unit3 
by IFF is of use to t he cnercy only when 'I-TC arc concerned with keeping our 
1oc'.'l.tion concealed v;hich may be to prevent detection or to prevent collec­
tion of fir i ng d£tta. The firs t c:i.se m;:;.y be nssocinted ·Hith r adio sil,mcc 
conditions 11hich ,rould likely require the s-.rstcm to be inoper::i.t ivo . In 
general it i s t he i nterrogation sigrol f rcquenc ,rhich must be tr.:i..nsmittod 
in such a mQnncr as to avoid i nterception, hoi;rcvor under certa in conditions 
it may be desiro.blo to mai ntain "silence" of tho tr.:mspondor t rnnsmittor. 
If r ::i.dio silence is not i:.'llposod, ther eby permitting him to obtain i nter­
cept i nformation, it mo.y bo dosir~blc to avoid giving hin r~nge i nformat ion 
by our IFF system. The collection of information f or fire control woul d 
require n planned and coordiootod fire control systom r:hich tho enemy 
Y.rould not be likely to provide bo.scd upon use of equipments nhich t7c would 
hnvo to provide for him. Obv iously such protection as is provided must 
be ~ccomplishcd on the intcrrog~tion p::i.th. The snmo methods ns enumer ated 
in the .:ibovc p:i.r:>.graph ~pply • h<_;re . To be effecti vs:,, master codes must 
not exist and the number of codes used must be very large to prevent break­
i ng by si.~ple trial and error procedures. In addition a coded trnnspondor 
delay could be used to protect Qgainst use of r~ngc dD.to for firing. In 
these connections it is ',7cll to remember that due to the uncertainty con­
nected ui th such use the cnenw uoul d undoubtedly be equipped with radar 
a.nd intercept equipment. 

Information Coding 

15. Information coding mny be produced b'<J b-10 general methods: 

(u) Channelized method. This is used vrhcrc there is interest 
only in a portion of the units nnd it is desirabl e to clirninato 
all others f r om tho picture .rhilc t his inforunti on is being 
collected. Functions nhich c ould benefit by thi s method nre 
personal ident ity, gr oup or t ~ designation, and beacon 
identificati on. 

(b) Non- chmmelizcd method. This method is used i.1hero it is 
desired to impress tho i.nformnti on upon a~y active interroga­
tion stat ion. The distress funct ion nnd report of tactical 
inforirntion rnny be better performed by this method. 

Certain opcratioml condi t i ons a"!.y require a combination method. As an 
C:x.:llllple, it mcy be desired to present a series of beacons ch~nnclized as 
o. group but eneh bo~con identified by n non-channelized code . It is 
obvious thnt the sign.:u froqucncics and interrog~tion modulation cedi ng 
lend themselves to channelized coding in particula r , ,rhile reply modulation 
ceding is pa.rticul.:irly npplica.bl c to non- channelized methods. Also, it 
may be noted that o. non-ch a."lnel izod reply code is easily convert ed to a 
channelized code o.t i ndividual rcsponsors by proper decoding equipment. 
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I'hc probL..,!'l is prL"\'.l.rily one of prov'"idint: ... _ sufficient quJ.nti ty of inforr.:.:1-

tio-:-i in .n .nsily :-,.ssimil:.tcd for;;i ,"iithout ovJrlc:u:lin; or :wtorior:?.t:i.ng 

tho ::::ystcm in ctl1er rvspc.cts. 

TJ,mrov ..,nant to 1\;cbnico.l Op3r,'.l. tion 

16. ELJctronic s;y-skms h-i.v8 suff-.:ircd f r om trigg..:rinf, ty r -i.dintion 

fr ·:ir.t other sourc0s such a s i gni t i on noise , r nd~r and coinri.unication equipment 

(fundnncnt.'.11, h~rmonic and im:lgc f requenci es ). Also, interference is ,l:w~ys 

e;:;:r,crionced on r.on-trigg•.Jring p...:.ths duo t o the usu<'.!l s ources. Such ink.r­

f e rcnco n'l.y be reduced to n lo.rec ext ent by coding methods u hich r ecognize 

a chc.r~ctcristic of the signal Yrhi ch docs not exis t i n t he i nter fering 

cignnls. Oftcntincs coding for other purposes m:,y provide tJ1is functi on. 

Attention to sue~ det~il ns ,;ell :.:ts ch:mneling out s pecial functions rny 

m.:t tc rhlly i ncro::.sc the tr~.ffic cupnci t-y of n sys ten. 

DEVICES AN:> TSCHNIQUES 

17 . Nu.l'llcr(')us devices ::mc.l techniques have been used or susgostcd4, 7 
for coding IFF syst.3J11.s .i.nd no doubt additiorol ones will be d:veloped. It 

is tl.e purpose of this section to cX.1minc a nunbcr of th:; b:1.sic techniques, 

pointing out their .:i.dvnn"k~gcs o.nd diso.dvanktg.Js in order th:.t tbcir rclitivc 
merits m,y be ,sscssod. 

Sign~l Fr0qucncv Coding 

18. The signn.l frequency of .:t siJstcm m:iy be m,d0 critic.:il as in too 

rojority of e lectronic systcl"lS or r1ay be rnde non-critical .:i.s in tho M,rk 

III IFF systori or T::ide band runplif'icrs m:iy be used us tr.:mspondors such 

c.s 11Pctorn8. Th0 fomcr m.poso stability requirements such th:i.t un.::i.ttundcd 

equipment Trill not drift out of tho assigned cronncl under o.11 expected 

operating conditions . Fr oquency-critic.:i.l t echniques are p.:trticulnrly 

suit.,.blc for ci:1.'.ln.'1elized coding irothods since the umr.nntod sigrnls .:u-o 

ronov<..;d by the receiver input circuits . Hor1cvur , a large nunbor of discrete 

cmnnols -r:ould not be expected due to the nccossit-.r of remaining ,ri thin a 

definite <~.loco.tad bond and. tho rcq11iromcnt for consider.:i.blc scparntion bo­

tucon cLv:.cls as .:i. result of frequency v::i.ri:i.tions ':lhich nust be accommo­
d.'.l.tcd :-.nd the l.:i.rgc v:.ri~tions of sigr..:i.l strengths cxpo::denced in operating 

equipments c.t u:xtr ono r::i.ngc Tihilc at the sane time opcr.:i.ting nearby equip­

ments . Also, in general, r npid code changes ,rould require considcrnblo 

incro:iso in conplcxi ty of cquipmont. .Non-frcqucncy- critic-11 o.rstcms pro­

vide channeling uhich serves to incr c:>.sc tho tru'fic capacity, offers 

freedom in shifting awiy f r om interfering sign'lls (deliberate or ot..hcrvrise ) 

nnd dccrcuscs the stability probler.io Hoi;rcvcr, in sc.:>.m~ing systems, tl10 

counting dorm effect (IFF infornction not supplied as frequently ns the 

rad.:i.r inforr::'.'tion) r.i:i-:r be objwction.:iblc. 

19. Us.:: of t.,o or more int~rror ttion frequencies either s imultanooul sy 

or in scquoncu h:1s occn considcrcd9, 0,11 on v~rious systems t o provi de 

security ~goinst ll!'~~lth0r i zcd interrog~t ions nnd f or obt.::i.ining improved 

pcrforr.i.'lncc . .Arlditicn~l unlocking i nf orn,tion may be tr~nswittcd on those 



~~rri0rs such th:.t V'lrious portions of the inform1.tion must 1ppo,r on D. 

p".rticul.1.r channel or ch:mncls ~nrl. not 1.ppc,r on the 0thc .,.. ch.:\nnJls. The 
rojor objectiori to such systems h -:s b, on th; '.ldd i tional c ompl ·-xi ty i ntro­
ducGd bjT n.drl.ing more radio f requency coI'l]xm:::nts rrhich in the rnst h we 
c0ntributed to our di.fficuJ.tj os 0f d0sign to no s:ncll extent. ' .iD r;,;:i.y hope 
tr,~t s or.ic time i n the: future .r.:i.<lio frequency tcchniql!cs mer-' be s o highly 
dcv,:l opcd t h1t thoy m"J.y coB.pc tc ~.-ith video techniques on th,.J b,sis ::>f 
rcli'.1.bility D.nd sii1l})licity . 

.Fuls-:: PD.ttcrns 

20. Pulse p'lttcrns h,vc been used not only for coding IF'P systcns 
but for r1.dio control ~nd synchr onizing sign~ls on com,uuni~tions equipment. 
Al.though thu complete cl11.r.2ctcri stic rr1<:ty be expr essed as 2 rol-::.tion bctrwen 
.:i.mpli tu.de and time f or one complete cycle , in nhich poculinr shapes r;1ny bo 
used to v:n:y the code, it, i3 more prnctic.'."\.l to c onsidor n nu..--nbcr of indi­
v:Ldual ch .. 'l.ro.ctcristics uhich mcy bo combined to fonn tho code. Ch.cr<1ctcris­
t ics uhich arc suit.:t.blc arc : 

(a) 

(b) 

Pulse width. r~thcr broo.d. t ol orn.nccs Giro 1·oquircd due to dist or­
tion by multiple po,ths mid the electronic circuits i;;hi ch, vrith 
tho incrc.:tso in du-VJ cycle for the .wi der pulses, restrict the mun­
bor of discrete uid-ths rrhich arc practical. 

Pulse number . The total number of puls os in a group mny be used 
for forming critic.'.'.l cod-0s. 9,12 H::rthods :i.rc nvn.ilablo for count­
ing such pulses el ccH,ronically a.t very high rates. Although the 
duty cycle incrensos n i t."1-t the m1,':ib0r of pulses, tho individun.l 
pulses rr~y cll be held to n Rinimur1 in uidt.h uith the result that 
several pulses m::iy be used in the code . Tho chief difficulty is 
tho error introduced by extra pulses produced by multiplo paths 
and oxtr.:i.ncous signc.ls . In s ome ~pplications, gating of the 
dccodor h~s been used to reduce .the time it is exposed to the 
oxtrnnoous signal s . 

(c) Pul.so s:;::i::i.cing. The space bctr,cen ~ pair of pulses m.:zy- be vD.ried 
fer coding or the IXL ttcrn may be expanded to include .:i. chi:!.in of 
pulses in ,;hich the spo,cing i s uniform or non-uniform. 

(d) Pulse amplitude. Signal strength v.:-.rintions m:ike coding by 
.2r.1plitude less .::tt:tr.:ictivo. Hoi:rcvcr , it m:w bG prrictical to 
utilize the relative J..1:1plitudcs of the pulses 1,-;ithin o. groap 
of short dur~tion. 

In the generation Gnd electr onic decoding of pulse po..ttorns , extensive usB 
is m:i.de of dob.y lin0s, time consto..nt circuits and coincidcnco circuits. 
In general, t ho first pulse of a group serves o..s a zero time refere nce 
::md tho decoding is pcJ~formcd by o:;r.o.m:Lning the sign~l [l__t specific times 
follm-ri ng this puls,:; or by using it to initio..to tbo gencr'.1.tion of ::i. l oc::il 
pattern D-g'1inst Yrhich tho inconing pnttorn P.'.a.y be compnrod. Ca.t,hodo rny 
displays arc cxtJrillivol::r used for visunl r eading of codes. This method 
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is prinif1.rily n.pplic:tblo to the reply pnth :md whore 'l.'1 opcr,tor is present. 
A common ty-pc of coding which h.'ls b,:::cn used on rqd~r boocons and is decoded 
visu,:,.J.ly is 11rangc cod.ingtt TTher.o the number o.f y.r..11sos .'.l..'1.ci their rcbtive 
spaci ng l11.3.t:0 u:r; the pattern. 

Extended Pnttcrns 

21. The r,;1ttcrn of tho individuo.1 groups mny be v.:iriod in a sequence 
n hich in turn .fonn the code. Such e xtended pa t torns cover s,1vor.:1.l repe ti­
tion p0riods nhich is its pr .:ic ticaJ.. l:imit.:i.tion since the antenna r otation 
rates must be docre~scd until the pnttern con be gencr.:itcd during the sucep 
of the beam; in s ome c..,scs, it is even ncccss~ry to sc~rchlight in order 
t o r c.:i.d the complete code. A s imple .form of this type of coding is a keying 
of som:i charnctcristic of the s igno.l (frequently in Horse fashion) sueh ns 
pulse nidcning, s pacing vnriations or n.n on o.nd of f srritching of a pulse. 
Croractcristic symbols13,14 may be gene rated by changing the composition 
of the groups in t ho proper manner. The symbol is then made up by the 
prescnt.:i.tion of proper dots ;rithin a r cct.:i.nguL:i.r :1rea ·whero one side o:f the 
rectangl e is measured o.long the range direction and the other side ttlong 
tho azimuth. The limitation of thi s type of code i s tho area "tc:1.kcn up 
for its prosentn.tion. It becomes practical only 1.-rhen the imttern ccn be 
condensed, by uso of short pulses and close spD.cings, until i t is no longer 
objcctior1<.1.blo. Roa.ding of such n. p..1.ttcrn will of course r equire some f onn 
of local expansion of the picture. 

Interrogation Controlled Re2ly Coding 

22. It has been proposed that a coding system be used 11hich at any 
one time rnny h :wo severnl proper intorrog:ition codes each of which would 
produce a different reply coda .15, 16 Such a system offers the f ollorring 
ndvnnt.-:i..ges : 

(n.) Security. An emeny monitori ng our replies would receive 
several codes uhich nould force him to a lso l'!l.onitor t he 
interrogation and properly nssocinte the tv10 codes. This 
c ould be rn,~dc very dif'ficult if ue used sevcrnl interroga­
tion cedes nt nll times. Rorrevcr, if he :possessed an in­
terrogation equipment he could readily produce a response 
from one of our trnnspondors and thereby l e.:irn the proper 
co:nbination. To make such inform'l tion less useful, there 
should be no simple relation bcween the intcrrog:1tion 
and r eply codes such o.s the su.TJ1 of two numbers cqml a 
constant, use of image patterns, etc., and also i t should 
bo made difficult for the cnenzy- to obbin all combinations 
by a simplo trial nnd error process. This mcnns either a 
very large num.bcr of codes or frequent chn.nge of the com­
bin.'.lt:i.ons . This typo of coding offers no nddition:il pro­
tection against unauthorized interrogation since any number 
of intcrrogn.tion codes would produce operation. 

(b) Dofr u i ting. Such n code system offers possibilities in 
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rcmovin~ the reply signals pro~iccd by othJr intcrrogntors, 
called "fruit ll J by the simple process of dtJcodinb the replies 
an1 dis}:lnying ,:mly t hese th:i.t corr-:spond t o tl:e ir1tcrroE::1.tion 
cod3 in use . I t ·,;oul<l not remove i'rt1it due to ot her in~ rro­
gat or3 in t ho arcn. us:Lng th.'.:! s?.m0 cede. Howovcr, by proper 
doctrine , r. na.jcr inc~·o~ao i.n t r affic C'.lpD.Ci ty ovar .:in unds::­
f rui t cd system ,-Qght 0ccur. 

Code Ch ':!1.P.:CS 

23. Ch.:lngc from one code to nnothcr shcul ~ only be r equired f or 
s,:;curity purp:-sos or nhcn it is ncccss~ry t o .:tltcr tho infor mation being 
tr~nsmittcd . The 11.ttcr needs little d iscussion ~sit is merely~ question 
of opcr~Ltion,,_l r cquircr.;0nts being fulfilled by 0-ppropri , t c srii tching devices . 
The ch,ngc of security codes is more invol ved and, ir! fact , is tho key f or 
obto.ini ng security. As pointed cut in p:-:.r::i.gr::tph 12, socuri ty is achi eved 
vrhcn the cede is ch'.lDgcd -=i.t such c.. r~to th:i.t it is im.prncticnl for the 
onarrv to .:ittcmpt to comprorrri.so the system. Obviously tho ,1.dvnnto.go nhich 
the enemy could dcri vc by use of tho sys t om is enk.nccd by o.n incrcas3 in 
the length of time tctr:rocn obtaining knmrlodg,3 of th0 code and his intended 
use Md bv r ,:;ducticn of the uncort..-1.intics Hhich he may have concerning the 
proper code to use during tho opcr.::tion. If the code is v.:u-iocl continuously 
in a random f~shion, t_he enercy would be forced to obtain his information at 
the time he ,1as making use of the system. If he nere attempti ng to appear 
as a friend and the coding Tias on the transpondor reply path, he nrust also 
have available a signal from one or our transponders for monitoring purposes. 
The random cycle generatorl? by means of its extremely long cycle and large 
number of different cycles vrill accomplish such security. The code and 
~rcle phase mey- be varied to protect against capture and t..~e cycle varia­
tion forces the enemy to monitor at the time of use . Such devices are of 
less use for protection against unauthori~ed interrogation since he could 
interrogate 1vith the possible codes in succession or empl<YJ' a master code 
(unless protected against) to induce replies and thereby obtain the desired 
infor!.:lation. Uhile the continual changing beb1een a few reply codes pro­
vides considerable security agai.T1st eneJl'.y use of transpondors to appear as 
a frie~d, t o obtain security against unauthorized interrogation a large 
number of individual codes are required such that the enercy will find it 
impractical to use trial and error methods. 

SYSTEE S:ECURITV 

24. The discussion of f actors which must b e considered i n the choice 
of coding for security is incomplete vri thout a consideration of other pos ­
sible means for obtai..>tlng sec.-uri t;;r. Complete security of an IFF system 
implies that. 

(a) The enemy carmot i..'lterf'e re Tiith our use of the system and 

{b) The enenzy- car.not use our system to hi;s advantage . 
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The f orr.:1r include m.ich tl:-.inss as .iaPniri:;, producinr; f~h;ry inf.,r;natio::1, etc., ,mich :in effect serves t0 decrease t.he effici e ncy of our s;:,s t e1 rather "!'. -v, +.o co~;:-ro:--ti"-'e it . ,ihile thi s m:i;;r be ser ious , i t ls more a s r ste t:1 de­si gn pr oble :-; tb :n a securi-t;y coding proble:;.. On r,he other hand, pr evention oi' enerrv us 3 of the sys t em may depend sole l y upon t he coding. Tiw onl y ot.har appr oa ch ~s that of prevent:L"lg hi.r<i. f r om obtaining equipments , c2.p tur ed or fabrica.t-~d, nhich ha mcy us ,'3 . Effort s uhi ch v:10 might make in thi s direc­t i ,:m .':lrc : 

(a) Secrecy of System. This has been practiced to a certain extent in the :past . The int,ention is to make it impos s i ble for t he ener:c.r to f abricate equipment due t o his lack of knouledge of ,,hat to build or hcr.·r to bui ld i t. The r esul ts ar e t hat many of our orm people are denied the information ,ihich i s necessary f or proper operation and use of the sys tem, thereby l o-rrering i ts eff~ciency . Even if such securi~- ~er e pr act i ced, it 1·rc,uld be undone s hould equi pment be captured , as smning t.'1.a t he could understand the operat ion and a pply i t t o his pl a nes . Tr is assu!".lption is the only saf e one as scient i f i c ad·1ra nces ir principles anrl techniqu~s haver.ever been t he pr oper ty of one nation only, and He may expect others t o I!!Uke the se di s ­coveries in about the same ,w.y we do. The system might be corapronised by the time our forces had becone sufficiently familiar nith it to be of real operational use . 
(b) Us~ of Dostructor s . Destructors have been used t o destroy portions of equipment 1men planes crash over enercy- territory. They serve to reduce t."le number of equipments r,hich the enenv ma~r accumulo. te for his use by capture . Destructors ~rhich have been used have not succeeded in destroying t.~e equipnents to tre extent that l:no-.rledge of their characteristics cannot be dc-~rmined from a fen s:i.mpl cs, but rather serve to render the equipment unusabl e -.-rithout extensive repairs . It is doubtful tP .. at much more than this can be accomplished 1.:hen used uith pi.:..otzd craft because of the necessity of confining the des­truction to avoi d serious injury to personnel. In aey case, sconcr or l ater an equipment is l ikely to fall into enorrty- hams duo to .forcing a plane dorm over enemy territory without des­trt.ction, failure of firing circuit, e t c . :-re may ther efore conclude that destructors se r ve only t o make t he probl em mor e difficult for tho enemy and offers no guarantee of security f or any s reci:fic tin:e . 

25. r:e are f orced to t he conclusi on t ha t lasting _security cannot be a ccompl ished by attempting t o kee p knm·rlcdgc of our s-.rsten and equi pment a secr e t f r om t he cnem:r. Hm7ever, should there be no satisfa ctory security coding solut i on ~t the tirre i t tecolilGs nece ssary to deternine t he speci­fication of a new If'F sys t em, it ,7 ill be necessary to •;:e i gh the partial coding solution a gn.i nst the ot.'1cr m8ans for obtaining securitiJ for a limited t i."ro. Thercf~r o, i t is in order to dis cuss such possibili t i cs . We may s tar t wi th a sys tem in use or ava ilable for use at t r..e t:L':l.e . If we assume 



that thcl ~-ystem i.:3 comriroriiscd due to o+,h r mtj ons hav-in,,. kno1.-·l '1d~c, of 

its ch .racteristi cs and possibly even h-i •ing 0qui;:-,:,cnt , , ;c mn.y :i.sk to ·' 'lt 

c;:t..,nt the svstcM must be changed in ord0r U!.J.t it, is no longBr compro1;ct.sod. 

r u ,'.l.I'e likely t,o be misled by the nr gu,110nt t hat a cnan6,:: 11hich N(luir-3s a 

;,ong tin" for us to c3.rry out ,rcnld lib:Misc be difficult for the enerref 

to c.:i.rry out, t ht:.reby giving security over a considerable period of ti..7!<J. 

T:~.:: .fallacy lies in tt-e fact tha t vr0 mu,.;t c::rrr;r out t!'lo change on a l:;.rgc 

scc>.lo ul1ich rik'lY ruquiro a long p,:riod of time in production and installation 

~ftcr it is deve l oped in tho l aboratory, 1118lcing th€l3C changes on a large 

rn.t.--nb3r of equipments - possibly both tr-:rnspondors and interrog:itors, uhile 

the onorey c1.n modif':.r a fon transpondors only, in the l<lbora tcry, use them 

t o appear as friends .:i.nd thereby shake our confidence in tho system to tre 

cx:tont tlu t uc can ncvor fool sure i n o.ny particular ins tance th:1.t the cnetey 

is not dacciving us . ·r:-c t herefore mus t take steps to protect oursolve s · 

ugainst Tihat, in the rojority of cases, ,;rill turn out to be friends . 

26. As pointed out above, i t uould be relati vely caS!' for t he enemy 

to modify existing equipment of similar characteristics .:md compromise our 

IFF system by using a feli such cqui;-in::;nts to 3.ppc1.r as a. f 1•iend . If t he 

oncncr h:i.s comprornis,xl a system he has equinmcnts which .may serve as his 

F.odels for modific.:ttion. A mere !'l.odifirotion of the equi!,.T.lCnt such as :t 

f r0quoncy shift uould h .. :.rdly be 1·:orth the cf.fort. To g:iin sccuri ty Tre 

must either m:i.kc .:m GXt•:msi ve system cho.nge - n. n0-r, S"Jstc:i -.rhich gives only 

l imited sect,rity :1.s discussed in the pa.rngraph o.bove, or ,·m ,,1ust mt.:lke a 

modifirotion -rrhich .-.-ill enable us to rct.-1.in our security by coding me thods . 

Our conclusion is that t.1'.lc security of a systc!rl b'J its novelty i s short 

compared to the renson:i.ble 1:ifc of a system of such mn.gnitudc and that 

security can be obt.:i.incd only by coding r,ropcrly designed into the system, 

other modifications or ch:mges of c. system being made only nh2n tJ1cy aro 

y-:u-rantcd by incrc.'.l.sed opur~tioml and t,cchnicnl pcr.forrrinnce . 

IDCTRINE 

2?. T:.'1.o doctrine 1;hich is practiced m.1y materially affect tho socuri ty 

of the ~rztcm . T'no reduction of r;:,.nge or ST::i..tching off of trnnspondors 

uhon ov'.3r e:1;.-.:nt/ tcrri tory to o.void cne!l\Y use of our transpondors for posi­

tive idcntificntion or as a means for extending his detection range has 

alrc.'.l.dy beer. ~-0ntioncd. 

28. The frequent change of cocle by ronual means .rill l ru:-gely protect 

a gainst c ompromise by roptur e . Hor1cvcr , such ch-1ngos n.re difficult to 

cc.rry out on n large scale due to the great number of individuals nho have 

to be informed cll'ld carr,; out t he instructions at specific times. It is 

obvious th:i.t the more f requent tho chmigcs , the grco.ter the burden on the 

pc!"sonnel. Such cr~,ngcs m vc been v01::r infrequent in the past. No one 

co.n s::i.y hro frequ~nt t hey .rould be lTk"lde in tho future. T'nis rrill de~nd 

upon such t hi ngs :i.s the c.1se nith nhich coding inforrr1.r1.tion could be d is­

s0mina ted, the c ffo:rt r equired in terms af interference ·with other dutie,;_, 

t he efficiency uith 1r~1ich such changes arc co.rriad out, n.nd th..) appar ent 

neccssi ty .for c'l:".:.16e t o protect ng:ii.ii.St compromise . The question of ccxie 
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ch .. mge::., uhil0 plo.ncs arc in fliGht con be .r12s('\lv0d ai th .. ::r by r ccogniz:ing 
..,_n "old11 .,nd '.l 11no,r11 code during 2. c.:rt...1.in p,,r:Loct o.f ovorlJ.p, or by 0quip-
1, .. mt design nhich ,rill permit ;;nsy c h::m6o , ':rh ilo in flight , bctvroon tv:o 
cocks previously ,:,:;0l0ctcd. 

29. Hos t :::.ny sys tom ,Ihich m2y be devised lends i tsGlf t o use o.f -'.1 

s ::.ngle soc1.1rity code 2.t aey Giv--on timo over n.11 aro.1.s or use of s everal 
cod•.Js distr ibuted by o.rc2., function, or other plan. Previous syste~s h :-..vo 
opor.'.'.tcd by both me thods. 'l'hc fonner r.1cthcd of use offers simplicity nhi lc 
tile latter m'ly provide ,'ldditiorw.l sc curi ty or .J.ddition.'.11 infonnation. 
Should our system. b 0 one uhich 1-lclS secure except for cnocy monitoring ot 
the t ime of his intended use, vm could g.::i. in considGr :1.blo security by use 
of .a. dif f vront code for cl numb0r of geographical areas. For example, thG 
enemy mie.,1-it desire to launch c1. surprise attclck ng1'..inst n. brtsc ::,h.:} r e ho Fas 
not assured of being in r.::tngo of our tr.'.'.nspondors to provide tho code to 
his monitor. Ho could obtnin thG ncccss:J.l".f inform;:::.tion o.nd r ol.:,;-f it from 
some other loc.1li VJ nhorc ,'.l.ctivit'.t 1-m.s nssur2d, and possibly ovon so dis­
posed that ho co'Jld monitor from tho ground r,hcre gro.:i.tor fo.cilitics were 
.:'.VG.ilablo , if the snmo ca:lo ucrc used in the tno 1.r cns. In ot her cn3os 
compromise by co.pture Jik'l.Y be mo:.:-o probnblc in one area than another and 
therefore it nould be 2dvnnto.goous to use different, codes. Fhon the :1.roas 
.'.'.re v·idely sepo.r::,..tcd, such as the European and Pacific nrc:.1.s during t he 
J)-..".st rn.r, th.Jr0 is little difficul ty ,:,ith ovorl.:i.p but ·yrhcn t he areas be­
cooe much smaller ~nd closer together, the problen of one craft going from 
one 1.roD. to another, and the problem of the interrogator covering more 
th:l..n one area give rise to opcr.'.'.tionnl difficul tics. Such problems mey 
bo solved by rccogni~ing codes of o.djncont nrco.s so assigned ::ts to be 
equ_ivnlent for d0coding 1:hon tho .J.rcn.s D-ro in close proxir.li ty but to vary 
outside the dccodar limits in c.. random m::mnor for ·tho mare remote -:tro1.s . 
One Might i r:nginc a system in nhich the code V.'.l.riod Yrit.11 l:ititude and/or 
longitude in much tho sn.me m'lnner as tho r~.ndom c:rclc gcnor.:itor varies the 
code n ith tirno . The infarmntion for code ch:mgo might be supplied by sone 
lk1.turnl phenomenon or b'J highly dovolopod nnvigntiorol aids. 

GE!IBRAL s0· ~.LL:~ OF PROBIE.M 

,30. '.i>is section su.r:mnri zos tho coaing r equirements nnd furnishes 
an outline nhich r.io.y be used 'lS cl guide in the technical development of 
coding methods and devices ~ 

Primary Requirement 

31. In o.rry system f or electronic rccognitioii, the prim'.1FJ' function 
of coding is tho r ccognitiort of tho ononw (direct or by olimin-1.tion of 
friends ) Yd.th o.ssur-ncc th.:i.t ho cn.>·mot deceive us by nppe::1ring o.s .:i. friend. 
I t must be nssl.lr.!cd th~t (except possibly f or short initio.l periods) tho 
enemy Trill rove a t his disposal comploto equipment o.nd t och..TJ.ical i nform'.l­
tion concerning the: system. Tho solution of the problem is one of ch::mging 
the, codes in n ro.ndor:1 m:mncr .'.).t c.. r~tc -r;hi ch rnn.kcs it L"llprnctic'.\i for the 
enc~r to a tte:m.pt brcr1.king them, Prevention of c ompromise must for tho 
complete s olution cov(;r tho gcncr,:,.l c.:i.sos of: 
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(:1.) Appro ..... ch of cncrrlY uni;~ in inrkpondcnt formtions on 
offensive r..issions. 

(b) f\.ppr o-:-.ch of cnem:.r units :-i.ssoci :i.t-Jd nith our units in 
i ntruder op0r1.t,ions . 

(c) Defensive uscis b:;,- the enemy to <lVoid o.tt.:wk. 

I t is no1, csscnti:,l tlnt Ll. singl e method be nrplic'.'.blc to ".ll c,:i.sc s . 
Coding on the r Gply p~th is to bo prGfcrrcd in th'.'.t cner,y monitoring rc­
qui:rc3 tho pr e sence of our tr.:i.nspondcrs v;hich r....1.y or may not bo present 
during his r.i.tt1ck ,mile our interrog~:tors must furnish him sign!lls by t ho 
vc r."J n ~turc of such .:-:. sy stem, and also si_r1cc i.11torrog:ttion codi ng requires 
r.'.1di:>.tion of fnlsc codes n.nd displo.y of the ir responses ir. order to guard 
.:i.gainst .:i. I11s.1.st.Jr decoder. 

Sscondary Sccuritv Requirement 

32. The prevantions of ur.authorizod interrogation is of secondary 
iraport~ncc to security ~g~i nst use to o.ppo~r as ~ f riend since , should the 
systol'l b0 compromised to the extent th:tt we 1,crc uru:1bls to recogni ze the 
e nemy, discontinun.nce of use of the system for secure r e cognition ,i◊uld 
f olloH, dofeo.ting the enemy ' s use to 

(o.) Positi vely i dcnti...-Py our units . 

(b) Dot.Jct our units 1':ithout use of ro.d.:,.r. 

1."fi th tho exception of reply s ignnl-frcquoncy v--.. rio.tions, such protection 
must be provided on the intcrrogo.ti on po.th ~nd sufficient number of codes 
must be supplied to nvo:id brco.ld._r1g by si.1nplo trinl o.nd error methods. 

Non-Sccuri ty Codes 

33. Should opor o.tioru:-..1 requirements dictn.tc that i n addition t o the 
function of recogniti on, the system should a lso perform other functions 
of the ru:.tur-~ of tr.:1nsmitti ng specific informntion, additional coding will 
be rcqui .,...cc~ to t~c extent of the nurn.ber of messages nhich t h:! 5'Jstcm must 
handle . Security of such mcss ..... gcs r...:iy be cont:.1.inod in their tr.:i.ns la.tion. 
The requirement i',ili be merely to provide f or the expressed nocds to the 
extent th:1t it is practical v;hcn co$plication of the 0quipmonts and pos-
s i ble int.Jrforonce nith performance: of t he recogni tion s-JstGm arc considcr\Jd. 
It.ems of inform:i.tion ·vrhich hn.vo bocn tr1.nsmitted by other syst,::ms .:md illus­
tr:i.te the type of i.-uorm~tion involv~d are: 

(a) Distress Sigm.l. 

(b) Personal Identity. 

(c) Group or type closigro.tion. 

(d) Reporti ng cf tactic~l situ~tions. 
~J,..., .. ~·•··--~-­
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(e ) Idcntific:rtions of indi vidu'll t r ::ms pond ors. 

In gcncrc1.l, t he problera ,;rill b0 one of compr essing mor0 <7illd mo:r.::i ir...form.o.-­
tion into short.or o.nd shorter intervals . Ch.:mnGling by i ntor r og.:ition n.rrl/ or 
rcspons .:: frequencies o.nd intcrrogJ.ti on coding scrv0s to increase t,ho ovcr-­
:::.11 tr::i.f fic ., nd is dcsirnbl0 for many functions .. 

C0fJCLUSI0NS 

34. Definite conclusions r;hich give t-hc n.nsrrcr to the problem of 
security ~,nd coding for electronic recognition and idontific~tion systems 
can bo formed only .rhcn operational requirements arc osto.blished, nhich 
rcquircncnts arc closely related to :mmiy problems of future warfa r e, :1nd 
nhich ~ro a. m..1.ttor of opinion :J.nd judgment rnthcr thnn fact. Tenta t ive 
pr:1ctic.:i.l requirements mll therefore chc·:mgc .:is .:idditional infornntion bo­
col'l.OS .:wo.il:1blc .:!.nd progrGss is mde in techniques. T"ne ideal is clo::i.r 
but its pr,:,..ctics:11 accomplishment is remote. Undoubtedly there must be n 
compromise -igrccmont ,rhen specificati ons arc .fixed. In spite of this 
uncertainty there arc sufficient f-'.'.cts upon ·which to base a progro.m and 
which mny serve :i.s a working guide. These facts -'.ire: 

(-1) The ideal IFF system should at nil times recognize tho cncnw, 
supply operQtioml inform~tion as r equired, :md should not 
pcrr.rit tm en0my to obtain inforration by me.:ms of the system. 

(b) High degr,3e of security cnn be D.ssured on]y by cryptographic 
coding methods. 

(c) The high cost of production, insto.ll1tion and t r a ining 
nssociatod uith cquiprcnt nodi.fic~tion conpurcd to the limited 
sccuri~J accomplished by such changes mkc such methods for 
obtaining security of questionable value . 

(d) Complexity of equipment incrG,'.l.ses u ith the nm.aunt of security 
and ir...formntion desired. There is a l ir.rl..t to th~ complexity 
,. ·hich is practical; ther€foro., dovel opn:.nt of ncu techniques 
uhich simplify the devices, reduce their s:i,ze nnd 1:rcight, 
and ir.iprove their rclio.bility ,;;ill rrntcr io.lly nid in t he 
prnctico.l accomplishm~nt of increased securi ty nnd c~p:icity 
for hnndling i nfor!!l.1tion. 

( e) In order to keep pri.cc rd th improved ~:1eapons , coding methods 
and devices uill be required to ~~pply more nnd more informa­
t ion in shor ter and shorter times. 

RECOJ.,HE.NDATIONS FOR RESEARCH AND DEVELOPHENT 

J5. Effort on coding techniques ~nd devices should be tov,~rd accom­
plishment of tho follor;ing objectives ,·:ith tho import::mce approximntely 
,.s listed: 



h) A.utori.:ttic !"'1.:nns for c""'.rryin.; out code ch.1.ng"'s 1.t .1. r<'-tc f:i.st 

coI'1p-1r..:d to possible breakine; by the .,ma"'\Y. 

(b) Dct~rr,i:Ln"ttion of 3. suit...1.bl.:: clnr:!cteristic to ba codGd uhich 

j_s c~p.tble of r~pid V'.'.rfo.tion togoth'3r ,1:tth tho n0cess:i.ry 

uuv0l op1.1cnt of tochniquos nnd dc\.'i.C•:ls to en~bl.:: this process 

to be ~.:u-ried out reliably and ,Ii t h a minirn.t4"!l of cor .. pliro tion . 

(c) Mouns for transmitting c. large number of mcssnges in such a 

rrnncr 1.s to .feed i nfornD.tion t o the ncccss.-iry centers :is 

r apidl y .:>.s tho rnd:J.r informntion i s received. 

(d) D::vGlop~ont of s imple devices for generating and decoding 
compact pulse p._1.ttcrns. 

AGKNOT:lIEDG:MEHT 

It is desi red to express apprccintion to present nnd forrr~r 

associ.'.ltcs with nhom tho pr oblc111s o:i security and coding of IFF systems 

have often been discussed wd in p..-u-ticular to .t-r..r. C. V. P:u-kor for mney 

v~luoblc suggestions ~nd cl.-irificntion of topics in this p.:q:er as n r esult 

of their discussion during its prcp~ration. 
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