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DECLASSIFIED
ABSTRACT

The problem of coding an electronic recognition and identifica-
tion system is analyzed. Ceneral principles and methods are discussed.
The direction which future developments must follow in order to produce
a practical coding system is indicated.
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INTRODUCTION

1. Much has been said concerning the coding of an IFF system. In
many cases the treatment has been applied to a specific set of conditions
or has been colored by political opinicns, Very little of the thought
yiirich has been given the subject has been recorded in available reports.
Mo attempt is made in this paper to sort ocut the historical developments,
the purpose being to snalyze the preblem of coding of electronic recogni-
tion and identification systems and to state the pertinent facts which
must be considered when the time comes to specify the coding of a future
system. References are made to existing reports which give further details
on methods and techniques. thile it is realized that the ideal system
is one that positively recognizes the enery, no practical solubtion is
known; therefore, since we must contimue to recognize the enemy by sub-
tracting the friends from the total until a better proposal is advanced,
and since ve will very likely in any case require a system for identifica-
tion of friends, this paper is presented as a study of the subject of
coding of a system to be carried by friendly craft for recognition and
identification purposes. It is restricted to electronic systems of the
same general character as have been widely used in the past and such
techniques as use of absorbent materiﬂlsl, infra red, etc., which may be
useful for special applications but which do not at this time show promise
for the general solution, are not discussed.

CODING FUNCTIONS

2. A gsysten of electronic recognition and identification, that is
a system applied to ocur own units (planes, missiles, ships, troops, etc.j
to enable ourselves to determine the friendly character of such units
and certain additional detailed information as may be desired, uses coding
for the following functions:

(a) Security against enemy use.
(b) Detailed information concerning an individual unit or units,
(c) TImprovements in the operation of the system.

Security Coding

3. It may be hoped o provide protection, by means of security
coding, against

(2) Enemy use of the system to appear as a friend.
(b) Enemy use of the system to interrogate our units, therehy
seeuring such information as

(1) Recognition of our units.
(2) iocation of our units.,

Ideally it is desired to be able to continue to use the system without
fear of compromise even though the enemy has an amply supply of our equip-




ment and fully understands its operations. The ways in which an enemy
could use the system to appear as a friend are:

(a) Louipping a complete unit to conduct an offensive operation
deceiving us as to thelr real identity.

(h) Fquipmina isolated units to conduct intruder operations.

{¢) PBquipping their units to appear friendly in order to avoid
OflﬁnS¢Vu action by us.

Information Coding

4o Informational coding is considered here as including all coding
which provides information concerning friends, other than his friendly
naturc, Ideally it is desirable to know the identity of each individuval
unit, his location, what he is doing, and his future plans., Such exbensive
information may 1ell be impractical and much ef it may be supplied by other
systems. Particular items which have been associated with IFF systens
of the past and appear to be of sufficient 1mpcrtance to consider in a
foture identification or special system are

(a) Distress Sienal. Has been used on airborne IFF transpon-
dors to call attention to an cmergency condition of the
plane. .

{b) Personal identity. Used %o isclate one craft of a group
of friendlies for purpose of giving control vectors.

(¢) Group or type designation. Used to distinguish between
types of planes or ships, or to mark special missions or
group arrangements.

(d) Reporting of tactical situation. Has becen used by recon-
naissance planes to report sighting of enemy craft.

(¢) Identification of individual transpondors. Coding has
been used to isolate particular beacons for homing purposes
in conncction with return of planes to their base, rendezvous
of planecs and ships, and dropping of troops and supplies.

It is possible to transmit position information concerning a moving craft

and convert such information into the desired ccordinates at the interro-
gation station. The altitude coordinate may be rather easily determined by the
plane and converted into the angular coordinate of elevation, where needed,

by less complex equipment than required for elevation scanning at the
interrogator. Proposals for such features have been made in connection

with navigational arstcm52:3

Coding for Improved Technical Operations

5. Coding has bcen used in the past for obtaining improved performance
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of an IFF system. Examples are:
(2) Reduction of transpondor triggering due to noise and to other
systems transmissions by usc of a signal having special charac-

teristics.

() Toduction of umrantcd signals by recognizing a code for special
functions and a2llaring only these wanted signals to appear.

(¢) Chaomneling of various functions to incrsase the traffic capacity
of a systen.

Sumnary of Coding Functions

65, In summary, the functions which coding may be called wpon w
sorve in an electronic rcocognition and identification sysitom are:

(a) Security coding

(1) Against enemy use to appear as a friemd.

ie For offensive operations,
ii. For intruder operations.
= iii. To avoid our offensive action.

(2) Against enemy usce to obtain information.

i, As a positive recognition system.
ii. Location of our units.

(b) Informational coding

(1) Distrcss signal.

(2) Pecrsonal identity.

(3) Group or typc designation.

{4) FReporting of tactical situations.

(5) Idontification of individual transpondors.
(6) Position data.

(c) Improvement in the technical operations
(1) Reduction of undesired transpondor triggering.
(2) Reduction of umranted signals.
(3) Chamncling.

CODING PRIINCIPIES

7, A1l characteristics which may be changed, during the operational
1lifc of the system, in such a manncer as o requirc corresponding changes
in other portions of the system to enzble it to opcrate, or vhich supply




different or additional information may be considered for coding purposes.
The specification of the exact values of these characteristics is said to
constitute the code. The code may be varied as regquired o suit the par-
ticular purpose. This section outlines those broad principles vhich control
the coding system design. .

System Charactoristics Suitable for Coding

8. An electronic system may be coded by varying either the signal
froquency or a modulation of this frequoncy. The particular means Tor
doing this are well known and the detailed combinations are mumerous.

It may be expected that the designer of any new system would give considera-
tion to utilization of the following basic methods:

() Use of one or more signal frcquencies which may be varied
including simultancous and interlaced channcls.

{(b) Uss of contimuous wawve signal frequencies in which the type,
degree or other characteristic of the modulation may be
varied.

(¢) Use of pulsed signal freguency whose characteristic may be
varied including recurrcnce ratc and pulse groups with pulse
width, spacing, shape and arrangement critical.

Technical Requircments

9, 1In addition to meeting the operational requirements of security
and supply of information, the methed finally chosen for coding the system
should mect the follawing technical requirements:

() Decoding should be completed in time to make sweep by sweep
comparison with the radar signal, permitting electronic com-
parison with the radar information. (Benefits may be derived
by delay of one or morc sweeps in certain systems but this
showld apply only to particular installations).

(v) Traffic capacity should not be reduced. In fact consideration
should be given to means of increasing the traffic capacity
by coding.

(¢) The coding should not interfere with proper operation or
reduce the reliasbility of the system, nor should it requirc
special consideration as to siting. :

Master Codes

10, In many cascs it is possible to cause the decoder to operaie
upon roception of codes which are different from the one nominally con-
sidered correcct. In fact, it is often times possible to generate = "master
code™ vhich will operatc the docodor in any of its conditions. Most coding




methods lend thermselves to a choice between decoding which offers protec-
tion against use of a master code and decoding which does not offer this
protection. 1In the first case, it is nccessary to recognize the signal as
the true code when it appears independent of certain other signals. 1In the

second case, the code must appear only a2s a component of the signal.. In
@ud tion to protection against use of 2 mastor code, the first method of
decoding may be nocessary in orvder te obiain the roquired number of infor-
mational codes in 2 minimum time interval; also, onc may gain protection
against somc forms of cnemy jamming and reduce wmanted triggering. On
the other hand, it may bo morc susceptible to other forms of jarming ond
more complex. Also, in forms of coding which are time critical, multiple
pnths5 may introduce additional signals which would interfere with proper
opcration, Similar trouble vould be cncountered by overlaping of signals
from different sources.

False Code Nadiation

11. The radiation of signals other than those specified as the true
code may be used to confuse the eneny or to protect against compromisc.
The following facts must be considercd in any decision regarding their usc:

(z) Interrogation with false codes may be used to deteet cneny
transpondors using a master decoder but only if a mothod is
provided for recognizing replies to thc falsc code.

(b) Protection agzinst cnemy interrogation of our transpondors by
not disclosing the truc code to a monitoring system requires
that all codes be treated equally as to duration, to time
relaticns to other signals such as assgciated radars and to
usc vith all inteorrogators. Alsc one must rcmember that the
enemy can f£ind the corrcct interrogation code by trying each
possible ceode in succession until replies from one of our
transpondors arce obtained.

(¢) Radiation of false reply cod“s to confuse an encmy monitor
provides protoection only if the enemy “cannot use interrogators
to induce the true reply.

(4) Badiation of falsc codes adds to tho éomplexity of eguipments,
incrcases the average powor requirement and adds to the general
clutter of signals.

SEIECTION OF CODING METHOD

In this scction it is desired to examine the requirements imposecd
on the coding methods in ecarrying out the functions cutlined in paragraph 6,
and to bring out certain eriteria for usce in the sclection of the coding
method.

Sceurity against cngimy use to appcar as a fricnd




12, It is required to demy the enemy use of Yranspondors, captured
or fabricated, to reply to our interrogation. Real sccurity comes only
vhen such use is made so remote that we nced never question the information
furnished by the system, Such perfection may never be reached; therefore,
e will examine to what extent the requircment may be met by various methods.
In any coding method, security is obtained only by ability to change the
code fastor than the enemy intelligence con break it. His faeilitdes in
this rcspect arve:

(a) Capturcd or fabricated systems cquipment to

(1) tonitor our interrogations,
(2) Induece rcsponscs from our transpondors,

(b) Special monitoring and measuring equipment to determine any
or 2ll characteristics of our signals,

(¢) Other intelligence,

Ttems (a) and (b) above can be defeated only by a system design and opera-
tion which will make such efforts impractical. Tiem (c) falls into the
samc class as other information which must be kept from the enemy and it
is assumed that appropriatc security measures are carried out on advance
informtion relating to coding, ctc. The ratic of enemy effort to degree
of compromis¢ may be divided as indicated below starting with the smallest
ratio and thercefore the one which the eneny would be most likely to attempt.
ﬂL should attempt to prevent such efforts in the order named. The effort
required on our part to obtain this sccurity is likcwise indicated. The
practical difficulties will require somc compromisc 2t the timc 2 decision
is made on the speccifications of 2 new system even though theoretically
we may operate at any level,

(a) Use of transpondors, captured or fabircated, at any time to
appear as 2 friend being required only to be in good operating
condition. Some systems of the past have dropped to this
lovel vhen all coding for security purposes was c¢liminated.
The simplest of security coding, if its use is enforced, will
deny such usc by the eneny.

(b) The cnemy is required to determine the proper code sctting at
a time which moy be in advance of his intended use of the
transpondors, This lcvel of security is the highest which
has been used to date. Systems have becn built which are
technically capable of giving the maximmm advantage in this
respect by code changes which reduce the time betireen deter-
mination of the proper code and use of the quipment.

(¢) The cnemy is roquired to determine the propcr code sctiing
continually while using the transpondor. To force the enemy
this degree of effort we must very some tharacteristic of the
system in such a monner as to set up nowr cedes at intervals




short compared with the time of a single tactical operation.
The control of the code variations must be through channcls
which are secure against cnemy compromise to the extent that
the future settings are not made availaple to the conemy before
actual usc.

d) The enerny cannot under any circumstances usc transpondors to
appear as a friend. This represents the ideal in sceurity and
an be accomplished only by maintaining complete information

on all friendly units such that other friondly units cannot
appear- in an area unidontified. This may appear fantastic but
only in the extreme. Prescnt practices go a long vray in
tracking, plotting, and assimilating information in large
centers such as CIC, However, before a decision is made to
expend grcat effort in perfeeting such an organization to the
cxtent indiecated above, it must be considercd that rccognition
of an enery is the primary function, and that for this purposc
detailed knowledge concerning friends is only indirectly applied
to the solution of the problem and such effort might better be
applied to a more direcct approach,

Clearly, the effort which we must expend and the complexity of the system
is increased by the degrce of security desired. It is practical to go
only as far as necessary in order to feel assured that our potential
enemics will consider it impractical to attempt a compromise of the system.
The answer to this question will, to a large extent, dotermine the com-
plexity of the coding method to be used. As a concluding statement on
this requirement, it may be said that security against cnemy use to appear
as a friend must be accomplished by varying a characteristic of the system
(coding) at a rate faster than it is practical for cnemy intelligence to
follow or to use oxtensive operational proccdures which in effect crcates
a surrounding wall within which all units are gompletcly under control

and across which no cnemy can cross undetected,

Sccurity against cnemy usc to obtain information

135 As a positive identification system for the enemy, he noed only
be able to interrogate our transpondors and receive a reply to take advan-
tage of our system. It is interesting to note that while we must carry
out a very great program of production and installation of o system before
it can be of any usc to us, the cnemy can use it as a positive identifica-
tion system as soon as he has onc interrogator. Hethods which may be applied
to deny such cnemy use are multiple intorrogation frequencies, variable
reply and interrozation frequencics and modulation of the interrogation
frequency. In addition, reduction of transpondor range even to zero may
be used to deny the cnemy such use when the advantages gained outweigh
those of having the transpondor opcrating for our own usce, Such has been
the practice in the past when flying over cneny territory. In any case
such protcction is importent only if the enemy lacks a satisfactory system
of his own and alsc it becomes increasingly less important as our supcriority
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jncreases to the point of his being able to recognize us merely by the
numbers present,

14. location of our units. Protection against location of our units
by IFF is of use to the cnemy only when we are concerned with keeping our
location concealed which may be to prcvent detection or to prevent collce-
tion of firing data. The first case may be associated with radio silence
conditions which would likely requirc the system to be inoperative. 1In
general it is the interrogation signmal frequenc which must be transmitted
in such a manncr as to avoid interception, hawever under certain conditions
it may be desirable to maintain "silcnece™ of the transpondor transmitter.
If radio silence is not imposed, thercby permitting him to cbtain inter-
cept information, it may be desirable to avoid giving him range information
by our IFF system. The collection of information for fire control would
requirc a planncd and coordinated fire control system which the cnemy
vould not be likely to provide based upon use of cquipments which we would
have to provide for him. Obviously such protection as is provided must
be accomplished on the interrogation path. The same methods as enumerated
in the above paragraph apply hcre. To be effective, master codes must
not exist and the number of codes used must be very large to prevent break-
ing by simple trial and error proccdures. In addition a coded transpondor
delay could bec used to protect against use of range data for firing., In
these comnncctions it is well to remember that dve to the uncertainty con-
nected with such use the enemy would undoubtedly be cquipped with radar
and intercept equipment.

Information Coding

15. Information coding may bc produced by two general methods:

(2) Channelized method. This is used where there is interest
only in a portion of the units and it is desirablc to eliminate
all others from the picture while this information is being
collected. Functions which could benefit by this method are
personal identity, group or type designation, and beacon
identification.

(b) Non-chamnelized mcthod. This method is used where it is
desired to impress the information upon any active interroga-
tion station. The distress function and report of tactical
informition may be better performed by this method.

Certain opecrational conditions may require a combination method. As an
cexample, it may be desired to present a series of beacons channelized as

2 group but each beacon identified by a non-chamnelized code. It is
obvious that the signal frequencies and interrogation modulation coding
lend themselves to chammelized coding in particular, while reply modulation
coding is particularly applicablc to non-channelized methods. Also, it

may be noted that a non-channelized reply code is casily converted to a
channelized code at individual responsors by proper deceding equipment.




The problem is primarily one of providing 2 sufficient quantity of informa-
tion in an easily assimilated form without overloading or deteriorating
the system in other respects.

Tmorovement to Technical Oporation

16, Elecctronic systems have suffored from triggering by radiation
from othor sources such as ignition noise, radar and communication cquipment
(fundamental, harmonic and image frcquencies). Also, interforcnee is always
expericnced on non-triggering paths duc to the usual scurces. Such intor-
ference may be reduced to 2 large extcnt by coding methods which recognize
a characteristic of the signal which docs not exist in the interforing
signals., Oftentimes coding for other purposcs may provide this function.
Attention to such deteil as well as channcling out special functions may
materially inerease the traffic capacity of a system.

DEVICES AND TECHNIGUES

i by 8 Mamerous devieces and techniques have been used or suggosted4s7
for coding IFF systems and no doubt additional ones will be dsveloped. It
is the purposc of this section to examine a number of the basic technidques,
pointing out their advantages and disadvantages in order that their relative
merits may bc assessed.

Siennl Fregquency Coding

18. The signal frequency of a system may be made critical as in the
majority of clectronic systems or may be made non-critical as in the Mark
III IFF systenm or wide band amplificrs may be used as transpondors such
as "Peter"S. The former impose stability requirements such that unattended
equipment will not drift out of the assigned channel under all expected
operating conditions. Frequency—-critical techniques are particularly
suitable for chamnelized coding mcthods since the urvanted signals are
removed by the receiver input circuits. However, 2 large rumber of discrete
channels would not be cxpected duc to the necessity of remaining within a
definitc allocated band and the requirement for considerablc scparation be-
fxroen charrels as a rcsult of frequency variations which must be accommo-
dated and the large voriations of signal strengths cxperienced in operating
equipments at extreme range while at the same time operating nearby equip-
ments. Also, in general, rapid code changes vould require considerable
increase in complcexd ty of cquipment. Non-frecguency—-critical systems pro-
vide channcling which serves to increase the traffic capacity, offers
freedom in shifting away from interfering signals (dcliberate or otherwise)
and decrcases the stability problem. However, in scanning systoms, the
counting dovm cffcct (IFF information not supplied as frequently as the
radar information) may be objectionable.

19. Use of two or more interro%ation froquencics cither simultancoulsy
or in sequence has been considercd?s10511 on various systems to provide
sccurity against unamthorized interrogations and for obtaining improved
performance. Additional unlocking information may be transmitted on these




carriers such that various portions of the information must appear on a
particular channel or channels and not appear on |the other channcls. The
major objection to such systems has been the a2dditional compl xdiby intro-
duced by adding more radio frequency componcnis which in the past have
centributed to our difficultics of design to no smodll cxbent. 'fe may hope
that some time in the future radio freouency techniques mayv be so highly
developed that they may compete with video technigues on the basis of
relinbility and simplicity.

Pulss Potberns

20. Pulsc patterns hove been used not only for coding IFF systons
but for radioc control and synchronizing signals on cormmunications cquipment.
Although the complete characteristic may be expressed as a rclation botreen
amplitude and time for onc complete cycle, in which peculiar shapes may be
uscd to vary the code, it is more practical to consider a number of indi-
vidual charactcristics which nay be combined to form the code. Characteris-
tics which are suitable are: '

(2) Pulsc width. Rather broad tolorances are required due to distor-
tion by mulitiple paths and the clectronic circuits which, with
the increase in duly cycle for the wider pulses, restrict the mum-
ber of discretc widths which are practical,

(b) Pulsc number. The total number of pulscs in a group may be used
for forming critical codes.?:12 Mothods arc available for count—
ing such pulscs eledtroniczlly at very high rates. Although the
duty cyecle inereases with the mumber of pulses, the individual
pulses may a1l be held to a minimum in width with the result that
several pulses may be used in the code, The chief difficulty is
the error introduced by cxtra pulscs produced by multiple paths
and extrancous signals. In scome applications, gating of the
decoder has been used to reduce the time it is cxposcd to the
exXtrancous signals.

(¢c) Pulsc spacing. The space betwreen a pair of pulses may be varied
for coding or the pattern may be expanded to include a chain of
pulses in vhich the spacing is uniform or non~uniform.

(d) Pulsc amplitude. Signel strength variations make coding by
amplitude less atitractive. Howcver, it may be practical io
utilize the relative amplitudss of the pulscs within 2 group
of short duration.

In the gencration and clectronic decoding of pulse pattorns, cxtensive use
is made of delay lincs, time constant circuits and ceoineidence circuits.
In gencral, the first pulse of a group scrves as a zero time reference

and the decoding is performed by cxamining the signal 2t speeific times
following this pulsc or by using it to initiate the generation of a loeal
pattern against which the inconming pattern may be comparcd. Cathode ray
displays are cxicnsively uscd for visuel reading of codcs. This method
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is primarily applicablc to the reply path and where an operator is present.
A common type of coding which has been used on radar boacons and is decoded
visually is "range coding®" where the number of pulscs and their rolative
spacing make up the pattern.

Extended Patterns

25 The pattern of the individual groups may be varied in a sequence
vhich in turn form the code. Such oxtended patterns cover several repeti-
ion periods which is its practieal limitation since the antenna rotation
rates must be decreased until the pattern can be gencrated during the sweep

of the beam; in some cases, it is cven nccessary to searchlight in order

to read the complete code. A simplc form of this type of coding is a keying
of some characteristic of the signal (frequentlv in Morse fashion) such as
pulse widening, spacing variations or an on and off switching of 2 pulse.
Characteristic symbolsi®s>14 may be gencrated by changing the composition

of the groups in the preoper manncr. The symbol is then made up by the
presentation of proper dots within a rectangular area wherec one side of the
rcctangle is measured along the range dircction and the other side along
the azimuth. The limitation of this type of code is the area taken up

for its prcsentation. It becomes practical only when the pattern can be
condensed, by usc of short pulscs and close spacings, until it is no longer
objectionable. Reading of such a pattern will of course rcquire some form
of local expansion of the picture.

Interrogation Controlled Reply Coding

22, It has becn proposed that a coding system be used which at any
one time may have several proper interrogation codes cach of which would

produce a different reply code.15,16 Such a system offers the following
advantages:

(a) Sccurity. An cmeny monitoring owr replics would rececive:
scveral codes which would force him to also monitor the
interrogation and properly associate the two codes. This
could be made very difficult if we used several interroga-
tion ccdes at all times. However, if he posscssed an in-
terrogation equipment he could rcadily produce a2 raesponse
from one of our transpondors and thercby learn the proper
combination. To make such information less useful, there
should be no simple rolation between the interrogation
and reply codes such as the sum of two numbers equal a
constant, use of image patterns, etc., and also it should
be made difficult for the enemy to obtain all combinations
by a simple trial and corror process. This means cither a
very large number of codes or froquent change of the com-
binaticns. This type of coding offers no additional pro-
tection against unauthorized interrogation since any mmber
of interrogation codes would produce operation.

(b) Defruiting. Such a code system offers possibilities in
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removing the reply signals produced by other interrogators,
called "fruit", by the simple process of decoding the replics
and displaying only theose that corrcspond to the interrogation
code in usc. It would not remove fruit duc %o other interro-
gators in the area using the same ceds. However, by proper
doctrine, 2 major incrcase in traffic capacity over an unde-
fruited system might cccur.

Code Changes

23, Change from onc code to ancther should only be roquired for
sccurity purpescs or when it is necessary to alter the information being
transmitted, The latter nceds 1ittle discussion as it is merely a question
of operational requirermcnts being fulfilled by appropriate switching deviees.
The change of sccurity codes is morec invelwved and, in fach, is the key for
obtaining security. As pointed cub in paragraph 12, sceurity is achicved
when the code is changed at such o rate that it is impractical for the
enemy to attcmpt to compromise the system. Obviocusly the advantage which
the enemy could derive by usc of the system is enhanced by an increase in
the length of time betwoen obtaining knowledge of the code and his intended
use and by reduction of the uncertaintics which he may have concerning the
proper code to use during the operation. If the code is varied continuously
in a random fashion, the enemy would be forced to obtain his inférmation at
the time he was making use of the system. If he were attempting to appear
as a friend and the ¢oding was on the transpondor reply path, he must also
have available a signal from one of our transpondors for monitoring purposas.
The random cycle generator17 by means of its extremely long cycle and large
mmber of different cycles will accomplish such security. The code and

vcle phase may be varied to protect against capture and the cycle varia-
tion forces the enemy to monitor at the time of use. Such devices are of
less use for protection against unanthorized interrogation since he could
interrogate with the possible codes in succession or employ a master code
(unless protected against) to induce replies and thereby obtain the desired
information. Vhile the continual changing between a few reply codes pro-
vides considerable security against enemy use of transpondors to appear as
a friend, to obtain security against unauthorized interrogation a large
number of individual codes are required such that the enemy will find it
impractical to use trial and error methods,

SYSTEM SECURITY

24. The discussion of factors which must be considered in the choice
of coding for security is incomplete without a consideration of other pos-
sible means for obtaining security. Complete security of an IFF system
implies that.

(a) The enery cannot interfere with our use of the system and N

(b) The eneny cannot use our system to his advantage.




The former include such things as jamming, producing false information,
etc., which in effect serves to decrease the efficiency of cur systen rather
than to compromise it. While this myy e serious, it is more a systenm de-
sign problem than a securily coding problem. Gn the other hand, prevention
of enemy us2 of the system may depend solely upon the ceding. The only
othar approach is that of preventing him fronm cbtaining equipments, captured
or fabricated, which he may use. Efforts which we might make in this direc—
tion arcs

(a) Secrecy of System. This has been practiced o a certain extent
in the past. The intention is to make it impossible for the
eneryy to fabricate equipment due to his lack of knowledge of
what to tuild or how to build it. The results are that many
o our ovm people are denicd the infarmation which is necessary
for proper operation and use of the system, thereby lowering
its efficiency. Even if such security wers practiced, it
would be undons should equipment be captured, assuming that
he could understand the operation and apply it to his planes,
Tris assumption is the only safe one as scientific advances
in principles ang techniques have never been the property of
one nmation only, and we may expect others to make these dis-
coveries in about the same vay we do. The system might be
compromised by the time our forces had become sufficiently
familiar with it to be of real operational uss.

(b) Us2 of Destructors. Destructors have been used to destroy
portions of equipment when pPlanes crash over eénemy territory.
They serve to reduce the number of equipments which the eneny
may accumulate for his use by capture. Destructors vhich have
bsen used have not succeeded in destroying the equipments to
the extent that knovledge of their characteristics cannot be
determined from a fey samples, but rather serve +o render the
equipment umusable without extensive repairs. It is doubtful
that much more than this can be accomplished vhen used writh
piloted craft because of the necessity of confining the des-
truction to avoid serious injury to personncl. In any case,
sconer or later an equipment is likely to fall into eneny hands
due to foreing a plane dovm over enemy territory without des-
truction, failure of firing circuit, ete. e may therefore
corclude that destructors serve only to make the problem more
difficult for the eneny and offers no guarantee of security
for any specific time,

25. T are forced to the conclusion that lasting security cannot be
accomplished by attempting to keep knowledge of our systen and equipment
@ secret from the enemy, However, should there be no satisfactory security
coding solution ot the time it becomes necessary to determine the speci~
fication of a new IFF systen, itwill be necessary to weigh the partial
coding solution against the other means for obtaining security for a limited
time. Therefore, it is in order to discuss such possibilities. We may
start with 2 system in use or available for use at the time, If we assume
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that the system is compromised due to other nations having knowledge of

its characteristics and possibly even having equipment, we may ask to what
cxtent the system must be changed in order that it is no longer compromised.
e are likely to be misled by the argument that a change which requires a
jong time for us to carry out would likewise be difficult for the enemy

to carry out, thereby giving sscurity over a considerable pericd of time,
e fallacy lies in the fact that we must carry out the change on a large
scale vhich may requirc a long period of time in production and installation
after it is developed in the laboratory, making thesc changes on a large
pumber of cquipments — possibly both transpondors and interrogators, while
the enemy can modify a few transpondors only, in the laboratery, usc ‘them
to appear as friends and thereby shake our confidence in the svstem to the
extont that e can never feel surc in any particular instance that the enemy
is not decciving us. Ve thercefore must take steps to protect oursclves:
against vhat, in the majority of cases, will turn out to be friends.

265 As pointed out above, it would be ralatively casy for thc enemy
to modify existing equipment of similar characteristics and compromise our
IFF system by using a few such equipments to appear as a friend. If the
enery has compromised a system he has equipments which .may serve as his
models for modification. A mere modification of the equipment such as a
froquency shift would hardly be worth the effort. To gain seccurity we
mist either make an oxtensive system change - a new sys ter which gives only
1limited security as discussed in the paragraph above, or we mist make a
modi fication which 1will enable us to retain our security by coding methods.
Our conclusion is that the security of a system by its novelty is short
compared to the reasonable life of a systcn of such magnitude and that
security can be obtained only by coding properly designed into the system,
other modifications or changes of & system being made only when they are
warranted by increased operational and technical performance.

DOCTRINE

27, The doctrine which is practiced may materially affect the sceurity
of the system., The reduction of range or switching off of transpondors
vhen over snemy territory to avoid enemy use of our transpondors for posi-
tive idontification or as a means for extending his detection range has
already becn mentioned.

28, The frequent change of code by manual means will largely protect
against compromise by capturc. Howcver, such changes are difficult to
carry out on a large scale due to the great mumber of individuals who have
to be informed and carry out the instructions at specific times. It is
obvious that the more frequent the changes, the greater the burden on the
personnel,. Such changes have been very infrequent in the past. No one
can say hovr freguent they would be made in the future. This will depend
upon such things as the case writh which ceding information could be dis-
seminated, the offort required in terms of interfercnce with other duties,
the efficicncy with vhich such changes arc carried out, and the apparent
necessity for chauge to protect against compromise. The question of code




changes while planes are in flight can be resolved |either by recognizing
an Mold" and a "new" code during 2 certain period of cverlap, or by equip-
ment design which will permit casy change, while in flight, between o

codes previously selected.

29, HMost any system which may be devised londs itself to use of a
single scourity code at anmy given time over all areas or usc of scveral
codes distributed by area, function, or other plan. Provious systems have
cporated by both methods. The former methed of usc offers simplicity whilc
the latter may provide additional sccurity or additional information.
Should our system be onc vhich was securé cxcept for cncmy mordtoring at
the time of his intended use, we could zain considerablc sccurity by usc
of a different code for a numbcr of geographical arcas. For cxample, the
enery might desire to launch a surprise attack against a base whoere he was
not assurcd of being in range of our transpondors to provide the code to
his monitor. Hc could obtain the nccessary information and relay it from
some other loeality whore activity was assurcd, and pessibly cven so dis-
posed that he could monitor from the ground vhere greater faeilities were
available, if the same code were used in the two areas. In other cases
compromise by capture may be more probable in onc area than another and
therefore it would be advantageous to use differcnt codes, Then the arcas
are widely separated, such as the European and Pacific arcas during the
past var, there is little difficulty with overlap but when the areas be-
come much smaller and closer together, the problem of onc craft going from
one area to another, and the problem of the interrogator covering more
than one arca give risc to operational difficulties. Such problems may
be solved by rccognizing codes of adjacent arcas so assigned as o be
equivalent for decoding hen the arcas arc in close proximity but to vary
outside the decoder limits in 2 random manncr for Tthe marc remote areas.
One might imagine a system in which the code varied with 1latitude and/or
longitude in much the same manner as the rondom cycle generator varies the
code vrith time. The infarmation for code change might be supplied by some
natural phenomenon or by highly developed navigational aids.

GENERAT, SU 1URY OF PROBIEM

30. This ssction swmmorizes the coding requirements and furnishes
an outline vhich may be used as a guide in the technical dovelopment of
coding methods and devices.

Primary Reguircment

31. In any system for clectronic reccognition, the primary function
of coding is the rccognition of the cremy (dircet or by climination of
friends) ith assur-nce that he cannot deceive us by appearing as a friend.
Tt must be assumed that (cxcept possibly for short initial periods) the
enemy will have ad his disposal completc equipment and tcehniecal informa-
tion conccrning the systeme. The solution of the problem is one of changing
the codes in a random manner at a rate vhich mkes it impractical for the
enemy to attempt broaking thems Prevention of compromisc must for the
complete solution cover the gencral cases of:




{(a) Approach of enemy units in indspendent formations on

offensive missions.

(b) Approach of onemy units associcted with our unibs in
intruder operations.

{c) Deofensive uses by the encry to avoid attack.

I+ is not cssentinl that 2 single method be applicable to nll cases.
Coding on the reply path is to be preferred in that cenemy monitoring ro-
quircs the precsence of our transponders vwhich may or may not be present
during his attack while our interrogators must furnish him signals by the
very nyture of such o system, and also since interrogation coding roquires
radistion of false codes and display of their responscs in order to guard
against a master decoder.

Szcondary Security Reguirement

32. The proventions of unauthorized imterrogation is of secondary
importance to sccurity against usc to appear as a friend since, should the
systen be compromised to the extent that we wore unable to recognize the
eneny, discontinuance of usc of the system for securc recognition would
follow, defeating the encmy's usc to

(a) Positively identify our units.

{b) Detcet our units without use of radar.
With the exception of roply signal-frequency variations, such protection
must be provided on the interrogation path and sufficient number of codes

must be supplicd to avoid breaoking by simple trial and error methods.

Jon-Seccurity Codes

.33. Should operational rcquircments dictate that in addition to the
function of rccognition, the system should also pcrform other functions
of the naturc of transmitting specific information, additional coding will
be requircd to the extent of the number of messages which the system must
handle. Sceurity of such messages may be contained in their tronslation.
The requirement wili be mercly to provide for the cxprossed nceds to ths
extent that it is practical when complication of the equipments and pos-
sible interference with performancc of the recognition sysiem arec considercd.
T+ems of information which have boon transmitted by other systems and illus-
trate the type of information involwved are:

(a) Distress Signal.
(b) Personal Identity.
{¢) Group or type designation.

(d) Reporting of tactical situations.
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e) Tdentifications of individual %ranspondors.
r

In general, the problem will be one of compressing more and more informa-
tion into shorter and shorter intervals. Channcling by interrogation and/or
rosponse frequencies and interrogation coding serwves to increase the over-
211 traffic and is desirable for many functions.

34. Definitc conclusions vhich give the answer to the problem of
sceurity and coding for electronic rccognition and identification systems
can be formed only vhon opcrational requirements are established, which
requirements are closcly rclated to many problems of future warfarc, and
which arc 2 matter of opinion and judgment rather than fact. Tentative
practical requirements will therefore change as additional information be-
comas available and progress is made in techniques. The ideal is clea
but its practical accomplishment is remote. Undoubtedly there must be a
compromise agreement when specifications arc fixed. [In spite of this
uncertainty there are sufficient facts upon which to base a program and
which may serve as a working guide. These facts are:

(2) The ideal IFF system should at all times recognize the eneny,
supply operational information as requircd, and should not
perrmit the encmy to obtain information by means of the system.

(b) High degree of security can be assured only by cryptographic
coding methods.

(¢) The high cost of production, installation and training
associated with cquiprment modification compared to the limited
sccurity accomplished by such changes make such methods for
obtaining security of questionable value.

(d) Complexity of cquipment increases with the amount of sccurity
and information dcsired. There is a limit to the complexity
vhich is practical; therefore, developrment of new techniques
which simplify the devices, recduce their size and weight,
and improve their reliability will materially aid in the
practical accomplishment of increased sccurity and capacity
for handling information.

(e) In order to keep pace with improved weapons, coding methods
and devices will be required to supply more and more informa-
tion in shorter and shorter times,

EECOMIENDATIONS FOR KESEARCH AND DEVEILOPMENT

35. Effort on coding techniques and devices should be toward accom-
plishment of the following objectives with the importance approximately
s listed:




(a) Automatic means for carrying oul code changes at a rate fast
compared te possible breaking by the enermy.

(b) Detcrmination of a suitable characteristic to be coded which
is capable of rapid variation together with the noccessary
development of techniques and devicss to enable this process
to be carried out reliably ond with 2 minimum of complication.

(¢) Means for transmitting a large number of messages in such a
momner a3 to feed information to the nccessary centers as
rapidly as the radar information is rcceived.

(d) Development of simplc devices for generating and decoding
compact pulsc patterns.
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