
REPORT DOCUMENTATION PAGE

Standard Form 298 (Rev. 8/98) 
Prescribed by ANSI Std. Z39.18

Form Approved 
OMB No. 0704-0188

The public reporting burden for this collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data 
sources, gathering and maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other 
aspect of this collection of information, including suggestions for reducing the burden, to Department of Defense, Washington Headquarters Services, Directorate for Information 
Operations and Reports (0704-0188), 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302. Respondents should be aware that notwithstanding any other 
provision of law, no person shall be subject to any penalty for failing to comply with a collection of information if it does not display a currently valid OMB control number.   
PLEASE DO NOT RETURN YOUR FORM TO THE ABOVE ADDRESS.

1.  REPORT DATE (DD-MM-YYYY) 2.  REPORT TYPE 3.  DATES COVERED (From - To)

4.  TITLE AND SUBTITLE 5a.  CONTRACT NUMBER

5b.  GRANT NUMBER

5c.  PROGRAM ELEMENT NUMBER  

5d.  PROJECT NUMBER

5e.  TASK NUMBER

5f.  WORK UNIT NUMBER

6.  AUTHOR(S)

7.  PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES) 8.  PERFORMING ORGANIZATION 
     REPORT NUMBER

10. SPONSOR/MONITOR'S ACRONYM(S)

11. SPONSOR/MONITOR'S REPORT 
      NUMBER(S)

9.  SPONSORING/MONITORING AGENCY NAME(S) AND ADDRESS(ES)

12.  DISTRIBUTION/AVAILABILITY STATEMENT

13.  SUPPLEMENTARY NOTES

14.  ABSTRACT

15.  SUBJECT TERMS

16.  SECURITY CLASSIFICATION OF:
a.  REPORT b. ABSTRACT c. THIS PAGE

17.  LIMITATION OF 
       ABSTRACT

18.  NUMBER
       OF  
       PAGES 

19a.  NAME OF RESPONSIBLE PERSON

19b.  TELEPHONE NUMBER (Include area code)



TRUST ISSUES:
Understanding warfighter trust in an 
airspace deconfliction engine

Dar-Wei Chen, Ph.D. (Senior Cognitive Engineer)
Craig Doescher (MITRE ASTARTE Task Lead)
The MITRE Corporation

The view, opinions, and/or findings contained in this report are those of The MITRE Corporation and should not be 
construed as an official Government position, policy, or decision, unless designated by other documentation.

© 2023 THE MITRE CORPORATION. ALL RIGHTS RESERVED.

This technical data deliverable was developed using contract funds under Basic Contract No. W56KGU-18-D-0004.

Distribution Statement A. Approved for Public Release; Distribution Unlimited. Public Release Case Number 23-1663



2© 2023 THE MITRE CORPORATION. ALL RIGHTS RESERVED.

ASTARTE:
Air Space Total Awareness for Rapid Tactical Execution

Relevant entities
ØDARPA (sponsor)
ØMITRE Corporation (advisor)
ØRaytheon (performer)

| 2 | 

Domain: Airspace deconfliction
Ø Long-range fire missions in large-scale combat 

operations (LSCO)
Ø Operating manned and unmanned aircrafts within 

and between airspaces
Ø Supporting the JAGIC at the division level (Joint 

Air-Ground Integration Center)

DESCRIPTION | An AI-driven 
decision engine that uses 
algorithms and sensor networks to:
Ø Provide dynamically-updated 4D 

airspace pictures
Ø Anticipate and solve airspace conflicts
Ø Recommend COAs based on varying 

mission priorities
Ø Provide situation awareness of 

adversary airspace

Distribution Statement A. Approved for public release: distribution is unlimited
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the ASTARTE engine will be assessed via some 
“traditional” metrics…

BAA metrics (broad agency announcement)
ØTime to generate a plan or to re-plan
ØPercentage of conflicts correctly identified

ØPercentage of COAs deemed operationally acceptable
ØNumber of entities tracked
ØNumber of missions handled simultaneously

Communicating with key systems: AFATDS, TAIS, JADOCS, etc.

Handling key data types: ATO/ACO, UAP, USMTF, etc.

Acronyms
• AFATDS: Advanced Field 

Artillery Tactical Data 
System

• TAIS: Tactical Airspace 
Integration System

• JADOCS: Joint Automated 
Deep Operations 
Coordination System

Acronyms
• ATO: Air tasking order
• ACO: Airspace control order
• UAP: Unit airspace plan
• USMTF: United States Message Text Format
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…but the focus of this presentation today is an initial assessment of operator 
trust and automation transparency of an ASTARTE system prototype

Transparency
Enables operators to 
understand why a 
technology is performing 
a given action

Appropriate trust
Operators calibrating trust in 
automation to the right degree 
and in the right situations

Ø Automation: Not always perfect (transparency enables 
operators to see that)

Ø Over-trusting automation leads to:
§ Suboptimal decision-making
§ Complacency and SA loss (e.g., driver-less cars)
§ Skill degradation

Ø Under-trusting automation leads to: Unnecessarily high 
operator workloads

Ø “Goldilocks” amount of information provided to 
enable proper interpretation of system actions

Ø Layman terminology (e.g., showing code doesn’t 
help most people!)

Ø Better operator control of system usage
Ø Uncertainty, probabilities, etc. boost transparency
Ø Manual take-over is more possible when operators 

understand how system works

Trust: “The attitude that an agent will help achieve an 
individual’s goals in a situation characterized by uncertainty and 
vulnerability” (Lee & See, 2004)

Sociotechnical system: A collection of humans, technology, and work (SOPs, policies, etc.), working to accomplish a goal (Dorton, 2022)
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Here are initial trust and transparency areas of interest for the ASTARTE engine 
and airspace deconfliction (adapted from previous literature)

Operator probes

Data integration

Observation prompts
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Operator probes

Data integration

Observation prompts

Here are initial trust and transparency areas of interest for the ASTARTE engine 
and airspace deconfliction (adapted from previous literature)

Notes on usage
§ Response format: 0-10 scale (Likert)
§ Administration: As survey questions during or after exercises 

Topics to be probed
A. General trust in COA (course of action) recommender engine
B. Provenance: Trust in developers of engine
C. Familiarity of engine compared to similar technologies
D. Integration of engine with rest of existing operations
E. Understanding pros and cons of proposed COAs
F. Rec factors: Confidence in ASTARTE to account for all 

relevant factors when generating COAs
G. Predictability: Consistency of ASTARTE-generated COAs 

with current processes’ COAs
H. Directability: Degree of feeling in control of COA generation 

process

“[ASTARTE can] provide a solution 
normally given by the operator” 
   - SME #2
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Operator probes

Data integration

Observation prompts

Here are initial trust and transparency areas of interest for the ASTARTE engine 
and airspace deconfliction (adapted from previous literature)

Notes on usage
§ Response format: 0-10 scale (Likert), select all 

integration issues that apply

§ Administration: As survey questions during or 
after exercises

Operators are asked 
about the following 
data types and 
integration issues:

Data types
I. AFATDS data builds: System preferences
II. AFATDS data builds: Geometries
III. ASTARTE delivery: System integration
IV. ASTARTE planning: Counterfire units identified
V. ASTARTE planning: Permissions and authorities
VI. ASTARTE planning: Data paths
VII. ASTARTE planning: System integration requirements

Code letters for integration issues
A. The data was not located where I wanted or expected
B. The data was not presented in the numerical or stylistic format that I wanted or 

expected
C. The data was incomplete and I was expecting more
D. The data was not correct
E. The data was missing altogether
F. The element was not timely in its updates and in its interactions with other systems
G. It was not obvious whether or which ingested data fields were accounted for in the 

generation of COAs
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Operator probes

Data integration

Observation prompts

Here are initial trust and transparency areas of interest for the ASTARTE engine 
and airspace deconfliction (adapted from previous literature)

Notes on usage
§ Subject matter experts (SMEs) use these prompts to take notes 

on how the operators and ASTARTE are performing

§ Notes can be taken during and after exercises

Topics covered in prompts
§ Operators manually performing in place of ASTARTE (distrust)

§ Operator surprise or confusion regarding recommended COAs

§ Can operators identify “questionable” generated COAs, and do 
operators stick with them anyway? (over-trust)

§ Are risks readily apparent to operators?
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Highlights from preliminary SME feedback:
Operator probes

Current trust-related feedback

Trust in the ASTARTE engine is 
largely dependent on the quality of 
the info provided by C2 systems

Need to see more of the variables 
that affect COA generation

Experienced operators have “healthy 
distrust” of new systems and will need 
time to “see it for themselves”

the ASTARTE engine largely feels and 
performs like other relevant technologies 
(AFATDS, TAIS)

Organizations and processes that 
developed the ASTARTE engine are 
generally considered trustworthy (could 
use more joint fires SMEs, though)

the ASTARTE engine will be more well-
integrated and trusted as a microservice 
for other systems, as opposed to a separate 
system and interface



10© 2023 THE MITRE CORPORATION. ALL RIGHTS RESERVED.

Distribution Statement A. Approved for public release: distribution is unlimited

Highlights from preliminary SME feedback: 
Observation prompts

It’s unclear… Observations
1. Operators trust the ASTARTE 

prototype less when mission 
locations and times are disparate 
(recommendations are less reliable)

2. The ASTARTE prototype does not 
make explicit when data needed for 
a fully-informed recommendation is 
unavailable

…why target X was 
prioritized by the 
ASTARTE engine 
over target Y

…why asset A 
was unavailable

…how many criteria 
need to be 
designated red or 
yellow before a COA 
is unusable

…why the “accept” 
button for a COA is 
still available if the 
COA was 
considered 
unusable
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Future work

1. Use the questions and prompts 
at ASTARTE exercises

2. Wisdom of crowds: Collect trust- 
and transparency-related 
feedback in other ways

3. Improve the ASTARTE engine’s 
transparency based on 
observations and operators’ 
responses à Operators can 
better calibrate trust in 
automation

Question Avg. rating 
(1-5 scale; 5 = strongly agree)

Understand presented 
COAs?

3.29
Confident in presented 
COAs?

3.43

Collected at Mission Command Battle Lab 
assessment (Ft. Leavenworth)
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Summary

vThe MITRE Corporation is supporting DARPA on the assessment of ASTARTE, an 
AI-driven airspace deconfliction engine (COA recommender)

vMethods presented here are an attempt at understanding, in the domain of airspace 
deconfliction, operator trust in automation and automation transparency

vInitial results presented in this work reflect early operator feedback on a prototype of 
the ASTARTE engine

vThese methods have uncovered opportunities to understand trust in AI engines and 
could be adapted for other use cases as well
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