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ABSTRACT

The code generator described in this report was designed
and built at the Naval Research Leboratory for use with en-
gineering models of the SPR facsimile security system. It is
capable of producing mark-space cipher at the synchronous rates
of 1000, 666-2/3, end 333-1/3 cipher units per second as de-
sired. It delivers a rendom type cipher that averages fifty
percent mark and fifty percent space, and is of such a nature
as to cover thoroughly end completely any transmitted facsimile
copy against visual attack. The cipher cycle is of such length
that continuous operation for long periods of time is feasible.
The design for an improved model that would be better able to
withstand compromise is also included.

REFERENCES

1. NRL Report R-3015, 19 November jg46: Interim Report on
Experimental Synchronous Polarity Reversal Equipment.

Original Data recorded in NRL Log Book 6182.
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INTERIM REPORT ON NRL DEVELOPED
SPR CODE GENERATORS

INTRODUCT ION

1. The problem of designing and building
SPR equipment for Naval test purposes
was initially divided into two parts.
The design of the electronic part of
the equipment was assigned to NRL, while
the development of a suitable code gen-
erator was assigned to the Naval Com-
puting Machine Laboratory. Unavoidable
delays and difficulties encountered in
design delayed delivery of the code gen-
erators so that NRL designed and built
the interim code generator described in
this report in order tc be able to pro-
ceed with circuit tests of the equipment
as a whole. Further improvements pro-
viding a higher degree of security for
this device, even in the event of com-
promise, are also included for whatever
they may be worth,

2. The type of code needed to operate
properly with the SPR system is that of
a random mark-space character, the mark
output being 2 negative 50 volts and the
space output zero volts, Additional re-
quirements are: The generator must be
capable of delivering its output at syn-
chronous speeds of 1000, 666-2/3, and
333-1/3 cipher elements per second; it
must be possible to achieve synchronism
between two machines in a reasonable
length of time; the cipher produced must
average very close to "half and half"
to give satisfactory coverage of trans-
mitted material.

3. The present experimental NRL SFR code
generator employs five continuously-
rotating code disks scanned photoelectric-
ally. The disks have respectively 95,
97, 99, 101, and 103 code elements each,
and are driven in such a way that one

thousand elements per second are scanned
on each disk. The code elements in each
disk consist of holes cut in the disk,
through which a beam of light can pass
from an exciter lamp to a photoelectric
cell. A key is produced on each disk
by randomly covering approximately one
half of these holes, so that as the disk
turns, light will activate the photo-
electric cell only as the open holes
pass the light beam. The five code disks
are mechanically adjusted in such a way
that five code elements (one on each
disky are scanned simultaneously, that
is, one code element on each of the
five disks is scanned every one-thousandth
of a second. The five outputs from the
photoelectric cells are combined electron-
ically in special cancellation-type cir-
cuits in such a way that if for any one-
thousandth of a second, none,
or any four of the photoelectric cells
the code output gen-

any two,

are giving an output,
erator will be "mark"” or minus 59 volts. If
any one, three, or five of the photo-
electric cells give an output, the code
generator output will be "space" or zero
volts. Thus the output of the code gen-
erator will be the result of the binary
sum of the signals from the five cede
disks. If a "mark" output from the
equipment is chosen as ] and.a space as
0, and if an open hole in a disk is chosen
as g and a closed hole as 1, then the
above mentioned operation will resolve
itself into simple binary addition, em-
ploying the assumptions that 0+0~0,07171,
and 1+170.

4. A block diagram of the equipment is
shown in Figure 1. In this device no
input to a cancellation circuit gives
no output; one input, only, gives an out-

put; two simultaneous inputs to a cancel-
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Figure 1. Block diagram of Experimental
NRL Code Generator

lation circuit cancel each other and give

a net of no output to the next circuit.

The output amplifier gives mark output

with no input and space output when it

receives an input.

5. An especially designed clutch which
permits a synchronous start of the code
disks from preset stationary positions
is used to start the code machines in
operation without getting the synchronous
drive motors out of step. This clutch
is tripped electrically by a circuit that
permits the teeth of the clutch to engage
in approximately eight milliseconds after
the occurrence of an initiating pulse.
Since both transmitting and receiving
machines are tripped automatically,
their start is practically simultaneous
and therefore the two machines will be
started within a very few milliseconds of
each other, thus making it possible to
exactly phase the receiving machine to
the transmitting machine in a very short
time by means of the continuous phase-
shifter in the receiving SPR.

6. This code machine produces a random-
type code cycle of one hundred nine days
length when delivering code at one thou-
sand bauds per second, and proportionally

RESEARCH

LABORATORY

longer for each of the slower speeds.
The code disks may be set to start at
any point in this long cycle., Different
cycles may be selected by rearranging the
open and closed holes in each of the code
disks. Present analyses indicate that
the cipher produced by this generator
would be extremely tedious but not im-
possible to break as long as the details
of the machine are not compromised. An
improved model that can withstand com-
promise can be built without any increase
in size or added difficulty in operation.

CODE DISK DESIGN

7. The experimental model of the NRL
code generator uses five continuously
rotating code disks that are made of 1/32-
inch aluminum alloy and average about
four inches in diameter. Forty-eight-

pitch gear teeth are cut around their
peripheries and the code disks are ar-
ranged about a single drive gear in such
a way that they all mesh with it simul-
taneously as shown in Figure 3.

The

Figure 2. Front View - Experimental Code
Generator

disks have respectively 206, 202, 198
194, and 190 teeth each, and the driving
gear has 120 teeth. Since there is one
code element on each disk for each two

DECLASSIFIED
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teeth, each code disk will produce the
same number of code elements per second.
The code elements of each disk consist
of 0.081-inch square holes cut in the
disk 1,8 inch from the circumference.
A key is produced on each disk by randomly
covering approximately one half of these
holes with black masking tape. All the
holes in a disk are consecutively numbered
from one up to the total number of holes
so that it is possible to
preset the code machines prior to a syn-
chrorized start.

in each disk,

8. Each disk is fitted with an oilite-
bronze center bearing, and is supported
on the end of a nost by means of a ma-
chined, knurled thumb screw which can
be unscrewed to remove the disk. The
posts are mounted in slots and are pro-
vided with tension springs and stops so
that each disk may be disengaged from the
driving gear and turned to any desired
position for an initial set-up and then
re-engaged by sliding the post back into
place.

SCANNING MECHANISM

g. The code disks are scanned by shining
a beam of light from a projection lamp
through a g, p061-inch wide oblong hole
in the lamp enclosure, through the holes
in a disk as it rotates, and then through

+50 REG Vdc
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another (. 061-inch oblong hole in a light-
tight shield can that contains a Type 927
gas photoelectric tube. 1In the present
model, these scanning "heads" are located
on the opposite side of the code disks
from the drive gear. The design and
location of these parts is shown in Fig-
ure 2. When the light beam is inter-
rupted by the code disk the photoelectric
tubes give zero output; the presence of
the beam gives negative 12 to 15 volts.
CANCELLATION - COMBINATION CIRCUITS
10. The outputs from the five photo-
electric scanners are combined binarily
in such a way that for a particular baud
of cipher, the output from the machine
will be "mark" if the holes in all five
disks at that instant are closed, or if
any two or four are open. The output
will be "space" if any one or three or
all five holes are simultaneously open.
This binary addition is accomplished by
combining pairs of outputs from the
photo tubes in special cancellation cir-
cuits. The outputs from the paired cir-
cuits are fed into other cancellation
circuits two at a time until all five
photo tubes are accounted for, This
process is illustrated in Figure 1.

Figure 3 is the fundamental dia-
Tubes

i1.
gram of the cancellation circuits.

Vool
A BSLT
B

vozl \<
927 ool
~ i
B, 4
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Figure 3. Cancellation-Combination circuit
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Topesed |

V-001-B and V-002-B are normally biased
at cutoff by the current drawn through
R-002 and R-005, respectively by V-p01-A
and V-0p2-A. If a beam of light enters
the phototube V-0p21, the tube will con-
duct, and the grid of V-001-A will go
negative beyond cutoff, thus driving the
connected cathodes negative, making
V-001-B conduct, and thereby giving a
negative swing at the plate output of the
circuit. The grid of V-002-B is alsec
coupled to the cathode of V-gg1-A and
will swing negative with it, but since
V-002-B is already at cutoff, nothing
additional will happen as a result of
this negative excursion. If both photo-
tubes V-021 and V-022 receive simul-
taneous beams of light, then the cathodes
of both V-001 and V-002 will go negative,
but since the grid of each is cross con-
nected to the cathode of the other,
neither V-001-B nor V-002-B will conduct
and consequently there will be no output.
The reason is that the grid and cathode
of each tube have gone negative by the
same amount, and neither tube will con-
duct. Thus cancellation occurs when the
circuit receives two simultaneous inputs.
The diode V-0Q03 serves as a d-c restorer
to maintein a definite voltage limit on
the grids of V-0p1-B and V-002-B. This
is the fundamental operation of all the
cancellation circuits used in this device

RESEARCH
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as illustrated in Figures 1, 4, and 5.
The gHg diodes function as d-c restorers
on all grids that have condenser inputs.

CLUTCH MECHANISM FOR INSTANTANEOUS
SYNCHRONOUS START

12. To transmit a message by the SPR
system the code generators at the trans-
mitting and receiving stations must be
in exact step. If the code machines are
as much as one baud out of step, eonly
a garble will be received. Therefore,
it is essential that the code disks in
both coede machines be preset to exactly
the same setting and then started at
exactly the same instant. This is ac-
complished in the NRL code generator by
means of an especially designed clutch
that is tripped electrically in both the
transmitting and receiving SPRs by the
operation of a single switch at the trans-
mitting apparatus. If there are a few
bauds difference in the two codes after
the initial start, the receiver operator
can correct phase to get into step by
means of the continuous phase shifter
in the SPR.

13. The design of this clutch is- shown
in Figures g, 7, and g. The clutch is

Top View of Clutch

Figure 5. Bottom View of Code Generator-iﬂ Figure 6.
i

e
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Figure 7. Top View of Code Generator

spring-loaded in such a way that it will
wind up as many'as 20 revolutions in
bringing the code disks up to speed after
the clutch teeth engage, and then unwind
and bring the code disks back into exactly
the same phase position with respect to
the driving motor as at the instant the

clutch engeged. This action enables the
code disks to be started from a standing,
preset position and be brought up to syn-
chronous speed and into exact phase with
the drive motor without overlocading the
motor and causing it te drop out of phase
and stop.

DECLASSIFIED
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Micro-switch

» Threaded driving plate shaft

and 14, Drive shaft

. Stop plate
. Spring loaded stop

Buttressed toothed driving plate
Driving plate stop screw

Drive shaft retaining collar

Counter weight

Clutch tripping magnet

Clutech throw - out plunge:

Clutch throw - out yoke and arm

Clutch spring tension adjustment screws

Figure g. Cutaway View of

RESEARCH
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same as three

. Drive shaft support bearings
. Clutch spring
. Clutch spring housing

same as two
Driven plate retaining pin

. Buttressed toothed driven plate

Driven plate retaining pin spacing nuts

Driven plate engaging spring

Driven plate engaging spring tension
adjustment nuts

. Code disks driving gear

Clutch frame
Clutch Mechanism
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Figure ¢g. Synchronous Start Circuit

SYNCHRONOUS START CIRCUIT

14. The synchronous start circuit is shom
in Figure g. When the clutch is disen-
gaged, microswitch S-001 switches to the
position that furnishes filament current
to V-026 and in sddition operates the
time-delay E-003. This permits C-027
and C-028 to charge 250 volts as soon as
the time-delay relay closes. The grid
of thyratron V-026 is biased at negative
85 volts, and therefore the tube will
not fire until the large positive sync
pulse is received from the SPR. When
the sync pulse fires V-026, thus dis-
charging C-p27 esnd C-028 through the
clutch trip magnet E-004, the clutch
engages and the microswitch is switched
to the position to light the exciter
lamps. This tripping action requires ap-
proximately one millisecond from the time
the tube fires until the clutch teeth en-
gage. Location of the parts of this cir-
cuit are shown in Figures g, 7, and 8.

DRIVE MOTOR

15. The synchronous drive motor used in
the experimental NRL SPE code generator
is of the tone-wheel type, and was ob-
tained from a RC-12¢0 Times-Telephoto fac-
simile machine. This motor is equipped
with a built-in induction motor that is
used to bring the device up to synchronous
speed, at which point the tone-wheel takes
over and maintains synchronous drive.
The design of this moter is such that
the shaft revolutions per minute is the
same as the driving frequency in cycles
per second; that is, if 1000 cycles per
second is used as the driving frequency,
the motor will turn 1000 revolutions per
minute. The motor was modified in such a
manner that the two sets of field coils
are connected in parallel rather than in
series as in the original design, thus
giving a little additional power output.
As measured by a prony brake, the maximum
available torque which this motor can
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produce is eight ounce-inches, which is
borderline for the operation of this type
of machine. However, it was the only
motor available that could be made to
operate directly from the control fre-
quencies available, that is, 1000, 666-2/3,
and 333-1/3 cycles per second. [n order
to prevent the motor from getting out of
step-and consequently stopping when the
clutch was engaged during the synchronous
start of the machines, it was necessary
to use a heavy flywheel to absorb the
starting shock when the clutches engaged.
A more powerful motor would be essential
if the equipment were used for anything
other than experimental purposes.

DRIVE MOTOR AMPLIFIER

16. As shown in Figure jp, two parallel-
coupled glgs tetrodes biased at cut-off

WU\ controL Freauency inpuT

TO

5
FREQUENGY, ‘—“‘t | g
CONTROL* Rl g
q

SWITCH

+350V. D.G-

Motor Control Circuit

Figure 10.

and driven directly by the SPR control
frequency are used as the drive-motor
amplifier tubes, Inductance L-gg1, and
condencers C-(022, and C-021 are used to
couple the plates of the driver tubes to
the tone-motor field so as to provide a
series-resonant circuit. The motor field
functions as the inductance, and C-g22 and
C-021 as the capacitance. Inductance
L-001 functions merely as a direct-current

RESEARCH
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path. This resonant circuit increases

the effective voltage across the motor
windings and consequently gives added
power at the resonant frequency, but
sharply reduced power at other frequencies.
In order to maintain resonance at the
three frequencies of operation--30q00,
666-2/3, and 333-1/3 cycles--only C-g22
is operative in the resonant circuit
for 1000-cycle operation: at the two
lower frequencies, C-021 is added in
parallel to C-022 by the closing of K-002.

17. Since the tone motor is not self-
starting, an induction-type motor built
into the same frame is used to bring it
up to synchronous speed. When switch
S-002 is operated to the start position,
the voltage to the tone motor is reduced
and current is supplied to the brush
closing magnet, thereby energizing the
induction motor.

TEST-SIGNAL GENERATOR

18. The test-signal generator is built
up in conjunction with the code generator
in order that an alternate mark-space
signal may be supplied to the SPR equip-
ment and to aid in properly tuning up
transmitting and receiving apparatus on a
communications link. In service tests,
it has been found that this test signal
is essential in securing a proper setup
of equipment. The SPR equipment is proper-
ly interlocked through its "sync-operate-
test" switch so that no picture informa-
tion can be transmitted by accident when
the test signal is supplanting the random
cipher.

19. V-018-A’of Figure 11 is driven by the
SPR control frequency and operates as an
over-driven amplifier; consequently its
output is a reasonably good square wave.
This square wave is differentiated and
rectified in diode-connected V-018-B
so that the output from the cathode of
V-018-B consists of positive pulses which
coincide with the upward swing of the
initial square wave., These pesitive
pulses are applied simultaneocusly to

DECLASSIFIED
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the grids of the Eccles-Jordan circuit
V-017-A and V-017-B. and cause it to flip
alternately back and forth with each pulse
received. Thus the ocutput from the plate
of V-017-B consists of a square wave
that is alternately zero and negative
50 volts each cycle of the input control
frequency. Relay K-p001 is controlled by
the "sync-operate-test" switch in the
SPR, and switches the code generator out-
put to the test signal when the switch
is in the test position, and to the ran-
dom cipher when the control switch is in
either of the other two positiens.
PROPOSED IMPROVED MODEL FOR HIGHER
SECURITY

20. To alleviate the deficiencies of
the present experimental NRL SPR code
generator. a new model of approximately

Test Signal Generator

the same physical size has been designed
in which eight code disk positions are
provided and in which the electronic
circuits have been redesigned. In addi-
tion, a set of 50, respectively prime,
interchangeable code disks have been pro-
vided, any of which can be used in any
of the eight positions available. As
illustrated in Figure 13, the eight code
disks are grouped about a single drive
gear and a2re scanned =2t the point where
each mskes contact with the drive gear,
thus eliminating the necessity of any ad-
justment of the scanning mechanism when
code disks are interchanged. It has been
found desirable to reduce the relative
size of the code disks by a small amount,
to construct them with one gear tooth per
code element, and to equip each with
double ball beesrings instead of the present
bronze type. The clutch mechanism and the

DECLASSIFIE'
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synchronous start equipment remain funda-
mentally the same as in the present model,
although a more powerful drive motor would
be desirable,

21. Figure 13 is the block diagram of
the revised electroniec circuits. The
outputs from paired code disks are fed
into electronic double-pole reversing
switches, which, for a particular baud
of cipher, feed the outputs from one of
each pair of disks on to the cancellation
circuits and the outputs from the other of
each pair, except the last, to the suc-
ceeding switching circuit to control the
switching action of that particuler
switch., A special cancellation circuit
that receives its inputs from the last
two disks of the group is used to con-
trol the first switch in the series. The
other cancellation circuits are identical
with those in the present model. 1In this
way, sixteen separate cycles are simul-
taneously produced by the machine and the
output is switched about among them more
or less randomly from baud to baud. Also,
the outputs from the disks that do the
switching are not at the same instant
present as a part of the code output.
In the present experimental model, a code
disk produces the same effect upon the
output cycle independent of the positien
it occupies in the machine. However,
in the proposed model, exchanging disks
about from position to position would not
change the cycle length but would com-
pletely change the nature of the cycle.
With a set of 50 prime code disks there
are approximately 500 million different
cycle lengths available and in addition
there are approximstely 21 trillion sep-
arate and distinet cycles available from
all possible combinations.

TESTS AND RESULTS

22, The synchronous start system for
the experimental code generators has been
tested under loop service conditions and
it was found desirable to have the trip-
ping delay in the receiving unit a little
longer than in the transmitting unit, so

RESEARCH
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that it is always possible to phase in
only one direction to achieve exact syn-
This is possible because the
deviation between the tripping of the two
clutches is not more than four milli-
seconds.

chronism.

23. In loop test operation it was found
that no more than five minutes is normally
required to set up the code machine disks,
start the machines, and achieve synchron-
ism after the radio loop circuit had been
properly established. The code machines
will run indefinitely and automatically
remain in proper phase if the communica-
tion link does not fail or become erratic.

24. The material shown in Figures 14 and
15 illustrates the ability of the experi-
mental code generator to cover trans-
mitted facsimile copy. Figure 15 is a
stripped sample of a test chart in which
one strip is encoded and decoded, the
other two are pure cipher and enciphered
copy. It is intriguing to endeavor to
follow the printed matter into the ad-
jacent strips and attempt to determine
which one is pure cipher and which is
covered printed matter., Figure 1§ is
also the strip type. The first strip is
an encoded and decoded typewritten message;
the second.strip illustrates what happens
when the code generators are operated
one baud ocut of step.

25. Figures 17 to 23 are the results ob-
tained with the NRL experimental code
generator modified to give a weighted code
so that the covering ability of other than
50-50 code could be evaluated. Figure 17
is the unencoded transmitted copy of an
especially prepared test chart used in all
the succeeding plates, Figure 18 has code
weights of 39.1 per cent black to 60.9
per cent white on white copy and just the
reverse on black copy. All of the parts
of the test chart are discernible but the
typewritten material is not legible. The
pattern present is the result of the ex-
tensive modifications necessary in the
code generating mechanism to produce a

DECLASSIFIED
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Figure 13. Block diagrem of Prototype Generator

code that is this heavily weighted. Fig-
ure 19 has code weights of 46.8 per cent
black to 53.2 per cent white. The large
crosses still show quite clearly, the fine
line figure has completely disappeared,
and only a faint shadow remains of the
typewritten material. Figure 20 has code
weights of 47.7 to 52.3 per cent. Shadows
of the broad crosses are still quite dis-
cernible but everything else has dis-
appeared under the code. Figure 321 has
code weights of 48.7 to 51.3 per cent.
There is no obvious trace of any covered
material in the positive print. However,
when the negative was being processed,
it was possible to see faint traces of the
two broad crosses when the negative was
held in the proper light, at an ideal
angle, and observed at a distance of fif-
teen to twenty feet. Figure 22 has code
weights of 49.1 to 50.9 per cent. At no
time was it possible to detect visually
the presence of any of the covered material
in this plate. Figure 23 is a 50-50 code
covering the test chart, and seems to be
the only type safe enough for the trans-

mission of highly classified copy.

CONCLUSIONS AND RECOMMENDATIONS

26. In view of the operating simplicity
end efficiency, small physical size, and
visual covering ability of the NFL experi-
mental SPR code generator, it appears
advantageous to extend the development
end enalysis of this type of device along
the lines set forth in this report for
an improved model. Considerable time
would probably be required to achieve an
accurate cryptographic evaluation of such
a system; however, evaluation of designs
should precede any further building of
equipment.
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DEFINITION TEST CHART

Bookman No. 98

B-Foink

I'TMATTERS NOT HOW
[.arge Or Small The Job Is

I'HE NEXT TIME YOU HAVE
a make-up job of any imzpm‘tam:e
padse a moment and $1234567890

11-Folet

IT 1S BEYOND DISPUTE THAT ALL
petsons who look to an industry for their live-
lihood are intereated o reducing $1234567800

10 Poind
I'T 18 BEYOND DISPUTE THAT ALL PERSONS
wiho Inck to an industry for their tivelihood &te inler-
eated in reducing the cost of production $1224567890

B Bt

IT 18 BEYOND DISPUTE THAT ALL PERSONS WHO
kook to an industry for their livtlitood sre lnterested in reducing
the cont of prodisction o that industry we far v $ra5en07890

b-Paint

I't I% BEYOMD DISPUTE THAT ALL PEXSDNS LOOK To
e MM?I‘H}EMM wt ke eeducing e com af pine
m{nllh&mu ﬂnrmwtwl&m‘;ﬂﬁ;‘ﬂ

Figure 14,

Tiffany Gothic Foundry
TWELYE pOINT N, 1
ABCDEFGHIKILMNOP122348
TWELVE POINT NO, 1
ABCDEFQRISJKLMANOPRRS 122408

ME FUINT NO, 4
ABUnerg RH‘!LR”OFGK'?U?‘!!OUQ

€% POINT NO. 3
ARCEIrGHldALMMOPRRBTUYIREYE 1204887

BIX POINT MO, 2

SAGRIren L MNDFRAOTR MR EYE Bluassgroan

LN BLSSRITEPLYLL BiERdBATOEn
Typewriter Faces

EIGHT POINT REMIRGTOM Na. oL

Wedet | Abmmaparatove 1338887000

__ TS

sbedefghlikimnoparatuvexyal2s
ABCDRFORITEIMNOPQRETUVRXY Z
TWELVE POINT REMIRSTON NG, 201
abedefghl jklmnoupqrsetl1s3
ABCLIPGHIIKLENOFQRETUVY
ELZ¥EN FOINT ARMIEUTON RIH N0 178
abadefghi jxlancparetlasd
ABODEFQHIJELMNOPGRSTUVEX

Transmitted Test Chart
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importance
$1234567850

nd

THAT 2L PERSONE
i Hivelihood sre inter-
roduetion $1234567830

od @re ntersated s reduting
s o8 for sn 519345678

Figure 15.
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Tiffany Go
TWELYE FOINT BO,
ABCDEFGHIR
TWELYE POINT N5,
ABCDEFGHIIRL

X POINT RO 4 ;
aRcpLranNiJRLN

BLX POINT RO. 3
ABCRIPSNTIRLMND
$ix POINT HOD. 2
BRSTRFORL AN SR BRET

BN POINT R, 2

PSR MR LM RAF BT FRY

Typewri

EIGHT FOINT REMI

‘hcaQ! i1k e 28 ratu

TEN POINT REMINGTS
abcdafghi jklnn
ABCLEFGRITRIMFOS
TWRLYE POINT RENI
ahoedetghijkl
ABCLEFCGHITEL
BLEYEN POINT 2830

abodafghi jk]
ABCREFGHIJXK

Stripped Test Chart
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THIU I35 A TEST CHART

')" TH® SR EQUIPMENT ™ i

FCSIMILE. TUE TYPR BRING R
::‘\ ABOCT &8 HMALL A3 CAN BB«

CUNCISTRNT RESU

THE TIME BEQUIRRD TO
THIS HORT I8 SRVEN MINUTES oo
(TS OHIGH SYRED, THIKTEEN MIMS4
NINRTEEN MINITES AT SLOW OPf

I[N ADLTTION, MULPICHS
AND HAND KE}’TN MM’ AlLS0 BR
DYOTRM, THUS MAKING IT PRAC
CONTINU t‘ LY ON & PCINT TO

WHEN NO MESSAGRES ANE
SPRCIRCUIT A RANDOM NOISE S
TRANUMITTING SPR SO THAT
KIPOSED .

HO ENCODTNG QR DECODIN
BY THE PR, 19 NECESSARY P
MESHAGES SINCE THE SPR HAS
JBCRET SGRCURITY. THIS FEATU
RAFID HANDLING OF TRAPFIC, B
I3 OPERATED CONTINUQUSLY 05
SYNCHRONTZED ONLY ONCR IN

THE GONTINUQUS OFERATE
CIRCUIT WOULD GIVE COMPLETE
THARFIC ANALYSIS BY ANY WONX
IMPONSIBLE 7O DETERMING WHR:
WIEHE HEING SENT.

Figure 16. Stripped Test Chart
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MEN MaY BAY WHALY THZY WILL IN PRATSFR UF JHEIR HuUSES
AND GRQW ZLOQUENT UPON THE MERITB UF VARIOUS STYLES
CF ARCHITECTURE, BUT FUR OUUH PART 9 And AGHELD THAT
THEAZ 1S NUTHING SUPZRIuUg TU A TENT,

Figure 17,

Specianl Test Chart
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Figure 18. Weighted Sample No, 1
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Figure 20, Weighted Sample No. 3
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Figure 23. Falf and Falf Sample No. 6
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APPENDIX I: Mathematical Evaluation of the
NRL SPR Code Generators

1. The first point to be considered in
the evaluation of a code generator to be
used in a synchronous polarity-reversal
system to cover facsimile copy is how
nearly the average cipher output of the
device approaches an ideal s50-50. In
tests described in this report it wase
found that any cipher to be useful should
not under any circumstances deviate as
much as one per cent from a 50-50 average.
In the test model of the NRL code gen-
erator, the outputs of five code disks
ere combined in four cancellstion cir-
cuits that perform modulus-two addition
of paired inputs, such that if no input
is taken as "Q" and an input is given
the value of "1", then a cancellation
circuit operates such that gt9o=g, 11t0~1,
0ti=1, and 1+1=0 will be the outputs.
With the foregoing assumption for the
operation of the cancellation circuits,
the formula a+b-2ab may be written to
express the average code weight of the
outout from a single cancellation circuit
if "a" is the decimal weight of one input
and "b" is the decimal weight of the
other input. 8Since the code disks used
in a device of this type must be re-
spectively prime, it becomes impossible
to produce exactly a 50-50 code element
distribution on them. Therefore, assume
two of the disks used have code weights
of 0.48 and .49, respectively, and are
combined in a single cancellation circuit
Then the average output will be ¢, 48+
0.49-2(0,48)(0:49)=0,97-0.4704=0.4996-
If this operation were repeated three
more times with three more disks which
have the same order of weight, the average
of the total cycle would deviate by only
a very small fraction of one percent from

50-50.

2. In the proposed generator, only three
cancellation circuits are used to produce

the output, so that even though the cipher
output from the machine would not be
quite as near to 50-50 as that of the ex-
perimental model, it would still be only a
very small fraction of one percent from
the desired 5p-50 average,

3. The cycle length of the experimental
model is equal to the product of the code
elements on the five disks and equals
9,480,500,855 bauds of cipher, or enough
cipher to last for a2 continuous period
of 100.84 days if used at the rate of
1000 per second, However, this is not
&8 good measure of the security of the
device because it is possible to re-
establish the code disk sequence from a
continuous stretch of pure cipher which
is one less than the sum of code elements
of the five disks, or 494 continuous
cipher units. This, of course, assumes
that the number of code elements on each
disk is known but not their distribution
or relative settings. This method of
attack is best shown by using an example
employing three disks of lengths 5, 6,
and 7 bauds. Since the sum of these three
disks would be 18, a2 cipher length of
only 17 continuous bauds is necessary to
reestablish the code disks., The following
equations of binary addition can be written
if the first is designated "a", the second
"ph", and the third "e¢".

al+bl+cl=o (1)
32+b2+c2=0 (%)
as+b3+c3=1 (3)
aq+bh+cu=o (4)
85+b5+05=1 (5)
a1+bﬁ+c6=1 (6)
a2+bl+c?=1 (7)
83+b2+61=0 (8)
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aj+bh+c3:o (10) cl+c3=0 (33)
Aghy e (11) e, %, %0 (34)
53+bl+c6=1 (13) c4+c6=1 (36)
a4+52+c7=1 (14)
a_+b_+c.=p (15) By combining equations (30) to (36) it
BAsE3 l_ is found that:
al+b4+c2*1 (16)
a2+b5+c3=o (17) cl=(1+c2)=c3=(1+c4)=(1+c5)=c6:(1+q9(37)

In this system gt9=0, 11170, and therefore
al+al:0 or b2+b2=0, and therefore if equa-
tion (1) and equation (6) are added, and
equation (2) and equation (7) are added
and so on, the following set of equations
will be derived:

bl+b6+cl+c6=1 (18)
b2+bl+c2+c721 (19)
b3+b2+c3+cl:1 (20}
bq+b5+cq+c2=o (21)
b5+bq+c5+c3: (22)
b6+b5+c6+c4=0 (23)
bl+b6+°1+65=1 (24)
b2+bl+cl+c6=1 (25)
b3+b2+c2+c1=1 (26)
bu+b3+c3+c1:o (27)
b§+bu+ca+c2=g (28)
b6+b5+ca+c3=o (29)

If equations (18) through (23) are added
the "b" terms all drop out so that the
equation derived is:

c +c?=0 (30)

5
This means that c_and c7 are the same ang
both are either g or 1. -To continue the
addition of the above equations six at a
time the following set of equations is
secured:

c5+c?—o

Cﬁ +Cl""0

(30)
(31)

When these values are substituted into
equations (18) to (23) the following
equations are produced:

b1+b6:1 (38)
b2+b1=1 (32)
b3+b2=1 (40)
B, +b,%0 (41)
b§+bu;o (42)
bsitb. (43)

By combining equations (38) te (43), it
is found that:
b1=(1+b2)=b3=bu=bé=(1+b%) (44)
When the values of (37) and (44 ) are sub-
stituted in equations (1) to (5), the fol-
lowing values of "a" are obtained:
al:a2(1+83)=(1+aqj=a5 (45)
Given equations (37), (44), and (45), it

is now possible to write all the values
of "a", "b", and "c".

4. It would seem at first thought that
if a set of fifty prime disks were used
to fill the five positions in the machine
that the problem of finding the proper
combination out of the 2,118,760 possible
combinations available would be prohibi-
tive because of the considerable time
that would be needed to check each pos-
sible solution, even with the aid of the
best available calculating machines,
However, since the mathematical process
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that is employed in the device is purely
additive, it would be possible to write
equations of the type illustrated above
which would include all possible prime
disks that could be used in & given
machine. Thus, if a machine were equip-
ped with a set of fifty prime code disks,
it would be possible to write equations
containing fifty unknowns each. Using
equations of this sort, a total of equa-
tions equal to the total number of code
elements of the entire set of disks would
be required, or approximately 7500 con-
tinuous bauds of pure cipher. The solu-
tion to this problem would give the par-
ticular disks in use, their code element
arrangement, and the starting point of
each, All disks not in use would come
out to be zero at all points. To make
a solution of this type, it would be
necessary to use a digital type of elec-
tronic calculating machine. After the
original set of equations had been es-
tablished, a solution with the aid of
the calculating machine would be a rela-
tively short process,

5. If in the improved model code gener-
ator described in paragraphs 20 and 21
of the report, the code disks are des-
ignated respectively "a", "b", "c", "d",
men  mfm ngm  and "hAY  then the following
equation in modulus-two addition may be
written to represent the output of the
machine (F):

b +d +f +h +a g +a h +a c. +a d +b g
+b h +c e. +c f *e g +e h +a c. g +a e h
1 ab; —anEal

+ + + +
a. d g a d h +alclel a d e +a c fi a dl

5N
fl+blclgl'b;clhl+bldl§l+bldlhl+clelgl+cl
f g +c e_h +c f h +a c~e,g +a.c e h +a d

—

e h +a c‘f g +a d f. g +a d e g +a clflhl
F h k_ (46)

& J. - &

II""

In this equation the subscripts indicate
a particular code element on each of the
lettered code disks., The product terms
of this egquation rule out the possibility
of establishing equations that include
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all possible code disks that could be
used in the machine, and therefore a
direct attack on the whole system at one
time with digital calculating machines
would be impossible. The most logical
approach left is a2 probability attack in
which the proper set of eight disks would
be arrived at by trial and error. The
problem is further complicated by the
fact that the eight disks used must be
in the proper positions in the machine to
give a particular cipher output, so that
the selection of the correct eight would
be involved with their correct positioning.

6. The amount of pure cipher necessary
to make any attack possible is best ar-
rived at by again using a simplified
example as follows: Let us assume code
disks "a" and "b" with the output switched
from one to the other by the output from
a third code disk "x". This type of de-
vice produces product terms in its equa-
tions which have characteristics as follows:
0%X0=0, 1X0=0, 1X1=1, aqd alxalzal. Wi th
this arrangement in mind the following set
of equations could be written to represent
the output from such a device:

&1x1+b1+b1xl=0 (47)
ax, +b +b x,=1 (48 )
33x3+b3+b =] (49)
a x, +bh+b x —0 (50)
a x5+b +b b -1 (51)
a x, +b +b%x6 =0 (52)
3237+bl+5121*0 (53)
ajx +b +b X =1 (54)
a,x +b3+b3x2-g £55)
a5x3+b +b+x3—o (56)
alxk+bb+ng4-1 (57)
8. x, +b +b x5=1 (58)
3x6+b +b X =1 (59)
a+xT+b +b x, (60)
85X1+bﬁ+bjxl-0 (61)
alx2+bh+b+xz=o (62)
.5-2 xs +b5 +IJ5 x3 =0 (63)

ool
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ﬂjxq +b6 +b6xl+=1 (64) respectively opposite to each other when

aqx5+bl+blx5=o (65)
agx6+b2+b2x6=o (66)
a x, +b3+b3 x?zg (67)
ale +bq +bl+ xl=o (68)
ajx2+b§ +b5x2=1 (69)
aqx3+b6+t%x3:1 (70)
35x4+b1+b1x3=0 (71)
alx5+b2szx§=1 (72)
a,x, +b3 +b3x6 =0 (73)
aax?+bq+bhx?:o (74)
84x1+b5+b5x1=1 (75)
a§x2+b6+b%x2=1 (76)
alx3+bl+blx3:0 (77)
32x4+b2+b2xu:1 %8
ajx5+b3+b3x5=1 (79)
a, X, +bq+qu6 =7 (80)
a5 x? +b5+b5xT:1 (81)
alxl+b6 +b6 xl=0 (82)
a2x2+bl+blx2=o (83)
33x3+b2+b2x3=1 (84)
a, X, +b3 +:E>3 xq=o (85)
55x5+b4+bkx§:0 (86)
a1x6+b§+bbx6=0 (87)
azx?+bﬁ+bbx?:1 (88)
ajx1+b1+b1xl:1 (89)
a4x2+b2+b2x2=1 (%0)
a§x3+b3+b3x3:o (91)
alxu+bu+qu::0 (92)
azx5+b§+b§x5:1 (93)
a3x6+b6+b6x6=1 (94)
54x1+bl+ble:U (95)

It will be noted that no definite infor-
mation can be derived directly from this
set of equations until after equation 77
has been reached, at which point "a"
and "b" have completed a cycle with re-
spect to each other. Even here informa-
tion with respect to "a" and "b" will be
in terms of whether "a" and "b" terms are

the sum of equations like (50) and (80)
are equal to one. It will be found that a
very long sampling of this type would be
necessary to solve for all values of "a",
"b", and "x*. If equations (47) and (82)
are added, and so on with successive equa-
tions where "a" and "x" have completed
one cycle, then the sums that are equal
to one will give definite values for "x"
and relative values for *b" as follows
(beginning with equation (47) plus equa-
tion (82)):

bl+b6 +blxl +b6xl:(xl+1)( bﬁ +bl):0 (96)
b2 +bl+b2x2 +b1xz:(x2+1 bl bl+b2)=1 (97)
b3+b2+b3x3+b2x3=(x3+1)(b2+b3)=o (98)
b4+b3+b4x4+b3x4=(xH+1)(b3+bq)=o (99)
b5+b4+b§x5+bhx5;(xs+1)(bu+bﬁ)=1 (100)
1-16+1!>5+b6::6+b5x62(:v:5+1)(b5 +b6 )=0 (101)
b1+b6+b1x1+b6x1=(x1+1)(E%+b1):1 (102)
b,+b +b x +b x S(x +1)(b *b,)=0 (103)
b3 +b2 +b3 x +b2x2 (X, +1)(b2 +b3)=1 (104)
b b +b x +b x S(x.+1)(b,+b )0  (105)
b5+b4+53x4+bhx4=(xu+1)(th+b3):1 (106)

In equation (97), x2+1:1 and b1+b2:1’
therefore x,=0 and bl and b2 are opposite.
Likewise from equation (100), X,~0 and
b4=£5+1; in equation (102) *~0 and gl:bﬁ+1;
in equation (104) X,=0 and b =b +i; and
in equation (106) x4=o and b4:b 1. Going
into equation (96), it has been found
that b +b =1 and therefore x +1=0 and
therefore x =1. Likewise in equation (98)
it can be shown that x_=]. Now then, if
equations (47) and (89) are added, and
so on (that is, the equations in which
one cycle between "x" "b" has been
completed) then the following set of equa-
tions is produced:

and

X (a,%a;)~1 (107)
x2 (.32 +au ):9 (108)
x (a2 ta, )71 (109)
X“(&4+&l):ﬂ (110)
)«rﬁ(a5 +a2)=0 (111)
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X6(81+33)-1 (112) 8. If, in the code generator described

XT(32+34):0 (113)

From equation (107) it can be seen that
=j; from eguation (109) that x_=1; and

from equation (112) that x6 T%erefore
the values of "x" are: X~ =15 x2 =0, %X.1,
xX,=0, x =0, %71, and x7=0. Beginning

with equation (47) and substituting in
values that have been found for "x®, it
is found that al=o, in equation (48)
b —1, in equation (49) a_=1, in equation
(50) b =0, in equation (51) b =1, in equa-
tion (53) b =0, in equation (55) b _=0. in
equation (56) a_=0, in equation (58)
b,=1, in equation (63) 4,70, and from
equation (70) a,~1. This represents one
method of solution for this problem, but
there are other procedures that would
work equally well; however, approximately
the same number of equations would be re-
quired. This solution ipdicates that it
is necessary to have a length of cipher
which is longer than the product of the
letters of the longest terms.

7. There are eight terms that are made
up of four letters, sixteen terms that
are made up of three letters, ten terms
with two letters each, and four terms with
one letter each. TIf the equation is an-
alyzed, it will be f-aind that the sum of
the terms containing four letters will
add up to be zero an average of 25/32 of
the time, and therefore it might be pos-
sible to drop these terms and work only
with the terms containing three letters or
less. It would then be only necesssary to
use a length of pure code signal that
would be sufficiently longer than the
product of any three disks to be able
to eliminate the errors introduced by
the dropped terms. This would probably
require a length of more than 10! bauds
or somewhat in excess of 100 minutes. This
This type of solution assumes, of course,
that the code disks in use and their exact
positions are known, but not the code ar-
rangement of the individual disks or
their injitial settings.

in paragraphs 20 and 21 of the report,
the last two code disks are used to con-
trol only the first switch circuit, and
do not contribute to the output circuits,
the equation for the output of the device
would become:

b +d +f +a g +a h +a cl+a d +b g

+b h +c e +c f +a c g +a clh +a d 8 +a

D L L i Hi N N
d h +a c e +a d e ta_c_f +a d f +b c g
T T D e b Ll = s
+b e h +b.d g +b.d h ta_ c_ e g +a c_e h
I T 17EE TE E1TE i e (SR S

+ + h_+ f g+ f h + d
- dlelgl ad eh e s e R

h
f g +a dlflhl+b c.e g +b g8 l+b d e g

I ! e e S S
+bld elh +b c f ¢ th ¢ f +bldl flgl bl
d:L fl l=k (114)

There are sixteen terms of four letters
each in this equation., The average out-
put from these sixteen terms will average
to be zero 43/64 of the time, which would
make it practically impossible to ignore
these terms in the solution of the equa-
tion, Therefore the length of cipher
necessary to break this code would be at
least 39° bauds, or in excess of twenty-
four hours of pure cipher. However, only
two cancellation circuits would be used in
this circuit arrangement and therefore
the average cipher output might not average
near enough to 50-50 to be entirely safe
against visual attack. Also, this ar-
rangement is more susceptible to a statis-
tical attack and therefore it is probably

no better than, if as good as, the first
system.
9. 1In evaluating the security of the

proposed code generator, it must be kept
in mind that the calculations presented
in the preceding paragraphs have been
worked out on the assumption that the
number of elements in each code disk in
use is known. However, with a set of
50 prime disks available, there are 2]
trillion combinations available with
500 million different cycle lengths. The
aforementioned calculations give no aid
in determining the particular code disks
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in use or their respective positions, and available combinations, would seem to
as far as has been found this could be rule out a direct mathematical attack
determined only by trial and error pro- upon the system.

cedure, which, considering the number of
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