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DoD Problems

CMU SEI Solutions &

Research to Meet the Evolving Needs in Software

Consistent and predictable Robust real-time system
engineering

management of software
development

Define, codify, and
standardize software
maturity

Exemplar Approaches

1985 1990

Formal verification
practices

monotonic
analysis

1995

Software
Product Lines

-

2000

Managing the growing Cost and

size and complexity of schedule of

software delivery

Software-architecture Practices for “left Al engineering as

centric approaches “shift’-ing software a discipline
engineering

Product

lines

2005

+ Architecture  Continuous integration/ Practices for repeatably

patterns continuous delivery engineering Al systems
with robustness, needed
scale & human-centered
properties

Automation and repeat-
ability in architecture and
code evolution

2010 2015 2020 2025

Software is never done -- the evolving mission(s) and operational environment change the requirements and assumption
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Software Engineering Research Roadmap
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Software Engineering Research Roadmap with Focus Areas and Research Objectives (10-15 Year Horizon)
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Cyber Research Roadmap
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Al Engineering

Scalable Al
Accommodate the size,
speed, and complexity of
mission needs

Scalable management of data and models

Enterprise scalability of Al development and deployment

Scalable algorithms and infrastructure

Robustand Secure Al
Operate reliablywhen

Robustness of Al components and systems

faced with uncertainty or Designing for security challenges in modern Al systems

threat

Testing, evaluating, and analyzing Al systems

Human-Centered Al
Designed with the goal of
workingwith, and

for, people

Understand context of use, sense changes over time

Scope and facilitate human-machine teaming

Methods, mechanisms, and mindsets for critical oversight
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Fundamental Research Efforts and Breakthroughs

Advanced development

« Al augmented SW development

« Assuring continuously evolving SW systems

« SW construction through compositional correctness
Advanced architectures

* Engineering Al-enabled SW systems

* Engineering societal-scale SW systems

* Engineering quantum computing SW systems
Al engineering

« Scalable Al (for all definitions of scale)

* Robust and secure Al

« Human-centered Al
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