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Using Al to Find Worst-Case Execution Time

Convergence of Four Things
*WCET analysis is needed for certification of avionics software

*WCET analysis is becoming more challenging
Can we use
Al for WCET

Al has shown great promise recently analysis?

*Al might help WCET analysis circumvent current limitations
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W hat iIs Worst-Case Execution Time?
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Execution time
Differentinputs to a
program
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W hat iIs Worst-Case Execution Time Estimate?
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W hat is Worst-Case Execution Time Estimate?
Find WCET estimate

Execution time 1
Estimated
WCET
WCET
BCET
Differentinputs to a
program
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W hat is Worst-Case Execution Time Estimate?
Find WCET estimate with small overestimation

Execution time 1
Estimated
WCET
overestimation
WCET
BCET
Differentinputs to a
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Why Is Worst-Case Execution Time Analysis Challenging?

Software complexity

» The number of execution paths in a program tends to be very large and input
dependent. We cannot explicitly enumerate all of them.
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Why Is Worst-Case Execution Time Analysis Challenging?

Software complexity

» The number of execution paths in a program tends to be very large and input
dependent. We cannot explicitly enumerate all of them.

Hardware complexity

« Even for a single path in a program, the execution time depends on (i) initial state
(variable initialization), (ii) state of the hardware (dirty cache blocks initially), (iii)
behavior of hardware (cache, pipelining, etc).

» On a multicore, it gets even more complex because the execution time of a program
depends on co-runners.
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Current state-of-the-art/practice

Common practice

» Guess the worst-case input. Run the program with this input and measure execution
time
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Current state-of-the-art/practice

Common practice
» Guess the worst-case input. Run the program with this input and measure execution
time
Academic research
» Static analysis: compute WCET without running the program
» Hybrid: measure some parts of a program and combine it with analysis
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Current obstacles

Hardware

 Hardware is often not well documented.

* Even if hardware is documented, documentation is often incorrect. Develop
WCET analysis that does

notdependon

* Even if hardware is documented and correct, hardware changes. ,
documentation
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|deally, we would like WCET < Estimated WCET. But on some
systems, this is very hard to achieve.

Execution time 1
Estimated
WCET
WCET
BCET
Differentinputs to a
program
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It may happen in some rare cases that WCET > Estimated WCET.

Execution time

WCET
Estimated WCET

ST

Differentinputs to a
program
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The report:
Assessing the Use of Machine Learning to Find
the Worst-Case Execution Time of Avionics Software
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« Qutline of this presentation
e Main findings
« Background
« Our method
« Experimental results
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Main Findings

USing Al to Find Worst-Case Execution Time [Distribution Statement A] Approved for public release and unlimited distribution
© 2023 Carnegie Mellon University



Findings

1.

2
3
4.
5

Our new WCET analysis method performs well for some
target programs.

There are target programs for which our new WCET
analysis method does not perform well.

Our new WCET analysis method should be viewed as a
complement to other WCET analysis methods.

For our WCET analysis method, how to measure
execution time Is critical.

Current limitation/future work: select family of functions to
learn from
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WCET Analysis in Assurance Case
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The units of concurrency
of software in flight
control are modeled as
tasks in real-time
scheduling theory

The modeling of the
software in flight control
as a set of tasks is
sufficiently faithful to the

real system

Timing of software in flight control system is safe

r

Worst-case execution

Real-time schedulability
test outputs
“schedulable”
when fed the taskset as
input

Taskset is fed as input to
real-time schedulzability
test properly (i.e., no

mistyping)

Other resources than
CPU (e.g., critical
sections, DMA, memory

Timing system) are modeled
requirements Invocation pattern (e.g. time (WCET) estimate of properly and the Real-time schedulability
(e.g., deadline) of each perlod) of each task s " | | eachtaskexistsand has | [ resource arbiters (e.g., || test selected. It matches
task i; modeled properi odeled | sufficiently high CPU scheduler) are task model and Is
i e i conficence modeled properly implemented correctly
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W CET and Undocumented Hardware
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Execution time of a target program depends on the hardware it
executes on.

W CET analysis depends on hardware
Detailed information about hardware is typically unknown.
Can we perform W CET analysis without knowing the hardware?

The report provides 44 references from the research literature that
points out that the lack of information about the hardware is a serious
Issue in WCET analysis.

"For modern processors, technical details are often difficult to obtain
due to commercial confidentiality."
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Observations on Target Programs
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For some target programs, the execution time as a function
Input Is smooth

bubblesort: Average magnitude of change in execution time as function ol change of input {y-axis is seconds; x-axis is Hamming distance)
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For some target programs, the execution time as a function of
iInput Is NOT smooth

heapsort: Average magnitude of change in execution time as lunction of change of input (y-axis is seconds; x-axis is Hamming distance)
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USing Al to Find Worst-Case Execution Time [Distribution Statement A] Approved for public release and unlimited distribution.
© 2023 Carnegie Mellon University



Execution time of a target program with the same input

Multiple runs of bubblesort with the same random input: Histogram of deviation of execution time from
sample average of execution time (1000000 samples)
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Execution time of a target program with the same input

Muitiple runs of bubblesort with the same random input: Histogram of deviation of execution time from
sample average of execution time (1000000 samples)
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Execution time of a target program with VARYING input

Histogram of execution time [ 1000000 samples of bubblesort)
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Execution time of a sorting program may depend on how
sorted the input Is

bubblesort: execution time as a function of unorderedness (x-axis shows unorderedness; y-axis shows execution time)
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Execution time of matrix-vector multiplication depends on how
many denormal numbers there are

|Vl
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Step 1:
Generate
random inputs

Step 2:
Run target
program with

inputs and
measure
execution times

Using Al to Find Worst-Case Execution Time
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Step 3:
Train function
that predicts
execution time
as function of
input

Step 4.
Find input that
maximizes
predicted
execution time
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Step 5:

Run target
program with
found input and
measure
execution time




Step 5:
Run target
program with

Step 2: Step 3:
Run target Train function
program with that predicts
inputs and execution time redicted found input and

measure as function of pred . measure

. . i execution time . i
execution times input execution time

Step 4.
Find input that
maximizes

Step 1:

Generate
random inputs

Issues

1. Too few inputs with extreme execution times

2. Rare non-repeatable increase in execution time

3. Function learned is not sufficiently expressive

4. Training takes too long _

5. Training requires too much main memory _

6. Training yields a function that does not generalize

7. Training yields a function that cannot extrapolate _ _

8. Finding the input that maximizes the predicted execution time takes too long

9. The memory mapping of Step 2 is different from the memory mapping of Step 5
10. The WCET estimation produced applies only to one memory mapping

Using Al to Find Worst-Case Execution Time
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Step 2: Step 3: Step 5:

Run targe_t Train funcpon Find input that Run targe_t
program with that predicts . program with

) : . maximizes .

inputs and execution time . found input and

. predicted
measure as function of : . measure
execution time

execution times input execution time

Step 4.

Step 1:

Generate
random inputs

Addressing Issues

1. Too few inputs with extreme execution times = Select the extreme and train on them

2. Rare non-repeatable increase in execution time = Run each input many times (median)

3. Function learned is not sufficiently expressive = Learn affine and then add terms

4. Training takes too |0ng = Solve optimization p_roblem (loss func) approx
5. Training requires too much main memory _ =Store bits as bits (rather than FP)

6. Training yields a function that does not generali = Use fewer weights than #examples

7. Training yields a function that cannot extrapolate = Use affine function

8. Finding the input that maximizes the predicted € = Solve optimization problem approx

9. The memory mapping of Step 2 is different from = Use same MM in Step 2 as in Step 5

10. The WCET estimation produced applies only to one memory mapping
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[mint,maxt]

[0.001985610, 0.002679730]

[0.000065130, 0.000081410]

[0.000064910, 0.000073370]

[0.000088070, 0.000104480]

[0.000068540, 0.000077930]

[0.000068730, 0.000079910]

[0.001922460, 0.002238300]

[0.000115860, 0.000136100]

[0.000129760,
0.000156570]
[0.000271150, 0.000313680]
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WCET estimate

Only affine

0.002707772

0.000058219

0.000057520

0.000089639

0.000063249

0.000086819

0.002380286

0.000116229

0.000143058

0.000271976

With basis functions Only affine
0.002700042 1.01046448%
0.0000627 0.71513327€
0.00005894¢ 0.783971651
0.00009034¢ 0.85795367E
0,00006518¢ 0.81161298€
0.000070634 1.086459767
0.001951602 1.0634347H
0.00011672¢ 0.853997061

000142638 0.913699942
0.00027189€ 0.867049222
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_ Performance of WCET analysis

WCET estimate / maxt

With basis functions

1.007579868

0.770912664

0.803448276

0.864749234

0.836507122

0.88398198

0.871912612

0.853989713

0.911017436

0.866794185
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Findings

1.

2
3
4.
5

Our new WCET analysis method performs well for some
target programs.

There are target programs for which our new WCET
analysis method does not perform well.

Our new WCET analysis method should be viewed as a
complement to other WCET analysis methods.

For our WCET analysis method, how to measure
execution time Is critical.

Current limitation/future work: select family of functions to
learn from

USing Al to Find Worst-Case Execution Time [Distribution Statement A] Approved for public release and unlimited distribution
© 2023 Carnegie Mellon University



More Information at:

“Assessing the Use of Machine Learning to Find the Worst-
Case Execution Time of Avionics Software,”
DOT/FAA/TC-23/06,

Avallable at:
https://www.faa.gov/aircraft/air_cert/design_approvals/air_sof

tware/research/TC2306
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