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DoD Digital Engineering Challenges
Model-Analyze-Build

Late Discovery of Design Errors in DoD
Systems is very costly.

Architecture modeling and analysis can detect
design error early

BUT:

Analysis assumptions are often implicit

If analysis assumptions not met: analyses
break down for reasons not clear to users of
analysis tools.

E.g., e2e Latency Assumption: periods
multiple of each other (harmonic)

DoD barrier for adoption
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Digital Engineering: Multiple Claims - Multiple Analyses

Different Assurance Claims

e Combine multiple analysis

Schedulability ogeteheckly Control Stability

<

* Validate assumptions

* Resolve assumption conflicts
Integrate into arguments to satisfy

claims

Read/write Read/write
Sensor PID Actuator
Sampling Controller Controller

Comm Protocol (reliable/unreliable)

AADL
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Analysis Contract: Tracking Assumptions and Guarantees

contract{
inputs:
E2ELatancies
assumptions:
areConnectionsDelayed()

C, = (AL, G)withA4, = {“L,p aL,z»“L,3}

Ay

areDeadlinesConstrained()
areTasksSchedulable()
areAllThreadsPeriodic()
analysis:
meetEndToEndLatencies()
guarantee:
[E2EResponses|i] <= E2ELatencies]i]
fori in range(len(Responses))]
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Shift Left And Down to the Metal

Early Analysis
* Evaluate design decisions with partial information
* E.g., latency analysis before worst-case execution time

(WCET)
- periods of tasks must be multiples of each other
Refinement

* Track pending information
- WCET

* Track and execute pending verification
- Schedulability

Conformance

* Track implementation assumption

« Verify implementation conformance

- Task executed strictly periodic «; 3
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Assurance Contract Argumentation

()

(J]
/ F Contract 3
()
——— R IS
Proof Oblg
. | annex contract {--
Claim 1 S
: czre\:li'::t <name: | AADL
A q el VS = Static Verification Evidence
5 <query to obtain model data>
Contract g domains B
o . 7 <domain reference= o
Verification Claim 2 8 input assumptions = _Jl> Contract 2
P| an 9 <Bool func to check data consistency=( 5 Assumption
10 <model vars>) 2
7 1 assumptions
12 <Bool func>(<mode! varss)
13 -=> <Symbolic assertion= AADL
14 analysis )
; Beh I i
Claim 3 1S <Bool funcs(<model varss) meodaevllora EI‘)" dtence
16 -> <symbolic guarantee> [P
17 }
1% ..);

Listing 1: Contract Template
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Assurance Contract Argumentation

ee

ybersecure

ault Resilience Proof Oblg
Reliable & [\Meet Radar- Periadic
Autobrake © [VBrake Deadline Eelayec:. AADL
onnecrions
& E2E Latency Static Verification Evidence
® — Threads
Contract Schedulable
. . AADL o[
Verlflcatlon Clalm 2 ;Evide;me E _Jl>ContraCt 2 - -
Dat b= ssumption
Plan y ata s
1 Behavioral Evidence
Claim 3 Behay Euider
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Symbolic Contract Argumentation

Assumptions

* Constraints that must be satisfied for avalid analysis
Analysis

* Evaluate whether the guarantee can be discharged

Guarantee

* Assertion presented as a true fact on model
Implementation

« Satisfiability Modulo Theories (Z3)
* Implements contract argumentation

- Evaluate whether constrains can be satisfied with facts from analysis guarantees

* Validate assumptions

- Proof obligations: lack of constraints allow any value that satisfy assumption (e.g., RM priorities)
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Encoding In SMT

Algorithm 1 getSMTEncoding( Plan)

Verification Plan

I: F« {ki|(k;.C;) € Plan.K }
_ 22 T+ {C|(k;.C;) € Plan. K }
P=(K,D 2 ;
( ) 3: while 1" # () do
- K = {(k;, C)} 4: select t from 7" and remove it from 7'
- k; predicates oversymbolic variables = i S ALEITE t!nen
6: ' TUt.C,
7: F « F U (replG4C(t.F,) = t.G,)
Contract 8- elseif A\ _, ;i then
9: for p € {p|(p.a) € t.A} do
«C;=y0,1,A,G,N) 10: if p is contract then
. . . 11 T—TuUp
- V,; symbolic variables from a domain 2 Fe Fu ‘:/\'v‘{..u_,...-;er..-u a)
- (@ model variables (e.g., from AADL models) AN = t.G)
- Iinput assumptions (if enough data for analysis) 13: elseF " .
14: —ruUp = a)
- A = (p, a) setof assumptions is: end if
- G guarantee 16: end for
- N analysis predicate (imperative Boolean function) 1% Sl o
ySISPp P is: end while
19: return /'
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Contract Argumentation Scalability

Exploit Knowledge from Scientific Domain

« Efficient algorithms from specialized domains
- E.g., greedy worst-case response time in real-time theory

- Implemented in imperative languages
Assume correctness of analysis
» When validating the contract argumentation

» To be connected with other lower-level verification results

- E.g., PROSA: coq (theorem prover) verification of real-time theory
Correctness of implementation
* Exploit proven properties of runtime mechanisms: e.g., schedulers, hypervisors
* Exploit code generation

* Deferred code verification to conform to assumptions
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Repairing Assumptions

Meet
deadlines

Contract
Verification
Plan

/4
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Claim 2

Claim 3

T2.Period%T1.Period!=0

Period=Deadline

-

> Harmonic
Sched Bound

Analysis

guarantee

AADL:
T1.Period=10
T2.Period=15
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Repairing Assumptions

Meet
deadlines

Contract
Verification
Plan

/4
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Claim 2

Claim 3

Harmonic

Period=Deadline

I

[} . \

‘GEJ > Harmonic \
g Sched Bound ;
= Analysis ’

AADL:

T1.Period=10
T2.Period=20

[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.



Repairing Assumptions

T? Perind%T1 Perindl=Q

| annex contract {- N
2 argument schedulability \\
3 argument \
4 Or(RMBound, RTA) ] \
5 i Y
6 ) ;
7
8 contract RMBound { e
Coth-ra Ct_ 9 assumptions -7
Verification 10 RMPriorities(periods, priorities )
Plan 11 analysis

12 RMBoundTest(...)
13}
14
15 contract RTA {
16 assumptions
17 )
18 analysis
19 RTATest(...)
20 )
21 )
Listing 3: Path Selection Based on Assumptions
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Argument Modularity’

Decomposed

into subclaims

Contract
Verification

Reliable
Autobrake

o

Plan

4
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Claim 2

Claim 3

23

26

annex contract {+
verification plan myPlan |
claims
EndToEndDelayArgument—=>
And([E2EResp|i] <= E2ELatencyli]
for i in range(len(E2EResp))]

f

argument EndToEndDelayArgument {
argument
Or(E2ESched, E2ESFlowSpec)->
And([E2EResp[i] <= E2ELatency(i
for i in range(len(E2EResp))]

}

contract E2ESched {
input assumptions
allSchedDataPresent()

}

contract E2EFlowSpec {
input assumptions
notAllSchedDataPresent()

Listing 2: Path Selection Based on Refinement

Utilization : u;

Fixed Priority

RM Priorities

Harmonic
Periods

Period=Deadline

No Priority Inv

Utilization : u;

Fixed Priority

RM Priorities

: Harmonic
Periods |

Period=Deadline

No Priority Inv

Period, Deadline,
WCET, Priority
1 C Al

1 u ==

Fixed Priority
1

No Priority Inv
——

=Deadline

Response<

Response<=Deadline

Deadline

Res

Harmonic
Sched Bound

NonHarmonic
Sched Bound

Analysis

ponse<

ResponseTime
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Refinement throughout development (1)

Meet
deadlines

Utilization : u;

G

U ==
Fixed Priority

RM Priorities

Harmonic
Periods

Period=Deadline

No Priority Inv

Enough to execute analysis |

-
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Deadline

Response<

If no C, T, but u; = .4 then find

C;
C;, Tisuch: 0.4 = F:' eg.,04=—

Harmonic
Sched Bound

Analysis

4
10

Proof Oblg

Proof Oblg

Proof Oblg
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Refinement throughout development (2)

Utilization : u;

G
U ==

Fixed Priority

Meet -
— —1 RM Priorities
deadlines Harmonic

Periods

Period=Deadline

ContraCt No Priority Inv

Verification ,
Enough to execute analysis
Plan .

4
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If no C, T, but u; = .4 then find

C;
C;, Tisuch: 0.4 = F:' eg.,04=—

(]

£

=

()

()] q

) Harmonic

(]

g Sched Bound
o

Analysis

Res

utilizations

{ui}! {Tl}

4
10

Ti4+1%T; = 0

Proof Oblg

Proof Oblg
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Refinement throughout development (3)

If no C, T, but u; = .4 then find
0a=G A
C;, Tisuch: 0.4 = T eg., 04= o

Utilization : u;

NonHarmonic
Meet - Sched Bound
deadlines | amonic L L )
Period=Deadline I|
Contract T . N 0 T

utilizations

{ud (T
Enough to execute analysis

Plan .

Proof Oblg
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Refinement throughout development (4)

If no C, T, but u; = .4 then find . Proof Oblg

.04 =4 — =
C;, Tisuch: 0.4 = T eg., 04= o

Utilization : u;

NonHarmonic

Fixed Priority
Meet - ~—1 RM Priorities Sched Bound
deadlines 1 Harmonic ]

Period=Deadline

utilizations

{ud {13, {D;}, {C})

ContraCt No Priority Inv

Verification
Plan y

4

Enough to execute analysis
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Refinement throughout development (5)

_ 54
U =~
T;
Utilization : u;
G
u; = —

|

I
=
<
o
§.
=1
[

Meet .
deadlines [ Ramonic 1| gl L Analwsis [T OSSN 3

vl S T  Ty42%T; = 0

Period=Deadline |
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Concluding Remarks

Assurance Argumentation
* For Execution Architectural Models (e.g., AADL)

* Encoded as Constraint-Satisfaction Problem (SMT) for automatic evaluation
* Enables Incremental Refinement
- unassigned variables take satisfying values (proof obligations)
* Encodes alternative contracts based on refinement/design
Takes Advantage of Previous Analyses Proofs / Efficient Implementations

* Encoded as imperative implementation of predicates over model variables
Currently Experimenting with Avionics Models and Argumentation
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