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Agenda
Recall the incident

Discuss solution alternatives

Show our new solution

Present efficient implementation of new solution
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Recall the incident
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Public information is available at: 
https://www.ttsb.gov.tw/media/4936/ci-202-final-report_english.pdf
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System Architecture

Primary Computers Ailerons
Spoilers
Elevator
Rudder

MON

COM
Failed
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Timelines

Gear

Pedal

COM

MON

COM

MON

COM

MON

Time

Ground

Air

P1

P2

𝒇𝑮(𝑷𝟏)

𝒇𝑨(𝑷𝟏)

|𝒇𝑮 𝑷𝟏 − 𝒇𝑨 𝑷𝟏 | > 𝑻𝒉𝒓𝒆𝒔𝒉𝒐𝒍𝒅𝑮 .  Lack Replica Determinism

𝒇𝑮(𝑷𝟏)

𝒇𝑨(𝑷𝟏)

𝒇𝑮(𝑷𝟏)

𝒇𝑨(𝑷𝟏)

Even if replica determinism.
Mode bouncing (back-forth) dangerous?
Stick to one mode in bouncing interval?

Compare also mode and inputs?: Assumptions of the comparison

𝒎𝒐𝒅𝒆𝑴𝑶𝑵 = 𝒎𝒐𝒅𝒆𝑪𝑶𝑴 ∧ 𝑷𝟏𝑴𝑶𝑵 − 𝑷𝟏𝑪𝑶𝑴 < 𝒊𝒏𝑻𝒉𝒓𝒆𝒔𝒉 ∧

𝒇𝑿 𝑷𝟏 − 𝒇𝑿 𝑷𝟏 < 𝑻𝒉𝒓𝒆𝒔𝒉𝒐𝒍𝒅𝑿

Same perceived timeSame perceived time
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Timelines Alternatives

Gear
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COM

MON

COM

MON

Time

Ground

Air

P1

P2

𝒇𝑮(𝑷𝟏)

𝒇𝑨(𝑷𝟏)

|𝒇𝑮 𝑷𝟏 − 𝒇𝑨 𝑷𝟏 | > 𝑻𝒉𝒓𝒆𝒔𝒉𝒐𝒍𝒅𝑮 .  Lack Replica Determinism

𝒇𝑨(𝑷𝟏)

𝒇𝑮(𝑷𝟏)

𝒇𝑨(𝑷𝟏)

𝒇𝑨(𝑷𝟐)

Compare also mode and inputs?: Assumptions of the comparison

𝒎𝒐𝒅𝒆𝑴𝑶𝑵 = 𝒎𝒐𝒅𝒆𝑪𝑶𝑴 ∧ 𝑷𝟏𝑴𝑶𝑵 − 𝑷𝟏𝑪𝑶𝑴 < 𝒊𝒏𝑻𝒉𝒓𝒆𝒔𝒉 ∧

𝒇𝑿 𝑷𝟏 − 𝒇𝑿 𝑷𝟏 < 𝑻𝒉𝒓𝒆𝒔𝒉𝒐𝒍𝒅𝑿

|𝒇𝑨 𝑷𝟏 − 𝒇𝑨 𝑷𝟐 | > 𝑻𝒉𝒓𝒆𝒔𝒉𝒐𝒍𝒅𝑨.  Lack Replica Determinism

|𝒇𝑨 𝑷𝟏 − 𝒇𝑮 𝑷𝟏 | > 𝑻𝒉𝒓𝒆𝒔𝒉𝒐𝒍𝒅𝑨 .  Lack Replica Determinism
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Solutions that we thought of initially but decided 

to reject
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Make sure all computers have synchronized clocks.

- Unfortunately, we can’t have perfectly synchronized clocks so it might still happen that we end up with the incident above. Hence, clock synch is 
not enough. 

Gear

Pedal

COM

MON

COM

MON

COM

MON

Time

Ground

Air

P1

P2

𝒇𝑮(𝑷𝟏)

𝒇𝑨(𝑷𝟏)

|𝒇𝑮 𝑷𝟏 − 𝒇𝑨 𝑷𝟏 | > 𝑻𝒉𝒓𝒆𝒔𝒉𝒐𝒍𝒅𝑮 .  Lack Replica Determinism

𝒇𝑮(𝑷𝟏)

𝒇𝑨(𝑷𝟏)

𝒇𝑮(𝑷𝟏)

𝒇𝑨(𝑷𝟏)

Compare also mode and inputs?: Assumptions of the comparison

𝒎𝒐𝒅𝒆𝑴𝑶𝑵 = 𝒎𝒐𝒅𝒆𝑪𝑶𝑴 ∧ 𝑷𝟏𝑴𝑶𝑵 − 𝑷𝟏𝑪𝑶𝑴 < 𝒊𝒏𝑻𝒉𝒓𝒆𝒔𝒉 ∧

𝒇𝑿 𝑷𝟏 − 𝒇𝑿 𝑷𝟏 < 𝑻𝒉𝒓𝒆𝒔𝒉𝒐𝒍𝒅𝑿

Same perceived time
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Introduce a special component that reads sensor that detects ground and delivers this single signal to both CON and MON. If COM and MON requests the single signal 
sufficiently close in time, then the special component must deliver the same value to those

- This would avoid the issue above. But it comes with the drawback that this special component becomes a single point of failure. This is bad.

Gear
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Time

Ground

Air
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P2

𝒇𝑮(𝑷𝟏)

𝒇𝑨(𝑷𝟏)

𝒇𝑮(𝑷𝟏)

𝒇𝑨(𝑷𝟏)

𝒇𝑮(𝑷𝟏)

𝒇𝑨(𝑷𝟏)

COM and MON can request to read the

ground sensor at any time. But they do not the

access the ground sensor directly. They make a

request to the special component to get the

sensor reading of the ground sensor.

Since the special component receives two requests

from MON and CON close in time, then the special

component is forced to output the same result

(Ground, Ground) to them.

Ground Ground
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Our New Solution
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Don’t use synchronized clocks. Don’t introduce a special component.

- Let COM and MON read ground sensor independently; let them execute independently, let them arrive independently.
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𝒇𝑨(𝑷𝟏)
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Don’t use synchronized clocks. Don’t introduce a special component.

- Assume that they execute approximately periodic and that COM and MON have the same period.
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Introduce a low-pass filter in COM and a low-pass filter in MON. These filter are identical.

- Assume that they execute approximately periodic and that COM and MON have the same period.
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Introduce a low-pass filter in COM and a low-pass filter in MON. These filter are identical.

- Assume that they execute approximately periodic and that COM and MON have the same period.
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Low-pass filter
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A low-pass filter in COM takes a single Boolean (ground/air) as input and outputs a tuple <m,c> where (i) m is a Boolean, (ii) c is a 

Boolean, (iii) m indicates mode decision (true means “ground”; false means “air”) and (iv) c indicates confidence (True means high-

confidence; False means not-high-confidence). Ditto for MON.
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CON outputs f(P1) as shown below and as we have shown before.
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But CON also outputs a confidence signal (Boolean).
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CON outputs both f(P1) and confidence signal and they are received by voter.
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MON outputs both f(P1) and confidence signal and they are received by voter.
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The voter will declare failure if

the f signal from CON and MON are different and the confidence signals from CON and MON are 
both true.
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Now, we need to specify the low-pass filter.
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Low-Pass Filter

s : sensor reading from ground/air 
sensor (s=True means “ground)

m : mode decision 
(m=True means 
“ground)

c :confidence 
(c=True means 
high-confidence)
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Now, we need to specify the low-pass filter.
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𝒇𝑮(𝑷𝟏)

𝒇𝑨(𝑷𝟏)

Low-Pass Filter

s : sensor reading from ground/air 
sensor (s=True means “ground)

m : mode decision 
(m=True means 
“ground)

c :confidence 
(c=True means 
high-confidence)

The low-pass filter operates on a sliding window of the 
most recent WL inputs. For example, WP=5.
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Now, we need to specify the low-pass filter.
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Low-Pass Filter

s : sensor reading from ground/air 
sensor (s=True means “ground)

m : mode decision 
(m=True means 
“ground)

c :confidence 
(c=True means 
high-confidence)

If all WL most recent inputs are True, then 
m is True and c is True.

If all WL most recent inputs are False, then 
m is False and c is True.



Low  Pass Filter to Prevent the A330 Incident of Flight CI202 China Airlines A333 at Taipei 

on June 14th 2020
© 2023 Carnegie Mellon University 27

[Distribution Statement A] Approved for public release and unlimited distribution.

Now, we need to specify the low-pass filter.
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Low-Pass Filter

s : sensor reading from ground/air 
sensor (s=True means “ground)

m : mode decision 
(m=True means 
“ground)

c :confidence 
(c=True means 
high-confidence)

If all WL most recent inputs are True, then 
m is True and c is True.

If all WL most recent inputs are False, then 
m is False and c is True.

Otherwise, then m is most-recent-output 
and c is False.
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Now, we need to specify the low-pass filter.

Gear
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𝒇𝑮(𝑷𝟏)

𝒇𝑨(𝑷𝟏)

Low-Pass Filter

s : sensor reading from ground/air 
sensor (s=True means “ground)

m : mode decision 
(m=True means 
“ground)

c :confidence 
(c=True means 
high-confidence)

If all WL most recent inputs are True, then 
m is True and c is True.

If all WL most recent inputs are False, then 
m is False and c is True.

Otherwise, then m is most-recent-output 
and c is False.

Confident 
during 
operation
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Now, we need to specify the low-pass filter.
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Low-Pass Filter

s : sensor reading from ground/air 
sensor (s=True means “ground)

m : mode decision 
(m=True means 
“ground)

c :confidence 
(c=True means 
high-confidence)

If all WL most recent inputs are True, then 
m is True and c is True.

If all WL most recent inputs are False, then 
m is False and c is True.

Otherwise, then m is most-recent-output 
and c is False.

Not confident 
during 
operation
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[Distribution Statement A] Approved for public release and unlimited distribution.

How do we implement this filter efficiently?
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𝒇𝑨(𝑷𝟏)

𝒇𝑮(𝑷𝟏)

𝒇𝑨(𝑷𝟏)

Low-Pass Filter

s : sensor reading from ground/air 
sensor (s=True means “ground)

m : mode decision 
(m=True means 
“ground)

c :confidence 
(c=True means 
high-confidence)
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[Distribution Statement A] Approved for public release and unlimited distribution.

We don’t want to have an array with all WL most recent sensor inputs.
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𝒇𝑨(𝑷𝟏)

Low-Pass Filter

s : sensor reading from ground/air 
sensor (s=True means “ground)

m : mode decision 
(m=True means 
“ground)

c :confidence 
(c=True means 
high-confidence)
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[Distribution Statement A] Approved for public release and unlimited distribution.

Would consume O(WL) space and would consume O(WL) compute for each input received.
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Low-Pass Filter

s : sensor reading from ground/air 
sensor (s=True means “ground)

m : mode decision 
(m=True means 
“ground)

c :confidence 
(c=True means 
high-confidence)
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[Distribution Statement A] Approved for public release and unlimited distribution.

We want to have O(1) space and consume O(1) compute for each input received.
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Low-Pass Filter

s : sensor reading from ground/air 
sensor (s=True means “ground)

m : mode decision 
(m=True means 
“ground)

c :confidence 
(c=True means 
high-confidence)
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[Distribution Statement A] Approved for public release and unlimited distribution.

Efficient Implementation
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[Distribution Statement A] Approved for public release and unlimited distribution.

We want to have O(1) space and consume O(1) compute for each input received.
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𝒇𝑮(𝑷𝟏)

𝒇𝑨(𝑷𝟏)

Initialization

mrt := 0; mtf := 0; count := 0

When the replica gets a new sensor reading from the ground 

sensor (approximately periodically), do the following

Let s denote the value of the ground sensor

count := count + 1

if s is True then

mrt := mrt + 1

mrf := 0

else

mrf := mrf + 1

mrt := 0

if count<WL then

output <f,False> where f is arbitrary

else

if mrt>=WL then

last_confident_output := True

output <True,True>

else

if mrf>=WL then

last_confident_output := False

output <False,True>

else  

output <last_confident_output,False>
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[Distribution Statement A] Approved for public release and unlimited distribution.

How do we deal with non-periodic sampling.
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[Distribution Statement A] Approved for public release and unlimited distribution.

In this case, if we get WL sensor inputs in very short duration, and they are all True, then

the filter should not output True (because there may be correlated noise of all the WL sensor inputs).
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[Distribution Statement A] Approved for public release and unlimited distribution.

We should require that we get WL sensor inputs that are the same and they should span a sufficiently large duration of time; only 

then should the filter produce output with high confidence.
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[Distribution Statement A] Approved for public release and unlimited distribution.

We should require that we get WL sensor inputs that are the same and they should span a sufficiently large duration of time; only 

then should the filter produce output with high confidence.
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𝒇𝑮(𝑷𝟏)
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𝒇𝑮(𝑷𝟏)

𝒇𝑨(𝑷𝟏)
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𝒇𝑨(𝑷𝟏)

Initialization

mrt := 0; mtf := 0; count := 0;

mrt_time := 0.0; mrf_time := 0.0; 

first_sensor_reading := True

When the replica gets a new sensor reading from the ground sensor (approximately 

periodically), do the following

Let s denote the value of the ground sensor

count := count + 1

t := read_current_time (or let t be timestamp from ground sensor)

if first_sensor_reading then

first_sensor_reading := False

last := t

output <b,False> where b can take any value (False or True) 

else

deltat := t-last

last := t

if s is True then

mrt := mrt + 1

mrt_time := mrt_time + delta

mrf := 0

mrf_time := 0.0

else

mrf := mrf + 1

mrf_time := mrf_time + delta

mrt := 0

mrf_time := 0.0

if count<WL then

output <f,False> where f is arbitrary

else

if (mrt>=WL) and (mrt_time>=WLTIME) then

last_confident_output := True

output <True,True>

else

if (mrf>=WL) and (mrf_time>=WLTIME) then

last_confident_output := False

output <False,True>

else  

output <last_confident_output,False>


