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“There is least one thing worse than fighting with allies, and that’s fighting
without them.” Winston Churchill, 1945.
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Military Strategy and Major Weapon Platforms

Defence Planning vs. Operational Planning perspectives may change the order...

e Deter e Concepts e Capabilities
Adversary X e Doctrines e War Ships

e Win wars e Plans e Fighters

e Achieve the e Tactics e Tanks
political e Technics e Artillery
2! (Bl e Procedures S

e Military strategy is fundamentally about i : : ;j
] Global Security Environment
choices. It uses ends, ways and means to

create a roadmap between the present and a \ J
desired future state or condition... «Are Major Weapon Platforms obsolete?» is a
AJP-01, Edition F) strategy question!

Empowering NATO'’s Technological Edge 05/09/2023 | PAGE 3
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The significant driver #1 : China
«China’s National Defence in the New Era (2016)» and 2021 revision...

The strategic goals for the development of China’s national defence and military in the new era are:

» by 2020, mechanisation of PI.A army forces and progress in ‘informationisation’ — the integration of information and

communications technology (ICT);

» by 2027, army building and professionalisation:

» by 2035, full modernisation and ‘intelligentisation’ — integration of artificial intelligence (AI) and autonomy into the

PLA’s command and control, weapons systems and platforms, and decision-making — through reform of theory,

organisational structure, service personnel and weaponry;

» by the mid-21st century, the ability to fight and win wars.
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NATO STO Future of
Warfare, April 2022;

Science Technology
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The significant drver #2 : Technology

Emerging and Disruptive Technologies

NATO’s Coherent
Implementation Strategy on
EDTs, 2021;

European Defence
Agency, 2022

US National Defence
Strategy, 2022

China’s National
Defence in the New
Era, July 2019

arganization
China’s Innovation
Driven Development

Strategy,

Trends 2023-2043
Data (BDAA)

Artificial intelligence

Robotics and
Autonomous Systems
(RAS)

Quantum technology

Space technologies

Hypersonics

Biotechnology and
human enhancement

Novel materials and
manufacturing

Energy and propulsion
Electronics and
Electromagnetics

NATO DIANA, 2023
Big data

Artificial intelligence

Autonomy

Quantum

Space technologies

Hypersonics

Biotechnologies and human
enhancement,

Novel materials and
advanced manufacturing

Energy and propulsion

Big data analytics

Artificial intelligence

Robotics and
autonomous weapons
systems

Quantum-based
technologies

Space technologies

Hypersonic weapons
systems

New advanced
materials

Artificial intelligence
Lethal autonomous
weapon systems

Quantum technology

Hypersonic weapons

Biotechnology

Directed Energy
Weapons

Big data

Artificial intelligence
Autonomous
weapon systems

Quantum technology

Space technologies

10T

Informatization

Artificial intelligence
Autonomous Weapon
Systems

Quantum technology

Space technologies

Genomics, stem cells,

synthetic organisms, bio-

engineering

Advanced manufacturing

|IOT and many others... ©
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NATO EDT Policies and Initiatives

= NATO EDT Roadmap, 2019

Sclance and Tachnology g‘-j
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NATO STO Initiatives

= NATO'’s Overarching Space Policy, 2019 = Centre for Maritime Research and Experimentation (CMRE).

= NATO 2030, 2021 = NATO Space Centre (Ramstein), 2020

= NATO Artificial Intelligence Strategy, 2021 = Strategic Space Situational Awareness System (3SAS)

= NATO’s new Strategic Concept, 2022 = DIANA (Defence Innovation Accelerator North Atlantic)

= Data Exploitation Framework Policy, 2022 = NATO Innovation Fund (NIF)

= Data Exploitation Framework Strategic Plan 2022 = NATO Innovation Challenge

= NATO'’s Autonomy Implementation Plan = NATO’s Data and Atrtificial Intelligence Review Board
Hypersonic Missile Defence? = Alliance Persistent Surveillance from Space (APSS), 2023

= NATO Warfighting Capstone Concept (NWCC)

https://www.nato.int/cps/en/natohg/topics_184303.htm L |\/||||tary Medicine COE 05/09/2023 | PAGE 7
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v Use the Force v" Ready the Force v Develop the Force

setancs s Techeckosy 1
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- Deterrence and defence
- Crisis prevention and
management;

- Cooperative securit

Assure, Contain, Deter, Defeat, Defend,
Deny, Stabilise and Transform \

These themes and related mission sets are not going anywhere soon... 050012023 | PAGE 8

Empowering NATO’s Technological Edge
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Timeline Benchmarking S

Informatisation

Army building and
professionalism

Hypersonic
Weapons

2020 /7

A

2027 2030

TRLY
TRLS
TRL7
TRL 6
TRLS
TRL 4

TRL?2
TRL1

Actual system proven through successful mission operations.

Actual system completed and qualified through test and demonstration.

System prototype demonstration in a space environment.

System/subsystem model or prototype demonstration in a relevant environment.
Component and/or breadboard validation in relevant environment.

Component and/or breadboard validation in laboratory environment.

Analytical and experimental critical function and/or characteristic proof-of-concept.
Technology concept and/or application formulated.

Basic principles observed and reported.

nal
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World Al leader

7

Intelligentisation

2035

Disruptive

2020 Data Storage (2022-2025) 030

TRL 7-8

Space (2022-2025)

Comms TRL9
Sensors TRL 7-8

Data (2025-2030)
Advanced Computing TRL 7-8

Cyber TRL 5-6
Networked Sensors TRL 5-6

Distributed Ledger Technologies TRL 5-6

Quantum Communications (2030-2035)

NATO UNCCASSIFIED

An armed force able
to win the wars

2040

Emerging

Nnter Al (2030-2035) TRL 3-4
Hypersonics (2030-2035)

Counter Hypersonics TRL 3-4
Vehicles and Propulsion TRL 5-6

AN

\
Al Applications (2025-
2030) TRL 5-6

2050

Al (2035+)
Advanced Al TRL 3-4
Human-Machine Symbiosis TRL 3-4

Quantum (2035+)
Information Science
& Computing
Sensors

Data (2030-2035) Decision Making TRL 5-6

Counter Space (2030-2035) TRL 5-6

09/05/2023 | PAGE 9

Directed Energy Weapons (2030-2035) TRL 5-6
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Digitisation, Digitalisation and Digital Transformation

v Digitization is the conversion of analogue data and processes into a machine-readable format.

v Digitalization is the use of digital technologies and data as well as their interconnection which

results in new or changes to existing activities.”

v Digital transformation refers to the economic and societal effects of digitization and digitalization.

(Culture, Organisation, Business Models and Processes)

v" The progress on EDT related interoperable capabilities require digitalised defence structures. NATO DPP
must urge and encourage Allied Nations to develop their Digital Capabilities IAW NAF and Data Exploitation
Framework.

Digital transformation: conceptual framework. Article available from:
https://www.researchgate.net/publication/333066242_Digital_transformation_conceptual _framework [accessed Apr 05 2023]. 10
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Al Use Cases - NATO

VA SRR G (et PEEEE (el NATO STO Science and Technology Trends 2020-2040

Artificial Intelligence and Autonomy in the Military: An

Overview of NATO Member States’ Strategies and Deployment C4ISR Enterprise

. Management
= Autonomous Vehicles Weapons and Effects 9
= Autonomous Air and Missile Defence Autonomous Vehicles Logistics

Systems, Autonomous Missiles, and Al-

" : Cyber and
Enabled Aircraft Capability Planning .
Information Space
= Data Analytics SIEIRN i
_ Training
= Logistics and Personnel Management. Medical

The use of Al in Operational Planning, Execution and Battle
https://ccdcoe.org/uploads/2021/12/Strategies_and_Deployment_A4.pdf R/‘)J/l"/‘)m (CZ) [5 [hEV['Z‘ab/e_,,, 11



‘ NORTH ATLANTIC TREATY ORGANIZATION
_.._-"i T SCIENCE & TECHNOLOGY ORGANIZATION w"l
s 5 Al Use Cases — China @CSET [ LI

Chinese Perspectives on Al and Future Military Capabilities, CSET Policy Brief, 2020 CENTER for SECURITY

EMERGING TECHNO[OGY
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« UAVs, USVs, UUVs, UGVs, Al would increase or reduce one of seven features

of wartime operations:
= Intelligent munitions,

(1) attack response time;
= Intelligent satellites,

(2) the cost of signalling or expending force;
» |SR software,

(3) the capability to find and track strategic forces;

= Automated cyber defence software,

T,O (4) the capability of air defence systems;
= Automated cyberattack software, achieve
o (5) the vulnerability of command and control
= Decision support software, systems:
" Automated missile launch software, (6) the capability to strike at enemy forces; or
= Cognitive electronic warfare software. (7) the probability of technical failure.
Active Defence > Al-Enabled Offence

https://cset.georgetown.edu/wp-content/uploads/CSET-Chinese-Perspectives.pdf 12
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Hypersonic Weapons: Operationally Ready Examples

Russia reports use of hypersonic missile

Kinzhal missile (Kh-47M2)

Highly manoeuvrable, air-launched ballistic missile fired from
MiG-31 - hypersonic means can fly 5x speed of sound (Mach 5)

China’s DF-17 hypersonic boost-glide missile

Type: Conventional or nuclear-
capable

Range: 2000km approx
Missile length: 8m

Speed: Possibly to Mach 10
(12,350 kmh or 7,674 mph)

Source: CSIS, BBC research  Image: Planetpix/Alamy Live News B8]

https://www.scmp.com/news/china/military/article/3037972/will-hypersonic-df-17-

missile-transform-beijings-taiwan 13
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Hypérsonic Weapons: Operationally Ready Examples LinpkoH

The Zircon hypersonic cruise missile successfully hit a sea target located at a distance of about 1000 km. , 28 May 2022

o,

GREENLAND 5 3 AL CLEC JCEUr! il ol A

Mo AaHHbIM 06 BEKTMBHOIO KOHTPO/IS TMNep3BYKOBas KpbliaTtasn pakeTta «L{MpKoH»
YCMEeLHo Nopasuina MOpPCKYH MULLIEHD, PACMONOKEHHYH Ha paccTosHMW okono 1000
kM. [oNET runep3ByKOBOW paKkeTbl COOTBETCTBOBAN 3a/laHHbIM NapaMeTpam.

#MuHo60opoHbI #Poccus

' Archangel'sk

'S -

Ctpenbba pakeToii «LlupkoH» B BapeHueBom Mope

127,461 seyredici NORTH ]
.MOSCDW 0 200 400 600 300? 14
https://vk.com/wall-133441491 765769 ol
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. - In-Service Active Missile Defense Syste
Hypersonic Missile
BATTLE 1 BATTLE 2 BATTLE 3.

Defence HOMELAND DEFENSE REGIONAL DEFENSE SELF DEFENSE

f—x_ SENSORS
Bur'nr\llll-i-l'n:iI I.. BMDS Overhead Parsistent Infrared (OPIR) Architecture (BOA)

.@.@. @ o

\/ D | Strl b uted Col ra Dane UEWR Sea-Based TPY-2 Forward AEGIS BMD THAAD PATRIOT

adar Radars ¥-Band Radar Based Radars SPY-1 Radars TPY-2 Radars MPQ-65 Radars

v" Networked

COMMAND & CONTROL , BATTLE MANAGEMENT & COMMUNICATIONS (C2BMC)
v Multi-Dimensional COMBATANT COMMANDS, JOINT STAFF, SERVICES & MDA

v’ Expensive S RN P
THAAD
WARFIGHTING ASSETS

A capabllity that no NATO

[0y
T ey A

Nation can alone achieve... Ground-based Midcourse Defense AEGIS Ashore AEGIS e e

{GMD]
i

WEAPONS

GBI THAAD | . MSE ; E PAC-3
Ground Based Terminal High ARtitude Sea Based Terminal PAC-3 % Patrict

Interceplor Area Defense Missite Segmem l Advanced Capability-3
Enhancement A,

USA Miissile Defence Agency Website, 14.03.2022.
https://www.mda.mil/qglobal/documents/pdf/MDA%20FY24%20Budget%20Booklet.pd,




Hypersonic Missile Defence

SAB
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Self defence at operational and
saTcoM o T e e e tactical scene...

Sclanos and Tachnology ﬁ
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r

/ v’ This is an idealistic depiction.
There will be submarine, UUV,
mine, smart torpedo threats or
prordiiny amphibious operations will be
0 (e conducted where units will be in
| proximity in shallow waters.

v" No OTC can handle this threat

v" No time for verbal AAW
communications...

v AJP and ATP doctrines need to
be revised.

v Integrated, Layered, Automatic
and autonomous capability is
essential.

- .

USA Missile Defence Agency Website, 14.03.2022.
https://www.mda.mil/qlobal/documents/pdf/MDA%20FY24%20Budget%20Booklet.pdf
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Sateﬂites Around The Globe

Number of satellites in orbit by major country as of April 30, 2022

* 90 countries operate in space.

4,000 =
* * While over 5,400 satellites are in-orbit today, more than
) j 24,500 satellites are anticipated to be launched in the next
: - “ 10 years (2022—-2031), over 70 percent of which will be
i " commercial.
3 7 1213
1,000 * |In 2022, China conducted 64 space launches, including two
space launch failures. The successful launches resulted in
D Pl e s R over 150 satellites successfully placed into orbit and the
© Additional Information P launch of one orbital and one suborbital spaceplane

= Space Situational Awareness is inextricable dimension of C2.

https://www.statista.com/statisti 05/09/2023 | PAGE 17
https://csis-website-prod.s3.amazonaws.com/s3fs-public/2023-04/230414 Bingen Space Assessment.pdf?Versionld=oMsUS8MupLbZi3BISPrqPCKd5jDejZnJcs/264472/number-
of-satellites-in-orbit-by-operating-country/
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Counter Space Capabilities

Kinetic Physical
Direct Ascent Anti Satellite Weapons
Co-orbital ASAT Weapons
Ground Stations Attacks

Non-Kinetic Physical
Lasers
High Powered Microwave
Nuclear Weapons (Banned but...)

Electronic Countermeasures
Cyber Countermeasures

Decoys and material for camouflage and
deception

https://csis-website-prod.s3.amazonaws.com/s3fs-public/2023-
04/230414 Bingen Space Assessment.pdf?Versionld=oMsUS8MupLbZi3BI
SPrgPCKd5jDejZnJcs/264472/number-of-satellites-in-orbit-by-operating-

country/

val
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Russia’s anti-satellite test should
lead to a multilateral ban

Space debris in orbit around planet earth. Photo: Adobe Stock

I December 2021

Nivedita Raju

On 15 November, Russia conducted a direct-ascent anti-satellite (DA-ASAT) test, destroying one of its
own space objects, a defunct satellite, in low-earth orbit. The test captured international attention and
was quickly and widely condemned as threatening and irresponsible—not least for the cloud of lethal,
uncontrollable debris it created, which will endanger both space assets and human spaceflight for vears

to come.

https://www.sipri.org/commentary/essay/2021/russias-anti-satellite- 05/09/2023 | PAGE 18

test-should-lead-multilateral-ban



N-‘"‘:T{—'-" NORTH ATLANTIC TREATY ORGANIZATION
I A ]  SCIENCE & TECHNOLOGY ORGANIZATION

Sclanos and Tachnokogy I
Urganizatian e

Mines and Torpidos

I POSEIDON Intercontinental Nuclear-Powered Nuclear-Armed Autonomous Torpedo

Control surface

':'."""'“’:.‘g"‘::h .ty T e Nuclear Warhead
ety bk ;I [ Initial Russian media reports of 3 100
I Pinselisrshalt = = megaten ‘tsunami bomb’ and/or a cobalt
/ coe-l ks Sensor, possibly L = salted fallout bomb appear unreliable. More
/ communications LN riscent estimates are 2 megatons. The
/ . warhead may be a variable-power type. |

For approximate scale.

control [/ Estimates of exact size vary
surfaces fold to i /

fit inside the (inside}

torpedo tube -

Steam turbing ‘Sonar for collision svoidance,
! and homing on ship targets
| Steam generator / (10 be contirmed)
,"’
— - | Muchear reactor

—I'— —— MNuclear Propulsion
' esantially unlimited range.

' - 4 \
R
( O ) A nuclear reactor gives the weapon
Y ._
Rl . 4 A" The reactor is likely to be builr for limitad
A J wsage however. There Is minimal shielding.
A
-

- Autonomous, nuclear powered torpido, <100kts

https://www.navalnews.com/naval-news/2022/03/russias-new-
poseidon-super-weapon-what-you-need-to-know/

miles range

https://en.topwar.ru/163314-ni-rossijskij-shkval-ostaetsja-unikalnym-i-
spustja-desjatiletija.html

- Superavii orpedoes, >200 kts, 9-10

w

arganization

05/09/2023 | PAGE 19
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New Military Concepts (New Ways)

To comprehend future defence environment....

Intelligentized Warfare Cognitive Warfare

Mosaic Warfare Multi Domain Operations
Algorithmic Warfare Joint Multi Domain Operations
Software-enabled Warfare Hybrid War

Memetic Warfare Hyper War

O UNCLASS D Next Generation Conflict

05/09/2023 | PAGE 20
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New Warfighting Concepts (Ways)- China’s Intelligentized Warfare

China’s “information revolution” has been progressing through three stages: first

“digitalization” (1= 1Lt ), then “networkization” (M%&1k), and now “intelligentization.

Integrated warfare waged in land, sea, air, space, electromagnetic, cyber, and cognitive
domains using intelligent weaponry and equipment and their associated operation
methods, underpinned by the l1oT information system (China National Defence

University).

Elsa Kania, https://s3.us-east-1.amazonaws.com/files.cnas.org/hero/documents/Battlefield-Sinqularity-November-2017.pdf?mtime=20171129235805&focal=none
Yatsuzuka Masaaki, http://www.nids.mod.go.jp/english/publication/security/pdf/2022/01/05.pdf

05/09/2023 | PAGE 21
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New Warfighting Concepts (Ways)- China's Intelligentized Warfare

“on the future battlefield, with the continuous advancement of Al and human-
machine fusion technologies, the rhythm of combat will become faster and faster,
until it reaches a ‘singularity’ (57 /=): the human brain can no longer cope with the
ever-changing battlefield situation, unavoidably a great part of decision-making

power will have to be given to highly intelligent machines.”

Elsa Kania, Atrtificial Intelligence, China, Russia, and the Global Order

https://www.airuniversity.af.edu/Portals/10/AUPress/Books/B_0161_WRIGHT_ARTIFICIAL_INTELLIGENCE_CHINA_ RUSSIA_AND_THE_GLOBAL_ORDER.PDF a8 AU [HAETE 2
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Future Warfare: Chinese Views

In the future, a system for intelligentised operations might be composed of intelligent
weapons and equipment, enabled by pervasive sensing, guided by real-time coordinated
mission-planning systems to enable autonomous combat formation and swarm, human-

machine integration, and autonomous operations across multiple domains (Liu, 2018).

Potentially, the new combat methods that will arise as a result could include “latent
warfare” ;84K k), in which unmanned systems are deployed to critical targets or locations
In advance to be activated when needed and “global rapid assault combat,” involving the
employment of unmanned hypersonic space platforms that may enable new approaches

to deterrence (Pang, 2017).

Elsa Kania, Atrtificial Intelligence, China, Russia, and the Global Order 05/09/2023 | PAGE 23
https://www.airuniversity.af.edu/Portals/10/AUPress/Books/B_0161 WRIGHT_ARTIFICIAL_INTELLIGENCE_CHINA_ RUSSIA_AND_THE_GLOBAL_ORDER.PDF
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Global

Multi Domain
= Congested
= Contested

= Dynamic

Overwhelming for

humans alone

NATO 05/09/2023 | PAGE 24
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Defence

- -

Operational and Tactical

NATO Territory

Self Defence

Battlespace

Major Platforms

Enhanced
Awareness

Prompt
Decision Making

New Generation
Soft-Kill

Advanced
Hard Kill

Novel Offensive
Capabilities

N

NATO UNCLASSIFIED 05/09/2023 | PAGE 25
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= Data Collection
=  Space Sensors

= Distributed & Networked
Sensors

= Passive Sensors

= Advanced Sensors such as
OTHRs

= UxVs
Operational and Tactical * Quantum Sensors

Enhanced
Awareness

NATO Territory
Self Defence = Comms

Battlespace
= Space Comms

= Distributed Ledger Technologies
= Digital

Major Platforms

I = Digital Transformation

= Architectures (NAF)

= Digitalisation of processes

= Data Storage and Exploitation

Environmental Adversarial Infosphre

Infosphere = Advanced Computing

= Al Applications
= System Security & Cyber Defence

]
i
II
L

NATO UNCLASSIFIED 05/09/2023 | PAGE 26
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Prompt
Decision Making

Sclanos and Tachnokogy I
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Defence

Strategic
Commander + HQ IS ACC

[T =G |obal
1 Limk s = : {

Multi Domain

i3

Organisational

AT o = Congested
H Q | LCC CTG cecee Decoy h Lme;:”"-. &'" 'f:-:-' N .
§ A = Contested

CTG.....

Operational |
Commander + HQ

e Too many OODA loops
« Battle Rhythm is too
structured

B occ Conceptual and

Dynamic

CTG

Overwhelming for humans

.I T -___.{ . [ I
alone 3

NATO UNCLASSIFIED
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Strategic Operational

Defence —

Software Driven-Processes

i —
Observe Decide @
O~

/ .l.. = ;

]
DF— 0O 0O =

Effectors




Sclence and Tachnodogy

Urganizatian E

Defence

NATO Territory
Cyber Defence
Hypersonic Defence
CBRN

Instability Situations
Counter Al
R

=

NATO UNCLASSIFIED
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New Generation
Soft Kill

Advanced
Hard Kill

Operational and Tactical

Battlespace
Counter space

Cyber Defence

Counter UAV

Force EW assets

Force Hypersonic Defence

Hybrid Force Composition
and Formations (UxVs).

Self Defence

Major Platforms

Automated and autonomous defence systems
Networked Defence Systems

Cyber Defence

EW capabilities

Directed Energy Weapons

SAMs Missiles with higher speed and manoeuvrability
Decoys present visual, heat and radar signatures
Organic UxVs (MCM, ASW, ISR, Decoys, Counter UAV)

Robotic exoskeletons, smart textiles, human enhancement

SB

arganization

=
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Contact

E-MAIL  mcemokyay@gmail.com
pone 0090 533 3611269
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“The orchestration of military activities, across
all domains and environments, synchronized oy YBE ¥
with non-military activities, to enable the

Alliance fo deliver converging effects at the

speed of relevance”. (Working Definition)

- kf_r_’____—/ £ Rt o
MARITIME MULTI-DOMAIN OPERATIONG S

https://www.act.nato.int/articles/multi-domain-operations-out-pacing-and-out-thinking-nato-adversaries
Lt Col Herbert de Groot NATO C2COE, https://www.youtube.com/watch?v=BtB1OEXwwHSs 05/09/2023 | PAGE 31
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New Warfighting Concepts (Ways) — DARPA's Mosaic Warfare
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The concept is called “Mosaic

Warfare.” Like the ceramic tiles

IN mosaics, these individual
warfighting platforms are put
together to make a larger

picture, or in this case, a force

package.

https://www.darpa.mil/work-with-us/darpa-tiles-together-a-vision-of-mosiac-warfare
https://www.youtube.com/watch?v=33VAnIEjDgk




