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Introduction — CPG Background

The cross-sector CPGs are a prioritized subset cybersecurity practices that critical
infrastructure owners and operators may voluntarily implement to meaningfully
reduce the likelihood and impact of known risks. CPGs are a common set of
fundamental cybersecurity practices, which will specially help small- and medium-
sized organizations kickstart their cybersecurity efforts.

CISA has the lead role in promoting CPG usage, analysis of CPG assessment
data, and providing reporting on the impact of CPG usage to improve national
cybersecurity outcomes.
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CISA CPGs Promise to Deliver

The community is excited about CPG application in terms of:
« Establishing baseline practices to reduce risk exposure
« Benchmarking for improved maturity
 Prioritizing security practices
« May lead to a greater understanding of aggregate risk to the nation

Challenges for community acceptance may include:
« Currently voluntary
« Estimates of cost, complexity, and impact provided
« Approaches for quantification may vary based on context
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https://www.cisa.gov/sites/default/files/publications/2022_00092_CISA_CPG_Report_508c.pdf

Objectives of Project

SEI will work to further evolve the CISA CPGs, into holistic cyber-security ratings,
establishing direct definition and means of measurement for the complexity, cost
and impact ratings associated with CPGs. These efforts will clarify the benefits of
CPGs and may include methodology development, identification of data sets, and
possible testing to validate the ratings provided.

Tasks

1. Quantification

2. CPG/SSG Progress Factors

3. Cyber Resilience Review (CRR)
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Task 1 - Quantification

CISA will support further efforts to prioritize CPG and Sector Specific Goals (SSG)
goals based on projected Cost, Impact, and Complexity.

Foundational Activities

CPG cost, complexity, and impact will be defined and quantified to support fact-
based prioritization and promote good decision making. SEI will develop a risk
guantification function, that considers key factors such as Cost, Complexity, and
Impact to support prioritization of CPG initiatives to mitigate the top cyber risks.
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Task 2 — CPG/SSG Progress Factors

SEI will develop guidance for assessing implementation of the CPG capabilities at
the levels of: Not Started, Scoped, In Progress, Implemented. SEI will develop
general guidance applicable to implementation for all CPG goals, as well as
detailed guidance on assessing implementation levels for each of the CPG goals.
This will assist organizations to understand and self-assess their progress towards
meeting CPG/SSGs.

Foundational Activities
Progress factors will have associated questions that assess whether minimum
standards of implementation for each goal are being met.
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Task 3 — Cyber Resllience Review (CRR)

SEI will recommend one set of foundational maturity model-based security controls/practices
supporting the CPG. This will help organizations understand how to progress towards
meeting performance CPG Goals.

Foundational Activities

The SEI will analyze the CPG baseline in comparison to the existing base practices and
maturity model within the CRR and CMMC Level 1 Cybersecurity Framework and propose an
appropriate set of foundational USG security controls/baseline to support the CPG.

The SEI will analyze practices and maturity model within existing frameworks (e.g., CSF v2,
CMMC Level 3 Cybersecurity Framework, VADR) in comparison to the existing CRR and
propose a selection of USG security controls/guidance for a “CPG for Cyber Resilience”
methodology (CPG-CRR). The SEI will incorporate the CPG implementation levels into the
CPG-CRR.

The SEI will provide guidance on prioritizing new and unique additional goals to CPG-CRR.
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Initial Efforts

Task 1 - Quantification
= Define each of the measures of CPG performance (as well as quantification
measures) to include complexity, impact, and cost

Task 2 - CPG/SSG Progress Factors

= Develop general guidance for assessing implementation of the CPG capabilities
at the levels of: Not Started, Scoped, In Progress, Implemented.

= Deliverables due in December 2023

Task 3 - Cyber Resilience Review (CRR)
» Develop cross-walk from CPG baseline to CRR questionnaire.
= |dentify gaps in questionnaire to support a CPG-CRR
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Deliverables — Task 1

» Define each of the measures of CPG performance to include complexity, impact,
and cost.
» |dentify and document potential data sources that may provide basis of
calculation for the complexity, impact and cost measures.
= Conduct research and draft findings for novel means to understand “complexity
within the context of the CISA CPGs with consideration of:
e Complexity of control implementation
e Complexity of control use
= Conduct research and draft findings for novel means to understand “impact”
within the context of the CISA CPGs with consideration of:
e Efficacy of controls
e Impact of use in terms of burden on the organization
= Conductresearch and draft findings for novel means to understand “cost” within
the context of the CISA CPGs with consideration of:
e Cost of procurement
e Cost of implementation
e Cost of maintenance
= Document CPG complexity, impact and cost findings and define metric for
measurement
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Deliverables — Tasks 2 and 3

Task 2

= Define progress factors and associated measures of CPG goal implementation.

» |dentify and document potential data sources for assessing goal
implementation.

* Document alignment of CPG progress factors to implementation levels and
cross walk to a question set.

= Develop CPG scoring plan to document quantification process -cybersecurity
posture and prioritization of risk factors to buy down risk.

= Develop strategy plan for long term maintenance and analysis

Task 3

* Document CPG Baseline Updates

* Document “CPG - Cyber Resilience Review”

= Document Prioritization guidance for new and unigue additional goals to CPG-
CRR.
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Initial Development Efforts
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Definition: Complexity

Complexity — condition of cybersecurity that inhibits strategic objectives at the
organizational level.

« We recognize that this could also mean impacting tactical performance as
well.

« Does CISA agree that complexity could be a balance between good and
bad?

- Is there fundamental agreement that some complexity is necessary?

- If so, the math must give credit as much as deduction — identify the tipping
point

Context Greatly Influences Each of the Measures
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Definition: Cost

Cost — the resources necessary to implement, maintain, and eventually dispose of
a performance goal
« Can we leverage current Treasury work?

- Focuses on BIA for loss, but provides good decomposition of costs if practices not
followed — possible determination of return on risk investment

- Costis based upon a significant number of factors:
* Procurement of control(s)
« Hiring and/or training of personnel
 Maintenance of technology and/or proficiency
« Burden on the greater organization, and not just the CISO support team
* Disposal and/or transition to new technologies

- These base factors may be amplified with “multipliers” that provide bias for
context

 Number of employees in an organization

« Gradient in necessary skill sets and knowledge
« Lifecycle of practice

 Degree of implementation
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Potential Sources of Information

Cost

« Survey of commercial off the shelf tools, cybersecurity professional average
salaries, and other related factors would provide quantified ranges of control
COsts

- Total cost that spans the life of the control should be considered to enable
organizational asset planning and management

« Improved cost estimates may inform procurement planning and prioritization

¥ o'j Iniversity [DISTRIBUTION STATEMENT A] Approved for public release
Carnegie MP"Q" L n,“erm", CISA CPG Research and unlimited distribution. 16
Software Engineering Institute ©2023 Camegie Mellon University



Definition: Impact

Impact — each performance goal should yield a degree of effect that either
protects the organization or increases its resilience.

« Should we consider negative impacts of goals?
- This may be covered by the complexity factor
- Looks at performance goals on a time continuum
« Impact could be low upon initial implementation
* Impact increases over time given proper advocacy and use
* Impact may decline with advent of new threat actor tactics and techniques
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Additional on Quantification of Impact

Im pacts
« Several frameworks and methodologies exist for quantifying risk
Impacts, yet few help with control efficacy

* Forthe CPG framework, the means of measure for impact may vary
from specific goal to specific goal.

« Must consider primary impacts as well as secondary

- Various response strategies suggested by the CPGs may overlap or
amplify each other

- For example, 7.2 Incident Response Plans may be enhanced with 4.3 and
4..4 Cybersecurity Training
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Convergence of Measures in Each Goal

Do these
fluctuate based
upon each goal?

» Are there goals

Return on Risk without overlap?
Investment Could be

Used for Prioritization
of Goals
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Discussion
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Quantification Raises Confidence

Quantification of cost, complexity, and impact would make the CPG framework more

robust

« Ofthe 36 sub-elements distributed overthe 7 process areas, a uniform standard of
measurementwould provide:

- Consistentbasis for analysis
- Equivalent comparisonthat enables prioritization of resources

Proposed Approach Throughout the Project:

1. Define each metric explicitly to include means of measurement

2. Establish a scoring scheme that aligns measures with current scale
3. Benchmark scoring with existing industry best practices
4

Periodically refine and update scores with evolution of TTPs and technology
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Potential Cost Approach Use Case Example

The Costscore should include initial investment in procurement, install, and training

Establish Scoring Scheme —notional tolerance bands could include
«  $=less than $100K ]

© $3=$100K - $1M These values may scale to context of

« $$$=$1M- $10M i . .
. $$$$ = greater than $10M the Organ|zat|0n .

Benchmark —survey top three off the shelf solutions across at least three sectors
« How do we determine the “top” products or “practices™?
«  Must think through goals that do not rely heavily on technologytools.

Update — periodic updates plus specific circumstances that would require update

1.1 Detection of Unsuccessful (Automated)

Login Attempts

IMPACT: COMPLEXITY: m
NISK ADDRESSED:
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Potential Impact Approach Use Case
Example

Impact score includes consideration of control effect compared to potential loss

Establish Scoring Scheme — notional tolerance bands could include
. High — No more than 4 hours of operational downtime per year

These values may scale to
. Medium — Between 4 — 24 hours of downtime per year

risk appetite of the organization.
. Low — Greater than 24 hours of downtime despite practice in place

Benchmark —examples for sources of information may include survey of sector SOCs for downtime
despite practice(s) in place

Update — periodic updates plus specific circumstances that would require update

7.2 Incident Response (IR) Plans PR.IP-9, PR.IP-10

COST: §

COMPLEXITY: m
TTP OR RISK ADDRSGSED
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Complexity Approach Use Case Example

Complexity score may include consideration of system burden despite practice implementation, ease of
implementation, and potential for errors (e.g., Techdebt, configuration, etc.)

Establish Scoring Scheme — notional tolerance bands could include
. High — Implementation could take up to a year or more
. Medium — Implementation could take up to 6 months to a year
. Low — Less than 6 months to implement

Benchmark — could compare with other analogous system implementation efforts?

Update — periodic updates plus specific circumstances that would require update

7.2 Incident Response (IR) Plans PR.IP-9, PR.IP-10

COST: § IMPACT: m cq

TTP OR RISK ADDRESSED:
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Additional Considerations

SEI recognizes that this project may result in a process or
methodology for measuring cost, impact, and complexity for
organizations.

« Consistent practice may reveal best practices to be adopted
by all

« CISA may gain better appreciation for risk appetite across
critical infrastructure sectors

CISA may identify some practices to be more desired in some
sectors over others depending on how they are scored with this
approach.

) i n University [DISTRIBUTION STATEMENT A] Approved for public release
Carnegie M“"“’" L n.nersli) CISA CPG Research and unlimited distribution. 25
Software Engineering Institute ©2023 Camegie elon University



Decomposing Cybersecurity Complexity

The cybersecurity stack of
any organization has many
diverse elements.

These elements may be
contributing in part or in
tandem to create a
complex ecosystem.

An optimal balance is
necessary to deliver value
to the organization. Interfaces
Some elements may be
“cross-cutting”.

Cross cutting
considerations include:
* Supply Chain

« Resource Constraints

Organizational
Capability

Technical Debt

Carnegie Mellon University
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Index WIill Come from an Integration of Parts

The three elements will each yield a quantitative measure.

« Additional research needed to determine the validity of the
math.

« Data sets or model systems must be identified or built to
validate the complexity index model.

« Other elements may be identified as the model evolves.

« Weighting factors may be a significant consideration as
understanding evolves.

n
Si = zSijo
=1

S; = CPG measurement for "i" elements
S;j = the score of the ith element on the jth criterion
* W, = the weight of the jth criterion
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