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Major Goals: The major goal of this project is to propose algorithms for collecting and analyzing data from
adversarial social networks. An adversarial social network is one in which some or all individuals in the network are
hostile against the data collector or analyst, and so may provide information that is deliberately misleading.

Specific goals within the project included the following: (1) Designing and analyzing network data collection games,
including a game theoretical analysis of when data can be collected accurately. Experimental analysis of these
games. (2) Creation of robust network sampling and re-sampling algorithms to collect data from adversarial social
networks. Such algorithms take advantage of results from the network data collection games. Development of
sampling/re-sampling algorithms that use multi-source information to reinforce and correct observed data. (3)
Development of community

detection and influential node location algorithms on adversarial network sampling.

Accomplishments: The Network Data Collection Game

The Network Data Collection game is designed to study interactions between a data collector and a set of
adversarial nodes in social networks. We developed the “Werewolves and Villagers” game to run online
experiments to collect data about how people interact with a data collector. This project was in collaboration with
Dr. Ralucca Gera, a mathematician at the Naval Postgraduate School.

The game set up is as follows: A village social network consists of villagers and a pack of werewolves (adversarial
nodes) hiding among these villagers. An investigator attempts to identify these werewolves by querying nodes
about their neighbors. Nodes are allowed to report misinformation to the data collector to mislead the investigation.

The investigator queries individuals whether their neighbors are werewolves or not. Participants are allowed to lie
about neighbors’ attributes. Participants need to consider what rewards and penalties are associated with each
neighbor, how likely that the investigator will investigate the neighbor.

We tested various hypotheses, including whether participants are loyal their group, if they try to protect members of
the group at their own cost, and if they consider the hierarchy of the group when making decisions. Results were
published at the SBP-BRiIMS conference [9].

Confidence Measure for Node Classification Algorithms
Node classification algorithms are designed to address classification problems in networked data. For example, we
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may want to identify criminal nodes in an adversarial social network by using their attributes and topology. In such
situations, it is useful to have not just the prediction but also a confidence measure. We propose a technique
based on conformal prediction to identify such confidence bounds on node classifications; additionally, we show
that using conformal prediction can improve the accuracy of node classification methods by up to 30% [10].

Mutli-Layer Network Crawling
We considered the problem of crawling data from multi-layer networks. This work was published in AAAI and the
ACM TKDD journal. This work was in collaboration with Dr. Jeremy Wendt from Sandia National Labs.

A multi-layer network is a network containing multiple layers of edges, each corresponding to a different type of
relationship. Different layers may have different data collection cost and accuracies.

We proposed an algorithm called MultiComSampling (MCS) for such tasks [6]. MCS infers the relationship
between the layer of interest and the other layers that are cheaper to explore, and then uses the structure of the
cheap layers to determine which nodes in in the layer of interest to query.

As an extension, we considered cases when nodes have different attributes, when the communities are
overlapping, and different types of errors caused by adversarial noise. We proposed MCS+ to handle such cases,
and demonstrate that it outperforms the best baseline algorithm by a factor of up to 3x [7].

While working on this project, we observed that existing network crawling algorithms tend to fall into two categories:
(1) those that easily transition between regions of a graph, while failing to thoroughly explore each region, and (2)
those that thoroughly explore individual regions, but then have difficulty moving to a new region. To capture the
best of both worlds, even in cases where there is a high degree of separation between regions, we introduced the
DenseEx network crawling algorithm [2].

k-Core Resilience

k-cores are an important way to identify central regions and nodes within social networks. In this project, we studied
how random deletion of nodes or edges can affect a network’s core structure; and moreover, how one can add
edges to the network to bolster its existing core structure. This project was published in [4].

We introduced two ways to evaluate the importance of a node to a network’s core structure: Core Influence, which
measures how dependent other nodes are on that node, and Core Strength, which measures how resilient a node’s
own core number is. We then evaluated networks’ k-core resilience overall to evaluate their robustness against
attacks.

Network Data Protection

In many applications, one may wish to conceal certain nodes in a network from a data collector. For example, in a
local computer network, it is important to protect servers that hold sensitive information. We consider the problem
of determining which edges in a network should be removed by a data protector so as to best conceal the nodes of
interest from a crawler.

This problem can be modelled using game theory, where the players are the crawler and the data protector. We
model the crawler as a random walk-based or BFS-type algorithm. We propose a method based on particle swarm
optimization to generate a transition probability matrix such that a random walk based on that matrix minimizes the
number of nodes queried. The data protector then uses this matrix to solve the problem as an optimization
problem.

This work was published in the 2021 ACM Web Science Conference (WebSci) [8]. It was selected as one of the
top papers in the conference and an extended version was invited for publication in The Web Journal.

Other Work

We studied the anchored k-core problem, in which an algorithm selects “anchor” nodes to keep in an “anchored” k-
core. We use our earlier work on resilience to assign scores to calculate an “anchor score” for each node, and
show experimentally that our algorithm selects anchors that significantly outperform the current state-of-the-art [5].
We have also published a paper on characterizing network crawling algorithms [1]. We show that crawling
algorithms are sensitive to various graph properties. Finally, we proposed a novel sampling robustness measure,
which quantifies how well a crawling algorithm can explore a network when edges from that network are hidden [3].
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[7]1 Ricky Laishram, Jeremy D. Wendt, and Sucheta Soundarajan. “MCS+: An Efficient Algorithm for Crawling the
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[8] Ricky Laishram, Jeremy D. Wendt, and Sucheta Soundarajan. “Net Protect: Network Perturbations to Hide
Target Nodes.” ACM Conference on Web Science, 2021.

[9] Pivithuru Wijegunawardana, Mario Taglic, Ralucca Gera, and Sucheta Soundarajan.
“An Experimental Framework for Characterizing Adversarial Behavior in Social
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[10] Pivithuru Wijegunawardana, Ralucca Gera, and Sucheta Soundarajan. “Node Classification with Bounded
Error Rates.” Conference on Complex Networks (CompleNet). 2020.

Training Opportunities: This grant has supported five PhD students. These students participated in research,
writing papers, conference presentations, and mentoring undergraduate students. Two of the PhD students (K.
Areekijseree and P. Wijegunawardana) graduated in fall 2019, and a third (R. Laishram) graduated in summer
2020. A fourth (P. Hozhabrierdi) is planning to graduate in spring/summer 2022.

This grant has also provided several opportunities for undergraduate research. One published paper (SBP-BRIMS
2019) included an undergraduate author.
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Results Dissemination: This grant has resulted in the publications listed below. Three additional submissions
are planned for later in 2021.
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Honors and Awards: Our publication in the 2021 ACM Web Science conference was selected as one of the top
papers of that conference, and so was invited for publication in a special issue of The Web Journal.
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Publication Type: Journal Article Peer Reviewed: Y Publication Status: 1-Published
Journal: The Journal of Web Science

Publication Identifier Type: DOI Publication Identifier: 10.34962/jws-69

Volume: 6 Issue: First Page #:

Date Submitted: 7/7/21 12:00AM Date Published: 6/25/19 4:00AM

Publication Location:

Article Title: Crawling Complex Networks: An Experimental Evaluation of Data Collection Algorithms and
Network Structural Properties

Authors: Katchaguy Areekijseree, Sucheta Soundarajan

Keywords: network crawling

Abstract: In this work, we demonstrate that the performance of network crawling methods is highly dependent on
the structural properties of the network. To do that, we perform a detailed, hypothesis-driven analysis of the
performance of eight popular crawling methods with respect to the task of maximizing node coverage. We perform
experiments on both directed and undirected networks, under five different query response models: complete,
paginated, partial, in-out, and out responses. We identify three important network properties: community
separation, average community size, and average node degree. We begin by performing controlled experiments
on synthetic networks, and then verify our observations on real networks. Finally, we provide guidelines to data
collectors on how to select an appropriate crawling method for a particular network.

Distribution Statement: 1-Approved for public release; distribution is unlimited.
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Publication Type: Journal Article Peer Reviewed: Y Publication Status: 2-Awaiting Publica
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Article Title: MCS+: An Efficient Algorithm for Crawling the Community Structure in Multiplex Networks
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Keywords: multiplex networks, community detection, network crawling, multi-armed bandit

Abstract: In this paper, we consider the problem of crawling a multiplex network to identify the community
structure of a layer-of-interest. A multiplex network is one where there are multiple types of relationships between
the nodes. In many multiplex networks, some layers might be easier to explore (in terms of time, money, etc.). We
propose MCS+, an algorithm that can use the information from the easier to explore layers to help in the
exploration of a layer-of-interest that is expensive to explore. We consider the goal of exploration to be generating
a sample that is representative of the communities in the complete layer-of-interest.
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