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1 - Introduction to Software Rejuvenation
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1.c - Software Refresh/Rollback
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1.d - Periodic vs Aperiodic Rollback
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[Arroyo et al 2017]

★ On-line Reach set analysis - (Focus on the Performance) [Abdi et al 2019] 
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2 - Proposed Software Rejuvenation Solution

● SC - Secure Control

● CP - Checkpoint

● MC - Mission Control
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2.a - Ensuring Safety and Safe Tracking
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2.a - Ensuring Safety and Safe Tracking
Lyapunov Theory

Lyapunov Function
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2.a - Ensuring Safety and Safe Tracking
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2.b - Software Rejuvenation Scheme
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3 - Safety and Quadratic Boundedness
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3 - Safety and Quadratic Boundedness
Quadratic Boundedness
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to SR.
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3.a - Empirical Method for SR Design

R. Romagnoli, B.H. Krogh, D. de Niz, A. Hristozov, B. Sinopoli. “Software Rejuvenation for Safe Operation of Cyber-Physical Systems in the Presence of 
Run-time Cyber Attacks”. IEEE Transactions on Control System Technology. 2023.



© 2023 Carnegie Mellon University
16[Distribution Statement A] Approved for public release and unlimited distribution.

3.b - Results

R. Romagnoli, B.H. Krogh, D. de Niz, A. Hristozov, B. Sinopoli. “Software Rejuvenation for Safe Operation of Cyber-Physical Systems in the Presence of 
Run-time Cyber Attacks”. IEEE Transactions on Control System Technology. 2023.
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4 - Conclusions 

Cyber Physics

Romagnoli R, Krogh B.H, DeNiz D, Hristozov A.D, Sinopoli B. (2023). Runtime System Support for CPS Software Rejuvenation. IEEE 
TRANSACTIONS ON EMERGING TOPICS IN COMPUTING, ISSN: 2168-6750, doi: 10.1109/TETC.2023.3267899
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4 - Implementation 
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Safety Analysis

Positively Invariant
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Safety Analysis

Positively Invariant

6 DOF drone, the 
state has 12 
components
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Example: Drone Hovering
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Proposed Software Rejuvenation Scheme
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