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Mission: Improve Cyber Mission Readiness

Presenter Notes
Presentation Notes
Mission:
Improve cyber mission readiness by researching how to best exercise cyber capabilities.
Publish open-source tools and methodologies to enable others to do the same.
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Research Areas:

Threat 
Hunting

TestbedsExercises / 
Competitions

Data Science
AI / ML

Range

CMR

Presenter Notes
Presentation Notes
Deliver an open-source cyber mission readiness range that is simple by default, but powerful when needed
Prototype platforms that enable more effective building and delivery of realistic cyber simulations for developing and maintaining cyber mission readiness.
Conduct more engaging cyber exercises and competitions with realistic environments and scenarios
Develop tools and methodologies to more effectively and efficiently create and facilitate cyber exercises and competitions.
Enable more effective cyber threat hunting by improving human-machine teaming
Deliver better methods for solving persistent cyber threat hunting challenges through the integration of artificial intelligence and data analytics.
Develop testbed tools and methodologies to exercise new cyber capabilities
Use cyber mission readiness modeling and simulation capabilities to exercise new cyber capabilities.
Integrate Generative AI technologies to disrupt cyber exercising
Enable a disruption in the speed and ease of creating highly realistic cyber exercises through the integration of emerging Generative AI technologies.
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FY23 Collaborators

USSOCOM/ G37
SOF Cyber Range

NETCOM / G35 TREX
NETCOM / Data Science Directorate

USCYBERCOM/J75
Exercise Methodologies

CISA / CyberSentry &
President’s Cup Cybersecurity 
Competition

USD(R&E)
Radio Frequency Chaos Engineering

Army PEO-C3T
Persistent Experimentation Environment

Responsible AI
Generative AI and LLM Evaluation

Air Force 67th Cyber Wing
318th RANS
39th IOS
Cyber Range Operations

DOT&E
Persistent JIOR Environment 
for AI Experimentation

IndoPACOM/J65
Partner Nation 
Capacity Building

IARPA
CodeJam/Hackathon
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Infrastructure-as-Code Workflow

Deploy

- VMs/Containers
- Networking
- Storage

Create

- Operating System
- Software
- Configs

Configure/Evaluate

- Post-deploy configuration
- Validation

Platform Agnostic – cloud, on-prem, commercial or 
open-source

/

Presenter Notes
Presentation Notes
Cyber ranges offer the perfect environment for leveraging today’s generative AI capabilities. Great ranges feature creative storytelling tailored to achieve an objective. Our challenge is developing tools and methodologies that empower exercise developers with the power offered by large language models. We see three distinct areas that are ripe for LLMs: generating scenario event content, NPC depth, and infrastructure as code configurations.
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Infrastructure-as-Code Testbed Concept:
creating and maintaining test environments for tools

Testbed Deployment
(Terraform Modules)

Image Library
(Workstations, servers, tools, networking)

Validation

Validation
Testing

image: Flaticon.com

Reporting

/

Presenter Notes
Presentation Notes
Cyber ranges offer the perfect environment for leveraging today’s generative AI capabilities. Great ranges feature creative storytelling tailored to achieve an objective. Our challenge is developing tools and methodologies that empower exercise developers with the power offered by large language models. We see three distinct areas that are ripe for LLMs: generating scenario event content, NPC depth, and infrastructure as code configurations.
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Cyber Competitions

DHS / CISA - President’s Cup Cybersecurity Competition
• Started in 2019 – Team and individual competitions
• 2022 – 1500 federal government participants

Army NETCOM – Gaining Cyber Dominance
• Started in 2012 – Team certifications
• Regional Cyber Center of the Year competition

Hackathons (emerging FY24 program)
• Competition for software developers to construct source code
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Gaining Cyber Dominance 
Carnegie Mellon University / SEI / CERT / Cyber Mission Readiness team
• Architect, implement, & maintain 24x7 available / web-based / CAC access cyber range
• Scenario developers, White cell and Red Team / Adversary 

Researching How to Improve Team-Based Cyber Exercises
• Open-source tools
• CERT technical reports / white papers

Focus on Realistic Scenarios
• “Sufficient” technical complexity

• Commercial and open-source tools
• Army network security controls

• Adversary – Red Team attack sophistication
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Gaining Cyber Dominance 
Participating Teams are on today’s front lines of Global Cyber Defenses
Impact: Cyber exercise experience (better prepared teams – technical and leadership)

2023

 20 Exercises - Army Regional Cyber Center (RCC) Exercises
 Five teams - Arizona, Germany, Kuwait, Korea, Hawaii
 Duration: 4 & 8 hours each

 40 Exercises - Army Cyber Protection Team (CPT) Exercises
 Nineteen threat-hunting teams out of Augusta, GA 
 Duration: 5-days
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Three Common Goals: 
Realism

“exercise as you fight”
traffic generation: “sufficient” realism

adversary scenarios not seen day-to-day
commercial           toolsets             open-source

 
Team Building

Entire RCC
Sub-teams: 6 DoDIN Ops, 2 DCO 
20 – 50 participants

Team Assessment
Method

Self reporting via Incident Response System
Reporting

formal
external assessors

CPB/CPTsRCCs

(Security Onion, routers and firewalls)

CPT Mission Element
Threat Hunters
4-8 participants

less formal
team dependent 

“crew certifications”
storyboard creation

(AD, Splunk, Tychon, etc.)
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Cyber Team Impacts
 Technical

 Tool usage / refinement (beginner and advanced) - “stick time”
 Exposure to real world cyber adversaries & TTP’s
 Refine team cyber TTP’s - “Threat Hunt” skills, artifact collection

 Exercise as a Team
 Incident management, workflow, reporting
 Cross technical team collaboration
 Team leadership

 Prioritization of highly technical incidents and managing effective responses
 High intensity / rapid pace 

 Cyber Data Science
 Range is a continuous data source of cyber event data
 Data generation on-demand for developing and refining DS TTP’s
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Enhancing the Experience with AI
Components of Team-based Cyber Exercises

Range infrastructure: Realism 

• Windows users, groups, files with content, permissions
• Web / SharePoint content
• Network traffic generation

Scenario Design and Development
• In advance and ongoing Intelligence briefs
• Team tasking orders

Red Teams / Adversary Emulation
• Realistic / Sophisticated injects need to be more than just a “technical” attack
• A stream of realistic attack scenario is based on above ecosystem of support
• APT Emulation – MITRE ATT&CK
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SE
ER

CMR Event Ecosystem

NETWORK (Routers, Switches, Sensors, Etc.)

RESOURCES (Servers, Shares, Systems, Applications, Printers, Etc.)

SOCIAL ORGANIZATIONS (Groups, “Enclaves”, Teams, Departments, Etc.)

NON-PLAYER CHARACTERS (NPC, “Users”, Administrators, Insider-Threat, OPFOR, Etc.)

“REALISTIC ACTIVITY” (on the network, on various hosts, artifacts created, etc.)

TRAINING EXERCISE SCENARIO
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A = “Out-of-game” resources

B = “In-game” activities & artifacts

C = Infrastructure & DevOps Tasking

D = Open-Sourced (OSS) AI

A

B

C

D
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Event Design

Objectives
Mission Essential Task List (METL)
Assessment
Threat Actors
Technologies

Builds Detailed Documentation For:
Event Scenario & Intel

Master Scenario Event List (MSEL)
Evaluation Playbook

+ Tools
             + Inject Catalog
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What Are the Major Components 
of an Event?

Out-Of-
Game In-Game

NPCs (Agents)
Preferences
Relationships
Decisions
Artifacts

Objectives
Scenario
MSEL
Injects
Documents

A
B

Presenter Notes
Presentation Notes
Cyber ranges offer the perfect environment for leveraging today’s generative AI capabilities. Great ranges feature creative storytelling tailored to achieve an objective. Our challenge is developing tools and methodologies that empower exercise developers with the power offered by large language models. We see three distinct areas that are ripe for LLMs: generating scenario event content, NPC depth, and infrastructure as code configurations.
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NPC

Motivations Knowledge Relationships Beliefs

Profile Preferences

Activity

GHOSTS 

Presenter Notes
Presentation Notes
NPCs have profile information & preferences, but we might go further:

What motivates an agent? �
What does an agent know and how did they learn that? How does their knowledge grow over time?�
What relationships does an agent have off-network? How might this influence what they do on the computer?�
What does an agent believe? How did they come to that belief?
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1. Relationships — Agents build 
relationships with other agents in 
the cohort. These get better or 
worse over time.

2. Knowledge — NPCs learn via 
interactions with other agents, 
and we track what was learned 
and from whom.

Presenter Notes
Presentation Notes
So, from the start Animator has had agent profiles, but we add a few things
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Presenter Notes
Presentation Notes
Each agent interacts with n-number of other agents and potentially transfers knowledge. The more an agent knows about a particular subject, maybe the more likely they are to transfer information to another agent.
Agents build relationships between other agents (these can be good or bad)
Agents build knowledge across an array of subjects that may alter their preferences
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Bayesian Social Belief 
What an agent believes can have influence on 
their behavior. Beliefs shape understanding of 
the world and guide decision-making and 
problem-solving.

Presenter Notes
Presentation Notes
So, from the start Animator has had agent profiles, but we add a few things
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CMR AI Focus Areas

Non-Player Character
Realism / Complexity

Infrastructure-as-CodeScenario-Event Content

A B C

“DevOps”
Terraform
K8s | K3s
Docker
Helm

Presenter Notes
Presentation Notes
Cyber ranges offer the perfect environment for leveraging today’s generative AI capabilities. Great ranges feature creative storytelling tailored to achieve an objective. Our challenge is developing tools and methodologies that empower exercise developers with the power offered by large language models. We see three distinct areas that are ripe for LLMs: generating scenario event content, NPC depth, and infrastructure as code configurations.
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Generating Scenario Content
 Objective: AI/LLM generates scenario to achieve T& E objectives

Area Phase 0
Dev Created & Managed

Phase 1
AI Assist

Phase 2
AI Led

Phase 3 
AI Run

Event Objectives Generation of overall 
training/exercise objectives

(Fall 23)

Overall Scenario Generation of scenario that fits 
objectives and has realistic intel 
and attribution components

Solicited LLMs for ideas 
about FY23 Elite Mercury 
scenarios

Master Scenario Event List
(MSEL)

Generation of injects that fit the 
training objectives and scenario

(Fall 23)

Organization & Character 
Profiles

Creation of scenario-tailored 
NPCs

Working prototype 
deployed for GCD FY23

(Fall 23)

NPC Artifacts Content creation for each NPC 
that fits their profile, and is 
relevant for the scenario

Working prototype 
deployed for GCD FY23

(Fall 23)

Infrastructure Auto-Deploy Current DevOps pracie (Fall 23)

Presenter Notes
Presentation Notes
There is currently a lot of human time consumed creating a scenario. LLMs have demonstrated their ability to created very well written and considered prose. We are mapping a sequence for expanding LLM generated scenario content.
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Other Research Items

Item Research Enables

Vector Database 
Middleware

Decrease duplicate queries • More performant
• Less cost

Network Configs Enable outside LLM queries for a self-
contained exercise range

• Centralized data management/security
• Cost control

Running OSS LLM Getting close to getting LLAMA running 
locally

• Our sensitive content training
• No cost
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CMR Event Ecosystem

NETWORK (Routers, Switches, Sensors, Etc.)

RESOURCES (Servers, Shares, Systems, Applications, Printers, Etc.)

SOCIAL ORGANIZATIONS (Groups, “Enclaves”, Teams, Departments, Etc.)

NON-PLAYER CHARACTERS (NPC, “Users”, Administrators, Insider-Threat, OPFOR, Etc.)

“REALISTIC ACTIVITY” (on the network, on various hosts, artifacts created, etc.)

TRAINING EXERCISE SCENARIO
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CMR History of Delivering Valuable OSS Tools

• All of the tools discussed are OSS

• SEER automates the collection and processing of 
training & exercise data, so that participants can self-
report on MSEL events. 
(ARMY NETCOM TREX)

• Valkyrie Framework uses ML models to threat hunt 
data that other tools cannot analyze 
(ARMY NETCOM Data Science Division)
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