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Major Goals: The major goals In this project we proposed to start in the first level of attacks, focusing on a single
UAV. Mainly two types of attacks will be studies: GPS Spoofing that has become a frequent attack that helps
attackers to hijack drone. We already have in our labs solutions to generate fake GPS signals based on GNU radio
and software defined radio boards.

Another issue that is strongly related to the first one is a man-in-the-middle attacks that will be investigated in the
project. These two attacks are really related with the chosen
scenarios.

An original solution based on pairs of intricately linked supervisors located in the device and in the Datacenter, to
detect and identify the different kinds and levels of attacks. So, a strategy to address cybersecurity vulnerability,
once identified, must understand the nature of the vulnerability and how to mitigate it. The resource limitation will be
considered in the implementation techniques to be developed. Actions will be associated with the Supervisor.

We also develop strategies for security countermeasure using cognitive radio.

Accomplishments: 1) major activities

Communication security is one of the most critical issues related to UAVs. Multi-UAV systems extends the attack
surface, and node mobility also impacts security with frequent network topology changes and link inconsistency.
UAS design and development must take security issues into account so the system can answer autonomously and
dynamically to attacks or failures, whether accidental or intentional. Conventional security mechanisms are not
efficient for real-time transmission required by UAVs, making distributed solutions that do not depend on the GCS
and do not compromise UAV resources or network performance necessary

All UAS components present vulnerabilities that can be exploited and result in a security breach or a system control
loss. UAVs rely on different systems (navigation, collision avoidance, sensing) to operate. If any of them is
compromised or tampered with, the UAV can be lost and accept malicious commands. Also, UAV systems that
depend on external plain signals such as GPS navigation or collision avoidance can receive falsified data and alter
the way the aircraft operates. The GCS must be protected against software threats such as malware and hardware
tampering. Communication links in a UAS can be employed in many ways, and each one has its own set of
vulnerabilities.

GPS Jamming or Spoofing
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UAV navigation depends heavily on Global Navigation Satellite System (GNSS), being the Global Positioning
System (GPS) the most common option. Without this signal, a UAV may be susceptible to Denial of Service (DoS)
and/or errors in measurements that can lead the vehicle to crash or diverted from its course. GPS signals can be
either jammed --- when a stronger signal jams the channel and make the receiver unable to distinguish the original
GPS signal --- or easily spoofed--- when a faked signal injects false positioning information to the UAV. The lack of
authentication in civil GPS signals makes it easy for its falsification with low-cost equipment and the GPS receiver
unable to discern if the received signal is authentic or not.

- Countermeasures: Authenticated GPS signals could prevent GPS spoofing. Such strategy, however, would
require changes in the entire satellite system. Surveillance of GPS signal for sudden changes in signal strength and
traveling time can give indications of signal spoofing. In order to counter GPS jamming, alternative navigation
methods such as vision and/or inertial navigation systems can be employed in the absence of GPS signals.

Signal Jamming or Spoofing

It is expected UAVs will emit broadcasts with its own position and velocity to be used by other aircraft in their
collision avoidance system. Like GPS, this broadcast would be open and therefore easily jammed or spoofed,
which could lead to UAV collisions or insertion into unfriendly territory. Spoofing UAV telemetry and video feeds can
influence operator commands and compromise the system operation. Jamming GCS control signals can induce the
UAYV into an emergency protocol and impede mission realization. With GCS control signal spoofing, the adversary
can take control of the aircraft.

- Countermeasures: UAV signal authenticity verification is necessary to ensure reliable information. In the case
of jammed GCS control signals, UAV response needs to be carefully planned so it will not act unpredictably if
others signals, such as GPS, are also jammed. In the case of a fixed GCS location-based authentication can be
used to mitigate spoofing.

Information Injection

Without proper identification and authentication schemes, a malicious user can pose as a trusted UAV or UAV
module and inject the system with falsified information, destabilizing UAVs and compromising UAS operation.

- Countermeasures: Authentication of all UAVs modules and of the UAVs within a FANET is necessary to ensure
only reliable information is being received. Also, comparing the expected behavior/data from actual provided
information from modules can identify discrepancies and identify possible falsified data.

Malicious Hardware or Software

Both GCS and UAV systems are exposed to hardware and software trojan. GCS can be infected by the actions of
an unsuspecting operator or through a connection to an external system or the Internet itself. Hardware trojan can
be inserted in chips during fabrication and disable security mechanisms or provide a back door for adversaries.

- Countermeasures: Intrusion detection systems, antivirus software, firewalls, and other policies can mitigate the
threat of software trojan and malware. The use of reliable hardware suppliers as well as side-channel analysis
minimize the risk of hardware trojan.

Unauthorized Disclosure of Communication

Exchanged information between UAVs or between the UAV and the infrastructure needs to be protected against
unauthorized disclosure when intercepted.

- Countermeasures: Employing cryptography can ensure data confidentiality and integrity. Elliptic curve
cryptography solutions can be used to provide a good security level with less resource consumption than other
public-key solutions. However, implementing a Certification Authority functionality in an ad-hoc network is
challenging and may fail depending on the employed approach.

Denial of Service (DoS)

Both the infrastructure and UAVs can be at risk of DoS. In a centralized communication UAS, a DoS in GCS will
leave all UAVs in the system without receiving any control commands. In a decentralized UAS, compromising the
GCS availability can impede UAVs to send pertinent mission information to a remote operator or system. Flooding
UAVs with random commands can force them into an unexpected state and consequently compromise UAS
operation.

- Countermeasures: UAVs and GCS need to implement mechanisms that made them resistant to DoS.
Implementing contingency policies for DoS situations can prevent the system from achieving an unexpected state.

2) specific objectives

The objectives of the project were achieved.
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3) significant results, including major findings, developments, or conclusions (both positive and negative)

As results, this project create the ground for the development of specific techniques for securing the future loMoT
considering mobility, criticality and scalability. In this first year the results and contributions can be summarized as:

- A comparison of available features of unmanned aircraft systems, Internet of

Things, and the new Internet of Flying Things.

- A systematic approach that can put together all kinds of attacks and vulnerabilities once the information is
spread in the literature - UASs, Internet of Things, Cloud Computing and Mobility Things security.

- A systematic and context-aware model-based approach to support dependability analysis of unmanned aerial
vehicles. The approach was built upon compositional dependability analysis techniques.

- Security policies, mechanism and strategies to overcome the security problem - the use of Cognitive Radio and
Cloud-SPHERE.

- Energy consumption study, to allow the UAV to flight in the context of loMoT and can also improve the system's
safety and point to potential problems or attacks.

4) key outcomes or other achievements. Include a discussion of stated goals not met. As the project progresses,
the emphasis in reporting in this section should shift from reporting activities to reporting accomplishments.

For the next steps we are planning to develop some strategies to Aerial Taxis.
Training Opportunities: Nothing to Report

Results Dissemination: We publish lots of paper in journals and conferences.

Honors and Awards: Nothing to Report
Protocol Activity Status:
Technology Transfer: Nothing to Report
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Final Report

Abstract

Groups of heterogeneous autonomous vehicles (aerial, ground, underwater, etc) are going to invest
human environment including battlefields. Due to their characteristics, they are natural candidates to
integrate the Internet of Things (loT), a dynamic and global network infrastructure where intelligent
nodes are interconnected. By including autonomous vehicles into 10T, it will be possible to compose
the Internet of Mobile Things (loMoT), which introduces new opportunities and challenges. loMoT
offers the number, so the parallelism, a hierarchical infrastructure (UAV, SWARM, Data center),
redundancy, mobile and multiple view angles and cooperation possibilities. But loMoT also raises
challenges related to scalability, group control, synchronization, power consumption, limited
embedded resources and limited action time so an important turnover. All these dimensions
introduce manifold security issues, so in this project we will focus on security considering the global
future loMoT context. The main goal of this research is to create the ground for the development of
specific techniques for securing the future loMoT considering mobility, criticality and scalability.

1 Objectives for the entire research project, specifically noting the
objectives for each grant year

A brief definition for Unmanned Vehicle (UV) is a vehicle without a person on board. Also seen as
uncrewed vehicles, they can be remotely or autonomously controlled, usually applied in a wide
range of environmental sensing activities, high risk areas monitoring, driving assistance, monitoring
activities and much more.

Over the last years, aerial and ground vehicle systems have been receiving an increased number of
electronic components, running embedded software, and connected through wireless
communication channels. This strong integration between dedicated computing devices, the physical
environment and networking, has become part of common Unmanned Aerial Vehicles (UAV) likely to
be commonplace and accessible to everyone in the near future. Furthermore, as processing power
increases and software becomes more sophisticated, these vehicles gain the ability to perform
complex operations, becoming more autonomous, efficient, adaptable, safe and usable. UAVs may
be deployed in environments where physical accessibility is difficult or impossible.

UAVs are classified as safety-critical, once failure events may cause injury or the loss of high-value
assets, meaning that safety is one of the main concerns for developers and users. However, the
combination of high mobility and wireless communications has further increased the exposure of
these systems to malicious threats and to faults deriving from uncertain connectivity or
communication timeliness. Non-functional requirements like security have thus become harder to
fulfill, creating new challenges to such safety-critical embedded systems. There is massive research
interest on this field as smart drones, cars and boats take place, get cheaper, easier to control and
even more integrated to everyday situations. However, a major concern on these vehicles'
acceptance and certification still relies on safety and security issues, apart from other requirements
that must be met as new vehicles are developed. Our project is first based on an in-depth study of
security requirements based on the state of the art attacks.



2 Results

As results, this project create the ground for the development of specific techniques for securing the
future loMoT considering mobility, criticality and scalability. In this first year the results and
contributions can be summarized as:

e A comparison of available features of unmanned aircraft systems, Internet of Things, and the
new Internet of Flying Things.

e A systematic approach that can put together all kinds of attacks and vulnerabilities once the
information is spread in the literature - UASs, Internet of Things, Cloud Computing and
Mobility Things security.

o A systematic and context-aware model-based approach to support dependability analysis of
unmanned aerial vehicles. The approach was built upon compositional dependability
analysis techniques.

e Security policies, mechanism and strategies to overcome the security problem - the use of
Cognitive Radio and Cloud-SPHERE.

e Energy consumption study, to allow the UAV to flight in the context of loMoT and can also
improve the system's safety and point to potential problems or attacks.

2.1 Internet of Flying Things

Unmanned aircraft systems have received a lot of attention lately, especially due to their flexibility
and reduced acquisition costs. However, in many regions, legislation issues have emerged that
curtail their operation in critical environments. In response to well-reported instances, it seems likely
that in many countries “no-fly” zones will be established around critical areas, such as airports
(where accidental “drone-strikes” could pose a threat to jet planes similar to “bird-strikes”), prisons
(where cases have been reported of drones being used to transport contraband goods in to
prisoners), and military/confidential areas (where government is combating drones with trained
eagles). Security threats from terrorist groups also pose a risk to key infrastructure. In the future, it
seems likely that international consensus may arise around certain areas (e.g., commercial airports)
but the picture is likely to remain fluid for some time. Meanwhile, significant research efforts are
exploring the current capabilities of UAVs, and their potential for autonomous action beyond the line
of sight of a dedicated operator, which is likely to fuel further debate and legislation.

The relatively recent concept of Internet of Things (loT), which consists of a new form of connecting
and sharing resources among devices, has been considered as a candidate for potential integration
with unmanned aircraft. Such collaboration may provide a new degree of freedom for old
applications and a completely new spectrum of applications.

We start our studies with a revision of the main characteristics of the Internet of Flying Things (IoFT)
and how the term is related to unmanned aircraft systems and the Internet of Things. So we provide

a comparison of available features of unmanned aircraft systems, Internet of Things, and the Internet
of Flying Things (loMot is loFT-based).

There are understandable concerns about the threat that networked UAVs (FANET - Flying Ad hoc
NETworks) could pose to privacy and safety. Legislation is likely to address the design and usage of
loFT-based systems, and to help with public confidence the largest open challenge facing the field is
the development and adoption of robust standards for security and safety—of both devices and the
data they carry and transmit.



Considering the many physical forms that a UAV might take, security policies and algorithms must
be devised that are resource efficient, work on many different types of hardware (from data storage
devices right through to different aircraft chassis) and software (across the layers of network
protocols). When one extends the considerations to multi-UAV swarms, or even disparate groups
connected via a WFANET (Wide FANET), policies must then take into account the greater
“vulnerable surface” of an ad hoc network, and redundancy of information (encryption keys, etc.) that
will arise as mobile devices become unavailable for periods of time as they move around.

Unmanned

Internet of aircraft

Features Things (loT) systems (UAS) Internet of Flying Things (loFT)

Cooperation Limited by Limited by Includes all the IoT and
IoT FANET FANET infrastructure
infrastructure  infrastructure  capabilities

Collaboration Limited by Limited by Includes all the IoT and
IoT FANET FANET infrastructure
infrastructure  infrastructure  capabilities

Real-time operations ~ Limited to the Limited to the Reduced limitations due to
network actuation increased connectivity
coverage areas

Connectivity Internet Locally Highly connected—not just
connected connected by  to the Internet, but also

a FANET locally connected

Up-to-date data/ Available Weakly Available

services available

Internet-based Available Weakly Available

information available

processing

Interactive Available Available Available with higher

decision-making flexibility

Mission-assistive Available Weakly Available with higher variety

multisource available of sources

information providers

2.2 Security for Connected Vehicles

Based on the issues that can be solved (including some kinds of attacks), we did a deeply study in
Security and privacy in UAS (Unmanned Aerial System) and in Internet of Things taking into account
the mobility aspect. Once thinking in loT, the cloud computing security was also detailed. With this
we put together all kinds of attacks and vulnerabilities in the loMoT, once we treat the device (part of
the UAS), the loT and all peculiarities existing in the loMoT.

Once the paper was just submitted and need to be an original one, in this report we will just present
the Security in UASs.

Security and Privacy are the most critical issues regarding UAVs. UAS design and development
must take security issues into account so the system can answer autonomously and dynamically to
attacks or failures, whether accidental or intentional. Conventional security mechanisms, however,
are not efficient for real-time transmission required by UAVs. Regarding a UAS, the following
security requirements apply:



- Availability -- all elements of a UAV must perform their tasks without any disruption during its
operation, even if the aircraft is under attack.

- Confidentiality -- Communication between UAVs or between the UAV and the infrastructure
can not leak information to unauthorized parties.

- Integrity -- In UASs, integrity can refer to information integrity or system integrity. Information
integrity ensures that exchanged data in communication links, such as mission data,
telemetry and GPS signals have not been altered. System integrity ensures the authenticity
of software and hardware components.

- Accountability -- UASs need accountability mechanisms to ensure non-repudiation. A digital
signature algorithm can bind the action to an entity, and logging procedures allow action
tracking.

- Authentication and access control -- Identification and authentication of nodes are necessary
for secure communication. When a node is inserted in the network, it must be identified and
authenticated before communicating with other nodes within the network. Access control
policies are necessary to prevent unauthorized personnel from accessing sensitive data
and/or control operations.

All UAS components present vulnerabilities that can be exploited and result in a security breach or a
system control loss. UAVs rely on different systems (navigation, collision avoidance, sensing) to
operate. If any of them is compromised or tampered with, the UAV can be lost and accept malicious
commands. Also, UAV systems that depend on external plain signals such as GPS navigation or
collision avoidance can receive falsified data and alter the way the aircraft operates. The GCS must
be protected against software threats such as malwares and hardware tampering. Communication
links in a UAS can be employed in many ways, and each one has its own set of vulnerabilities. Next,
main threats to a UAS are discussed.

2.3 Denial of Service (DoS)

Both the infrastructure and UAVs can be at risk of DoS. In a centralized communication UAS, a DoS
in GCS will leave all UAVs in the system without receiving any control commands. In a decentralized
UAS, compromising the GCS availability can impede UAVs to send pertinent mission information to
a remote operator or system. Flooding UAVs with random commands can force them in an
unexpected state and consequently compromise UAS operation.

- Countermeasures UAVs and CGS need to implement mechanisms that made them resistant
to DoS. Implementing contingency policies for DoS situations can prevent the system from
achieving an unexpected state.

2.4 GPS Jamming or Spoofing

UAV navigation depends on free, plain and unauthenticated GPS signals received and processed by
a GPS receiver. GPS signals can be spoofed (the UAVs are fed with a fake GPS signal) and easily
jammed, which can compromise UAV navigation and leading it to crash or lend in an unfriendly site.
Also, GPS receiver can be compromised by malwares and compromise UAV navigation.

- Countermeasures Authenticated GPS signals could prevent GPS spoofing. Such strategy,
however, would require changes in the entire satellite system. Surveillance of GPS signal for
sudden changes in signal strength and travelling time can give indications of signal spoofing.
In order to counter GPS jamming, alternative navigation methods such as vision and/or
inertial navigation systems can be employed in the absence of GPS signals.



2.5 Information Injection

Without proper identification an authentication schemes, a malicious user can pose as a trusted UAV
or UAV module and inject the system with falsified information, destabilizing UAVs and
compromising UAS operation.

- Countermeasures Authentication of all UAVs modules and of the UAVs within a FANET is
necessary to ensure only reliable information is being received. Also, comparing the
expected behaviour/data from actual provided information from modules can identify
discrepancies and identify possible falsified data.

2.6 Malicious Hardware or Software

Both GCS and UAV systems are exposed to hardware and software trojans. GCS can be infected by
the actions of a unsuspecting operator or through a connection to an external system or the Internet
itself. Hardware trojans can be inserted in chips during fabrication and disable security mechanisms
or provide a back door for adversaries.

- Countermeasures Intrusion detection systems, antivirus software, firewalls, and other
policies can mitigate the threat of software trojans and malwares. The use of reliable
hardware suppliers as well as side-channel analysis minimize the risk of hardware trojans.

2.7 Signal Jamming or Spoofing

It is expected UAVs will emit a broadcast with its own position and velocity to be used by other
aircraft in their collision avoidance system. Like GPS, this broadcast would be open and therefore
easily jammed or spoofed, which could lead to UAV collisions or insertion into unfriendly territory.
Spoofing UAV telemetry and video feeds can influence operator commands and compromise the
system's operation. Jamming GCS control signals can induce the UAV into an emergency protocol
and impede mission realization. With GCS control signal spoofing, the adversary can take control of
the aircraft.

- Countermeasures UAV signal authenticity verification is necessary to ensure reliable
information. In case of jammed GCS control signals, UAV response need to be carefully
planned so it won't act unpredictably if other signals such as GPS are also jammed. In the
case of a fixed GCS, location-based authentication can be used to mitigate spoofing.

2.8 Unauthorized Disclosure of Communication

Exchanged information between UAVs or between the UAV and the infrastructure needs to be
protected against unauthorized disclosure when intercepted.

- Countermeasures Employing cryptography can ensure data confidentiality and integrity.
Elliptic curve cryptography solutions can be used to provide good security level with fewer
resource consumption than other public key solutions. However, implementing a Certification



Authority functionality in an ad-hoc network is challenging and may fail depending on the
employed approach.

It is important to mention that the impact of any employed security solution in the system needs to be
analyzed. Delays in transmission and processing, as well as a system overhead introduced by
security measures need to be evaluated to ensure that real-time constraints are met and that UAS is
operating satisfactorily.

2.9 Dependability Analysis of Unmanned Aerial Vehicle

Once facing the attacks and the vulnerabilities from all parts that compose the loMoT we addressed
the dependability problem, mapping the safety issues to determine the interdependence between
safety and security. Solutions were analyzed based on the results of a fault tree/attack tree of the
autonomous vehicle system.

Safety-critical systems (SCS) are computer systems in which the occurrence of failures may lead to
catastrophic consequences. Unmanned Aerial vehicle (UAV) is a kind of complex safety-critical
system that comprises the unmanned aircraft, its payload, the ground control station (GCS) and
communication links between the UAV and GCS. The development of safety-critical systems in the
UAV domain has to address guidance defined in DO-178C and SAE ARP 4754A aerospace safety
standards. These standards establish that dependability properties of a given critical system should
be analyzed and demonstrated at different levels of abstraction before its release for operation and
achieving safety-certification. Dependability analysis can be defined as the identification, early on the
design, of potential threats to system reliability, availability, integrity, and safety, their potential
causes, and measures to avoid or minimizing their effects.

Since both industry and safety standards, especially in aerospace and automotive domains, have
recognized the maturity and potential of model-based techniques in supporting system design and
dependability analysis, model-based engineering became a reality in the development of safety-
critical systems. Compositional dependability/safety analysis techniques, e.g., HiP-HOPS
(Hierarchically Performed Hazard Origin and Propagation Studies), AADL Error Annex and AltaRica,
provide the automated support for safety engineering, and seamless integration between system
design and dependability analysis, which can be performed in a single model, contributing to reduce
the complexity in performing system dependability analysis.

The design and dependability properties of a safety critical system might vary according to the
targeted context of operation. Variation in the usage context may impact on the choice of redundant
or non-redundant architectures in the system design. In dependability analysis, usage context
variation may raise different hazards with different causes, different risk that the same hazard may
pose for the overall safety, different component faults might occur and contribute to the occurrence
of hazards, and different safety requirements (functional and non-functional) may be allocated to
eliminate or minimize the hazard effects.

So we provide a systematic and context-aware model-based approach to support dependability
analysis of unmanned aerial vehicles. The approach was built upon compositional dependability
analysis techniques. The approach was applied to perform dependability analysis of a real-world
Santa Cruz Low-Cost UAV GNC (SLUGS) automatic pilot developed in MATLAB/Simulink with the
support of HiP-HOPS dependability analysis tooling. The application of the proposed approach
reduced the effort, costs, and the number of errors in performing Hazard Analysis and Risk



Assessment (HARA), component fault analysis/modelling, and enabled the automated generation of
FTA and FMEA dependability artefacts required by the standards to achieve safety-certification.

Advances in the approach to contemplate the security was done and a paper is in progress to be
submitted to a Journal. The model that puts together Security and Safety can be seen in the next
Figure. In this Figure the fault trees are put together. And the failure expression of a safety and
security can be seen in Table. In this table we can see that security and/or safety failures together
can provide Hazards.

SensorDSC ControlDSC

Name Failure BExpression | Effect
Denial of Service or Man in the
Middle or Omission

SensorDSC.ToControlIMCU or Communication
Communication | (LogicFailure at SPI board) Lost between
Lost or (Late.SensorDSC.SensorDATA or groundstation and

Onmission.SensorData) UAV

and (Late.SensorDSC.ToControlIMCU or
Omission. ToControlIMCU

Man in the Middle and . . .
(Value.SensorDSC. ToControlIMCU) Valve.WayPoints
GPS-Spoof or Aircraft fall or
(logical Problens.SensorDSC.SensorDataGPS) | location lost

Hijacking

GPS Failure

2.10 Security policies, mechanism and strategies

Once defined the attacks and the possible problems and relation between safety and security (the
influence of both to define or get a Hazard), we start to think in possible countermeasure. We know
that cryptography is one of the possibilities to provide security, but we also know that the
performance, mainly in critical embedded system can be a problem. So we start with physical
solution.

Applications for Unmanned Aerial Vehicles (UAVs), operating in unlicensed bands, are vastly
growing with the consolidation of the Internet of Things (IoT). However, those bands have become
overcrowded as systems using them are continuously increasing. In this context, Cognitive Radio
(CR) and spectrum sharing techniques have emerged as promising strategies to overcome the
problem of spectrum scarcity in wireless networks, thus being considered as enabling technologies
for the future 5G wireless networks. Thereby, the integration of CR with UAVs can bring important



benefits for the massive deployment of UAVs. So we provide an overview on the state of the art of
CR technology for UAV communication. Details can be obtained in \cite{I CUASCR_guilherme}.

For investigating the advantages of cognitive radio, Machine Learning techniques have been widely
applied to predict primary users arrivals. However, the available simulators are usually complex and
highly time consuming. Therefore, we proposed and validate a simple and intuitive primary user
arrivals data generator, MARIO, that can produce random arrival data for multiple channels by
employing Poisson process. This generator is validated by using the generated data to predict new
sequences according to a Hidden Markov Model. Our results show that the data generator can be
used to simulate various traffic patterns over different channels. To validate the generated data, we
employed an HMM to predict unknown sequences by applying the training on the simulated data.
The present study offers the opportunity of producing spectrum traffic data without the fall-downs of
using a complex and, usually, counter-intuitive simulator.

Another approach to overcome the security problem was treated in parallel, the Cloud-SPHERE
approach. Many opportunities arise for UAVs when considering their connection with other devices
or systems. Many employed solutions can be improved, while new applications can be envisioned.
At the same time, new challenges need to be overcome. The first set of challenges relates to public
safety and privacy --- how to ensure the security of collected and distributed data, as well as the
population privacy against snooping. The second set of challenges relates to standardization --- how
to insert UAVs into the airspace and make possible for them to communicate with other devices
seamlessly. The third set of challenges relates to technical difficulties --- how to overcome device
heterogeneity and resource limitation in order to provide robust internal and external UAS
communication.

In its current state, SPHERE is focused in the vehicle internal communication, that is, the
communication between the vehicle core and its modules and clusters of modules. Cloud-
SPHERE~extends the SPHERE platform to provide secure communication between UAVs and
between the UAVs and the infrastructure, including the Internet and/or Cloud/Fog computing
technologies (Cloud—SPHERE - (Security and safety Platform for HEteRogeneous systEms
connected to the Cloud)). It also aims to support secure service provision, consumption and
discovery, taking into account data sensitiveness and trust between devices. With that, UAVs can be
securely integrated into the Internet of Things paradigm.

For that, Cloud-SPHERE'~CSU handles communication security tasks, and a new module handles
service exchange tasks. Module SEMU (Service Exchange Management Unit) has its functionality
distributed among SPHERE units to manage service registration, discovery and exchange
considering security policies of data sensitiveness and trust between devices.

[ s



2.11 Energy Consumption

For battery-powered embedded systems like Unmanned Aerial Vehicles (UAVs), energy efficiency
increases their autonomy, resulting in tasks being realized with less power. With less power being
consumed during each mission, the battery will require fewer recharges, thereby increasing its
lifetime and reducing the waste. Even though some effort has been done in energy efficiency for
UAVs, most published papers focus on finding alternative energy sources for those vehicles. We
proposed the Navigation Phases (NP) platform, which provides a very well-defined way of controlling
the behaviour of UAV's internal components during a mission.

The main concepts of NP are provided, as well as the results of an initial prototype for controlling the
component's behaviour through different mission stages. For battery-powered devices such as
UAVs, energy efficiency increases the vehicle autonomy, and also potentially increases the battery
lifetime and reduces waste.

The NP platform can be expanded with other control parameters besides the ON/OFF state, such as
bandwidth and radio power, for example. A feedback on the commands would also improve the
system's safety and point to potential problems or attacks. Artificial intelligence strategies can be
applied together with NCI and Cloud--SPHERE platforms for identifying and acting on emergency
situation.

3 Final Considerations

In this report we presented a summarized overview of the research done in the context of GRANT
W911NF-18-1-0012. We provide the state-of-the art regarding the security of unmanned vehicles
connected to the Internet, Cloud or similar network discussed through the results of a systematic
review. Results show very few security mechanisms employed in this scenario, emphasizing the
need of security-aware solutions for connected UAV networks. Also we provide initial models for the
integration between safety and security in the loMoT context.

The results presented are a step forward in the state-of-the art and is the beginning of the
investigation. We also presented a model-based approach to support unmanned aerial vehicles
dependability analysis/modelling. Such approach enables safety analysts performing dependability
analysis aware of the impact of the variation in the design choices and usage context. We have also
shown that the usage of model-based techniques contributes to reduce errors in performance
dependability analysis through automatic synthesis of dependability artefacts required for
certification of autonomous vehicles. Further works intend to investigate the analysis of the impact of
the context on Software In the Loop decomposition, the usage of existing model-driven techniques to
support the generation of assurance cases from HARA, component failure data, FTA and FMEA.

As future work We intend to perform a study to analyze the interactions between security and safety
mode in deep, and the usage of Bayesian Networks (BN) to improve the analysis of the relationships
between safety/security in the unmanned aerial vehicles domain among other things. We are also
planning to work with STRAUSS (reSilienT aiR tAxis architectUre for Smart citieS) - The main goal
of STRAUSS is to extend STUART to propose a fault-tolerant and robust system for air taxis that
can adapt their planned mission dynamically by sharing information with the ATS system. In a
distributed way, air taxis can only decide of an action locally i.e., when they are confronted to the
adversity and cannot anticipate it. Communications with the ATS system are necessary to optimize
the course of actions that air taxis have to do when an adversity occurs in their neighboring.






