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Executive Summary

Beginning in Summer 2018, the Institute for Defense Analyses (IDA) devoted limited internal research and development funds
to exploring foreign malign influence operations in social media. To date, we have focused on the Twitter activity of the Russian-
backed Internet Research Agency (IRA) in the run-up to the 2016 American Presidential election. We used a data-driven, quantitative
approach with human-in-the-loop, employing unsupervised Machine Learning techniques (Latent Dirichlet Allocation) and other data
analytic methods. We focused on the evolution of the adversary activity, tracking how topic patterns in that activity changed over time
from 2012 through 2018. Our results uncovered multiple distir ¢’ tactical phases of the IRA attack. The IRA first began targeting
Americans in late 2014 to early 2015. Their English tweet topics grew more specific over time, more varied, more negative, and more
polarizing. Their final tweet topic pattern first emerged around late 2015, one full year before the 2016 election.
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The Institute for Defense Analyses (IDA) is a non-profit corporation operating three Federally Funded Research and Development
Centers (FFRDCs). IDA’s mission is to provide objective analyses of national security issues and related challenges, particularly those
requiring scientific, technical, and analytic expertise.

Beginning in Summer 2018, IDA devoted limited internal research and development funds to exploring foreign malign influence
operations in social media. Specifically, to date, we have focused on the Twitter activity of the Russian-backed Internet Research Agency
(IRA) in the run-up to the 2016 American Presidential election. We used a data-driven, quantitative approach, employing unsupervised
machine learning techniques and other data analytic methods. We focused on the evolution of the adversary activity, tracking how topic
patterns in that activity changed over time from 2012 through 2018. These slides summarize our analysis.



IDA Monday Morning Quarterbacking?

Y S SR P
COMMITTEE SENSITIVE — RUSSIA INVESTIGATION ONLY

116TH CONGRESS SENATE REPORT
51 116-XX

(U)REPORT

SELECT COMMITTEE ON INTELLIGENCE

UNITED STATES SENATE

RUSSIAN ACTIVE MEASURES CAMPAIGNS AND INTERFERENCE
IN THE 2016 U.S. ELECTION
VOLUME 2: RUSSIA’S USE OF SOCIAL MEDIA

WITH ADDITIONAL VIEWS

L TR
COMMITTEE SENSITIVE — RUSSIA INVESTIGATION ONLY

(SSCI Report, Fall 2018)

Contact: scazares@ida.org

“That use of social media— that weaponization
of social media— began as early as 2012. Was
significantly up and running by 2013. Was full
bore by 2014 — 2015, and it wasn’t until late
2016 and even into 2017 that the Intelligence
Community really got a handle of what was
going on. And had we identified it much
earlier, say in 2012 — 2013, that the Russians
were going to conduct this kind of attack on
the United States— had the President known
that— we could’ve had more options than he
ended up having in the Summer of 2116.”
— Michael Morell,
Acting Director of the CIA, 2012 — 2013

(Podcast Interview, Summer 2019)
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It is now common knowledge, in 2021, that the Russian-backed IRA has long sought to meddle online in American culture and
politics, using social media as the new battleground for influence operations:

e The bipartisan Senate Select Committee on Intelligence (SSCI) published a comprehensive report in Fall 2018 (SSCI 2018).

e The former acting director of the CIA lamented about it in Summer 2019, saying, “Had we identified it much earlier, say in
2012-2013, we could have had more options... in the Summer of 2116 (Morell and Bharara 2019).

That is easy to say now, with perfect hindsight.

But, is that just Monday morning quarterbacking? How easy would it have actually been, prior to the 2016 election, to generate
indications and warnings that the Russians were launching this kind of attack?

That is the question that we set out to answer at IDA, starting back in 2018. We wanted to put ourselves into the mind of a counter-
intel analyst, starting back in the early 2012 time frame. To that end, we set up the following analysis as a thought experiment:
Hypothetically speaking, imagine it is 2012 and a U.S. counter-intel unit gets a high-confidence tip that an adversary nation state is
clandestinely posting tweets on social media. And let’s say that source even identifies the particular Twitter accounts—those that, years
later, Twitter itself will eventually attribute to the Russian-backed IRA. But back in 2012, imagine that a counter-intel analyst is tasked
to monitor those flagged accounts for indications and warnings that the adversary might be using social media in some nefarious way
against the United States:

e What does that analyst do?
e What open source information would that analyst have had easily available at the time?
e What technical tools would she have had easily available?

e And how could she have used those tools to generate and deliver timely, high-confidence indications and warnings to
decision makers, in near-real time?

That is what this presentation will talk about today.

The story we tell is about a domestic problem—foreign adversaries meddling in U.S. culture and politics. However, this same type
of approach could be used to address foreign problems—adversaries meddling in our allies’ culture and politics, straining our
relationships with those allies, and threatening U.S. military strength and national security.



IDA Bottom Line Up Front

* We created a prototype system using open source software tools to help analysts track
the activity over time of known adversaries on social media

* QOur system was not intended to replace the analyst, but rather help them perform their
tradecraft at scale, providing evidence that:

* The Russian-backed Internet Research Agency (IRA) began targeting English-
speaking Americans in late 2014/early 2015

* Throughout 2015, the IRA’s English tweet topics grew more specific, more varied,
and more polarizing over time

* The IRA’s final pattern emerged in late 2015, one year before the 2016 election

* Moving forward, we envision a dashboard system for decision support, allowing for a

human-centered, multi-disciplinary, drill-down approach to allow intel analysts to adapt
along with our adversaries

Contact: scazares@ida.org 30f21




A quick spoiler alert:

We created a prototype system using open source software tools that could help intelligence analysts track adversary activity
in social media—in particular, to track how the adversary’s activity evolves over time. Then we used our tools to analyze the
Russian-backed IRA’s Twitter activity, starting in 2012 and continuing up into 2018.

Our system was not intended to replace the analysts, but rather aid the analysts in performing the same type of tradecraft they
always do, but applying it to millions of tweets, rather than just a few dozen documents.

Our results show that the IRA’s English tweet topics did not remain constant in the run-up to the 2016 election. Instead, they
evolved over time. In fact, we uncovered multiple distinct tactical phases of their attack, all of which could have been
provided to U.S. government decision makers with only one month of lag time. To be specific, the IRA first began targeting
Americans in late 2014 to early 2015. Their English tweet topics grew more specific over time, more varied, more negative,
and more polarizing. Their final pattern first emerged around late 2015, which happened to be one full year before the 2016
election.

Moving forward, we envision a dashboard system for decision support, allowing for a human-centered, multi-disciplinary,
drill-down approach that could allow analysts to adapt alongside our adversaries in real time.



IDA Methods for Real-Time Analysis

* Twitter has attributed thousands of accounts belonging to organizations involved with
state-backed information operations, such as the IRA

* We downloaded a publicly-available dataset of “3M tweets posted by ~3K IRA accounts
between Feb 2012 — May 2018
* We simulated a near-real-time analysis:
* We cleaned and binned the tweets by month
* We fit a topic model to each month’s tweets
* The topic model organized the words of each month’s tweets into underlying topics
* An analyst could have quickly glanced through these topics to get a sense of what
issues the IRA was promoting on Twitter

This semi-automated approach could help intel analysts

scale their tradecraft to the huge numbers of posts on social media.
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First, we will provide an overview of our methods:

e Over the past few years, social media platforms like Twitter have been working with U.S. authorities to identify active
measures campaigns. Twitter then packages up and releases the posts made by these adversarial accounts, so that researchers
like us can study and learn from them. (Twitter Transparency Report 2020).

e We began our analysis at IDA in Summer 2018, when Twitter first released the account names (handles) of over 3000
accounts belonging to the IRA. Clemson University packaged up about three million of the tweets posted by these flagged
accounts between early 2012 to mid 2018, and then published them on the data aggregation website FiveThirtyEight (Roeder
2018). We downloaded them the very next day.

e Our technical approach simulated a near-real-time analysis—what could have been done, starting back in the 2012
timeframe:

— First, we cleaned the tweets to remove non-essential characters like punctuation, emojis, and linked URLs. Then we
binned the tweets by month.

— Next, we fit a statistical topic model to each month’s worth of tweets.

— The topic model organized the words of each month’s tweets into underlying fopics. From a technical perspective, topics
are lists of words that often occur together in the same tweets.

— Inreal time, an analyst could have quickly glanced through these topics to get a sense of what issues the IRA was
promoting on Twitter in any given month.

This semi-automated approach could help intel analysts scale their tradecraft to the huge numbers of posts on social media.



IDA Topic Modeling with Latent Dirichlet Allocation (LDA)

» LDA fits a statistical model to a corpus of documents, clustering the main topics in each:
* Corpus = month’s worth of tweets, e.g. Feb 2017

* Document = tweet content, e.g. #DeirEzzor \| Coalition jets targeted #ISIS
near Abu Kamal and destroyed 7 oil tanker
trucks, 3 01l refinement stills and 2 oil
wellheads

* Topic = List of associated words, e.g. isis syria targeted targets Iraq forces
accounts Israel u.s mosul opiceisis
iceisis aleppo north killed yemen
refugees airport Syrian saa

* A human must then label the topics:

* Topic Label = 1-2 word summary of topic, e.g. Syrian Conflict

Corpus of

LDA — Topics — Human — Topic Labels
Documents
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To perform our topic modeling, we used a well-known approach called Latent Dirichlet Allocation (LDA) (Blei, Ng, and Jordan
2003). LDA fits a statistical model to a corpus of documents, clustering the topics. In our analysis:

e A corpus is the term we use to describe one month’s worth of tweets (e.g., February 2017). The statistical assumption behind
LDA is that each corpus can be summarized by a fixed number of topics.

e A document is our term for the content of a single tweet (e.g., #DeirEzzor \| Coalition jets targeted #ISIS near Abu Kamal and
destroyed 7 oil tanker trucks, 3 oil refinement stills and 2 oil wellheads). LDA assumes that each document in the corpus is
composed of words drawn from a statistical mixture of the topics.

e A topic is a list of words that are found to be statistically associated with each other because they frequently occur together in
the same tweets (e.g., isis syria targeted targets Iraq forces accounts Israel u.s mosul opiceisis iceisis aleppo north killed
yemen refugees airport Syrian saa).

LDA was developed in the early 2000s and has been implemented in a variety of freely available software packages and code
libraries. We used the MALLET software (McCallum 2002) to performance LDA. We chose to use this software fresh out the box, with
very little deviation from its default parameter values. In that sense, our findings outline the lower bound of capability—what kind of
patterns or actionable intel one could easily extract from tweets like these, even back in the 20122015 time frame.

We then summarized each topic. In our analysis:

e A topic label is a 1-4-word semantic summary of a topic (e.g., Syrian Conflict).

Human intelligence is needed to manually perform this final, topic labeling step. To accurately interpret and summarize the long
lists of words for each topic, the human labeler requires expertise in (1) the language in which the tweets were written (in this case,
English) and (2) the social and cultural themes that Twitter users were likely to have encountered (in this case, in the United States in
the mid 2010s). We served as our own human topic labelers for the purposes of this analysis.

(Note that Twitter allows other users to comment on any given tweet. We did not include the comments to a tweet as part of the tweet’s
content. Twitter considers each comment to be a tweet in and of itself. For each tweet in our analysis:

e Those comments that were posted by “regular people”, i.e., non-known-IRA accounts, were not considered in our analysis.
e Those comments that were posted by known IRA accounts were treated as separate tweets in our analysis.

Unfortunately, the dataset we used did not explicitly keep track of which IRA tweets were comments to other IRA tweets, and so
we could not track how a particular message propagated through Twitter, on a comment-by-comment basis. However, the dataset did
keep track of how many followers an IRA account had when they posted a tweet—which we discuss on a later slide.)
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IDA Topic Modeling with Latent Dirichlet Allocation (LDA)

LDA allows each document (tweet) to have multiple topics.
Contact: scazares@ida.org IE| 6 of 21
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This slide shows a visual representation of LDA. In this example, there are 40,838 tweets (documents) in a month (corpus), ranging
from Tweet 0 through Tweet 40,837. We set up the LDA statistical model to assume that there were 10 topics in the month, ranging
from Topic 0 through Topic 9. Any individual tweet does not necessarily “belong” to a single topic and could be associated with multiple
topics. LDA quantifies the strength of a tweet’s statistical association to each topic, represented here as the thickness of each tweet-to-
topic line. For example, the final Tweet #40,837 (green) is most strongly associated with Topic #6, followed by Topic #2. This final
tweet is hardly associated at all with Topics #3 or #7.

The mathematical equations underpinning the LDA statistical model are described in the backup slides.
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IDA Feb 2012: IRA Tweets over Time, by Language

200000 MW English M Russian W Serbian
W Ukrainian M Tagalog (Filipino) m Albanian Ukrainian
180000 W Italian W Romanian M Spanish Other ~ 1.31%
3.15%
H Catalan B German M Estonian German
2.95%
17, 160000 M French W Norwegian Vietnamese \
-
Q M Dutch H Arabic Uzbek
g 140000 M Bulgarian B Macedonian M Farsi (Persian)
-
= B Turkish B Language Undefined B Czech
120000 . . . .
é Somali ® Lithuanian Croatian
— m Slovak Icelandic Slovenian
4— 100000
o) M Japanese H Indonesian B Pushto
E 80000 M Hungarian M Finnish M Latvian ¥
-
o] M Portuguese M Danish Swedish _ i E I I
g 60000 ® Malay Polish Korean R E i i
= H Hebrew m Urdu H Kurdish [l
40000 B Hindi B Greek M Simplified Chinese
Thai Guijarati Bengali -
20000 Traditional Chinese Kannada Tamil
W Telugu W Malayalam I I I I I I
0 SRS N -
TS 2555259385 52552803 5855280395358 5552 8938535855283 7585855528935 85385385
K R A A O A A A O AU A SR U O AU A T R A A A O AU A SO R A OO AU I
N SR R S S e R i i R el it i el NN AN TR P RS RO R AT Al I SN G SR TR T AV T T S
Time
ith f i lish
Few IRA tweets, with even fewer in English.
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Now we will summarize our results.

We plot the number of IRA tweets in the dataset versus time, which is binned by month. The color denotes the language that the
tweet was posted in.

Automated software tools could have identified the most prominent languages of these tweets, to display simple pie charts like
this. The pie chart shows that, overall from February 2012 through May 2018, most of the tweets were posted in English (71.85%
overall, medium blue), presumably indicating that the IRA mostly targeted an English-speaking audience. Other prominent languages
were Russian (20.74% overall, red), German (2.95% overall, dark blue), and Ukrainian (1.31% overall, purple). All other languages
collectively comprised 3.15% of the total (yellow).

However, it’s important to look at the evolution of the tweet languages over time. The earliest tweets in the dataset were posted in
February 2012. In the first two years of the dataset, few IRA accounts were active, each posting only several dozen to a few hundred
tweets each month—so few that it is difficult to see their bars on this vertical scale. Furthermore, most tweets were in Russian and only
a few were in English—although it’s difficult to see at this scale, most of the little short bars on the left edge of the plot are red, indicating
most of the early tweets were posted in Russian.
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IDA Feb 2012: An Early IRA Tweet

@iris0_0O

Peknama B Facebook: npuynHa
ycnexa: Facebook ceroaHsa, kak
OXMAhaeTca, No[acT 3aaBKy Ha IPO.
PasmellgHne oxxuaaercs ...

http://t.co/Ovdc6zNv
12:35 AM * Feb 2, 2012 from United States

Translation

@iris0_0O

Advertisement on Facebook:
Reason for success: Facebook
today, as expected, will announce
their IPO. The announcementis

expected ... http://t.co/Ovdc6zNv
12:35 AM * Feb 2, 2012 from United States

Few IRA tweets, with even fewer in English.

Analyst could have read each tweet manually.

Contact: scazares@ida.org
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With this manageable, fairly small number of tweets, a counter-intel analyst could have read each one manually. Glancing through
a sea of Cyrillic characters, like this tweet here, the analyst would would have quickly surmised that most tweets weren’t meant for an
English-speaking American audience. She could have passed off these tweets to the appropriate language or regional experts and settled
into a sit-and-watch mode, for the next two years.
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IDA Jan 2015: IRA Tweets over Time, by Language

200000 W English W Russian m Serbian
M Ukrainian M Tagalog (Filipino) m Albanian Ukrainian
180000 o Italian m Romanian W Spanish Other  1.31%
M Catalan B German M Estonian 3a5% German
17, 160000 M French W Norwegian Vietnamese \ 295%
40_3 B Dutch M Arabic Uzbek
g 140000 M Bulgarian H® Macedonian M Farsi (Persian)
- W Turkish M Language Undefined M Czech
< 120000 Somali H Lithuanian Croatian
;E_ 100000 m Slovak Icelandic Slovenian
o) M Japanese M Indonesian M Pushto
E 80000 M Hungarian H Finnish M Latvian 5 -
o] M Portuguese M Danish Swedish _ i E I I
g 60000 = Malay Polish Korean -] E i i
=z B Hebrew B Urdu B Kurdish
40000 B Hindi B Greek m Simplified Chinese
Thai Gujarati Bengali
20000 Traditional Chinese Kannada Tamil
M Telugu W Malayalam I I I I I I
0 - (| -
P L R EL e T e P e L P R S T R E R R LR ST E LR LT
TSNS T Rl i S el R o Nl S ] [P RO A R L R NN RN IR IR i -
Tihe
L L L L L
Significantly more IRA tweets, most in English.
Jan 2015
Contact: scazares@ida.org 9 of 21
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Things changed in late 2014 and early 2015. Simple counts show that the IRA began tweeting much more frequently at this point
in time, by over two orders of magnitude—the bars of this chart start getting easier to see at this vertical scale. By January 2015, English
(medium blue) had become the most prominent language of the IRA. An analyst would have sat up and noticed:

Why are the flagged accounts posting so frequently and so heavily in English?
Are the Russians now targeting Americans?

The analyst would not have been able to read through the tens of thousands of flagged tweets. Instead, she could have let her
computer do the reading for her, with LDA’s topic modeling supporting her workflow by automatically organizing the topics of the
tweets for her to label, thus providing a semi-automated change detection on the Russians’ observable tactics.
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IDA Jan 2015: Three IRA English Topics & Example Tweets

Motivation

What's life worth living with
frown? Pick your head up and put
a smile on your face and never

forget what makes you happy.
2:07 PM +Jan 1, 2015 from United States

#News #Crime Contra Costa
County foster youth's mysterious
death under investigation (San
Jose Mercury News)
http://t.co/TAIQH3vsK2

14:32 PM = Jan 13, 2015 from Un

ted States

Sports
jst lme:ma e 7% topnews firemd| |- Ny
success : ] wi::o i H 3 . news sports
nice give, care o 5 2 ) | Sbur ‘snow .} lne
' i L \ mi winfan 8¢

g!)[)(_]dt h : iamonfire shooting ‘S_U_speq_:t_.:_mla
Xkl T 2 ;J;ng]_ove : «5 | lsuper. .bOW]R] Qr’fa]

hurt wsmile sports seahawk-L \W'= 1 L
@stanley_cox_ @ScreamyMonkey @ScreamyMonkey

#News #US Patriots coach Bill
Belichick insists team followed
rules in "deflate-gate" (CBS News)

http://t.co/ail62QbE9E
10:35 PM + Jan 24, 2015 from United States

Significantly more IRA tweets, most in English.

Topics were loose, vague, and both positive and negative.

Contact: scazares@ida.org
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As mentioned earlier, we used LDA to fit 10 topics to our data for each month. Here we show three of the strongest topics for
January 2015—three topics that were heavily represented in the statistical model fit to the January 2015 tweets. We also show a
representative tweet for each topic—that tweet for which the probability of that topic was highest or very high:

e Left: Many of the tweets in this month used words like make, love, time, thing, success, give, and smile—loose, vague, and
positive terms that an analyst could have labeled “Motivation.”

e Center: Also, many tweets in this month used words like news, local, police, fire, killed, and so on—similarly loose and
vague but negative terms that could have been labeled “Local News.”

e Right: And many tweets in this month used words like sports, NFL, super, game, and bowl—a “Sports” topic.

Based on this information, the analyst could have reported that the IRA’s tactics had changed: They were suddenly posting much
more frequently, in English, about loose, vague topics with both positive and negative affect—motivational messages, local news, and
sports. By objectively aggregating a very large number of tweets, the system could have allowed the analyst to provide this high-
confidence assessment of the IRA’s observed tactics.

However, inferring the IRA’s strategy based on those observed tactics would have still been a more difficult task in real time.
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IDA Jul 2015: IRA Tweets over Time, by Language
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Even more IRA tweets, most still in English.
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The situation changed again a few months later. In July 2015, the number of IRA tweets shot up by another order of magnitude.
The percentage in English (medium blue) remained high.
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IDA Jul 2015: Three IRA English Topics & Example Tweets

Local News Politics Exercise
Tocal miami -, o2 vz Life gigee thing e . workout foday, tcmomyv
crime JCEUMP Ay sy| | todayrexEFCy S
donald trump’ s = 2| Lawz k‘ r_J i, Pre wor%ut
3 Soarzhfe e

_hews:
&5 ] olcals

reaking

b

ynltedstat851n words &

pOllth fatmm

tlme exerc1se

pe RL We;h;.;. st df itness

great

good workout

morning; wor [‘LH

@TodayCleveland

man dies after Shaker Boulevard
crash; LeBron James movie
premieres: Northeast Ohio News
Links ... #crime

Missing Hudson man found dead;

@TodayCleveland

Read Ohio Gov. John Kasich's
announcement that he's running
for president: Ohio Gov. John
Kasich ann...

http://t.co/EOPpzA9VIQ #politics
9:03 PM -« Jul 21, 2015 from United States

6:16 PM + Jul 10, 2015 from United States

@ExQuote
http://t.co/nh6MK3lJet GREAT

class abs workout getfit move!

g g
g g 0

g g

9:42 PM + Jul 12, 2015 from United States

Even more IRA tweets, most still in English.

Topics dominated by a single cultural topic (exercise),
interspersed with news & politics.

Contact: scazares@ida.org
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Once again, we show three of the strongest topics for this month, July 2015:
e Left: Some English tweets were associated with the same “Local News” topic from January 2015.
e (Center: Another topic consisted of a hodgepodge of words, some political in nature.

e Right: And a large number of tweets were associated with a new topic: “Exercise.” It’s possible that the IRA may have used
these “Exercise” tweets to pique interest from other Twitter users and garner a following (Weisburd, Watts, and Berger
2016). In fact, many “Exercise” tweets tagged the handles of other Twitter accounts, blacked out for privacy here.

At this point in time, July 2015, the analyst could have reported that the IRA had changed their tactics again: from loose, vague
topics in early 2015 now to a single cultural topic (exercise) interspersed with news and some politics in the summer of 2115.

However, the strategy behind this latest set of tactics may have still remained unclear.
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IDA Dec 2015: IRA Tweets over Time, by Language
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Fast-forward to the end of 2115. The number of English tweets remained fairly high.
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IDA Dec 2015: Three IRA English Topics & Example Tweets
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Most IRA tweets still in English.

Topics are more specific, more varied, more negative, and more polarizing.
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Now, in December 2015, the IRA’s topic pattern changed again—topics were now more specific, more varied, more negative, and
more polarizing. Many tweets were still associated with the “Local News” and “Politics” topics. By now, though, like shown on the left,
many “Politics” tweets had adopted a more polarizing tone. Other topics also began to emerge, including “Guns” and “Terrorism,” on
the center and right.

The fall of 2115 (one year before the 2016 election) was the earliest point in time in which our system’s indications and warnings
could have helped reveal Russia’s strategy to sow discord in the English-speaking world (Senate Select Commit on Intelligence 2018).

This result would not have been a surprise—the Russians have wielded active measures against the United States and our allies
since the Cold War (Weisburd et al. 2016). (For example, during the 1980s, the Soviets launched a disinformation campaign to spread
the (false) narrative that AIDS was the result of secret U.S. military experiments (Kramer and Selvage 2020).)
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IDA Dec 2015: Followers & Followings over Time
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And interestingly enough, we see that this new set of tactics—this new set of topic patterns—also occurred shortly before a large
increase in followers. On this slide, we plot the average number of following and follower accounts per active IRA handle over time.
On average, the IRA accounts had more followers (light grey) than followings (dark grey). That is, more accounts (light grey) followed
the IRA than the IRA followed other accounts (dark grey).

Looking at the light grey bars, we see a large increase in followers in early 2016, just a few months after the IRA settled into what
has now become known as their tried and true pattern of topics. It may be that the IRA learned that specific, varied, negative, and
polarizing topics led to more followers. Of course, correlation does not mean causation—therefore this is a hypothesis that needs to be
explored in more detail, in order to understand how our adversaries measure their own impact and how they become incentivized to
change their own tactics.
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IDA Oct 2017: IRA Tweets over Time, by Language
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Regardless, the Russians’ overall tactics remained largely unchanged after that, in terms of their topic patterns. In October 2017
(one year after the election), their tweet numbers had decreased, but the percentage in English was even higher than before.

(Of particular note is the large spike in tweets in August 2017. This was a particularly active month in current events, including
the white nationalist protest in Charlottesville, VA (Stolberg and Rosenthal 2017) and the devastation of Hurricane Harvey in Houston,
TX (National Weather Service n.d.). Further analysis is needed to better understand this spike in tweets.)
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IDA Oct 2017: Three IRA Topics & Example Tweets
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Fewer IRA tweets, most still in English.

Topics are even more specific, varied, negative, and polarizing.
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In October 2017, the IRA’s English tweet topics were still specific and varied, and now even more negative and polarizing. Topic
labels now included “National Anthem Protests,” “Hurricane Maria/Puerto Rico,” and “Vegas Shooting”:
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This matrix summarizes all topics that appeared in the IRA English tweets over our period of topic analysis, from January 2015
through October 2017. Each column corresponds to a month, while each row corresponds to a topic. A square is filled with a color if
that topic was represented in that month and is left blank otherwise. It may be difficult to read the individual topics, but we grouped the
topics into five different categories:

e (Grey) News: Topics taken from news headlines, including local crime reports, national headlines, and international news
stories.

e (Green) Entertainment/Culture: Topics related to music, sports, holidays, films, and so forth.

o (Yellow) U.S. Politics: Topics describing American political elections, presidencies, debates, primaries, and so forth, without
describing any specific political issue.

e (Red) Polarizing issue: Topics with two distinct sides for debate, often with strong right- vs. left-wing perspectives. Most of
these topics were relevant to the United States.

e (Purple) Other: Topics consisting of random hashtags only and/or very few non-hashtag words, such that we could not assign
a label to the topic.

A quick glance shows that many of the IRA’s English tweet topics were short-lived. Naturally, many of these short-lived topics
referred to events with limited time spans, such as the Trump Inauguration. Furthermore, other short-lived topics referred to brief fads,
such as Pokemon Go. However, other topics were short-lived even though related events continued over long time spans in the real
world, such as the Syrian Conflict. It may be that the IRA did tweet about topics like the Syrian Conflict over many months, but at a
volume low enough such that the LDA statistical model merged these tweets into the broader International Headlines topic. That is,
perhaps the IRA only tweeted about the Syrian Conflict in a large enough volume to form its own topic in only two months, January
and February 2017.

Other topics were long-lasting, such as News Headlines, Music, Sports, the U.S. Presidential Election/Primary, and Racial Issues.
We hypothesize that the IRA used the News Headlines, Music, and Sports topics to maintain cover and attract a large American
followership, while the Racial Issues topic was used to sow discord among its American followers, which was then directed towards
political events and issues such as the U.S. Presidential Election/Primary.
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IDA IRA Twitter Topics
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We can condense the matrix from the previous page into a simplified graph on this page. This graph plots the number of distinct
topics that the IRA tweeted in each month. The color indicates the tweet topic category (Other, News, Entertainment/Culture, U.S.
Politics, and Polarizing Issue). For example, the left-most edge of this graph shows that in January 2015, there were seven distinct topics.
(Although LDA automatically organized that month’s tweets into 10 topics, the human analyst found that three of those topics shared
the same labels with others.) Two of the seven distinct topics related to News (grey), three more related to Entertainment/Culture (green),
and the final two related to a Polarizing Issus (red). No topics in January 2015 were related to U.S. Politics (yellow) or fell into the Other
category (purple).

A quick glance at the color shadings provides insight on how the IRA’s English tweet topics evolved over time. In early 2015,
towards the left of the matrix, most topics were shaded in green for Entertainment/Culture. Towards the end, on the right, most topics

were red for Polarizing Issues. The IRA’s English tweet topics grew more polarizing, with the first rise of the polarizing issue topics
occurring in late 2015, one full year before the 2016 election.
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IDA Conclusions

* Our adversaries can and have adapted over time. We must, too.

e Machine learning systems must scale. [P

 Social media influence operations can occur at any time. P>

 Social media influence operations are a multi-disciplinary issue, involving:
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o Geopolitics & Foreign Language

o Social Science
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Our analysis led to four main conclusions:

First, just because our adversary’s tactics (i.e., topic patterns) haven’t changed much in the last couple of years doesn’t
mean they won’t change a lot in the future. They did change a lot in just 2015 alone—from loose and vague Motivation and
News topics in early 2015, to single-topic Exercise tweets in mid 2015, to specific and varied and negative and polarizing
topics in late 2015. We know our adversaries can adapt because they have adapted. And so, the United States must be able
to adapt, too. To address this time evolution requirement, the U.S. government needs machine learning systems that can
adapt over time, if and when our adversaries adapt.

Second, any machine learning system for social media influence operations has to scale to a huge number of posts. For the
months with the most tweets, our system handled tens of thousands of tweets and could have easily handled more. It was
the human that was the bottleneck. Our human topic labeler had to read through the topic word lists for each month and
apply semantic labels to them. That was tricky and took some time. Since then, we’ve worked out a Standard Operating
Procedure and created more high-tech visualization tools to make that easier, faster, and more systematic for a human
analyst. However, it still takes some time and discipline. Furthermore, if we wanted to do the topic labeling on a week by
week basis, or even a day by day basis, could a human analyst keep up with that pace? Probably not with right-out-of-the-
box LDA techniques. Other machine learning methods (Blei and Lafferty 2006) could potentially automate a bit more of the
topic labeling process, lightening the load on the human analyst. (That is, other methods could potentially relax some of the
independence assumptions in the underlying LDA equations to model the statistical correlation between tweets over time,
automatically tracking which tweet topics continue from month to month.) Then maybe the analyst could respond more
quickly to more tweets. (Further information about LDA and its independence assumptions is contained in the backup
slides.)

Third, these past couple of years have shown us that influence operations can happen at any time. Not just in the run up to
elections, but for any event. Like a pandemic. Or a protest. A lot has been written about disinformation campaigns regarding
the 2019 protests in Hong Kong or the 2020 coronavirus pandemic. Therefore, for the future, we envision a dashboard
system for decision support. Anytime an analyst is tasked with monitoring accounts that have been attributed to foreign
malign influence operation, the analyst could pose a series of queries to the system, to drill down into what topics our
adversaries are promoting at specific points in time. (The backup slides contain our further thoughts about this kind of
guery system.)
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e And finally, this is a multi-disciplinary problem, requiring expertise in at least three areas:

— First, Science and Technology, to create the advanced systems that can automate more of the topic labeling process,
leaving less load on the human analyst.

— Second, Geopolitics and Foreign Language, to understand and provide context for the events that are happening in
different regions of the world.

— And third, Social Science. We can’t forget the “social” in social media. Twitter is not just a bunch of bots tweeting at
each other. There are real people involved who formulate tweets and interpret tweets and take action on tweets, all
against the backdrop of their own cultural experiences.

Luckily the United States has all of these skill sets. The hard part is getting everyone together under one roof, and herding the cats.
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There is more information available about our work online. Please see our recent article in War on the Rocks (Cazares, Parrish,
and Holzer 2020) and our podcast on the IDA website (Cazares, Parrish, Holzer, and Moeller 2020). Please also feel free to contact us
directly over phone or email.
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IDA LDA: A Probabilistic Generative Model

Probability distribution of corpus C :

— K D Ng
p©) = || [pim ||| [peao || [peamloortvalza. e
i=1 d=1 n=1

\ J N J \ J
Y Y Y

Fit words in Assume each Assume each word
corpus to document in each document
probabilistic was drawn was drawn
model independently independently
from that model from that model

V= Number of words in corpus (regardless of what doc they came from) 6, = d*" doc’s topic mixing vector (one vector per doc)
K = Number of topics in corpus (regardless of what doc they came from) N, = Number of words in d™* doc

B = Word-topic matrix (one matrix per corpus) Zgn = Topic that generated nt" word in d* doc (used to look up correct row of 8 and correct element of 64)
D = Number of docs in corpus Wan =nt" word in d®* doc (used to look up correct column of j3)
Contact: scazares@ida.org EI 24 of 21

47




This backup slide writes out the equation underpinning LDA (Blei et al. 2003, Blei 2019). LDA is a probabilistic generative model
used for topic modeling of text-based documents. The term “generative” means that, once the model is fit to the data, it can be used to
simulate how the data was generated in the first place.

LDA makes several assumptions about statistical independence:

e First, the blue part of the equation on the left explains that the words in a corpus C (i.e., a month) must be fit to a probabilistic
model, given a hidden variable 1, which is drawn from the Dirichlet distribution.

e Then, the green part of the equation in the center explains that we assume each document (i.e., each tweet) was drawn
independently from the statistical model, given another hidden variable a, also drawn from the Dirichlet distribution.

¢ Finally, the rest of the equation on the right, mostly in yellow, explains that we also assume each word in each document (i.e.,
in each tweet) was drawn independently from the statistical model.

LDA differs from a standard mixture model:

e With standard mixture models, all words of a document (i.c., of a tweet) are assumed to have been drawn from the same
topic. That is, each document (i.e., each tweet) is associated with one and only one topic.

e In contrast, with LDA, that assumption does not apply—each word of a document (i.e., of each tweet) may have been
generated by a different topic—or even from multiple topics. That is, each document (i.e., each tweet) may be associated with
multiple topics.

More detail about this equation is included in the next slide.

48



IDA LDA: A Probabilistic Generative Model
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it" topic is associated with d** doc)

04 = d'" doc’s topic mixing vector (one vector per doc)
Ny = Number of words in d*" doc
Zgn = Topic that generated nt" word in d* doc (used to look up correct row of 8 and correct element of 64)
Wan =t word in d* doc (used to look up correct column of f3)
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This backup slide provides more detail about the equation underpinning LDA (Blei et al. 2003, Blei 2019).

Like many probabilistic models, LDA treats some variables as observables and others as hidden (i.e., latent) variables:

Observables are variables that the user can see and know for certain, such as each word of each tweet. The n™ word of the d
tweet is called wan.

In contrast, hidden (i.e., latent) variables are those that the user cannot see or know for certain. Instead, the user must attempt
to estimate what these variables are. In LDA, the hidden variables are: zan, 64, o, B, and 1, as we discuss below.

This slide writes out the probability distribution for a corpus of documents C (i.e., for a month of tweets). This is the joint probability
distribution all variables written above: wdn, zdn, 6d, a, B, and n:

B is a matrix that keeps track of how strongly each unique word in the corpus is associated with each topic. Each row of 8
refers to one of the K topics in the corpus, while each column refers to one of the V unique words in the corpus. The i,jth
element of 3 estimates the probability of the jth unique word in the ith topic. Since (3 is a hidden variable, we cannot see or
know it for certain. Therefore, we must estimate the values of the elements of matrix 3, given all words in all documents
(observables) and 1 (another hidden variable, drawn from the Dirichlet distribution).

0d is a vector that keeps track of how strongly each document in the corpus is associated with each topic. Each element of 6d
refers to one of the K topics in the corpus. The ith element of 6d estimates the probability of the ith topic in the dth document.
0d is also a hidden variable; therefore, we must estimate it, as well. We do this given all words in the dth document
(observables) and o (another hidden variable, also drawn from the Dirichlet distribution).

zdn is the topic from which the nth word in the dth document is drawn. We can look up the probability of zdn from 6d.

wdn is the probability of the nth word in the dth document. We can use zdn to look up the probability of wdn from f3.

Several different statistical techniques can be used to fit the elements of B and 6d to the data, given a and 1, respectively. We used
the software package MALLET (McCallum 2002).
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IDA 2020s: A Dashboard S

Contact: scazares@ida.org

For all fweets posted by the foreign adversary accounts:

Show me all that were posted:
= In the last month,
= Inthe German language,
= From a supposed German location, and

» Between 0200 and 0500 Central European Time

(when most real Germans are asleep)...

Of these, show me all that were related o the topic
labels “Coronavirus Statistics” or "Social Distancing”...

This tweet looks inferesting. Show me all tweets like
this one (with a similar combination of topics) from March

2020 (when Germany first imposed social distancing
restrictions)...

Of these, show me all tweets that included the
hashtag #Wuhan...

And so forth_.

\
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This backup slides discusses our thoughts for a query-based system for social media analysis.

Machine learning applications like the topic-sorting software tool we discussed above could have helped analysts track changes in
the Russians’ observable tactics over time, thus providing early indications and warnings of their intent. Moving forward, how could
the U.S. intelligence community rapidly and efficiently repeat this type of analysis in the 2020s and beyond?

We envision a dashboard system for decision support. We anticipate situations in which a U.S. analyst is tasked with monitoring
all tweets posted by thousands of accounts already attributed to foreign adversaries. The analyst could pose a series of questions and use
the dashboard system to find answers.

For example, starting with all tweets posted by the flagged adversary accounts, the analyst could query, “Show me all tweets that
were posted in the last month, in the German language, from a supposed German location, and between 0200 and 0500 Central European
Time,” thinking that this is the period of night when most real Germans are asleep. The analyst could filter down further with a second
query such as, “Show me all tweets that were related to the topic labels ‘Coronavirus’ or ‘Social Distancing.’” If the analyst found a
particularly interesting tweet, she could drill down even further, querying, “Show me all tweets like this one ...” indicating that she
wished to see all tweets associated with a similar combination of topics, ... from March 2020,” remembering that this was the month
in which Germany first imposed social distancing restrictions. Of these tweets, the analyst could then query, “Show me all tweets with
the hashtag #Wuhan,” and so on.

This human-driven, drill-down approach could allow the analyst to connect the dots between adversaries’ tactics and strategies.
Like in the query example we pose above, the analyst could use the dashboard to explore hypothesis about how adversaries sowed
discord within NATO allies about the origin of the novel coronavirus during the early days of the pandemic (Rebello et al. 2020).
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