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Welcome!

10 min - Welcome 20 min - Frameworks
20 min - Topic Overview 60 min - Activity: Abusability Testing
40 min - Activity: Trustworthy Design 10 min - Take action and Close

20 min - Research & Speculation

30 min - Break
Timing is approximate
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Presenter Notes
Presentation Notes
Who is here? (if time allows)
Consultants
In-house – work for a company
UX background?

How many started career in past 3 years?
How about 7 years or less?
How many over 7 years?
Over 15?
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Rapid Adoption of Emerging Technologies

Ring Video Doorbell /nes

Smart security starts
at the front door

COOLING

/5.
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Lack of research results in...

The IRS directed 7 million

Americans to sign up with ID.me

face-scan service, according to
Amazon scraps secret Al recruiting tool that congressional letter

showed bias against women

Reuters

Widely used algorithm for
follow-up care in hospitals is
racially biased, study finds
PBS News Hour Weekend

The Washington Post

&he New Nork Times
Thermostats, Locks and Lights:
Digital Tools of Domestic Abuse

Berkeley News
Mortgage algorithms perpetuate
racial bias in lending, study finds

. .
Machine Bias
There's software used across the country to predict future criminals. And it's biased against blacks

THE WALL STREET JOURNAL.
Slack Backtracks on New Way to Message Over Harassment Concern
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Presenter Notes
Presentation Notes
AI is not always the right answer. In fact, there are many cases where it is not the right way to go.
Too broadly scoped topic area
Data is limited, too divergent, or of low quality
Data is badly biased and will result in bad models
Humans are faster/more accurate than machines
Cost/time to make system is beyond resources
Attempt to solve social problem that has not yet been solved by humans
Recognizing cognitive activity or human behaviors

Prototyping is a good way to determine if AI is the right way to go
Wanting to solve a business process, or other “human” problem that has not yet been solved by humans – math/algorithms can not remove bias, fix social problems, etc.
Recognizing cognitive activity or human behaviors (significant work in this area, �but slow progress). Humans struggle to understand and identify these accurately �in others (and often ourselves) so we cannot expect a machine to do so.


----------------------------------------------
Ring security camera hacks see homeowners subjected to racial abuse, ransom demands. By Mark Hanrahan. ABC News. December 12, 2019. https://abcnews.go.com/US/ring-security-camera-hacks-homeowners-subjected-racial-abuse/story?id=67679790

Thermostats, Locks and Lights: Digital Tools of Domestic Abuse. By Nellie Bowles. June 23, 2018. The New York Times. https://www.nytimes.com/2018/06/23/technology/smart-home-devices-domestic-abuse.html

Amazon scraps secret AI recruiting tool that showed bias against women
By Jeffrey Dastin. Reuters. October 9, 2018
https://www.reuters.com/article/us-amazon-com-jobs-automation-insight/amazon-scraps-secret-ai-recruiting-tool-that-showed-bias-against-women-idUSKCN1MK08G 

Data: Resumes, mostly male candidates
Result: Taught itself that male candidates preferable
Penalized resumes: “women’s,” as in “women’s chess club captain” 
Downgraded all-women’s colleges



Make complex systems trustworthy
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User Experience Honeycomb
Peter Morville, et al.
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Presenter Notes
Presentation Notes
User Experience Honeycomb by Peter Morville, et al.

Useful. As practitioners, we can’t be content to paint within the lines drawn by managers. We must have the courage and creativity to ask whether our products and systems are useful, and to apply our knowledge of craft + medium to define innovative solutions that are more useful.
Usable. Ease of use remains vital, and yet the interface-centered methods and perspectives of human-computer interaction do not address all dimensions of web design. In short, usability is necessary but not sufficient.
Desirable. Our quest for efficiency must be tempered by an appreciation for the power and value of image, identity, brand, and other elements of emotional design.
Findable. We must strive to design navigable web sites and locatable objects, so users can find what they need.
Accessible. Just as our buildings have elevators and ramps, our web sites should be accessible to people with disabilities (more than 10% of the population). Today, it’s good business and the ethical thing to do. Eventually, it will become the law.
Credible. Thanks to the Web Credibility Project, we’re beginning to understand the design elements that influence whether users trust and believe what we tell them.
Valuable. Our sites must deliver value to our sponsors. For non-profits, the user experience must advance the mission. With for-profits, it must contribute to the bottom line and improve customer satisfaction.



User Experience Honeycomb. Arranged in seven hexagons of different pastel colors are the words: Useful, Usable, Desirable, Findable, Accessible, Credible, and Valuable

http://semanticstudios.com/user_experience_design/
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Sources of Complexity

Human's capabilities
Environmental context
Information

Society, government
System design
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Presenter Notes
Presentation Notes
Complex systems.
Not just tools – these are partners.
Knowledge of subject matter, awareness of humans and other machines. 
Ability to make decisions, support humans and other machines. 

Complex environmental contexts - field-operations may occur in vehicle, on the ground, and in harsh environments, wearing gloves, bouncing around in vehicles
Complex human factors - soldiers must maintain situation awareness, maintain cognitive load, and are potentially in non-optimal cognitive states
Complex information - anomaly detections system can provide small or large amounts of information can provide contextual information, and convey information in many ways 


------------------------------------------------------
Image: Laird, J. et al. Future Directions in Human Machine Teaming Workshop. July 16-17, 2019. Arlington, VA.
Future Directions Workshop series - sponsored by the Basic Research Office, Office of the Under Secretary of Defense for Research & Engineering. Cleared for Open Publication.

Image description: Human machine teaming scenario for disaster search, rescue, and recovery operations. Autonomous robotic systems work collaboratively with humans to search for survivors (high altitude, fixed wing drone, top; hover drone, right; land scout, left), and transport wounded (walking robot carrying injured, center-right; bed transport, center-left).




DIFFERENT
NEEDS, GOALS,

PURPOSE...



Presenter Notes
Presentation Notes
Food App
Hungry person
Clerk at story
Cook at store
Delivery person

Experience
- Frequency of use
- Priority of tasks
- Motivations and attitude
- Expectations


Dynamic systems, complex situations

Ll

[ ]
Video: Tesla Autopilot in Heavy LA Traffic by Scott Kubo https://youtu. 3-QzTFxoUg?t=14 |_ |
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Presenter Notes
Presentation Notes
Semi-autonomous vehicles, such as Tesla’s, are compilations of AI-enabled safety systems.
These systems are commonly found in newer vehicles such as lane control, and automatic braking.

Self driving or semi-autonomous vehicles require a great deal of information 
Ability to perceive 
What is out there – image recognition?
What is important and what is not?
Where is the lane? Where are the other vehicles?

Assess and predict
What are the other actors likely to do next?

Planning – short and longer term
Where does vehicle need to be to exit in 3 miles?

Control the vehicle within constraints and coordinate the trip – potentially with other systems.


Video: Tesla Autopilot in Heavy LA Traffic by Scott Kubo  https://youtu.be/m3-QzTFxoUg?t=14 


------------------------------------------------------
How IAs Can Shape the Future of Human-AI Collaboration
Presented on April 28-30, 2021 at the Information Architecture Conference (IAC21)
Video https://www.designforcontext.com/ia-shaping-human-ai-collaboration  
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Presenter Notes
Presentation Notes
More layers of complexity.
The surgeon’s trust of the imaging machine and the information it is displaying/interpreting.
The patient’s trust of the machine and the technician, the hospital and the overall quality of care.
The tech’s trust in the interfaces providing correct information.
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Does trust really matter?
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Presenter Notes
Presentation Notes
What do you think?
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Presenter Notes
Presentation Notes
Who is trusting whom in this image? 
Is this trust? The cat certainly doesn’t appear to be concerned about anything.
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Presenter Notes
Presentation Notes
Is trust displayed here? 
We can imagine the adults trust each other. The very young child is dependent on care provided by adults – which appears as trust in our minds.
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Presenter Notes
Presentation Notes
How about here? 

Healthcare – kids – something near your eye – 
Your kid’s eyes.


.

Trust

Trust is complex, transient, and personal.

Trust is a psychological state
« Use evidence to determine risk.

« Gained with enough confidence in positive outcomes,
to give control of something significant, to the system.
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Presenter Notes
Presentation Notes
“Benevolence, integrity, and ability”  - Onur Asan, et al


Other definitions and resources:
“Trust is a psychological state comprising the intention to accept vulnerability based upon positive expectations of the intentions or behavior of another.” 
-	From: Denise Rousseau, Sim Sitkin, Ronald Burt, and Colin Camerer. (1998). Not So Different After All: A Cross-discipline View of Trust. July 1988. Academy of Management Review. 23. 10.5465/AMR.1998.926617. DOI: 10.5465/AMR.1998.926617

Trust is “the willingness of a party to be vulnerable to the actions of another party based on the expectation that the other will perform a particular action important to the trustor, irrespective of the ability to monitor or control that other party” 
-	From: Roger C. Mayer, James H. Davis, and F. David Schoorman. 1995. An Integrative Model of Organizational Trust. The Academy of Management Review 20, 3 (1995), 709–734. DOI:https://doi.org/10.2307/258792

Ella Glikson and Anita Williams Woolley. 2020. Human Trust in Artificial Intelligence: Review of Empirical Research. ANNALS 14, 2 (July 2020), 627–660. DOI:https://doi.org/10.5465/annals.2018.0057

“Trust is choosing to make something important to you vulnerable to the actions of another.”
-	From: Francine Gemperle.

AI Specific:
“Interpersonal trust is a human belief (or referred to as an attitude in some sources [12]) that is broadly defined based on three
main dimensions, namely, benevolence, integrity, and ability [13]. This attitude may be intrinsically formed based on the
user’s own experience with the system of interest or may stem from an extrinsic source such as the reputation of the system in
the user’s social circle [14]. Studies highlight some differences between interpersonal trust and trust in technical systems
because technical systems may lack intentionality, which is relevant to honesty and benevolence [12]. A user’s perception
of an AI system’s ability remains a significant dimension for trust in AI systems, which depends on the quality of the input
data, the mathematical problem representation, and the algorithms used in the decision-making. The level of trust in
AI has a significant impact on how much users rely on AI [12], and hence the efficacy of health care decisions. However, the
level of trust in AI may not necessarily have a positive correlation with clinical or patient outcomes.”
From: Onur Asan, Alparslan Emrah Bayrak, and Avishek Choudhury. 2020. Artificial Intelligence and Human Trust in Healthcare: Focus on Clinicians. Journal of Medical Internet Research 22, 6 (June 2020), e15154. DOI:https://doi.org/10.2196/15154


Also building on work of David Danks’ work at Carnegie Mellon University with Alan Richard Wagner, Penn State; and their sources.
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Trust is contextual

Calibrated based on personal experiences, current context,
and the available evidence of the system’s capability and integrity.

Distrust Calibrated Trust Over Trust

Trust falling short of Trust matches system Trust exceeding
system capabilities capabilities - leading to system capabilities -
- may lead to disuse. appropriate use. may lead to misuse.
< >
Rejection. Automation bias.

John D. Lee and Katrina A. See. 2004. Trust in Automation: Designing for Appropriate Reliance. Hum Factors 46, 1 (March 2004), 50-80. DOI:https://doi.org/10.1518/hfes.46.1.50_30392

Bobbie Seppelt and John Lee. 2012. Human Factors and Ergonomics in Automation Design. In Handbook of Human Factors and Ergonomics (Fourth Edition) Chapter 59. Wiley.
DOI: https://doi.org/10.1002/9781118131350.ch59
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Presenter Notes
Presentation Notes
As context and confidence in evidence changes, there is a corresponding change in trust.

The person’s confidence is calibrated based on the context and the available evidence of the AI system’s capability and integrity. 

Automation Bias - Propensity for humans to favor suggestions �from automated decision-making systems and to ignore contradictory information made without automation, even if it is correct.

------------------------------------------------------
Mary Cummings. 2004. Automation Bias in Intelligent Time Critical Decision Support Systems. AIAA 2004-6313. AIAA 1st Intelligent Systems Technical Conference. (September 2004). DOI: https://doi.org/10.2514/6.2004-6313

John D. Lee and Katrina A. See. 2004. Trust in Automation: Designing for Appropriate Reliance. Hum Factors 46, 1 (March 2004), 50–80. DOI:https://doi.org/10.1518/hfes.46.1.50_30392

Bobbie Seppelt and John Lee. 2012. Human Factors and Ergonomics in Automation Design. In Handbook of Human Factors and Ergonomics (Fourth Edition) Chapter 59. Wiley. DOI:  https://doi.org/10.1002/9781118131350.ch59



Trust changes over time

A
Over Trust

Level of Trust

Distrust

First Experience Teaming Change...

Kun Yu, Shlomo Berkovsky, Ronnie Taib, Dan Conway, Jianlong Zhou, and Fang Chen. 2017. User Trust Dynamics: An Investigation Driven by Differences in System
Performance. IUl 2017 (March 2017), 307-317. DOI: http://dx.doi.org/10.1145/3025171.3025219
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Presenter Notes
Presentation Notes
As the context changes, and/or as confidence in the AI system’s capability and integrity change, there will be a corresponding change in the person’s calibrated trust. 

Change Increases or Decreases Trust
Event-Driven
Response to an interaction, transaction, service, or event

Time-Driven
Response to periodic evidence (observations or recommendations)
Lack of evidence can decay trust


------------------------------------------------------
Jia Guo and Ing-Ray Chen. 2015. A Classification of Trust Computation Models for Service-Oriented Internet of Things Systems. 2015 IEEE International Conference on Services Computing (2015), 324-331. DOI: https://doi.org/10.1109/SCC.2015.52

Kun Yu, Shlomo Berkovsky, Ronnie Taib, Dan Conway, Jianlong Zhou, and Fang Chen. 2017. User Trust Dynamics: An Investigation Driven by Differences in System Performance. IUI 2017 (March 2017), 307-317. DOI: http://dx.doi.org/10.1145/3025171.3025219



Trust
depends on
psychological
safety
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Presenter Notes
Presentation Notes
Leadership and diverse teams bringing their varied skills sets, problem framing approaches, �and knowledge together.
Gender, race, culture
Education (school, program, etc.)
Experiences
Thinking process, skill set
Age, disability and health status, �and more…
Representatively diverse leadership for retention


Non-typical schools, non-typical careers, 
POC, LGBTQ, women (52% of world).

How People with Disabilities Use the Web: Overview
https://www.w3.org/WAI/intro/people-use-web
WAI-AGE Task Force of the Education and Outreach Working Group (EOWG), W3C


“When we do not design �for people with disabilities �we are being ableist”��        - Anne Gibson @perpendicularme #ias18 Roundtable on Ethics

Hire/work with people affected by bias

Representatively diverse leadership = retention
Individuals differences are acknowledged and accepted
Bring "whole selves" to work
Welcoming community environment
Feel valued, connected, that we belong

If not yet in place, promote people early or hire from outside

Inclusivity resources from Forbes:

What An Inclusive Workplace Actually Looks Like, And Seven Ways To Achieve It
By Laura Hamill, Forbes Councils Member, Feb 4, 2019. https://www.forbes.com/sites/forbeshumanresourcescouncil/2019/02/04/what-an-inclusive-workplace-actually-looks-like-and-seven-ways-to-achieve-it/#21ec706e316b

Belonging In The Workplace: A New Approach to Diversity And Inclusivity. By Dr. Pragya Agarwal. Forbes. August 26, 2019
https://www.forbes.com/sites/pragyaagarwaleurope/2019/08/26/belonging-in-the-workplace-a-new-approach-to-diversity-and-inclusivity/
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Complex Decisions
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Presenter Notes
Presentation Notes
Medical treatment decision support - surgeon interpreting imaging 
Potential factors
How much information is already known?
Stage of disease?
Specifics of the patient’s health, stage of disease, family situation, insurance status, etc.?
How is new information integrated and how does that change interactions?
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Al Systems: Exchange of information
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How IAs Can Shape the Future of Human-Al Collaboration

Presented on April 28-30, 2021 at the Information Architecture Conference (IAC21)
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Presentation Notes
Length of interactions
Short and hectic
Longer, cyclical - iterative

Collaboration requires clear 
Communication
Negotiation
Coordination


------------------------------------------------------
How IAs Can Shape the Future of Human-AI Collaboration
Presented on April 28-30, 2021 at the Information Architecture Conference (IAC21)
Video https://www.designforcontext.com/ia-shaping-human-ai-collaboration  
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« Communicate
» Negotiate
 Coordinate

How IAs Can Shape the Future of Human-Al Collaboration
Presented on April 28-30, 2021 at the Information Architecture Conference (IAC21)

L . [DISTRIBUTION STATEMENT A] This material has been approved for
Designing Complex, Trustworthy Experiences public release and unlimited distribution. Please see Copyright notice 25

© 2023 Carnegie Mellon University for non-US Government use and distribution.


Presenter Notes
Presentation Notes
Length of interactions
Short and hectic
Longer, cyclical - iterative

Collaboration requires clear 
Communication
Negotiation
Coordination


------------------------------------------------------
How IAs Can Shape the Future of Human-AI Collaboration
Presented on April 28-30, 2021 at the Information Architecture Conference (IAC21)
Video https://www.designforcontext.com/ia-shaping-human-ai-collaboration  



Responsibility

Significant decisions made by the system are
 explained

» able to be overridden

« appealable and reversible

Designing Trustworthy Al for Human-Machine Teaming. By Carol Smith. Software Engineering Institute Blog. March 9, 2020.
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----------------------------------------------------------
Designing Trustworthy AI for Human-Machine Teaming. By Carol Smith. Software Engineering Institute Blog. March 9, 2020. �https://insights.sei.cmu.edu/sei_blog/2020/03/designing-trustworthy-ai-for-human-machine-teaming.html 



Scenario: Semi-autonomous vehicle avoiding obstruction
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How IAs Can Shape the Future of Human-Al Collaboration
Presented on April 28-30, 2021 at the Information Architecture Conference (IAC21)
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Presentation Notes
Semi-autonomous vehicles, such as Tesla’s, are compilations of AI-enabled safety systems.
These systems are commonly found in newer vehicles such as lane control, and automatic braking.

In the first scenario the semi-autonomous vehicle is moving autonomously.
Both the human operator and the vehicle identify something in the road. 
The vehicle acts to avoid it and explains to the operator. The Operator then instructs the vehicle further and takes a moment to recover.

In the second scenario the vehicle is moving autonomously, identifies an obstruction, but cannot determine next steps.
The human is given control of the vehicle to assess and act accordingly. 

Later the vehicle system may incorporate this experience into the system.


------------------------------------------------------
How IAs Can Shape the Future of Human-AI Collaboration
Presented on April 28-30, 2021 at the Information Architecture Conference (IAC21)
Video https://www.designforcontext.com/ia-shaping-human-ai-collaboration  


Dynamic situations

Responsibilities explicitly Assess Act
defined between people Hand Off
and systems.
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Presenter Notes
Presentation Notes
----------------------------------------------------------
Designing Trustworthy AI for Human-Machine Teaming. By Carol Smith. Software Engineering Institute Blog. March 9, 2020. �https://insights.sei.cmu.edu/sei_blog/2020/03/designing-trustworthy-ai-for-human-machine-teaming.html 

Image: How IAs Can Shape the Future of Human-AI Collaboration
Carol Smith and Duane Degler. 
Presented on April 28-30, 2021 at the Information Architecture Conference (IAC21)
Video https://www.designforcontext.com/ia-shaping-human-ai-collaboration  
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How IAs Can Shape the Future of Human-Al Collaboration

Presented on April 28-30, 2021 at the Information Architecture Conference (IAC21)
[DISTRIBUTION STATEMENT A] This material has been approved for
public release and unlimited distribution. Please see Copyright notice 29

for non-US Government use and distribution.

Designing Complex, Trustworthy Experiences
© 2023 Carnegie Mellon University
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Presentation Notes
Length of interactions
Short and hectic
Longer, cyclical - iterative

Collaboration requires clear 
Communication
Negotiation
Coordination


------------------------------------------------------
How IAs Can Shape the Future of Human-AI Collaboration
Presented on April 28-30, 2021 at the Information Architecture Conference (IAC21)
Video https://www.designforcontext.com/ia-shaping-human-ai-collaboration  
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Explore range of experiences

Actions that can lead
to an unsafe state (hazard)

should be hard to do.

Actions to get into
or maintain a safe state

should be easy to do.

N. G. Leveson. 2017. The Therac-25: 30 Years Later. In Computer, vol. 50, no. 11, (November 2017), 8-11. DOI: 10.1109/MC.2017.4041349

N. Leveson. 1995. Safeware: System Safety and Computers, Addison Wesley (1995).
L . [DISTRIBUTION STATEMENT A] This material has been approved for
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Don’t rely on operators to detect errors and recover before an accident – it isn't realistic.

------------------------------------------------------
N. G. Leveson. 2017. The Therac-25: 30 Years Later. In Computer, vol. 50, no. 11, (November 2017), 8-11. DOI: 10.1109/MC.2017.4041349 
N. Leveson. 1995. Safeware: System Safety and Computers, Addison Wesley (1995).
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|ldentify our natural biases

Bias are shortcuts, to avoid risk
and simplify problems.

Not inherently bad, may be
misapplied

Implicit = invisible

Not necessarily in sync with our
conscious beliefs

Can be managed and changed

Talk about biases in non-
threatening, productive ways

P . [DISTRIBUTION STATEMENT A] This material has been approved for
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Presentation Notes
Due to
Social class
Resource availability
Education
Race, gender, sexuality
Culture, theology, tradition
More…



All systems will have some form of bias

Complete objectivity is misleading.
Bias can have purpose and can be helpful.
The goal is to reduce unintended and/or harmful bias.

[DISTRIBUTION STATEMENT A] This material has been approved for
public release and unlimited distribution. Please see Copyright notice
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Conversations for Understanding

Guide teams through difficult
topics

* What do we value?

* Who could be hurt?

* What lines won't our Al cross?

* How are we shifting power?*

3
:
<

*"Don't ask if artificial intelligence is good or fair, ask how it shifts power.” Pratyusha Kalluri.
https://www.nature.com/articles/d41586-020-02003-2

Photo by Pam Sharpe https://unsplash.com/@msgrace?utm_source=unsplash&amp;utm_medium=referral&amp;utm_content=creditCopyText
On Unsplash - https://unsplash.com/s/photos/business-woman-

smiling?utm_source=unsplash&amp;utm_medium=referral&amp;utm_content=creditCopyText
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What is too far?
What are you including?
socio-economic, cross cultural, international team

If we don’t ask tough questions, who will?
“Be uncomfortable.”

--------------------------------
Ethical design is not superficial. By Laura Kalbag
https://laurakalbag.com/ethical-design-is-not-superficial/
Copyright © Laura Kalbag, 2019. RSS feeds

*“How is this ML model shifting power?" #NeurIPS 2019 and Don’t ask if artificial intelligence is good or fair, ask how it shifts power. in Nature: https://www.nature.com/articles/d41586-020-02003-2


Photo by Pam Sharpe
https://unsplash.com/@msgrace?utm_source=unsplash&amp;utm_medium=referral&amp;utm_content=creditCopyText
On Unsplash - https://unsplash.com/s/photos/business-woman-smiling?utm_source=unsplash&amp;utm_medium=referral&amp;utm_content=creditCopyText

https://www.nature.com/articles/d41586-020-02003-2

Categories of Harm

CATEGORIES OF HARM DEFINITION

Financial Negative impact on finances, property, or other resources
Health Negative impact on mental, emotional, or physical health
Time Inefficient or unproductive activities, processes, or systems

Fairness/Equity Perpetuating or facilitating prejudice, bias and/or unfairness

Safety Physical and/or emotional wellbeing compromised by fear, danger, or uncertainty
Privacy Lack of control over personal information

Misinformation Creation, spread and/or amplification of false or inaccurate information intended to deceive
Control Inability to freely direct information, activities, or systems

Transparency Lack of disclosure of information, activities, or systems

3Q-Do No Harm Framework, Lisa D. Dance. https://serviceease.net/3g-do-no-harm-framework

L . [DISTRIBUTION STATEMENT A] This material has been approved for
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----------------------------------
3Q-Do No Harm Framework by Lisa D. Dance. 2019.
https://serviceease.net/3q-do-no-harm-framework
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SmartPackage
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End-to-End home package tracking system

Tracks all online orders 
Tracks all carriers and provides package location
Manages returns




.

End-to-End home package tracking system

Integrates with most digital shopping experiences
Tracks all online orders
« Originating from address
« Shipped to address
Tracks all carriers and provides package location
 Alerts when packages arrive
« Photos and videos of delivery

Manages returns

[DISTRIBUTION STATEMENT A] This material has been approved for

Designing Comp|e>|<|, Trus‘_twor,thy Experiences public release and unlimited distribution. Please see Copyright notice 38
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SmartPackage


Significant decisions

Is there an ability to:
« Turn on and off notifications?
« Control camera content/capture?

Designing Complex, Trustworthy Experiences
© 2023 Carnegie Mellon University
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Responsibilities explicitly defined

SmartPackage or Consumer will..

* Integrate new purchases?

* Integrate new vendors?

« Determine when to send an alert?

Designing Complex, Trustworthy Experiences [DISTRIBUTION STATEMENT A] This material has been approved for

© 2023 Carnegie Mellon University for non- US Government use an d distribution.

public release and unlimited distribution. Please see Copyright notice
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Respectful and Secure

W
W

ple,

N0

nas access to shipments and contents?

nas access to images of shipments and address?

How is that information used?
How is PII* of consumers protected?

*Pll is Personally Identifiable Information (name, address, etc.)

Designing Complex, Trustworthy Experiences
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Overview of Activity (see handout)

ntroduce each other

ndividually

« Consider design challenges for SmartPackage
« Use "Categories of Harm" to generate ideas

Discuss as a group

« Questions, themes, surprises, etc.

- Consider severity, frequency, risk, likelihood, etc.
* Prioritize top 3 issues/topics

[DISTRIBUTION STATEMENT A] This material has been approved for
public release and unlimited distribution. Please see Copyright notice
for non-US Government use and distribution.
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1. Discussion

ldentify assumptions Consider benefits and harms
 Source of data

Consider needs for * Photos

« End-users « Capabilities

» Business

* Neighbors Discuss

 Society » Prevention and mitigation
» Tradeoffs

. . [DISTRIBUTION STATEMENT A] This material has been approved for
Designing Comp|e>|<|, Trus?worﬁhy Experiences public release and unlimited distribution. Please see Copyright notice 43
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2. Sketch!

Select one of the top issues/topics
Individually

 Sketch (digital or paper) interactions

* Preventing harm?

* Providing evidence of capabilities?
 Providing evidence of source of information?

Group

* Present sketches to each other and discuss
« Selects 1-2 sketches

« One person to share with room

Designing Complex, Trustworthy Experiences
© 2023 Carnegie Mellon University
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Fidelity can vary

HOW MIGHT RESTAURANTS CATER TO BOTH
VEGE TARIANS & MEAT LOVERS WHILE INCREASING SALES?
Context Problem Solution Resolution

 TayKd
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Presentation Notes
Top 3 issues
Any surprises?
Who you would need to consult with to get more details? 



DIFFERENT
NEEDS, GOALS,

PURPOSE...



Presenter Notes
Presentation Notes
Food App
Hungry person
Clerk at story
Cook at store
Delivery person

Experience
- Frequency of use
- Priority of tasks
- Motivations and attitude
- Expectations


B

Research & Speculative Activities
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Engineering
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Ry
Interpret Al
Describe  C

Y /DESIGNTHERIGHT THING JY  DESIGN THINGS RIGHT

PROBLEM DEFINTION

PROBLEM SOLUTION

RESEARCH

®  piscover EXPLORE = | DEVE
DEFINE 4

Solutions that Work
& Receive Feedback

Insight into
the Problem

Scope down Potential
the Focus Solutions

ODUCT &
(CLE

ACTIVITIES

Find allies

Talk with experts

Follow ethical guidelines
Involve stakeholders
Hunt for data sources
Determine UX metrics

ACTIVITIES

Follow Teg's principles of XD
Use evidence-based guidelines
Design for universal access
Give users control

Prevent errors

Improve error messages
Provide helpful defaults
Check for inconsistencies
Map features to needs

Make software updating easy
Plan for repair and recycling
Avoid waste

Consider diverse contexts
Lock for perverse incentives
Consider social implications

ACTIVITIES

Protect personal information
Keep data safe

Deliver both good and bad news
Track usability over time

Include diverse users

Track usability bugs

Make training information

ACTIVITIES

Pay attention to user sentiment
Reduce the need for training
Communicate future directions

Recrunt people 10r Tuture research

48
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Presentation Notes
Speculation keeps people safe
Responsible, Intentional Design
Create systems that are safe and that people are willing to be responsible for.


IDEO Approach
https://www.ideo.org/approach 

Nielsen Norman �Group
https://www.nngroup.com/articles/ux-research-cheat-sheet/

IBM "The Loop" Design Thinking
https://www.ibm.com/design/thinking/page/framework/loop/ 
Understand the present and envision the future in a continuous cycle of observing, reflecting, and making.

The Analysis-Synthesis Bridge Model
Hugh Dubberly, Shelley Evenson and Rick Robinson, Dubberly Design Office
http://www.dubberly.com/articles/interactions-the-analysis-synthesis-bridge-model.html 


Double Diamond
By Digi-ark - Own work, CC0, https://commons.wikimedia.org/w/index.php?curid=94113884 



&
Activate Curiosity

Speculate about system
impacts and misuse.

ldentify potential

* unintended and/or unwanted
consequences?

e severe abuse
and consequences?

* negative consequences -
historically and commonly
marginalized groups?

Designing Trustworthy Al for Human-Machine Teaming. By Carol Smith. Software Engineering Institute Blog. March 9, 2020.
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Historically and commonly marginalized (for example: women, racial and ethnic minorities, LGBTQ, etc.)
Frameworks
Abusability testing

This is not like a baseball bat being used as a weapon – these are the more nuanced misuses

----------------------------------------------------------
Designing Trustworthy AI for Human-Machine Teaming. By Carol Smith. Software Engineering Institute Blog. March 9, 2020. https://insights.sei.cmu.edu/sei_blog/2020/03/designing-trustworthy-ai-for-human-machine-teaming.html

Image of Template created by Anna Abovyan & Allison Cosby for Abusability Testing activity conducted at IxDA Pittsburgh, Sep 2019.

UX in the Age of Abusability. The role of Composition, Collaboration, and Craft in building ethical products.
Dan Brown. Sep 18, 2018. https://greenonions.com/ux-in-the-age-of-abusability-797cd01f6b13 

Black Mirror, Light Mirror: Teaching Technology Ethics Through Speculation. Casey Fiesler. Oct 15, 2018.
https://howwegettonext.com/the-black-mirror-writers-room-teaching-technology-ethics-through-speculation-f1a9e2deccf4



=
Reward team members for finding ethics bugs

PAELLE
Howard
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Rewards
Abusability testing – we’ll learn about after the break! 

Card games (digital and physical)�- foster conversations around potential challenges and issues with complex technologies


----------------------------------
Dr. Ayanna Howard: Human-Robot Interaction and Ethics of Safety-Critical Systems | 
Artificial Intelligence Podcast with Lex Fridman
https://www.youtube.com/watch?v=J21-7AsUcgM

More about Dr. Ayanna Howard: https://howard.ece.gatech.edu/


.

Adopt Technology Ethics

Harmonize cultural

variations @ Bodation ot N Q\/\/

Balance to pace of change, I INSTITUTE
industry pressure

Explicit permission == Microsoft Go g|e
to consider breadth

of implications

DEPT O
\— DEFENSE

/’
( ) Montréal Declaration

u Responsmle AI_

An initiative of Université de Montréal
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What is too far?
What are you including?
socio-economic, cross cultural, international team

Links
Precedence - principles and codes
Université de Montréal. 2018. Montréal Declaration for a responsible development of artificial intelligence. 2018. Retrieved September 13, 2019 from: https://www.montrealdeclaration-responsibleai.com/the-declaration 

ACM Code of Ethics and Professional Conduct - The Official Site of the Association for Computing Machinery's Committee on Professional Ethics: https://ethics.acm.org/

AI Now Institute - https://ainowinstitute.org/ 
Medium article: After a Year of Tech Scandals, Our 10 Recommendations for AI
Let’s begin with better regulation, protecting workers, and applying “truth in advertising” rules to AI https://medium.com/@AINowInstitute/after-a-year-of-tech-scandals-our-10-recommendations-for-ai-95b3b2c5e5

IBM Medium Article: Everyday Ethics for Artificial Intelligence: a Practical Guide for Designers and Developers by Adam Cutler, IBM Distinguished Designer, Artificial Intelligence Design; Milena Pribić, IBM Designer, Artificial Intelligence Design; and Lawrence Humphrey, IBM Designer, Artificial Intelligence Design: https://medium.com/design-ibm/everyday-ethics-for-artificial-intelligence-75e173a9d8e8

Google: our principles - https://blog.google/technology/ai/ai-principles/ 

Microsoft AI Principles - https://www.microsoft.com/en-us/ai/our-approach-to-ai 
Everyday Ethics for Artificial Intelligence: A Practical Guide for Designers and Developers ibm.biz/everydayethics


Integrate Ethical Principles Across Organization

Recognize need for organizational
change management

Leader and stakeholder alignment
Education

Robust communication

Assigned responsibility

Where Responsible Al meets Reality: Practitioner Perspectives on Enablers for Shifting Organizational Practices. https://doi.org/10.1145/344%%
Photo by Proxyclick Visitor Management System: https://www.pexels.com/photo/photo-of-woman-in-yellow-top-walking-down-stairs-in-a-office-room-2451567/
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---------------------------------------------------
Bogdana Rakova, Jingying Yang, Henriette Cramer, and Rumman Chowdhury. 2021. Where Responsible AI meets Reality: Practitioner Perspectives on Enablers for Shifting Organizational Practices. Proc. ACM Hum.- Comput. Interact. 5, CSCW1, Article 7 (April 2021), 23 pages. https://doi.org/10.1145/344908

Photo by Proxyclick Visitor Management System: https://www.pexels.com/photo/photo-of-woman-in-yellow-top-walking-down-stairs-in-a-office-room-2451567/



Resolve misalighment

» Proactive identification of potential harms
« Ensure projects align with organization’'s mission
and values
* Include social impact in performance/success metrics
 Correct misaligned incentives
« Mitigate focus on fast release of technology

Bogdana Rakova, Jingying Yang, Henriette Cramer, and Rumman Chowdhury. 2021. Where Responsible Al meets Reality: Practitioner Perspectives on Enablers for Shifting Organizational Practices. Proc. ACM Hum.- Comput.
Interact. 5, CSCW1, Article 7 (April 2021), 23 pages. https://doi.org/10.1145/344908
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Bogdana Rakova, Jingying Yang, Henriette Cramer, and Rumman Chowdhury. 2021. Where Responsible AI meets Reality: Practitioner Perspectives on Enablers for Shifting Organizational Practices. Proc. ACM Hum.- Comput. Interact. 5, CSCW1, Article 7 (April 2021), 23 pages. https://doi.org/10.1145/344908


Broaden our work

* Is the technology right for the challenge?

« What kind of improvements are expected?

» What are the benefits and risks?

« How will we know we've made improvements?

Designing Complex, Trustworthy Experiences [DISTRIBUTION STATEMENT A] This material has been approved for

© 2023 Carnegie Mellon University for non- US Government use an d distribution.
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Great Potential - Develop With Caution

Technology cannot fix human or social issues

Math does not reduce bias - assuming so increases risks:

« Perpetuating bias
« Embedding existing bad behaviors
« Dehumanizing

Al systems are dynamic - require constant monitoring.

[DISTRIBUTION STATEMENT A] This material has been approved for
public release and unlimited distribution. Please see Copyright notice
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Welcome!

10 min - Welcome
20 min - Topic Overview
40 min - Activity: Trustworthy Design

20 min - Research & Speculation

30 min - Break
Timing is approximate

20 min - Frameworks
60 min - Activity: Abusability Testing

10 min - Take action and Close

Designing Complex, Trustworthy Experiences
© 2023 Carnegie Mellon University
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Presentation Notes
Who is here? (if time allows)
Consultants
In-house – work for a company
UX background?

How many started career in past 3 years?
How about 7 years or less?
How many over 7 years?
Over 15?



Frameworks
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Use Frameworks to prompt conversations

Pair with technical ethics
 Bridge gaps between “do no harm” and reality

Reduce risk and unwanted bias
Support inspection and mitigation planning

. . [DISTRIBUTION STATEMENT A] This material has been approved for
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3Q-Do No Harm Framework

WHO’S NOT HERE?

Create Inclusive Teams and
Diversify Research Participants

HOW WILL
VULNERABLE GROUPS
BE NEGATIVELY
IMPACTED?

Identify Unintended Consequences
and Mitigate beforehand

3Q-Do No Harm Framework, Lisa D. Dance. https://serviceease.net/3g-do-no-harm-framework

Carnegie
Me]lo‘:lgl
University
Software
Engineering
S AIE

WHEN THINGS DON'T
WORK, HOW WILL
THEY BE QUICKLY

RESOLVED?

Ensure the path to resolving
problems is clear and fast

Designing Complex, Trustworthy Experiences
© 2023 Carnegie Mellon University
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Presentation Notes
Created by Lisa Dance to empower designers, researchers, developers, and product teams stop making these "flawed products". 

The 3Q-DO NO HARM FRAMEWORK can be used throughout projects and applied on individual, team, or organizational level. In applying this three-question framework, the hard work is to not just ASK the questions but ANSWER them and ACT on the issues you find to avoid or mitigate harm. 

Addresses common issues with “flawed products” and product design:
Lack of diverse perspectives
Ignoring how historical and present-day “isms” could relate to their product
No examination of what harm or misuse could occur
Lack of consideration of what could go wrong within the context of customers’ life
Lack of responsibility for the problems created
Poor implementation and poor problem resolution


----------------------------------
3Q-Do No Harm Framework by Lisa D. Dance. 2019.
https://serviceease.net/3q-do-no-harm-framework


Who's not here?

Consider team and research participants
,

o W

3Q-Do No Harm Framework, Lisa D. Dance. https://serviceease.net/3g-do-no-harm-framework
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Actively Identify and Resolve Your Know Gaps
Create Inclusive Teams
Expand your network of diverse talent individually & organizationally
Eliminate hiring barriers: Over reliance on employee referrals,  Loaded Job Descriptions
Foster communication, listening, and belonging
Make it the everyone on the team’s responsibility to learn about diverse perspectives
Expand Research Pool
Test with Real Users
Audit Your past research participants to see how diverse they are make corrections
Offer Flexibility (Timing, Method, Location)
Challenge Labels/Exclusions in Recruitment


----------------------------------
3Q-Do No Harm Framework by Lisa D. Dance. 2019.
https://serviceease.net/3q-do-no-harm-framework


How will vulnerable groups
be negatively impacted?

ldentify unintended
consequences

and mitigate
beforehand

3Q-Do No Harm Framework, Lisa D. Dance.
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Seek to Understand Product Impact and Context
Research how similar products have been used for harm.
Use system thinking to understand the impact of your product
What constraints do vulnerable groups often live under that your product can negatively effect of exacerbate?
Lack of resources (time, money, information)
Lack of access (technology, transportation, power)
Physical Safety Concerns
Bias & Discrimination Concerns


----------------------------------
3Q-Do No Harm Framework by Lisa D. Dance. 2019.
https://serviceease.net/3q-do-no-harm-framework


.

When things don't work,

how will it be quickly resolved?

Ensure the path to resolving problems is clear and fast

~—
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3Q-Do No Harm Framework, Lisa D. Dance. https://serviceease.net/3g-do-no-harm-framework

Designing Complex, Trustworthy Experiences
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Presentation Notes
Plan for the Unhappy Path
As part of your research, proactively research how users handle issues and what barriers they face in resolving them
Iterate your product design to avoid the issues in the first place
Provide an easy escape hatch when things go wrong
Advocate for a role in the implementation process 
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3Q-Do No Harm Framework by Lisa D. Dance. 2019.
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Categories of Harm

Use these categories of harm to evaluate how a product, service, or technology could cause harm.

CATEGORIES OF HARM DEFINITION

Financial Negative impact on finances, property, or other resources
Health Negative impact on mental, emotional, or physical health
Time Inefficient or unproductive activities, processes, or systems

Fairness/Equity Perpetuating or facilitating prejudice, bias and/or unfairness

Safety Physical and/or emotional wellbeing compromised by fear, danger, or uncertainty
Privacy Lack of control over personal information

Misinformation Creation, spread and/or amplification of false or inaccurate information intended to deceive
Control Inability to freely direct information, activities, or systems

Transparency Lack of disclosure of information, activities, or systems
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o
UX Framework for Designing Trustworthy Al

Accountable
to humans

Cognizant
of speculative
risks and benefits

Honest and
usable

Respectful
and secure

Carol J. Smith. "Designing Trustworthy Al: A Human-Machine Teaming Framework to Guide Development” arXiv:1910.03515 [cs.Al]. Presented at AAAI (Association for the Advancement of Artificial Intelligence) Symposium FSS-19: Artificial
Intelligence in Government and Public Sector, Nov 7, 2019. Arlington, Virginia, USA. https://arxiv.org/abs/1910.0351
Designing Trustworthy Al for Human-Machine Teaming. By Carol Smith. Software Engineering Institute Blog. March 9, 2020. https://insights.sei.cmu.edu/sei_blog/2020/03/designing-trustworthy-ai-for-human-machine-teaming.html
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Presentation Notes
1) Accountable to humans
2) Cognizant of speculative risks and benefits
3) Respectful and secure
4) Honest and usable
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B
Accountable to Humans

Ensure humans have ultimate control.
Able to monitor and control risk.

Human responsibility for final decisions.
Significant decisions made by system will be:

. Accountable
i eXD|a|ned to humans
 able to be overridden
« appealable and reversible
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Final decisions regarding:
•Person’s life
•Quality of life
•Health
•Reputation


Cognizant of Speculative Risks and Benefits

ldentify full range of
« Harmful, malicious use, as well as good, beneficial use

« Unwanted/unintended consequences

Conduct UX research
Create communication & mitigation plans

Speculative
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Final decisions regarding:
•Person’s life
•Quality of life
•Health
•Reputation


Respectful and Secure

Values of humanity, ethics, equity, fairness,
accessibility, diversity and inclusion

Respect privacy and data rights
Make system robust, valid and reliable
Provide understandable security

Respectful
and secure
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Honest and Usable

Value transparency with the goal
of engendering calibrated trust.

Explicitly state identity as an Al system.
Show awareness of known and desirable bias.
Acknowledge and overcommunicate on issues.

Honest
and usable
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Designing Ethical Al Experiences:

Checklist and Agreement

Honest and usable

Accountable
to humans

Respectful
and secure

Cognizant

of speculative risks

and benefits

Carnegie Mellon Universit

Software Engineering Institute

Designing Ethical Al Experiences: Checklist and Agreement

USE THIS DOCUMENT TO GUIDE THE DEVELOPMENT of accountable, de-risked, respectful, secure,
honest, and usable artificial intelligence (Al) systems with a diverse team aligned on shared ethics. An
initial version of this document was presented with the paper Designing Trustworthy Al: A Human-Machine
Teaming Framework to Guide Development by Carol Smith, available at https://arxiv.org/abs/1910.03515.

We will design our Al system
with the following in mind:
O Designated humans have

the ultimate responsibility for

all decisions and outcomes:

+ Responsibilities are explicitly
defined between the Al system
and human(s), and how they
are shared.

* Human responsibility
will be preserved for final
decisions that affect a person’s
life, quality of life, health,
or reputation.

* Humans are always able
to monitor, control, and
deactivate systems.

O Significant decisions made

by the Al system will be

« explained

« abletobe overridden

+ appealable and reversible

Team Signatures and Date

About the SEI

The Software Engineering Institute is afederally funded research and development center
(FFRDC) that works with defense and government organizations, industry, and academia
to advance the state of the art in software engineering and cybersecur
interest. Part of Carnegie Mellon University, the SEI is a national resource in pioneering
emerging technologies, cybersecurity, software acquisition, and software lfecycle assurance.

We work to speculatively

identify the full range of

risks and benefits:

0O Harmful, malicious use and
consequences, as well as good,
beneficial use and consequences

O We will be cognizant and
exhaustively research
unintended consequences.

We will create plans for the
misuse/abuse of the Al system,
including the following:

O communication plans to share
pertinent information with all
affected people

O mitigation plans for managing
the identified speculative risks

We value respect and security:

O incorporating our values
of humanity, ethics, equity,
fairness, accessibility, diversity,
and inclusion

O respecting privacy and data
rights (Only necessary data
will be collected.)

O providing understandable
security methods

O making the Al system robust,
valid, and reliable

We value transparency with

the goal of engendering trust:

0O The purpose, limitations, and
biases of the Al system are
explained in plain language.

O Data sources have unambiguous
respected sources, and biases
are known and explicitly stated.

O Algorithms and models are
appropriate and verifiable.

O Confidence and context are
presented for humans to base
decisions on.

O Transparent justification
for recommendations and
outcomes is provided.

0O Straightforward and
interpretable monitoring
systems are provided.

We value honesty and usability:
O Humans can easily discern when
they are interacting with the Al

system vs. a human.

O Humans can easily discern when
and why the Al system is taking
action and/or making decisions.

O Improvements will be made
regularly to meet human needs
and technical standards.

Contact Us

to benefit the public

CARNEGIE MELLON UNIVERSITY
SOFTWARE ENGINEERING INSTITUTE
4500 FIFTH AVENUE; PITTSBURGH, PA 152132612

sei.cmu.edu
412.268.5800 | 888.201.4479

nfo@sel.cmu.edu
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Checklist and Agreement by Carol J. Smith, Carnegie Mellon University’s Software Engineering Institute. 2019.

Downloadable PDF: https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=636620   
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Checklists and Guides

Pair with technical ethics

Bridge gaps between
“do no harm” and reality

Drives conversations
Reduce risk and unwanted
bias

Support inspection

and mitigation planning

Carnegie Mellon University

Software Engineering [ nstitute

Designing Ethical Al Experiences: Checklist and Agreement

USETHIS DOCUMENT TO GUIDE THE DEVELOPMENT ot accountable, de-risked, respectiul, secure,
honest, and usable artificial intelligence (Al) systems with a diverse tzam alignaed on shared ethics, A
initial version of this document was presented with the paper Designing Trustvorthy Al A Human-Machine
Teaming Fromework ta Guide Developmenr by Carol Smith, available at https:/arsiv.arg/abs/
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Contact Us

DEFENSE
INNOVATION UNIT

Phase I: Planning Worksheet for DIU Al Guidelines

Project Name:

DIU Project Manager:

DoD Point of Contact:

Updated on:
Contents
Al Guidelines Process Overview. 1
Planning Worksheet 2
Commentary on Planning Worksheet 4

Al Guidelines Process Overview

The Defense Innovation Unit has created the Al Guidelines and process to help guide thinking and
surface potential issues sooner, rather than later to avoid unintended consequences in creating Al systems.
The process includes completing worksheets for planning, development and deployment efforts. These
are not a legally binding documents nor are they intended to supplant or replace existing laws and
regulations.

This work is based on the five DoD Ethics Principles for the development and use of artificial intelligence
that were adopted by the Secretary of Defense in 2020:

Responsible. DoD personnel will exercise appropriate levels of judgment and care, while remaining

ible for the P , and use of Al il
The Dep will take delib. steps to bias in Al c
Traceable. The Department’s Al c will be developed and deployed such that relevant personnel
possess an appropriate understanding of the technology, development processes, and operational
methods applicable to Al capabilities, including with 7o) and i ies, data

sources, and design procedure and documentation.

Reliable. The Department’s Al capabilities will have explicit, well-defined uses, and the safety, security,
and effectiveness of such capabilities will be subject to testing and assurance within those defined uses
across their entire life-cycles.

Governable. The Department will design and engineer Al capabilities to fulfill their intended functions
while possessing the ability to detect and avoid unintended consequences, and the ability to disengage or
deactivate deployed systems that de i ded behavior.
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Activate curiosity

« Speculate about misuse and abuse

 Potential severe abuse and unintended/unwanted
consequences

« Perspective of people in frequently marginalized groups
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particularly for people who are frequently marginalized (for example: women, racial and ethnic minorities, LGBTQ, etc.)


Image of Template created by Anna Abovyan & Allison Cosby for Abusability Testing activity conducted at IxDA Pittsburgh, Sep 2019.

UX in the Age of Abusability. The role of Composition, Collaboration, and Craft in building ethical products.
Dan Brown. Sep 18, 2018. https://greenonions.com/ux-in-the-age-of-abusability-797cd01f6b13 

Black Mirror, Light Mirror: Teaching Technology Ethics Through Speculation. Casey Fiesler. Oct 15, 2018.
https://howwegettonext.com/the-black-mirror-writers-room-teaching-technology-ethics-through-speculation-f1a9e2deccf4
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Provocation via prompt statements

UXin the Age of Abusability. The role of Composition, Collaboration, and Craft in building ethical products.
Dan Brown. Sep 18, 2018. https://greenonions.com/ux-in-the-age-of-abusability-797cd01f6b13

Photo from workshop organized by Anna Abovyan, Theora Kvitka and Allison Cosby.

Pittsburgh IXDA Chapter for World Interaction Design Day 2019.

Aina Abeyan & Alllaoy Caogky'

Designing Complex, Trustworthy Experiences Template by: Anna Abovyan & Allison Cosby,
© 2023 Carnegie Mellon University

IXDA Pittsburgh, Sep 2019
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Presentation Notes
Value proposition - (potential) benefits of technology this technology brings to individuals �or society overall.

Abusability Testing  (Dan Brown)
“Black Mirror” Episodes (Casey Fiesler - inspired by British dystopian sci-fi tv series of same name)

Prompt statements
What happens if devices can charge themselves?
You’ve been hacked.


---------------------------------------------
UX in the Age of Abusability. The role of Composition, Collaboration, and Craft in building ethical products.�Dan Brown. Sep 18, 2018. https://greenonions.com/ux-in-the-age-of-abusability-797cd01f6b13

Black Mirror, Light Mirror: Teaching Technology Ethics Through Speculation. Casey Fiesler. Oct 15, 2018.�https://howwegettonext.com/the-black-mirror-writers-room-teaching-technology-ethics-through-speculation-f1a9e2deccf4

Article describing the Abusability Testing workshop organized by Anna Abovyan, Theora Kvitka and Allison Cosby of the Pittsburgh IxDA Chapter for World Interaction Design Day 2019.�http://blog.daed.com/?p=2835


Photo of worksheet from Abusability Testing workshop organized by Anna Abovyan, Theora Kvitka and Allison Cosby of the Pittsburgh IxDA Chapter for World Interaction Design Day 2019.

https://greenonions.com/ux-in-the-age-of-abusability-797cd01f6b13

Round Robin Activity

Abusability Testing Activity @ Name:

Abusability Testing Activity

@ Name: Abusability Testing Activity

Designing Complex, Trustworthy Experiences
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Pick a Technology

Individually - Describe a technology you are working
on now or pick a newish technology.

Benefits

« Write value proposition statements.

« Describe the (potential) benefits technology brings to individuals or
society overall (3-5).
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Pick a newish technology: �Self-checkout kiosks, human augmentation (implants), home video monitoring, drone package delivery, smart watches, 5G networks, social media, self-driving cars, etc. etc.



Swap pages .

Abusability Testing Activity @ Name: Abusability Testing Activity @ Name: Abusability Testing Activity
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Everyone moves to the page to the person on their right.


Vulnerabilities and Abuse Scenario

Specific vulnerabilities
« Examples of how this technology could be intentionally abused
or result in unintended consequences (3-5).

Swap and review the technology, benefits, and

vulnerabilities.
« Develop a story from a vulnerability or come up with your own.
« What could go wrong next?
« Imagine a snowball effect - the worst-case scenario.
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Prompt Statements

« What ha
« What ha
e Whatift

opens if the electricity goes out?
opens if devices can charge themselves?

nere’s no WiFi or cellular signal?

* You've been hacked.

« How is status communicated?

 |s there a back door?

« What error conditions need to be considered?

Designing Complex, Trustworthy Experiences

© 2023 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] This material has been approved for

for non- US Government use an d distribution.

public release and unlimited distribution. Please see Copyright notice

80


Presenter Notes
Presentation Notes
Prompt Statements

How can this technology affect individuals, families, organizations, and society overall?
Does this technology have a potential for profound negative impact on minorities (gender, sexual orientation, age, religion, nationality, etc.)?
What happens if the electricity goes out?
What happens if devices can charge themselves?
What if there’s no WiFi or cellular signal?
You’ve been hacked.
How is status communicated?
Is there a back door?
What error conditions need to be considered?
Who else might gain access?
Would anonymity help? Or is personal accountability necessary?
How could someone with criminal intent use this technology?
How could governments use this technology?


o
More Prompt Statements

How can this technology affect individuals, families,
organizations, and society overall?

Does this technology have a potential for profound negative
impact on minorities (gender, sexual orientation, age,
religion, nationality, etc.)?

Who else might gain access?

Would anonymity help? Or is personal accountability
necessary?

How could someone with criminal intent use this technology?
How could governments use this technology?
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How can this technology affect individuals, families, organizations, and society overall?
Does this technology have a potential for profound negative impact on minorities (gender, sexual orientation, age, religion, nationality, etc.)?
What happens if the electricity goes out?
What happens if devices can charge themselves?
What if there’s no WiFi or cellular signal?
You’ve been hacked.
How is status communicated?
Is there a back door?
What error conditions need to be considered?
Who else might gain access?
Would anonymity help? Or is personal accountability necessary?
How could someone with criminal intent use this technology?
How could governments use this technology?


“Black Mirror” Style Scenario

« Group selects one abuse scenario.

« Turns it into a “Black Mirror” style scenario (inspired by
British dystopian sci-fi tv series of same name).

* lllustrate if possible.

Template by: Anna Abovyan & Allison Cosby,
IXDA Pittsburgh, Sep 2019
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Taking Action
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Tools to take you forward

Encourage conversations for understanding
« 3Q-Do No Harm Framework

« UX Framework for Designing Trustworthy Al and
Checklist
Activate curiosity

« Abusability Testing
« “Black Mirror” Episodes

Designing Complex, Trustworthy Experiences [DISTRIBUTION STATEMENT A] This material has been approved for
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Organizational questions

« What value do we see in defining a set of ethical
guidance for our organization?

« Should we build on existing codes, guidance and best
practices?

« Would different departments/products need different
guidance?

« How might we reflect our culture/what we value in a code
of ethics?
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Organizational questions

« Who do we need to protect?

« How will we describe the “lines” our work won't cross?

« What mitigation strategies do we need?

« What about social consequences such as job
displacement?

« How might we track progress?
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What scenarios do you have?

« At work?

* In your personal experience?

* In the news?

* Where else would you want to apply this?
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Just because'you can,
doesn’t mean you

should. '
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Responsible, Intentional Design�Just because you can, doesn’t mean you should.
Create AI systems that are safe and appropriately trustworthy�

Photo by MI PHAM
https://unsplash.com/@phammi?utm_source=unsplash&amp;utm_medium=referral&amp;utm_content=creditCopyText
On Unsplash https://unsplash.com/s/photos/children?utm_source=unsplash&amp;utm_medium=referral&amp;utm_content=creditCopyText


Carol J. Smith

LinkedIn: /in/caroljsmith/

© 2023 Carnegie Mellon University

[DISTRIBUTION STATEMENT A] This material has been approved for public release and

unlimited distribution. Please see Copyright notice for non-US Government use and
distribution.

Carnegie
Mellon
University

Software
Engineering
Institute




Discussion & Questions
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