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Major Goals: The proposed research will develop COVERT ID: A Forensic suite of software tools to Identify
Cybersecurity attack Operations Vectors, while Verifying External Relationships of Transgressors and their
Identifications. This new research effort will consists of four components, namely: 1) robust, resilient malware
identification agents, 2) rapid forensic analysis of identifying features, 3) employment of artificial intelligence and
machine learning components, and, 4) near-real-time identification, verification and mapping of vectors and clusters
associated with the malicious operators.

Methods to be Employed:

The research will introduce novel techniques in machine learning for building deep packet inspection (DPI)
capabilities by adopting Ensemble Learning, which is the use multiple learning algorithms to obtain better predictive
performance in targeting high rates of precision identification of loT attackers and their malware.

Accomplishments: Result 1: Al Powered Threat Prediction and Protection Algorithmic Framework

This work presents an Atrtificial Intelligence powered Threat Prediction and Protection (TPP) Algorithmic
Framework to predict the cyber security attacks using correlational neural networks.

Latesh Kumar KJ, Yashas Hariprasad, Naveen Kumar Chaudhary. “Al Powered Correlation Technique to detect
Virtual Machine Attacks in Private Cloud Environment”,; To appear as a Book-Chapter in a forthcoming book
Titled: “Al Embedded Assurance for Cyber System”, Cliff Wang, S. S. lyengar, Kun Sun, Springer Nature (January
2023)

Summary of the work is as follows:

“The efficacy of cyber forensic systems primarily depends on the real-time discovery and the analysis of the threats
in a timely manner. This process requires the development of smart techniques with good precession, accuracy
and also should provide an insight to the details about the cyber-attacks. This paper addresses the above concerns
by presenting a novel Al powered Threat Prediction and Protection (TPP) algorithm based on Correlational
Recurrent Neural Network (Corrnet) technique to predict cyber-attacks in a private cloud environment containing
financial data. More specifically, the Al based foundational techniques proposed in the paper, correlates efficiently
multi-dimensional data such as IP address, Source Port, Destination port, Source IP, date and time etc. generated
during the attack process of investigation. The implementation of the proposed algorithm in a test-bed environment
is very encouraging and provides 92.5% precision and accuracy in predicting the cyber-attacks in an un-structured
environment.”

Result 2: Cyber Security Attack Detection Framework for Control Message Flooding in an IoT Network
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This work addresses the availability issues in the loT Communications network systems and also presents an
attack detection algorithmic framework for the DDoS traffic by loT Devices.

Cyber Security Attack Detection Framework for DODAG Control Message Flooding in an loT Network,; Jerry Miller,
Lawrence Egharevba, Yashas Hariprasad, Latesh Kumar K J, Naveen Kumar Chaudhary, International Conference
on Information Security, Privacy, and Digital Forensics (ICISPD 2022).; Springer Nature; Lecture Notes in Electrical
Engineering Series (2022) (Under Review)

Summary of the work is as follows:

“Advancement in the IoT technologies and the futuristic device’s usage influences the human life in all the aspects
of day to day activities. Moreover, human reliance on smart objects makes IoT an important tool. loT network
enables the communication among the smart devices by embedding software, sensors etc. which makes an object
smart and intelligent. Though it offers many advantages, it is a matter of concern in protecting the privacy, integrity,
and availability of the users’ data, and these issues need to be addressed in the implementation of the devices
before it turns out to be a threat. DDoS is one such security threat which can bring down the resource constrained
IoT network. In this work, we have tried to address the existing availability issues in the IoT communication network
and based on the analysis, proposed an attack detection framework for the DDoS traffic generated by IoT devices.
The attack detection is done by keeping track of the usage of loT devices parameter like power consumption,
bandwidth, and monitoring the loT network traffic to oversee the number of messages exchanged between the
nodes as part of the RPL DODAG construction. So that resources and bandwidth can be used for genuine
communication. The proposed work has achieved better bandwidth and our simulation framework obtained good
results in identifying DDoS attacks.”

Training Opportunities: Under the tutelage of Dr. S.S. lyengar the following junior Ph.D. Post Doc and students
were trained in Artificial intelligence and digital forensics. The students were co-authors in research publications
under this grant.

Latesh Kumar KJ (Post Doctoral Fellow)

PhD students:Yashas Hariprasad, Naveen Kumar Chaudhary, Jerry Miller

M.S. Students: Lawrence Egharevba

Researchers submitted a forthcoming publication to International Conference on Information Security, Privacy, and
Digital Forensics (ICISPD 2022).

Results Dissemination: Research results were disseminated through a conference paper and a book chapter as
outlined in the following:

Cyber Security Attack Detection Framework for DODAG Control Message Flooding in an loT Network,; Jerry Miller,
Lawrence Egharevba, Yashas Hariprasad, Latesh Kumar K J, Naveen Kumar Chaudhary, International Conference
on Information Security, Privacy, and Digital Forensics (ICISPD 2022).; Springer Nature; Lecture Notes in Electrical
Engineering Series (2022) (Under Review)

Latesh Kumar KJ, Yashas Hariprasad, Naveen Kumar Chaudhary. “Al Powered Correlation Technique to detect
Virtual Machine Attacks in Private Cloud Environment”,; To appear as a Book-Chapter in a forthcoming book
Titled: “Al Embedded Assurance for Cyber System”, Cliff Wang, S. S. lyengar, Kun Sun, Springer Nature (January
2023)
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Project Title: COVERT ID: Cybersecurity Operations Vectors: Verifying External
Resilience of Transgressors and their Identification through Cybersecurity
Forensics

Result 1: Al Powered Threat Prediction and Protection Algorithmic Framework

This work presents an Artificial Intelligence powered Threat Prediction and
Protection (TPP) Algorithmic Framework to predict the cyber security attacks
using correlational neural networks.

Latesh Kumar KJ, Yashas Hariprasad, Naveen Kumar Chaudhary. “Al Powered Correlation Technique to
detect Virtual Machine Attacks in Private Cloud Environment”,; To appear as a Book-Chapterin a

forthcoming book Titled: “Al Embedded Assurance for Cyber System”, Cliff Wang, S. S. lyengar, Kun Sun,
Springer Nature (January 2023)

Summary of the work is as follows:

“The efficacy of cyber forensic systems primarily depends on the real-time
discovery and the analysis of the threats in a timely manner. This process requires
the development of smart techniques with good precession, accuracy and also
should provide an insight to the details about the cyber-attacks. This paper
addresses the above concerns by presenting a novel Al powered Threat Prediction
and Protection (TPP) algorithm based on Correlational Recurrent Neural Network
(Corrnet) technique to predict cyber-attacks in a private cloud environment
containing financial data. More specifically, the Al based foundational techniques
proposed in the paper, correlates efficiently multi-dimensional data such as IP
address, Source Port, Destination port, Source IP, date and time etc. generated
during the attack process of investigation. The implementation of the proposed
algorithm in a test-bed environment is very encouraging and provides 92.5%
precision and accuracy in predicting the cyber-attacks in an un-structured
environment.”



Result 2: Cyber Security Attack Detection Framework for Control Message
Flooding in an loT Network

This work addresses the availability issues in the loT Communications network
systems and also presents an attack detection algorithmic framework for the
DDoS traffic by loT Devices.

Cyber Security Attack Detection Framework for DODAG Control Message Flooding in an loT Network,;
Jerry Miller, Lawrence Egharevba, Yashas Hariprasad, Latesh Kumar K J, Naveen Kumar Chaudhary,

International Conference on Information Security, Privacy, and Digital Forensics (ICISPD 2022).; Springer
Nature; Lecture Notes in Electrical Engineering Series (2022) (Under Review)

Summary of the work is as follows:

“Advancement in the loT technologies and the futuristic device’s usage influences
the human life in all the aspects of day to day activities. Moreover, human
reliance on smart objects makes |oT an important tool. loT network enables the
communication among the smart devices by embedding software, sensors etc.
which makes an object smart and intelligent. Though it offers many advantages, it
is @ matter of concern in protecting the privacy, integrity, and availability of the
users’ data, and these issues need to be addressed in the implementation of the
devices before it turns out to be a threat. DDoS is one such security threat which
can bring down the resource constrained loT network. In this work, we have tried
to address the existing availability issues in the loT communication network and
based on the analysis, proposed an attack detection framework for the DDoS
traffic generated by loT devices. The attack detection is done by keeping track of
the usage of loT devices parameter like power consumption, bandwidth, and
monitoring the loT network traffic to oversee the number of messages exchanged
between the nodes as part of the RPL DODAG construction. So that resources and
bandwidth can be used for genuine communication. The proposed work has
achieved better bandwidth and our simulation framework obtained good results
in identifying DDoS attacks.”
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