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ABSTRACT

Currently, deep neural networks (DNNs) show great promise in the detection of
malicious network traffic at machine speed. However, these networks are typically
trained using Empirical Risk Minimization (ERM), which is not robust to misclassified or
altered training data. We propose applying Diametrical Risk Minimization (DRM), which
is shown to lead to more robust optimization solutions, to train DNNs to classify
malicious network traffic. Using two different network traffic datasets, we find that when
state-of-the-art DNNs are trained on partially mislabeled data, utilizing DRM results in
higher accuracy compared to equivalent models trained with ERM in 13 of 20 cases
examined, with ERM being more accurate in only 5 of the 20 cases. More importantly,
when models are tested against previously unseen cyber-attack types, models trained with
DRM correctly identify the previously unseen cyber-attacks more often. Of the 46 cases
we examine, models trained with DRM show better performance compared to models
trained with ERM in 25 cases and equal performance in an additional 10 cases. We show
that these DNNs are computationally tractable to deploy in real-time on edge computing

systems utilizing commercial-off-the-shelf hardware.
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Executive Summary

The Department of Defense (DOD), through priorities such as the U.S. Marine Corps’
Force Design 2030 and the U.S. Navy’s Force Design 2045, has indicated that networked
unmanned combat systems are an integral component of both modern-day and future con-
flict. Significant work is being conducted to design and develop these systems to help
the U.S. military achieve overmatch on the battlefield. However, these unmanned combat
systems are vulnerable to increasingly sophisticated cyber-attacks being developed by our
adversaries every day. Operating an unmanned system in an operational environment char-
acterized by jamming, network congestion, and outages poses a unique risk in that a human

operator may not always be in the loop to ensure nominal system behavior and performance.

Significant work has been conducted to apply machine learning (ML) via deep neural
networks (DNNs) in an effort to detect and respond to cyber-attacks at machine speeds.
This thesis extends that work by applying recently developed robust learning techniques to
train state-of-the-art DNNs that are computationally tractable in real time on edge comput-
ing systems utilizing commercial-off-the-shelf (COTS) hardware. Our goal is to develop
Network Intrusion Detection System (NIDS) models that are accurate, robust to mislabeled
cyber-attack training data; generalize well to previously unseen cyber attacks, or zero-day
exploits; and can be deployed on unmanned combat systems at the tactical edge of the

battlespace without a human operator in the loop.

In this work, we utilize two state-of-the-art DNN architectures: a fully connected neural
network (FcNN) and a one-dimensional convolutional neural network (IdCNN). These
architectures operate by examining only the raw packet data that each edge computing
system is receiving; they require no human in the loop and no knowledge of overall network
flows. We train these networks using two datasets commonly cited in literature that contain
both benign and malicious network traffic. We train utilizing two different optimization
approaches: Empirical Risk Minimization (ERM), which is currently used in these types of
models but is generally not robust to mislabeled or altered training data, and Diametrical

Risk Minimization (DRM), which is shown to lead to more robust optimization solutions.

We find that across dataset and model architecture, models trained with the recently de-

XV
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veloped DRM are more accurate than models trained with ERM when trained on partially
mislabeled data (the kind of data we might expect to see in real-world implementation).
DRM is more accurate than ERM in 13 of the 20 cases we examine, while ERM is shows
greater accuracy than DRM in 5 cases. With realistic amounts of mislabeling present, these

models show test set accuracy rates greater than 98%.

Further, we find that when tested against previously unseen cyber-attacks, models trained
with DRM are consistently better at catching the novel attack type. Of the 46 cases we
examine, models trained with DRM show better performance compared to models trained

with ERM in 25 cases and equal performance in an additional 10 cases.

The better test performance of DRM comes at the cost of additional computational com-
plexity during model training, with DRM trained models taking an average of 1.7x longer to
train than their ERM counterparts. However, choice of DNN architecture is actually much
more impactful than the choice to use DRM. The more complex 1dCNN architecture takes

on average 4.8x longer to train compared to an equivalent FcNN.

Importantly, when it comes to deployment there is no speed difference between classifying
network traffic using models trained with ERM or DRM. We show that utilizing COTS
hardware to run these DNNs is not only computationally tractable, but it can be done at
relevant speeds. On an Apple M1 chip we can process and then classify incoming packets
at a rate of 25.4 MBps utilizing a FcNN and 9.4 MBps with a 1dCNN.

We conclude by recommending that if the additional compute resources are available,
DNNs be trained utilizing DRM due to the increased robustness to mislabeled training
data and previously unseen attack types that DRM trained models exhibit. This thesis
demonstrates a viable solution to help cyber harden current and future unmanned combat
systems across the DOD. Importantly, our solution is accurate regarding classification of
benign and malicious network traffic, robust to the amounts of mislabeling we might expect
in real-world data, and exhibits improved performance against novel cyber-attack types.
Further, it is computational tractable when deployed to examine every incoming packet
in real time on an edge computing system utilizing COTS hardware, without requiring a

human operator in the loop.
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CHAPTER 1

Introduction

From 2015 to 2021, the U.S. Department of Defense (DOD) experienced over 12 thou-
sand cyber attacks (GAO 2022). The true number is unknown, because many attacks go
undetected. For example, in May of 2023 the U.S. discovered a cyber-attack targeting crit-
ical DOD infrastructure in in the Pacific; that attack had been ongoing since mid-2021
(Microsoft Threat Intelligence 2023).

Clearly, the prevalence of cyber-attacks combined with the increased networking and con-
nectivity of DOD and commercial systems poses an acute security risk both before and
during conflict. A solution is needed to reliably identify malicious network traffic as it
comes in to, but before it is processed by networked hardware, without a human operator
in the loop. Any proposed Network Intrusion Detection System (NIDS) must be accurate
regarding classification of malicious and benign traffic, robust to mislabeling of training

data, and able to recognize modifications or extensions of known cyber-attacks.

Especially pertinent to a military use case is the cybersecurity of unmanned systems. In-
creasingly, unmanned systems are being employed at the tactical edge of the battlespace.
These systems may not always have a human operator monitoring their performance, espe-
cially in the presence of communications and datalink jamming likely to be ubiquitous in
any future near-peer conflict. These systems must be cyber hardened, and come with the
additional complication that computing power is likely limited at the edge. Therefore, any

proposed NIDS must be computationally tractable in real time on edge computing systems.

Currently, machine learning (ML) shows great promise in automating the detection of cyber-
attacks with a high degree of accuracy utilizing deep neural networks (DNNs) (De Lucia
et al. 2021; Bierbrauer et al. 2023). However, modern DNN architectures tend to overfit to
the training data (Zhang et al. 2021) and therefore do not generalize well in the presence of
mislabeled training data. Diametrical Risk Minimization (DRM), also known as Sharpness-
Aware Minimization (SAM), or Adversarial Model Perturbation (AMP), is a technique
recently developed (Norton and Royset 2021; Foret et al. 2020; Zheng et al. 2021) that

seeks to improve the generalization performance of DNNs. In real-world applications,
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cyber-attack training data for ML algorithms will likely not be perfectly clean. Additionally,
new exploits will be discovered on a regular basis, leading to novel types of cyber-attacks.
We hypothesize training DNNs using DRM for network intrusion detection will result in

improved robustness.

In this thesis, we evaluate the impact of training two DNN architectures using DRM as
opposed to the currently used Empirical Risk Minimization (ERM) to determine whether
DRM can improve on current state-of-the-art performance. We also examine whether train-
ing a DNN using DRM has the potential to provide a ML-based NIDS that exhibits greater

robustness to mislabeled training data and novel cyber-attack types.

The remainder of this thesis is organized as follows. Chapter 2 explores the background of
DRM and applications of ML to network intrusion detection, then describes the method-
ology for combining these two areas of research. Chapter 3 presents our computational
experimentation for DNN model training using DRM. Chapter 4 continues with perfor-
mance comparisons of ERM and DRM and a discussion of computational tractability.

Finally, Chapter 5 provides a summary of findings and recommendations for future work.
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CHAPTER 2:
Background and Methodology

There are two distinct research areas in which we will review the background work, the first

is DRM and the second is the application of ML to network intrusion detection.

After a review of previous work, we will examine the methodology used in this thesis to

extend these two distinct areas of research in order to develop and test novel NIDS models.

2.1 Literature Review

2.1.1 Diametrical Risk Minimization

There is a large body of research into ways to reduce generalization error of DNNs. We focus
specifically on DRM and similar techniques here. DRM seeks to reduce generalization error
by minimizing the maximum empirical risk, formally defined in Section 2.2.1, in a small
neighborhood of parameter space (Norton and Royset 2021; Foret et al. 2020; Zheng et al.
2021). This is different from other methods to reduce generalization error as DRM perturbs
only the parameter vector as opposed to the input data as in adversarial training (Madry et al.
2017), or both the input data and the parameter vector (Wu et al. 2020). Conceptually, the
goal of DRM is to find a flat minimizer as opposed to a sharp minimizer. A sharp minimizer
is a minimum that has comparatively high empirical risk nearby, whereas a flat minimizer
has similar or just slightly higher values of empirical risk nearby, see Figure 2.1. Therefore
a flat minimizer should generalize better to test set data (Keskar et al. 2016). Theoretical
benefits accrued from DRM in terms of improved generalization are identified in (Norton
and Royset 2021; Tsai et al. 2021).
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i A empirical risk
lrﬂm’ng label noise

flat minimizer sharp minimizer

(a) Sharp vs. flat minimizers. (b) Sharp minimizer from label noise in training set.

Figure 2.1. These two images are a representation of an empirical risk land-
scape (training set) and corresponding true risk landscape (test set). In
subfigure (a) we see two minimizers in the empirical risk landscape. ERM
would consider these two minimizers to be the same, potentially leading to
poor generalization if ERM ended up converging on the sharp minimizer. In
contrast, DRM recognizes that a small perturbation of the parameter vector
around the sharp minimizer would result in high empirical risk. As a result,
DRM would prefer the flat minimizer which should generalize better to the
test set. In subfigure (b) we see a sharp minimizer that is caused by the intro-
duction of label noise in the training set. In this case DRM could converge to
a flat local minima (up and to the left) that actually performs slightly worse
in terms of training loss due to its larger empirical risk, but again generalizes
much better to the test set due to lower diametrical risk. Source: Norton
and Royset (2021).

In 2019 and 2020, several groups of researchers independently developed DRM with prac-
tical algorithms and supporting theory (Norton and Royset 2021; Foret et al. 2020; Zheng
et al. 2021). Although developed under different names, the efforts have the same goal
and overarching approach: find flat as opposed to sharp minimizers in the empirical risk

landscape by solving a min-max optimization problem.

Norton and Royset (2021) discusses rates of convergence of DRM to a solution, develops a
practical implementation of a stochastic gradient descent (SGD) based algorithm and then
tests it in a computer vision setting. DRM is shown to outperform ERM model accuracy by
as much as 40% when trained on data with corrupted labels because DRM is able to find

flat minima and therefore more generalizable solutions.
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Zheng et al. (2021) develops a SGD based algorithm for DRM under the name AMP and
tests it in a computer vision setting. In contrast with Norton and Royset (2021), Zheng
et al. (2021) trains the AMP-algorithm only on clean data, demonstrating state of the art

performance compared to other regularization techniques.

Similarly, Foret et al. (2020) develops a SGD based algorithm for DRM under the name
SAM and tests performance again in the computer vision setting. The SAM-algorithm shows
novel state-of-the-art performance across several datasets, while also showing comparable
robustness to label noise compared to other regularization techniques. A visual comparison
of solutions found by SGD (solving the ERM problem) and the SAM-algorithm (solving
the DRM problem) is contained in Figure 2.2.

Figure 2.2. lllustration of the loss landscape defined by ResNet. It can vary
greatly with many sharp minimizers (left) or appear rather smooth with flat
minimizers (right). SGD tends to obtain minimizers of the kind illustrated
on the left, while DRM lands at minimizers of the kind seen on the right.
Source: Foret et al. (2020).

Significant amounts of research in the past few years have utilized and extended the work
of Foret et al. (2020). Some research has focused on testing performance against ERM in a
variety of settings (Bahri et al. 2021; Qu et al. 2022). Other research has delved into how to
improve the implementation speed (Du et al. 2021; Liu et al. 2022) or performance (Kwon

5
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et al. 2021; Kim et al. 2022; Zhuang et al. 2022) of the SAM-algorithm.

Finally, research has sought to analyze the generalization properties of SAM to understand
why it performs well in certain cases (Andriushchenko and Flammarion 2022), or how
converges to a minimum (Bartlett et al. 2022). Of particular interest is (Wen et al. 2022),
which clarifies the underlying mechanism by which the SAM-algorithm actually minimizes
sharpness in implementation. It examines the various notions of sharpness in the risk
landscape and discuss the positives and negatives of minimizing each type, providing
additional analytical rigor to this area of research. For broader studies of robustification of

decisions in optimization models we refer to (Lewis and Pang 2010; Men et al. 2014).

2.1.2 Machine Learning in Network Intrusion Detection

There is a significant body of research into applying ML to network intrusion detection
(Vinayakumar et al. 2017; Kang and Kang 2016; Song et al. 2020; Gamage and Samarabandu
2020). However, much of this existing work leverages features derived from network flow
tools as inputs to the ML models (De Lucia et al. 2021). This is problematic because the
ML models are not operating off of first principals, and may require a human in the loop
in order to function properly. Particularly in the case of network congestion or outages, a
network operator may not have a complete view of real-time traffic moving across their

network.

As asolution, De Lucia et al. (2021) propose a novel type of ML model that requires only the
raw payload data contained within each packet that moves across the network. This allows
the resultant models to operate on first principals as opposed to requiring additional NIDS
inputs or subject matter experts. Additionally, it prevents the model from merely learning a
known bad Internet Protocol (IP) address or a port that is commonly used as an attack vector,
neither of which are generalizable model features. Notably for our implementation, this also
means there is no requirement to capture overall network flows, only the raw payload data

coming into each edge computing system.

De Lucia et al. (2021) proposes two architectures for these DNNs, a one-dimensional
convolutional neural network (1dCNN) and a fully connected neural network (FcNN), and
then applies them to the UNSW-NB15 cyber-attack dataset. Bierbrauer et al. (2023) refines
the FcNN and then applies it and the 1dCNN to two different cyber-attack datasets, UNSW-

6
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NB15 as well as CICIDS2017, first comparing model performance then extending to a

transfer learning scenario.

This recent work on FcNN and 1dCNN architectures shows great promise, with test set
accuracy rates over 98% in many cases. However these models are trained on clean data,
and are not tested on out-of-distribution data, making it more difficult to gauge real world
performance of such a model. Recent research into the effects of poisoning attacks against
ML based NIDS models found that most ML models tested showed minimal performance

degradation (Talty et al. 2021), however DNNs were not considered in this work.

2.2 Methodology

DRM amounts to solving to solving a min-max optimization problem. Abstractly, we repre-
sent a neural network (NN) as a mapping fy, which takes as input a vector x and produces
and output vector y = fy(x). It is parameterized by a vector w, representing the weights
of the NN. Given some loss function /, which has a positive value whenever a prediction

deviates from the actual label, ERM aims to solve

1 n
minimize — Z I(fw(xi),¥i)
w n =1

where {x;,y;,i = 1,...,n} is the training data.

In contrast, DRM shifts the focus to

n

minimize max — I(fwsv(Xi),¥:) 2.1
w vll<y 1 4=

where v represents a parameter perturbation bounded by a neighborhood of size y in the
norm || - ||. Thus, solving the DRM problem represents minimizing by choice of w the
maximum empirical risk over the training data in a small y neighborhood around the

parameter vector w.
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2.2.1 Diametrical Risk Minimization Implementation

We rely on the solution approach to DRM developed in Foret et al. (2020). It approximately
solves the inner maximization in (2.1) by taking a gradient ascent step (see, e.g., (Royset and
Wets 2021, Section 2.D)) in the empirical risk landscape, formally defined as the graph of the
function w % =1 L(fw(xi),yi), and adjusting the step size such that the neighborhood

constraint ||v|| < v is satisfied. As in Foret et al. (2020), we rely on the 2-norm to defined

the neighborhood.

As in common stochastic gradient descent methods and related approaches (see, e.g., (Royset
and Wets 2021, Section 3.G)), we treat the data in batches. Let Lg(w) = ﬁ Yies L (fw(Xi),¥i),
where |B| is the cardinality of 8 and thus the batch size. In detail, the algorithm of Foret
et al. (2020) takes the following form.

Algorithm 1 SAM-Algorithm
Input: Training set {x;,y;,i = 1, ...,n}, batch size b, step size n > 0, neighborhood size

vy>0

Output: Trained model

Initialize model weights wy, sett = 0

while not converged do
Sample batch B of size b
Compute gradient VLg(w;) of batch’s training loss
Compute perturbation v, = yVLg(w;)/||VLg(W)||2
Compute gradient at perturbed point g, = VLg(W; + v;)
Update weights: w;.1 = W, — n1g;
t=t+1

end while

return Model weights: w;

2.2.2 Data Description

We consider two datasets for this work, UNSW-NB15 (Moustafa and Slay 2015) and
CICIDS2017 (Sharafaldin et al. 2018). Both are publicly available datasets that include
the packet capture (PCAP) data of benign and malicious network traffic. Our subset of the

8
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UNSW-NB15 includes nine different attack types, while our CICIDS2017 subset includes
14 different types of attacks.

We process the raw PCAP data for both datasets utilizing the Payload-Byte tool (Farrukh
et al. 2022). This tool extracts payload data from raw PCAP files, labels it appropriately, and
drops or pads each payload to be exactly 1500 bytes. Each packet can then be input into the
DNN models as a 1x1500 vector, with each byte in the packet corresponding to one feature.

A simple representation of the network packets being processed is shown in Figure 2.3.

P e~ ™
IP header | TCP/UDP header < Payload (bytes)

Figure 2.3. A simple example of a network packet, of which the header info is
removed and just the payload data retained as the DNN input. Source: Bier-
brauer et al. (2023).

We split the data 80/20 into a training and testing set, and manipulate the training set in
a couple of different ways in order to test model robustness when training with ERM and
DRM.

We manipulate the training set by introducing random label noise, in which a randomly
selected portion of the training packets had their label flipped from “benign” to “malicious”
or “malicious” to “benign.” This is done to simulate the fact that in real-world applications
DNN-based NIDS will not be trained on perfect, laboratory clean data. Real-world data is
likely to have some mislabeling present, whether because of human error or the use of an
imperfect detection and labeling tool. To be clear, this is not simulating a specific adversary
poisoning attack; if an adversary has access to a NIDS model, data, etc., then there are likely
more pressing issues than some label noise. This introduction of label noise is merely to

explore robustness to more realistic data.

Additionally, we manipulate the training set by deliberately dropping an attack type. This
is done to simulate a newly developed cyber-attack type, or zero-day exploit. In this case,
the DNN-based NIDS would not have seen this exact attack before, so in our experiments

it is withheld from the training set. The attack type is retained in the test set, however, so
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performance can be analyzed against the novel attack type.

2.2.3 Deep Neural Network Model Architectures

We utilize two DNN model architectures based off of the work of Bierbrauer et al. (2023)
and implemented in TensorFlow. Depicted in Figure 2.4, the first architecture is a FCNN,
which considers each byte of the input data as a feature. The FcNN consists of 10 dense
layers, using a rectified linear unit (ReLU) activation and a glorot uniform kernal initializer.
A sigmoid activation function is used in the final layer to create the output. The FENN
is trained using a binary cross-entropy loss function and consists of 1,546,747 trainable

parameters. The ERM model implementations utilize the Adam optimizer.

FC: 256 Units

AL R R A XL L]

FC: 128 Units

FC: 64 Units

(AR RN ]

Output

Figure 2.4. This is the architecture of a representative FCNN used for a binary
classification task. This simplified FCNN consists of four dense layers with a
single output of 0 or 1. Our FcNN architecture is a scaled-up version of the
one shown here. Source: Bierbrauer et al. (2023).

The second DNN model architecture, depicted in Figure 2.5, is a 1IdCNN consisting of

two convolution layers, two dense layers and a dropout layer using a ReLLU activation and
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a glorot uniform kernal initializer. A sigmoid activation function is used in the final layer
to create the output. The 1dCNN is trained using a binary cross-entropy loss function and
consists of 4,791,857 trainable parameters. The ERM model implementations utilize the
Adam optimizer. The intuition behind using a IdCNN in this context is that there is a sort
of syntax contained in a packet payload that can be beneficial in determining if the packet is
malicious or benign. Using convolutional layers captures that syntax in a way that a FCNN

cannot.

1dCNN Layer
J L 32 filters, kernel size 2

Activation Maps

Max-Pool 1x2

-

Activation Maps
1dCNN Layer
J4 L 64 filters, kernel size 2

Activation Maps

Max-Pool 1x2

7

Activation Maps

| |

Flatten

FC: 200 Units
Dropout: .05

Output

Figure 2.5. The architecture of the 1dCNN utilized in this work. Source: Bier-
brauer et al. (2023).
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2.2.4 Hyperparameter Tuning

We begin by exploring the optimal neighborhood size in which to solve the inner maxi-
mization problem. We explore the effect of the y value on model performance on a subset
of the UNSW-NB15 and CICIDS2017 datasets by varying the y parameter and training
the DNNss against the various manipulations of the data discussed in Section 2.2.2. For the
CICIDS2017 dataset the training subset consists of over 210k packets and for the UNSW-
NB15 dataset the training subset consisted of over 190k packets. The specific breakdown
of attack types are shown in Tables 2.1 and 2.2, respectively.

We compare performance in relation to the size of the y neighborhood and selected an

optimal value based on the dataset, model architecture, and type of data manipulation.

Table 2.1. Breakdown of the number of training and testing packets in the
subset of the CICIDS2017 data used for hyperparameter tuning.

Attack Type CI?IDSZOU
Train Test
None - Benign 121,735 86,246
Distributed Denial of Service (DDoS) 35,459 25,102
Secure Shell (SSH)-Patator 19,612 13,957
Infiltration 12,176 8,655
Denial of Service (DoS) Hulk 11,987 8,450
DoS Slowloris 9,817 6,930
DoS GoldenEye 452 305
DoS Slowhttptest 285 213
Web Attack — Brute Force 86 58
Heartbleed 62 46
Web Attack — XSS 35 29
PortScan 13 7
File Transfer Protocol (FTP)-Patator 3 2
Total Benign 121,735 86,246
Total Malicious 89,987 63,754
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Table 2.2. Breakdown of the number of training and testing packets in the
subset of the UNSW-NB15 data used for hyperparameter tuning.

UNSW-NBI5

Train Test

Attack Type

None - Benign 108,353 79,835

Exploits 69,211 52,858
Fuzzers 11,177 3,237
DoS 6,473 11,224
Generic 1,422 2,373
Reconnaissance 535 348
Shellcode 60 24
Backdoor 23 27
Worms 14 22
Analysis 8 52

Total Benign 108,353 79,835
Total Malicious 88,923 70,165

2.2.5 Full-Scale Runs

Utilizing our optimal y values, we train each of the DNN model architectures on a different
subset of the two datasets, and compare performance of ERM and DRM models against
the various data manipulations discussed in Section 2.2.2. For the CICIDS2017 dataset the
training subset consists of over 1.1 million packets and for the UNSW-NB15 dataset the
training subset consisted of over 63k packets. The specific breakdown of attack types is
shown in Tables 2.3 and 2.4, respectively.
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Table 2.3. Breakdown of the number of training and testing packets in the
subset of the CICIDS2017 data used for final results.

Attack Type CI‘CID52017
Train Test
None - Benign 289,686 72,422
DoS Hulk 200,000 50,000
DDoS 193,124 48,281
DoS GoldenEye 102,497 25,625
DoS Slowloris 96,878 24,219
Infiltration 92,006 23,001
DoS Slowhttptest 64,434 16,108
SSH-Patator 38,532 9,633
FTP-Patator 25,474 6,369
Heartbleed 10,789 2,697
Web Attack — Brute Force 9,403 2,351
Web Attack — XSS 2,673 668
Bot 2,034 509
PortScan 664 166
Web Attack — Sql Injection 10 2
Total Benign 289,686 72,422
Total Malicious 838,518 209,629
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Table 2.4. Breakdown of the number of training and testing packets in the
subset of the UNSW-NB15 data used for final results.

UNSW-NB15
Train Test
None - Benign 16,800 4,200

Attack Type

Generic 14,064 3,516
Exploits 11,193 2,799
Fuzzers 10,178 2,544
Reconnaissance 6,050 1,512
DoS 2,718 679
Backdoor 991 248
Analysis 966 242
Shellcode 870 218
Worms 74 19

Total Benign 16,800 4,200
Total Malicious 47,104 11,777
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CHAPTER 3:

Computational Experimentation

In this chapter, we focus on tuning the hyperparameter vy, as discussed in Section 2.2.4. After
recommending y values, we report some selected model performance on the tuning subset

of data in order to get some initial idea as to how our DRM implementation is performing.

3.1 The y Neighborhood

Foret et al. (2020) suggests that a neighborhood size of y = 0.05 performs well over a
range of computer vision tasks. However, since network intrusion detection is a different
application of DNNs than computer vision, we felt it was best to explore the effect of y
in our NIDS setting. Additionally, we can get some initial comparisons between ERM and
DRM.

Given two datasets, two DNN model architectures, numerous training data manipulations,
and numerous y values to try, there are a large number of DNNs to train. We train 468
models on the data subsets shown in Tables 2.1 and 2.2, testing y values between 0.01 and

0.5 and summarize our findings after a brief note on evaluating model performance.

3.1.1 Evaluating Model Performance

When evaluating model performance, we present a number of metrics in order to quantify
performance. We utilize: accuracy, defined as the percentage of correctly classified packets
with a classification threshold of 0.5. True Positive Rate (TPR), or the percentage of mali-
cious packets that are classified as malicious. True Negative Rate (TNR), or the percentage
of benign packets that are classified as benign. False Positive Rate (FPR), or the percentage
of benign packets that are classified as malicious and Positive Predictive Value (PPV), the
number of true malicious predictions divided by the total number of malicious predictions.
We also present area under the curve (AUC), a representation of the trade-off between TPR

and the FPR as we vary the classification threshold from [0, 1].

For models trained with a withheld attack type, we also present the performance of the

17

NAVAL POSTGRADUATE SCHOOL | MONTEREY, CALIFORNIA | WWW.NPS.EDU



model specifically against the novel attack type. This allows us to see the percentage of
the novel attack type that was correctly classified as malicious by the model. For these
models, we consider the performance on the novel attack type to be the most important
metric. We make the assumption that previously recognized attack vectors are known to
the operator and therefore patched against. The previously unseen attack type or zero-day
exploit is therefore what can actually impact our combat systems. So while it is important
to accurately classify benign and known malicious traffic to recognize if our systems are
under attack, it is more important to recognize if our systems are the target of an attack that

could compromise them.

3.1.2 Hyperparameter y Recommendations

By Dataset

In some cases, the CICIDS2017 data seems to perform well with a slightly higher y value
when compared to UNSW-NB15. The effect is not large, but for a given data manipulation
and model architecture, we find that a CICIDS2017 DNN should utilize an equal or larger
v value than a UNSW-NB15 DNN.

By Architecture
Against every data manipulation type and dataset, the IdCNNs seems to perform well with
a higher y value than its equivalent FENN. We do not explore the reasons in this work, but

it seems the empirical risk landscape of the 1dCNN favors larger y values.

By Data Manipulation
When training with clean data we recommend a y value of 0.025 for a FCNN trained on

either dataset. For a 1dCNN, we recommend a y value of 0.1 for either dataset.

When training on randomly mislabeled data, we recommend a y value of 0.01 for a FENN
trained on either dataset. For a IdCNN, we recommend a y value of 0.025 for either dataset.
These are smaller than the vy values recommended when training with clean data. This is
due to a phenomenon that as the percentage of label noise in the training set increases and
as the y value increases, we begin to see cases where the model never moves off a naive

solution of merely classifying every packet as “benign”. For example, using a y value of
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0.1 or higher often results in as many as 10 failed attempts to change the random seed and

output any model that predicts with any more accuracy than the naive “benign” prediction.

Against specific withheld attack types we do not encounter the same phenomena we do
when training with randomly mislabeled data. In these cases we find that an equal or higher
value of y compared to our clean data testing seems to help the model better generalize
to the previously unseen attack. Specifically, we recommend the following: For a FCNN
trained on CICIDS2017, use vy value of 0.05 or 0.025 if trained on UNSW-NB15. For a
1dCNN trained on CICIDS2017, use y value of 0.15 or 0.1 if trained on UNSW-NBI15.

3.2 Initial Performance Comparisons

After conducting hyperparameter tuning for the y value, we compare the performance of
models trained on clean data, mislabeled data, and several withheld attack types to get a
sense of the difference between ERM and DRM. Performance is summarized in Tables
3.1-3.3.

Table 3.1. Preliminary results from models trained on clean data. All values
are given in percentages with the better performing metric for each ERM /
DRM comparison in bold.

Metric CICIDS2017 UNSW-NBI15
FcNN 1dCNN FcNN 1dCNN

ERM/DRM ERM/DRM ERM/DRM ERM/DRM
Accuracy 99.42/99.41 99.74/99.70 96.09/96.19 96.86/97.29
AUC 99.88/99.94 99.96/99.97 97.57/97.65 99.34/99.43
TPR 99.31/99.48 99.77/99.63 97.84/97.64 95.79/96.84
TNR 99.50/99.35 99.71/99.75 94.55/94.91 97.80/97.68
FPR 0.50/0.65 0.29/70.25 5.4575.09 2.20/2.32
PPV 99.33/99.13 99.61/99.66 94.27/94.65 97.46/97.36

On clean data, ERM and DRM seem to perform similarly. Performance varies across the
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various metrics by less than 0.5% with both types of minimization performing better in

some but not all cases.

Table 3.2. Preliminary results from models trained with 10% random label
noise. All values are given in percentages with the better performing metric
for each ERM / DRM comparison in bold.

Metric CICIDS2017 UNSW-NBI5
FcNN 1dCNN FcNN 1dCNN

ERM/DRM ERM/DRM ERM/DRM ERM/DRM
Accuracy 99.07/98.98 99.27/99.21 94.79/95.50 96.82/96.89
AUC 99.83/99.78 99.87/99.87 96.19/96.93 98.90/99.11
TPR 98.80/98.56 99.23/99.09 97.62/97.63 95.27/95.49
TNR 99.26/99.29 99.30/99.30 92.31/93.63 98.18/98.11
FPR 0.7470.71 0.70/0.70 7.69/6.37 1.82/1.89
PPV 99.01/99.04 99.06/99.06 92.06/93.31 97.87/97.81

On 10% randomly mislabeled data, ERM and DRM seem to perform similarly. The exception
is on the UNSW-NB15 dataset when using a FCNN; in this case DRM outperforms ERM
by a small (< 2%) margin over all tracked performance metrics.
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Table 3.3. Preliminary results from models trained with an attack withheld. All values
are given in percentages with the better performing metric for each ERM / DRM
comparison in bold. In the CICIDS2017 dataset we withhold the “Infiltration” attack
and in the UNSW-NB15 dataset we withhold the “Exploits” attack.

Metric CICIDS2017 UNSW-NB15
FcNN 1dCNN FcNN 1dCNN

ERM/DRM ERM/DRM ERM/DRM ERM/DRM
Accuracy 94.54/96.15 95.95/96.94 94.83/95.53 95.76/96.16
AUC 96.52/99.16 99.33/99.62 96.85/97.28 98.95/99.06
TPR 87.75/91.73 90.76 / 93.88 94.36/95.62 92.70/93.25
TNR 99.56 /99.41 99.78 /99.20 95.24/95.45 98.45/98.72
FPR 0.44/0.59 0.22/0.80 476/ 4.55 1.55/1.28
PPV 99.35/99.14 99.68 / 98.89 94.89/95.15 98.13/98.46
New Attack Performance 34.91/42.02 33.16/58.08 94.58/95.92 93.56/93.86

When trained with a specific attack type withheld, DRM seems to outperform ERM more
often than not. However the thing to focus on is what we consider to be the most important
metric as discussed in Section 3.1.1, performance against the previously unseen attack type.
On this metric DRM outperformed ERM in all four cases explored, and notably in the
case of a 1dCNN trained on the CICIDS2017 dataset, DRM catches nearly twice as many
malicious packets as ERM.
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CHAPTER 4

Model Performance and Operational Considerations

In this chapter, we begin by presenting the performance of our DNNs. We utilize the y values
recommended in Section 3.1.2. However, to ensure we are presenting objective results we
train and test these networks on a different data subset than was used for tuning. After
presenting results, we discuss how DRM is generalizing by examining not just the test set
performance but also the training process. We then discuss the computational tractability of

training with DRM as well as actually deploying our models on edge computing resources.

4.1 Deep Neural Network Results

Using our recommended values for the hyperparameter y, we now obtain final model
performance results on a different subset of data. We train 140 models on the data subsets

shown in Tables 2.3 and 2.4 and summarize our findings in Tables 4.1-4.3.

Table 4.1. Results from models trained with increasing amounts of random
label noise. All values are given in percentages with the better performing
metric for each ERM / DRM comparison in bold.

Metric CICIDS2017 UNSW-NBI15
FcNN 1dCNN FcNN 1dCNN
ERM/DRM ERM/DRM ERM/DRM ERM/DRM
Clean Data
Accuracy 99.74/99.82 99.91/99.91 98.20/97.83  98.72/98.57
AUC 99.98/99.98 99.99/99.99 99.77/99.65 99.73/99.75
TPR 99.88/99.87 99.93/99.93 98.51/97.53 98.77/98.63
TNR 99.33/99.66 99.83/99.86 97.33/98.69 98.57/98.38
FPR 0.67/0.34 0.17/0.14 2.67/1.31 1.43/1.62
PPV 99.77/99.88  99.94/99.95 99.04/99.52 99.49/99.42
10% Label Noise

Accuracy 99.74/99.79  99.91/99.92 98.20/98.47 98.72/98.64
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Metric CICIDS2017 UNSW-NBI15
FcNN 1dCNN FcNN 1dCNN
ERM/DRM ERM/DRM ERM/DRM ERM/DRM
AUC 99.98/99.98 99.99/99.99 99.77/99.81 99.73/99.74
TPR 99.88/99.88 99.93/99.94 98.51/98.80 98.77 /98.69
TNR 99.33/99.52 99.83/99.87 97.33/97.52 98.57/98.50
FPR 0.67/0.48 0.17/0.13 2.67/2.48 1.43/1.50
PPV 99.777/99.83 99.94/99.95 99.04/99.11 99.49/99.46
20% Label Noise
Accuracy  99.62/99.57 98.63/99.60 98.05/98.08 97.93/98.10
AUC 99.87/99.64 97.83/99.73 99.42/99.60 99.20/99.18
TPR 99.85/99.84 99.84/99.84 97.97/98.04 98.06/98.32
TNR 98.98/98.77 95.13/98.90 98.26 / 98.21 97.57/97.50
FPR 1.02/1.23 4.87/1.10 1.74/1.79 2.43/2.50
PPV 99.65/99.58 98.34/99.62 99.37/99.35  99.12/99.10
30% Label Noise
Accuracy 99.58/99.51 96.51/98.06 97.07/97.62 94.23/96.03
AUC 99.81/99.54 93.02/97.07 99.05/98.76  96.55/97.97
TPR 99.747/99.82 99.19/99.49 97.42/98.20 93.62/96.06
TNR 99.11/98.62 88.78/93.95 96.10 /96.00 95.93/95.93
FPR 0.89/1.38 11.22/6.05 3.90/4.00 4.07/4.07
PPV 99.69/99.53 96.24/97.94 98.59/98.57 98.47/98.51
40% Label Noise
Accuracy 99.32/99.29 92.67/96.01 92.28/92.95 87.97/91.53
AUC 99.61/99.14 87.76/97.62 93.74/93.40 91.42/94.74
TPR 99.54/99.74 95.75/99.28 98.20/96.48 87.93/92.63
TNR 98.70 /98.00 83.76 / 86.56 75.67/83.02 88.10/88.45
FPR 1.30/2.00 16.24 / 13.44 24.33/16.98 11.90/11.55
PPV 99.55/99.31 94.47/95.53 91.88/94.10 95.39/95.74
50% Label Noise!

LAt 50% label noise, there is significant instability in the solutions. On FcNNs the CICIDS2017 DRM
model and the UNSW-NB15 ERM models both failed to converge to anything better than a naive solution
of classifying everything as “malicious”. This results in several metrics either being 0% or 100% correct. As
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Metric CICIDS2017 UNSW-NBI5
FcNN 1dCNN FcNN 1dCNN

ERM/DRM ERM/DRM ERM/DRM ERM/DRM
Accuracy 98.45/74.32 76.81/88.53 73.71/47.59 179.08/74.41
AUC 98.51/64.53 70.57/76.38 86.64 /63.73  75.35/70.00
TPR 99.63/100.00 79.20/94.23 100.00/29.73 85.69/81.29
TNR 95.04/0.00  69.90/72.03 0.00/97.69  60.55/55.14
FPR 4.96/100.00 30.10/27.97 100.00/2.31 39.45/44.86
PPV 98.31/74.32 88.39/90.70 73.71/97.30 85.90/83.56

On clean training data, DRM shows equal or better accuracy compared to ERM on the
CICIDS2017 data. On the UNSW-NB15 data, ERM is more accurate for both DNN types.

On training data with random label noise, models utilizing DRM have higher accuracy in

13 of the 20 cases examined. ERM models have higher accuracy in 5 of the 20 cases.

In contrast to our initial results discussed in Section 3.2, we see that DRM seems to perform
better on the CICIDS2017 data as opposed to the UNSW-NB15 data. We also note that
while DRM clearly outperforms ERM on the CICIDS2017 1dCNN, in the case of UNSW-
NB15 DRM actually performs better on the FCNN. This shows that there is not necessarily a
dataset or DNN architecture that DRM works better or worse with. A particular combination

of data and architecture may or may not be a good fit for DRM, so any new combination

should be thoroughly tested prior to deployment.

such, we do not highlight a better performing metric for these two cases because it is disingenuous to say for

example that a TPR of 100% is “better” when it stems from a naive classification.
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Table 4.2. Results from models trained on the CICIDS2017 data with indi-
vidual attacks withheld. All values are given in percentages with the better

performing metric for each ERM / DRM comparison in bold.

Metric CICIDS2017
FcNN 1dCNN
ERM / DRM ERM / DRM
Withheld DoS Hulk
Accuracy 99.78 / 99.75 99.92 /99.90
AUC 99.98 /99.98 99.99 /99.99
TPR 99.79 /1 99.87 99.93 /99.89
TNR 99.75/99.42 99.90/99.91
FPR 0.25/0.58 0.10/0.09
PPV 99.91/99.80 99.97/99.97
New Attack Performance  99.92/99.99 100.00 / 100.00
Withheld DDoS
Accuracy 99.82/99.80 99.93 /99.89
AUC 99.98 /99.98 99.99 / 99.98
TPR 99.85/99.88 99.94 / 99.89
TNR 99.72/99.57 99.90 / 99.87
FPR 0.28/0.43 0.10/0.13
PPV 99.90 / 99.85 99.97 /99.95
New Attack Performance  99.99 /99.99 99.99/99.99
Withheld DoS GoldenEye

Accuracy 99.82/99.75 99.93 /99.89
AUC 99.98 /99.98 99.99 /99.99
TPR 99.87/99.88 99.94 / 99.89
TNR 99.67 / 99.38 99.90 / 99.88
FPR 0.33/0.62 0.10/0.12
PPV 99.89 /99.79 99.97 / 99.96
New Attack Performance 99.97/99.97 99.98 /100.00

Withheld DoS Slowloris
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CICIDS2017

Metric
FcNN 1dCNN

ERM / DRM ERM / DRM
Accuracy 99.79 / 99.73 99.93/99.89
AUC 99.99/99.99 99.99 /99.99
TPR 99.88 / 99.84 99.94 / 99.89
TNR 99.53/99.41 99.90 / 99.87
FPR 0.47/0.59 0.10/0.13
PPV 99.84 /99.79 99.96/99.96
New Attack Performance 100.00 /99.99 100.00 / 100.00

Withheld Infiltration
Accuracy 95.80/96.17 92.18/91.93
AUC 99.16 / 98.80 98.98 /99.04
TPR 94.54 /95.12 89.51/89.17
TNR 99.44/99.18 99.90/99.91
FPR 0.56 /0.82 0.10/0.09
PPV 99.80/99.70 99.96 /99.96
New Attack Performance 51.42/56.64 4.97/2.23
Withheld DoS Slowhttptest
Accuracy 99.83/99.72 99.93/99.79
AUC 99.99 / 99.98 99.99 /99.99
TPR 99.87/99.87 99.93/99.76
TNR 99.72 /99.28 99.90 / 99.89
FPR 0.28/0.72 0.10/0.11
PPV 99.90/99.75 99.97 / 99.96
New Attack Performance  99.98 / 99.99 99.99 /99.99
Withheld SSH-Patator
Accuracy 96.72 / 96.66 96.76 / 96.94
AUC 98.96 / 98.78 98.99 / 98.79
TPR 95.71/95.65 95.67/95.92
TNR 99.65 / 99.57 99.92 /99.90
FPR 0.35/0.43 0.08/0.10
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CICIDS2017

Metric
FcNN 1dCNN

ERM / DRM ERM / DRM
PPV 99.87 /99.85 99.97 / 99.96
New Attack Performance 9.20/8.45 7.03/13.51

Withheld FTP-Patator
Accuracy 98.31/98.22 97.70/97.87
AUC 99.74 /1 99.92 99.83/99.71
TPR 97.81/97.94 96.94/97.16
TNR 99.76 / 99.04 99.90/99.92
FPR 0.24/0.96 0.10/0.08
PPV 99.91/99.66 99.96 / 99.97
New Attack Performance 32.47/35.99 1.74 / 14.65
Withheld Heartbleed
Accuracy 98.81/98.85 98.97 / 98.95
AUC 99.64 / 99.68 99.00/99.49
TPR 98.62 / 98.65 98.65 / 98.63
TNR 99.35/99.41 99.89/99.90
FPR 0.65/0.59 0.11/0.10
PPV 99.77199.79 99.96 / 99.96
New Attack Performance 1.00/3.78 0.59/1.04
Withheld Web Attack - Brute Force
Accuracy 99.74 / 99.52 99.77 / 99.49
AUC 99.98 / 99.97 99.99 /99.99
TPR 99.88 /99.73 99.72 /99.34
TNR 99.34 / 98.90 99.90/99.90
FPR 0.66/1.10 0.10/0.10
PPV 99.77 / 99.62 99.97/99.97
New Attack Performance 100.00/90.17 81.03/51.04
Withheld Web Attack - XSS
Accuracy 99.81/99.75 99.93/99.79
AUC 99.98 /99.98 99.99 /99.99
TPR 99.85/99.84 99.93/99.76
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CICIDS2017

Metric
FcNN 1dCNN

ERM / DRM ERM / DRM
TNR 99.69 / 99.50 99.92 /99.86
FPR 0.31/0.50 0.08/0.14
PPV 99.89 / 99.83 99.97 / 99.95
New Attack Performance 98.80/99.25 99.40/99.70

Withheld Bot
Accuracy 99.68 / 99.69 99.80/99.79
AUC 99.96 / 99.94 99.92/99.93
TPR 99.72/99.74 99.77 /1 99.75
TNR 99.58 / 99.55 99.90/99.90
FPR 0.42/0.45 0.10/0.10
PPV 99.86 / 99.84 99.97 / 99.96
New Attack Performance 1.96 / 0.98 7.47/2.16
Withheld PortScan

Accuracy 99.77 /1 99.71 99.92 /99.89
AUC 99.98 / 99.97 99.99/99.99
TPR 99.87/99.89 99.91/ 99.89
TNR 99.46 / 99.20 99.94/99.91
FPR 0.54/0.80 0.06 /0.09
PPV 99.81/99.73 99.98 / 99.97
New Attack Performance 91.57 / 96.99 91.57/94.58
Withheld Web Attack - Structured Query Language (SQL) Injection
Accuracy 99.81/99.71 99.93 / 99.80
AUC 99.99 /99.98 99.99/99.99
TPR 99.81/99.88 99.93/99.76
TNR 99.81/99.22 99.91/99.89
FPR 0.19/0.78 0.09/0.11
PPV 99.93/99.73 99.97 / 99.96
New Attack Performance 50.00 / 100.00 0.00/0.00
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When an attack type is withheld from the training set but retained in the test set, we are
primarily concerned about the performance of the resulting model against that previously
unseen attack. In the case of the CICIDS2017 data, we find that DRM outperforms ERM
in 14 of the 28 cases examined. ERM outperforms DRM in 7 of the cases. The remaining 7
cases are ties. Importantly, the better performance of DRM trained models against previously
unseen attack types is not just confined to one architecture; DRM outperforms ERM on

both architectures examined.

Table 4.3. Results from models trained on the UNSW-NB15 data with indi-
vidual attacks withheld. All values are given in percentages with the better
performing metric for each ERM / DRM comparison in bold.

Metric UNSW-NBI15
FcNN 1dCNN
ERM / DRM ERM / DRM
Withheld Generic
Accuracy 98.44 / 98.08 98.76 / 98.55
AUC 99.74/99.71 99.76 /99.76
TPR 98.23/97.73 98.71/98.46
TNR 99.02/99.05 98.90 / 98.79
FPR 0.98/0.95 1.10/1.21
PPV 99.65 / 99.65 99.61/ 99.56
New Attack Performance  98.92 / 98.98 99.09/99.12
Withheld Exploits
Accuracy 08.13/98.34 98.42/98.25
AUC 99.69 7/ 99.70 99.72/99.70
TPR 98.12/ 98.24 98.08 / 98.36
TNR 98.14 / 98.60 99.36 /97.95
FPR 1.86/1.40 0.64/2.05
PPV 99.33/99.49 99.77 / 99.26
New Attack Performance  94.68 / 95.07 94.93/95.61
Withheld Fuzzers
Accuracy 94.77 1 96.61 97.03/97.01
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UNSW-NBI15

Metric
FcNN 1dCNN

ERM / DRM ERM / DRM
AUC 98.63/99.42 99.55/99.58
TPR 93.39/95.86 97.64 / 96.31
TNR 98.67/98.74 95.33/98.95
FPR 1.33/1.26 4.67/1.05
PPV 99.49/99.53 98.32/99.61
New Attack Performance  74.76 / 86.52 91.16 / 89.78

Withheld Reconnaissance
Accuracy 98.30/97.62 98.39 / 98.08
AUC 99.75/99.70 99.72/99.71
TPR 98.90/97.10 99.24 /97.91
TNR 96.64 / 99.07 96.02 / 98.57
FPR 3.36/0.93 3.98/143
PPV 98.80/99.66 98.59/99.48
New Attack Performance  95.57/94.51 98.02/97.09
Withheld DoS
Accuracy 98.65 / 95.62 98.59/98.43
AUC 99.78 / 99.39 99.74 / 99.72
TPR 98.64 / 98.91 98.62 / 98.36
TNR 98.67 / 86.38 98.48 / 98.62
FPR 1.33/13.62 1.52/1.38
PPV 99.52/95.32 99.45/99.50
New Attack Performance  97.64 / 98.09 96.47 / 94.26
Withheld Backdoor

Accuracy 98.60 / 98.60 98.81/98.39
AUC 99.76 / 99.82 99.75/99.72
TPR 98.79 / 98.96 99.02 / 98.46
TNR 98.05/ 97.62 98.24 / 98.19
FPR 1.95/2.38 1.76 / 1.81
PPV 99.30/99.15 99.37/99.35
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UNSW-NBI15

Metric
FcNN 1dCNN

ERM / DRM ERM / DRM

New Attack Performance  95.97/ 97.58 94.76 / 97.58
Withheld Analysis
Accuracy 98.53/98.48 98.77 / 98.57
AUC 99.77 1 99.81 99.79 /99.75
TPR 98.64 / 98.77 98.61 / 98.58
TNR 98.21/97.67 99.21/98.55
FPR 1.79/2.33 0.79/1.45
PPV 99.36 / 99.16 99.72 /99.48
New Attack Performance 100.00/100.00 100.00/100.00
Withheld Shellcode
Accuracy 08.23/98.38 98.43/98.43
AUC 99.68 / 99.77 99.70/ 99.72
TPR 97.88 / 98.69 98.29/ 98.40
TNR 99.24 / 97.50 98.81/98.52
FPR 0.76 / 2.50 1.19/1.48
PPV 99.72/99.10 99.57799.47
New Attack Performance  93.58 / 94.95 88.99/93.58
Withheld Worms

Accuracy 97.21/98.52 98.52/ 98.69
AUC 99.57/99.75 99.73/99.74
TPR 98.51/98.59 99.71/98.63
TNR 93.55/98.31 95.19/98.86
FPR 6.45/1.69 4.81/1.14
PPV 97.72 7/ 99.39 98.31/99.59
New Attack Performance 100.00/100.00 89.47/100.00

In the case of the UNSW-NB15 data, we find that DRM outperforms ERM in 11 of the 18

cases examined. ERM outperforms DRM in four of the cases. The remaining three cases
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are ties. Again, the better performance of DRM trained models against previously unseen

attack types is observed on both model architectures examined.

4.2 Is Diametrical Risk Minimization Generalizing Bet-
ter?

In order to understand where the better performance of DRM is coming from, it is useful
to examine a few specific examples in greater depth. First we will examine the case of a
1dCNN trained on clean CICIDS2017 data, shown at the top of Table 4.1.

In this case, ERM and DRM performed the same on Accuracy, AUC, and TPR, while DRM
performed better on TNR, FPR, and PPV. We conclude that DRM outperforms ERM and,
by looking at the training process, we can see how. Since the training data is clean, we
are not concerned about sharp minimizers caused specifically by label noise. What we see
is that the ERM trained model converged to a solution with a training loss of 0.00095,
whereas the DRM trained model converged to an objectively worse solution for the training
set, with a loss of 0.00211. The more than 2x higher training loss for the DRM solution is
also reflected in the accuracy on the training set, with DRM showing an accuracy of 0.9997
to ERM’s 0.9998.

However when it comes to test set performance DRM outperforms ERM. Since the training
set performance of DRM was objectively worse, we conclude that that the DRM trained
model converged to a solution which generalized better to the test set. In a clean data setting,
avoiding sharp minimizers in the risk landscape led to a more generalizable solution; exactly

what we hope DRM does for us.

The second case we examine is of a IdCNN trained on CICIDS2017 data with 30% random
label noise in the training set, shown in the center of Table 4.1. In this case, the DRM trained
model outperformed ERM in all six performance metrics tracked. Here we are concerned
about sharp minimizers in the risk landscape that are caused by label noise, see Figure 2.1,
because we know these solutions will not generalize well. We see is that the ERM trained
model converged to a solution with a training loss of 0.48651, whereas the DRM trained
model converged to a solution with a loss of 0.49730. Again we see that the DRM solution

shows worse accuracy on the training set when compared to ERM, 0.7915 to 0.7948.
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Against the properly labeled test set data, the DRM model performs better. In this case we
conclude that by avoiding sharp minimizers, potentially caused by label noise in the training

set, DRM again converged to a more generalizable solution.

These two cases show that implementing DRM to train our DNNs is working the way
we want it to. DRM is not performing well by achieving the lowest training loss values,
instead it is converging to flatter solutions which may then generalize better. DRM is not
magical, but more often than not it converges to more generalizable solutions, especially
when faced with tasks requiring additional model robustness like mislabeled training data

or novel attack types.

4.3 Operational Considerations

Training utilizing DRM is slower than training with ERM; however, we find that the choice
of DNN architecture matters more to the training time than the ERM or DRM choice does.
Depending on the dataset and architecture, we observe that training with DRM takes 1.5-
1.9x longer than training the same model using ERM. In contrast, depending on the dataset
and choice of ERM or DRM, we observe that training a 1dCNN takes 3.3-6.2x as long as
the equivalent FcNN.

Finally, we explore the feasibility of deploying a NIDS such as this on edge computing
resources. In order to test this, we take our trained DNN models and utilize them to classify
test set packets on a 2021 MacBook Pro containing an Apple M1 chip. This simulates
an edge computing system using commercial-off-the-shelf (COTS) hardware to classify
incoming packets. Training the models with ERM or DRM no longer matters for this speed
test, as the only difference in the resultant model is the values of the DNN weights. We find
that using a FcNN model the M1 chip can process and then classify incoming packets at a
rate of 25.4 MBps. For the 1dCNN, we achieve a rate of 9.4 MBps.

This test shows that running a NIDS such as this on COTS hardware is not only tractable,
but can be done at relevant speeds. For comparison, Link-16, the ubiquitous datalink found
across the U.S. and allied militaries, operates in the kbps range. In this case, either of our
DNN models could be used to examine every incoming Link-16 transmission in real time

to help harden the networked combat system against cyber-attacks.
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CHAPTER 5:

Conclusion

We find that with clean data and no novel attack types, a model trained with DRM may
be more accurate but it is dependent on the combination of dataset and DNN architecture.
Since it is not clear if training with DRM is best in this context, we conclude that our
implementation of DRM does not improve on current state-of-the-art performance in this
use case. However, this use case is probably the least realistic scenario we would find in
deployment of a NIDS.

Where DRM clearly outperforms ERM is in cases where additional model robustness is
required. When some of the training data is mislabeled, DRM is more accurate than ERM
in 13 of the 20 cases we examine, while ERM is shows greater accuracy than DRM in 5
cases. With realistic amounts (< 20%) of mislabeling present, these models show test set
accuracy rates greater than 98%.

Similarly, when tested against previously unseen attack types, DRM trained models outper-
form ERM trained models at correctly classifying the novel attack type as “malicious”. Of
the 46 cases presented, models trained with DRM show better performance compared to

models trained with ERM in 25 cases and equal or better performance in 35 cases.

Importantly, when faced with mislabeled training data or novel attack types, DRM outper-
forms ERM across both datasets and DNN architectures. This shows that the additional
robustness exhibited by DRM is not merely a fluke of a particular dataset and architecture
combination. We find that while DRM might not show improvements over ERM in the
lab, its additional robustness means that it will likely outperform ERM in more realistic

deployment scenarios.

Further, we show that while training with DRM does take additional compute resources
compared to ERM, the choice of DNN architecture is actually more impactful on total
resources required. Then regardless of the choice of ERM or DRM, either of these DNN
model architectures are computationally tractable on edge computing systems using COTS

hardware. Therefore we conclude that training DNNs with DRM provides additional model
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robustness and recommend that DRM be utilized if the compute resources can support it.

5.1 Future Work

Future work in this research area could proceed in few different directions. One potential
area of work is the choice of algorithm to approximate the inner maximization problem of

DRM, either to speed up the implementation or to obtain a better approximation.

In our implementation we are inherently making the assumption that the gradient of the
batch’s training loss represents the direction of the maximum empirical risk in the y
neighborhood. This may be a reasonable assumption for very small y values, but clearly as
the y neighborhood grows this assumption is likely invalid. Norton and Royset (2021) make
a different assumption in their algorithm; namely, that sampling random 2-norm bounded
perturbations in parameter space will find a region of the y that approximates the location of
the maximum empirical risk. The DNN performance and robustness implications of these
assumptions inherent to different DRM implementations could be compared using a similar

methodology to what we present in this thesis.

Another area of potential future work is in testing DRM performance when classifying
specific attack types as opposed to just a binary “benign” or “malicious” classification. Such
a model could provide more useful insight during operational deployment, where attack

trends could be monitored with additional granularity.

Finally, one could compare ERM and DRM performance when testing on unbalanced cyber-
attack data, which would be more indicative of real-world performance. There may be a
need to balance the training data in order for the DNNs to learn what cyber-attacks look
like. However during deployment, we would expect the vast majority of network traffic to
be benign. Testing on data that is more representative of what a system is likely to see in
the real-world would extend this work, and help inform whether or not a DNN based NIDS

is ready for operational deployment.
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