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Abstract

The Structured Process for Information Campaign Enhancement (SP!CE) 2.2 capability supports
strategic competition in the information environment for the U.S. Department of Defense, its
partners, and allies. SP!CE 2.2 makes several substantive adjustments to the SP!CE 2.1
framework’s structure in efforts to support visualization, planning, assessment, and execution
when conducting allied information operations and countering adversary campaigns. SP!CE
comprises of (1) a framework defining the phases, tactics, and techniques of an influence
operation, (2) a set of rating scales to support operators when assessing measures of performance
for allied campaigns and modeling adversary behavior, and (3) a knowledge base of historical
influence campaigns tagged to the framework that could support training and campaign modeling
efforts. This specification defines the phases, tactics, and techniques of the framework, provides
the rating scales for each technique, and describes the structure of the knowledge base.
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Executive Summary

The Structured Process for Information Campaign Enhancement (SP!CE) 2.2 specification
updates the SP!CE framework’s structure, content, and lexicon with the ultimate goal of enabling
communication among analysts and operators in the information environment. SP!CE 2.2
incorporates a review of U.S. government sources outlining policy for operations in the
information environment and integrates psychological behavior change models in multiple
techniques.

The Structured Process for Information Campaign Enhancement (SP!CE) specification defines
the phases, tactics, and techniques in the SP!CE framework, provides a set of rating scales to
assess measures of performance for techniques in a specific campaign, and describes a
knowledge base of historical influence campaigns tagged to the framework.! SP!CE provides
U.S. government operators and analysts with a capability to enable visualization, planning,
execution, and assessment tools to conduct allied influence operations and counter adversary
campaigns. The SP!CE framework is structured to model tactics and techniques in an influence
operation from the initial planning phase to execution. The SP!CE rating scales incorporate
assessment throughout the framework and support operators when assessing measures of
performance. The SP!CE knowledge base supports operators when visualizing campaigns with a
corpus of historical influence operations tagged to the SP!CE framework

The SP!CE framework is structured by phase, tactic, and technique and covers each step from
the early planning procedure before conducting an operation to its final assessment.> Each SP!CE
framework phase represents a logical stage during an operation, tactics represent goals, and
techniques represent methods to achieve goals outlined by tactics. Many techniques in the SP!CE
framework contain multiple subtechniques outlining more detailed ways to use techniques.

Each technique in the SP!CE framework includes its own rating scale to assess measures of
performance (MOPs).? SP!CE rating scales measure the level of investment an actor places into a
technique. Ratings are measured on a scale of zero to three, where a rating of zero indicates that
an actor did not use a technique during a campaign and a three indicates that a campaign
conducted target audience analysis to effectively use a technique. The rating scale provides
insights to operators when studying MOPs by outlining which steps an operation successfully
completed.

The SP!CE knowledge base is a corpus of historical influence operations conducted by actors
spanning states, private firms and individuals.* The knowledge base supports operators with case
studies outlining the historical tradecraft of their adversaries for influence operations.
Referencing the knowledge base when conducting allied influence operations helps operators
prepare to counter any adversary responses to their campaigns.

!'Sixto, D.R. and Kim, P.S (2023). “Structured Process for Influence Campaign Enhancement 2.1”, PR 23-1986, The MITRE
Corp.

2 Ibid.

3 Ibid.

4 Ibid.

Vi



Acknowledgments

SP!CE owes much of its work to MITRE ATT&CK’s foundational research.’ ATT&CK is a
“knowledge base of adversary tactics and techniques based on real-world observations” which
laid the groundwork for practitioners to map, counter, and record adversary behavior to support
cybersecurity resilience efforts. The SP!CE framework follows a similar mission to ATT&CK
and documents adversary activities while informing responses to influence operations.

Following the establishment of a strategic partnership between the MITRE Corporation and
Florida International University (FIU) in 2019, FIU has continuously shared its expertise while
leading initatives developing and applying SP!CE to real-world scenarios. MITRE would like to
offer its deepest gratitude to Dr. Mark Finlayson for leading the FIU effort and sharing its work
with the wider community, Mr. Brian Fonseca for his efforts coordinating the MITRE-FIU
partnership, and FIU students Claudia Perez Brito, Bryan Ruesca, Gabriella Berry, and Allen
Mendes for driving work applying SP!CE to real-world scenarios and diligently supporting
efforts to merge SP!CE with the Disinformation and Risk Management (DISARM) framework.

MITRE would also like to thank the DISARM foundation for its partnership with MITRE. The
DISARM framework, formerly referred to as the Adversarial Misinformation and Influence
Tactics and Techniques (AMITT) framework, is used to detect, counter, and document influence
operations. In 2022, MITRE lent its expertise and merged SP!CE with AMITT to support the
creation of the DISARM framework. Insights derived from this merge were incorporated into
SP!CE version 2.0, the direct precursor to version 2.1.While the SP!CE framework will continue
to independently serve the U.S. Department of Defense and its partners, MITRE plans to
continue collaborating with DISARM to address the whole-of-society problem of cyber-enabled
foreign influence and disinformation operations. For more information on the relationship
between ATT&CK, AMITT, SP!CE, and DISARM, we refer the reader to the
acknowledgements section of the SP!CE Specification version 1.0.¢

Finally, MITRE would also like to extend its gratitude to Savina Koda, a former MITRE
employee and FIU student responsible for research developing the original SP!CE framework,
ratings, and knowledge base of case studies.

5 MITRE Staff (2023). “MITRE ATT&CK”, The MITRE Corp. Retrieved from https://attack.mitre.org/.

¢ Venhaus, J.M., Sixto, D.R., Koda, S., Fulk, M., Finlayson, M.A., Lopez Diaz, Z.A. (2021). “Structured Process for Influence
Campaign Evaluation”, Doc. MP210039, The MITRE Corp.

vii



Table of Contents

1 INErOUCHION cuuceeeeieeeiiecniinneninecsnecsnenssnesssecsssecssesssasessnssssessssssssssssassssessssssssssssassssessansssassss 1-1
2 SP!CE Technique Descriptions and Ratings.........cccceeveeecsvnrisssnrcsssrcssnnncssssncssssscsssessssees A-1
2.1 SP!CE Framework StIrUCIUTIE........ccceeruerieriieiienienieeie ettt sttt et A-1
2.2 Updates t0 SPICE 2.2 ....oiiiieieeeee ettt ettt ettt A-2
2.3 Plan PRASE ...oveiiiiiieiiieec ettt et A-3
2.3.1 Determine Strategic End-State TactiC........cccceevieriiieniiiiieiecieeeeeeeee e A-3
2.3.1.1  Review Existing Strategies and POliCIeS ..........cccoeveeriieriiniieiieiieeeeeeen A-3
2.3.1.2  Determine Strategic ODJECTIVE .....eevvieriieiiieiieeieeiieeie et eee e A-3
2.3.1.3  Determine Desired Operational Outcomes..............ceecureruierveenienieenieenreennen. A-4
2.3.1.4  Outline Operational PUrpoSe ..........cceevieriieriieriieiieeie et A-4
2.3.1.5 Identify Relevant Information ACtVItIes ........ccccueveerierienienienienieeieneeieene A-5
2.3.1.6  Review Adversary Operation Strate@y.........ccceecveerierirerieeneeeneenieenieesneeeees A-5
2.3.1.7  Identify Potential Target AUdIENCES.........ceevueeriieniiriieiieeie e A-5
2.3.1.8 Identify Desired Level of Engagement ............cccoocveviiiiiiniienieniieieeieenee, A-6
2.3.2 Develop Operational ReqUIr€MENtS............cccueeriieriieniienieeiieeieeiee e eee e A-7
2.3.2.1  Articulate Force REqUIremMents...........ccceeecuieruieriieniieniieiieeie e A-7
2.3.2.2  Define Impact INdiCators........c.ccoveriieriieiiieiieeieeiee et A-7
2.3.2.3  Establish Initial Assessment Criteria..........cccueevueerierireriienieenieenieesieesveeneees A-7
2.3.2.4  Review POStUIAtIONS ....coouiiiiriiiiicieniecieteseee e A-8
2.3.2.5  Mitigate ANALYTIC GAPS ...eevvreriieiieeiieiie ettt ettt eeeas A-8
2.3.2.6  Outline Operations Security Planning Guidance..............cceceevieriieneenneenen. A-9
2.3.2.7 Develop Master/Strategic NaIratiVe.........c.eevueerieeriienieerieeieeniee e eniee e eeees A-9
2.3.2.8 Integrate Vulnerabilities into Narrative........cccccecveveereerieneenienieneeeneeneene A-9
2.3.2.9  Mitigate Potential DIiSTUPLOTS .......eevueeeiiiriieeiieiieeie e A-10
2.3.2.10 Identify Optimal Delivery TImeline..........coceeveevuerieneenienienieiecieneeeeens A-10

2.4 SUIVEY PRASE.....iiiiiiiii ettt ettt ettt et s A-11
2.4.1 Study Target Audience Information Environment..............cceocveeciienieniennieennnnn. A-11
2.4.1.1  Organize Situation Monitoring Requirements ...............ccceeeeerieeneenreennnenne. A-11
2.4.1.2 Reference Social Media ANalytiCs .........cccueeeuieniieiienieeiieieeieeee e A-11
2.4.1.3  Evaluate Media SUIVEYS......coociieiiiiieeiieciie ettt A-12
24.1.4  Apply Web Usage ANalySis .....ccceevieeiierieiiienieeieeeeeie e A-12
2.4.1.5 Assess Degree of Media ACCESS....ccuueeuierieeiienieeieeiie e esiee e eseeeseee e A-12
2.4.1.6  Identify Trending TOPICS......cccuieriirrieeiiieniieeiieniie ettt ee e A-13

1-1



2.4.1.7 Identify Obstacles to Operation SUCCESS ........cevuerrieeriieriiieriieeieeriiesreeieeens A-13

2.4.1.8  Study COmMPELILOTS....vieiiieiieriieeiieriieeieesiee et estee et esieeereesseesbeeseesneeenseenens A-14
2.4.2  Study Social LandSCape .......cccueeeuiieiieriieeiieniieeieesiie ettt ettt ens A-14
2.4.2.1 Reference Cultural ANalysis.......ccccoceeviiiiieiiiienieeieeiecie et A-14
2.4.2.2  Study Ongoing Target Audience ACHVIIES ........eecveerveeiieriieeieeriieeieeieenees A-15
2.4.2.3 Identify Target Audience INCENtIVES .......cceevvieruiieiiienieeiieie e A-16
2424 Identify Cognitive PrediSpositions .........ccceeecveereieeiieeniieeiieniieeieeiie e A-17
2.4.2.5  Study Social Sentiment ..........c.cecueerieeiiienieeiienie ettt A-17
2.4.2.6  Study EXiSting NarTatiVes.......c.cecuierieeriieriieeiieniieeieesieeeteesieeeveeseeseseenee e A-18
2.4.2.7 Identify Social Vulnerabilities...........cccceerierciieniiiiiieieciieie e A-18
2.4.2.8 Identify Target Audience Proclivity to Change ..........cccccoceveeveniencnnennns A-19
2.4.3  Select Operation PlatfOrms ...........coceeriieiiieriieiierieeie et A-19
2.4.3.1  Assess Target Audience Platform Usage ..........cccecueevieeiiienieiiieniieniieee, A-19
2.4.3.2  Assess Target Audience Platform Usage Frequency ...........ccccceevvenvrennennne. A-20
2.4.3.3  Study Composition of Platform Content..............ccceevverciieniiniienieniieeene, A-20
2434  Assess Platform Uity ......cccoooueeiiiiniiiiiieieciieece e A-20
2.4.4  Study Technical LandSCape ........ccccceerieeiiieniieiieiieeieeie ettt A-21
2.4.4.1 Identify Vulnerable Security Infrastructure ............cccceeevierieniienieniieienne A-21
2.4.42  Identify Data VOidS .....cccoeeoiieriiiiieieeieeie et A-21
2.4.43  Study Media System LandSCape .........cceevueeiieniieiiienieeiieiieeieeee e A-22
2.4.5  EMPLaCe SENSOTS ....eeiuiiiiiiiiieeiieeiie ettt ettt et ettt stteeteesaeeesbeeseessseeseesnsaens A-22
2.4.5.1  Observe Online Behavior ........c.cccceiieriiiiiiiiniiienieeeeseecee e A-22
2.4.5.2  Observe Offline Behavior ..........cccevieiiiiiniiniiicnieeeeceeceeeeseee e A-23
2.4.5.3  Outline Collection Plan ...........cccccieriiiiiienieiiieieeeeeee e A-23
2.4.5.4  Pre-Test PrOAUCES .....ooieiiiiiiiiieeieeiteteeeeecee ettt A-23
2.4.5.5 Monitor Funding FIOWS........cccoeviiiiiiiiiiiieciieeceeeeee e A-24
2.4.5.6  Survey Public OPinion .........ccceecuieiiieiiienieeiieniee ettt A-24
2.4.5.7 Employ Commercial Analytic FIrms .........cccccooviiviiiiniiniiienieeieeiieeeeee A-25
2.5 ENADIE PhaSE ...c.uiiiiiiiiiiiiieicee e A-25
2.5.1  Evaluate RESOUICES ......cooveiiiriiiiiiiiiieieetesitee ettt A-25
2.5.1.1 Review Existing Messaging Strat€gies ..........ccccueevueerierciiereenieeniresreenneennns A-25
2.5.1.2  Identify Potential Campaign Constraints .............ccceevveecreereenieeneeneeenneennns A-26
2.5.1.3  Collect Historical COntent............ccccueevuierieeiienieeieeiieeieesiee e A-26
2.5.1.4 Review Existing Information-Related Capabilities (IRCS)............cccueeuen.e. A-26
2.5.1.5  Leverage Partners........cocueeriieiiiieeiieeiee et A-27

1-2



2.5.1.6  ReVIEW LOZISHICS ..uvieiieiiieiieciieeiteiie ettt ettt et seae e A-27

2.5.2  Establish Information Assets and Intermediaries.............cccceevieeiiieniencieenieennnns A-28
2.52.1  Create Onling ENtities ........cccoueeviierieeiiieniieeieenie ettt s A-28
2.5.2.2 Develop Offline Entities.......cccueecuiiiieeiiienieeiieieeie et A-28
2.5.2.3  Establish Proxy ENtities .........ccceccieriiiiiiinieeiieie e A-29
2.5.2.4  Secure Dissemination MEANS ..........c.cecuierieeiieniieeiieeniieeieenee e eeeesereeaee e A-29

2.5.3 Cultivate Information Pathways.............cccceeriieiiieiiiiiieieeeceeee e A-30
2.53.1  Create FOTUMS ....oeeiiiiiiiieeiieeee ettt sttt e A-30
2.5.3.2 Infiltrate EXiSting FOrUMS .........cccooviiiiiiiiiiiiieeceeecee e A-30
2.5.3.3  Secure Off-Platform Production Capabilities.............cccecurerireiienienriennnne. A-30
2.5.3.4 Prepare Fundraising Campaigns............ceeueeieeruieeiieeneeniienieeeieesseeseeeeneenens A-31

2.5.4 Design and Develop Products...........cccueeciieiiieiiienieeieeieeeeee e A-31
2.5.4.1 Identify Product Types for Development............cccceeviiriiieniiniiiniieniieenne, A-31
2.5.4.2 Develop Human-Driven Media..........cccovieeiieniiniieiiiciieie e A-32
2.5.43  Create AI-Driven Media.........ccoocieriiiiiiinieeiieieeieeee e A-33
2.5.44  Present Desired Target Audience ACtionS...........cccueevveeiieniieesieeniesieeieennns A-34
2.5.4.5 Tailor Content to Selected Platforms ...........ccooveeiiieiiiniiieniiiiicieeeeee A-34
2.5.4.6  Launder Information............cccueeiiiiriiiiiienie et A-34

2.5.5 Establish LegitiMacy ........cccueeeuiiriiiiiiiieeiiecie ettt ettt see e e ens A-35
2.5.5.1 Create Localized COntent ..........ccceevieeiiierieeiiieniieeieeeiee e A-35
2.5.5.2  Co-Opt TruSted SOUICES ....c.veeruiieiieiieeiieiie ettt ettt re e seeeeaee e A-36
2.5.5.3  Curate Social Proof ..........cccooiiiiiiiiiiiiiieeceee e A-36
2.5.54 Leverage EXisting Biases .........ccceeriiiiiiinieiiieiie ettt A-37

2.5.6  ENable PersiSteINCE. ......eeiuiiiiiieiieiieeiieeiie ettt ettt ettt et snae et eaae e A-37
2.5.6.1 Refine Initial Assessment Criteria..........cccueeevierieriieeneeeiieniieeieesieeseeeieeens A-37
2.5.6.2  Edit EXiSting ACCOUNTS.....cc.eeviiiiieiieeiieniieeteeniee ettt eaeesiee e eseeseeeeaee e A-38
2.5.6.3  Conceal Network Identity .........cccceecieeiiiiiiiiiiieieeieeeece e A-38
2.5.6.4 Conceal SPONSOTSHIP ...cc.eeeiieriiiiiiiiieeieeie ettt s A-39

2.6 ENGage PRASE .....cccviiiiiiiiiecee et A-40

2.6.1 Persist in the Information Environment..............ccccoeeevieniiriiiinineiiieieeie e A-40
2.6.1.1  Use Encrypted NetWOrks........cccecuieriieiiienieeiieie et s A-40
2.6.1.2 Infiltrate and Mimic Social GIOUPS........cccueeevieriieiiieiieeiieie e A-41
2.6.1.3  Disguise Spam MESSAZES ......c..eervieruieeiiieniieeiieniieeieenieeereesieesaeenseesnseeseennns A-41
2.6.1.4  Artificially AZE ACCOUNLS ....cc.eoviiiriiiiiieiie ettt A-42
2.6.1.5 Utilize Lenient HOStING SEIVICES......ccecuieriieiiieiiieiieiieeie et A-42

1-3



2.6.1.6  MiSattribUte ACLIVILY ..eecuvieiieriieeiieiieeieeniie ettt ettt e be e s e seaeeaee e A-43
2.6.1.7  Unattribute ACHVILY....coovieiiieriieeiieiieeiteeiie ettt et sieeebe e seeeeaee e A-43
2.6.1.8  Vary Type of Account USed..........cccueriieiieiiieniieiieiieeieeee e A-43
2.6.1.9  Exploit Legal SYStem .......ccccoviiiiiiiiiieiiecie et A-44
2.6.2  Distort EXiStNG NaITAtiVES.......ceeueeiieriieeiienieeieesiieeieesiieseeesieeeteeseessneenseesnneens A-44
2.6.2.1  Amplify Conspiracy TREOTIES ........cceeevuierieriieiiieieeie ettt A-44
2.6.2.2  Reframe CONEXL ...c..ovuieriiriiriiiiiieieeiteieete ettt st A-45
2.6.2.3  Use Malign RRELOTIC ...c.eeeuiieiiiiiieiieciteie et A-46
2.6.2.4  EXPloit Data VOIdS .....cccveeiieiiieiieiie ettt A-46
2.6.2.5 Post Provocative CONENL ........cc.eevuerieriiriiinienieeieeienieeiesitesieeie e A-47
2.6.3  Deliver PrOQUCES.....c.oiiiiiieiiiiieieetesitee ettt A-48
2.6.3.1  Post on PIatforms .........coeeviiiiiiiiiiiienieeteeeee e A-48
2.6.3.2  Receive Media EXPOSUIE......ccuiviiiiiiieiieiie ettt A-48
2.6.3.3  Leak DOCUMENLS........ooiiriiiiiiiieieeieeiteteee ettt ettt st A-49
2.6.3.4  MICIOtATZEIINE ...coueieiiieiieeiieeiie et eeite et estteeteesteeebeesseeeaseeseesnbeeseesnseenseennns A-50
2.6.3.5 Utilize Social Media Management Software............cccceecveerieriienienieeieenne, A-50
2.6.3.6  Target Purchased AdS........ccooiieiiiiiieiieie e A-51
2.6.4 Amplify Supporting Information (Maximize EXposure) ........c..cceceeververeeneennnene A-51
2.6.4.1 Distribute Products to Disseminating Entities ...........cccccceevveeriienienieenneenne. A-51
2.6.4.2  Conduct Information F1ooding............cceevieriieniiiiiiiniieiieie e A-52
2.6.4.3  Conduct Botnet AMplification ............cceevveeiiieiiieiiienieeieeee e A-53
2.6.4.4  Exploit Platform-Specific Features .........cccoevieviiiiiieniiiiieieeieeieeeeeee A-54
2.6.4.5 Conduct Cross-POStING ........ccccuiiiiiiiiieiieiie ettt A-54
2.6.4.6  Post Consistently OVer TIME........ccccueeruierieeiienieeieeiee e A-55
2.6.4.7  Post at Hours Reflecting Highest ACtivity ........cccoceeviiiiiieniiiiiiieeieeee A-55
2.6.4.8 Leverage Platform Algorithm ............cccooviiiiiiiiiiiiiiicccee e A-56
2.6.49  Automate Forwarding and Reposting ..........ccceeceeeiiieniieiiienineiieiieeieeeee A-56
2.6.4.10 AStroturfing ........cccceevveeiienieeieeieeeeeeeeeen Error! Bookmark not defined.
2.6.4.11 Incentivize SRATING..........cooieiiieiiieieeiieeie ettt A-57
2.6.5 Disrupt Information FIOW ..........cccoooiiiiiiiiiiiiieieeeceeeee e A-58
2.6.5.1  BIOCK CONLENL....c..eiiiiiiiiiiiiiiieieeeeiteteee ettt st A-58
2.6.5.2 Bypass Content BIOCKING ..........cccoeriiiiiiiiieiiieieeieceeeee e A-59
2.6.5.3 Destroy Information Generation Capabilities ..........ccceccereerierueriieneenennens A-60
2.6.6  Denigrate Opposing INformation ...........ccceerieeiiienieeiiienieeieeree et A-60
2.6.6.1  Denigrate Believers of Opposing Narratives..........cccccveecveerieeieenieeneeenneennns A-60

1-4



2.6.6.2  Report Opposing CONENL.........cccuieruieeiiieriieeiieniie et esiee e sieeereeeeesereeaee e A-61

2.6.7  Drive Off-Platform ACHIVILY......cocuieriiirieeiieeie ettt ettt ens A-61

2.6.7.1  Drive to Alternative Platforms ...........cccovvieeiiieniieiiiiieeiee e A-61

2.6.7.2  Drive to Physical FOrUmMS ..........cccovviiiiiiiiieiiieiecieeeeeee e A-62

2.6.7.3  Call t0 ACHON ..eeeiiieiiieiie ettt ettt et e e eee A-62

2.6.7.4  Conduct Symbolic ACHION ....cc.eevuiiriiieiieiieeieeie ettt A-63

2.6.7.5 Conduct Physical ACtION........c.cccuiiriieiiiiiieeiieie et A-64

2.6.7.6  Reach Mainstream Media COVEIage .........cccvevueeeiieenieeiieiieeieeiie e A-64

2.6.7.7  Conduct Fundraising Campaigns ...........cccceeeueerueeeiieenieniieniieeieenieesveenee e A-65

2.6.7.8  Sell MerchandiSe .........cccueecuieriiiiieiieeieeeiie ettt A-65

2.6.8 Remove Evidence 0f TaCICS.....cccuivriierieeiiieiieeiieiie ettt ens A-66

2.6.8.1  Delete ACCOUNT ACHVILY ...ccuieruiieiieriieeiieriie et eniee ettt iee e seeeeaee e A-66

2.6.8.2  RedireCt URLS....cccoiiiieiiiiiieiiieitee ettt A-66

2.6.8.3  Delete URLS....c.coiiiiiieiiieiiecie ettt ettt ettt s A-67

2.6.8.4 Remove Association from COontent ...........ecceeeveeeeieenieeiiienieeieenie e A-67

2.7 ASSESS PRASE ...t A-69

2.7. 1 ASSESS TECRNIGUES ..cuvvieiiieiieeiiieciie ettt ettt ettt et eeseeeaaeens A-69

2.7.1.1  Use Technique Ratings SyStem...........cceeeueeiienireiiienieeiieiee et A-69

2.7.1.2  Review Factors Affecting 1O ........cccoevuieiiiiiiieiieieeeeeee e A-69

2.7.1.3  Map Operations in Information Environment to Framework ..................... A-69

2.7.1.4  Conduct Analysis 0f AIErNatiVes .........cccueeeiieriieiiieieeiieee et A-69

2.7.2  Assess Key Performance Indicators (KPIS)........ccccoeeieniiiiiiiniiniieiecieeie e A-70

2.7.2.1  Measure Operational Effects.........cccecieriiiiiiiniiiiiiiecicee e A-70

3 SP!CE Framework MAatriX ...ccecceeineecsensseecsenssnncssessssecssessssessssssssssssassssessssssssssssasssss A-71

4 SPICE KNOWIedge Base .....cccccevverecsrrcssnncssnicssnnicsssnessssnessssesssssssssssssssssssssssssssssssssssssss A-T72
Glossary A-1

Appendix A ADDIeVIAtiOns .....ccceicivercssnicsseicssnnicsssnessssnesssssesssssosssssosssssosssssssssssssssssssssssssans A-1

1-5



List of Figures

Figure 1: Illustration of the SP!CE Framework Structure, showing the Plan and Survey
phases with its underlying tactics and techniques.............cccceevvvievieniienienieenen. A-2

Figure 2: SPICE 2.2 FramewWork IMatriX........cocuereruerienienienieeienee sttt A-71
Figure 3: Techniques Tagged to the Knowledge Base on the current SP!CE Framework....... A-72

1-6



1 Introduction

The Structured Process for Information Campaign Enhancement (SP!CE) capability provides the
U.S. government (USG) with a capability to map behavior, assess progress, execute, and develop
strategies for operations in the information environment.: SP!CE consists of three tools: the
framework, ratings scale, and knowledge base. SP!CE is accompanied by an interactive
dashboard known as SP!CE Dash. The tool enables collaboration among USG operators when
using SP!CE to plan and execute influence operations.

The SP!CE framework, ratings, and knowledge base respectively help operators map campaigns,
assess progress, and identify relevant historical campaigns to inform courses of action. The
SP!ICE 2.2 framework builds on the SP!CE 1.0 and 2.1 frameworks to incorporate a more
comprehensive collection of tactics and techniques relevant to influence operations.i SP!CE
tactics and techniques support operators when working on setting objectives, developing targets,
and executing operations.

The SP!CE ratings system incorporates techniques when assessing measures of performance
(MOPs).ii Each technique on the framework has a defined rating, ranging from 0-3, determined
by the operator and supported by several data sources and techniques.

The SP!CE knowledge base presents a collection of historical adversary influence operations
intended to inform operators of previous strategies, tactics, goals, and targeted audiences.™

The SP!CE framework, its ratings, and the knowledge base all intend to optimize influence
operations supporting integrated deterrence and managing strategic competition.” Specifically,
the SP!CE capability is intended to add structure to the way information operations are
conducted and assessed. The framework can guide decision-making without restricting analysis
or neglecting nuance. SP!CE ratings present a general set of MOPs to guide assessment.* Finally,
the knowledge base lays the foundation for a corpus of operations mapped to a shareable format.

SP!CE supports integrated deterrence by providing operators and analysts with a set of tools to
increase collaboration, coordinate operations, and inform their leadership’s strategies." As
competitors like Russia and China continue to conduct influence operations to disrupt,
undermine, and deceive U.S. and allied audiences, the USG requires capabilities to streamline
operation processes to substantively contribute to the whole of society problem of managing
strategic competition.
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2 SPICE Technique Descriptions and Ratings

The SP!CE framework is structured as a hierarchy of phases, tactics, and techniques. Phases
represent a general stage of an operation. For example, the “Plan” phase covers strategy
development and target audience analysis. Tactics represent “what” an actor conducting
operations may seek to achieve. Many tactics represent tactical goals that should be met in
pursuit of strategic success. Finally, techniques represent “how” an actor may achieve a goal
outlined by a tactic. Subtechniques often provide additional context to techniques by listing
examples of how an actor may use a technique. For example, the “Develop Human-Driven
Media” technique includes subtechniques like memes, text-based content, or misinfographics."

2.1 SP!CE Framework Structure

The SP!CE framework is structured into phases, tactics, techniques, and subtechniques. This
structure enables operators to easily navigate through the framework’s 23 tactics and over 150
techniques. The framework runs in sequential order and outlines techniques from the initial
planning and goal-setting stages of an influence operation to the final measures of performance
and effectiveness assessments while incorporating target audience analysis, forum creation,
content delivery, and other stages in between.

SP!CE phases sit at the top of the framework structure and outline the five stages of an
operation: plan, survey, enable, engage, and assess. Phases represent a definitive stage of an
operation or campaign during which a large portion of the forces and capabilities are involved in
similar or mutually supporting activities for a common purpose.* For example, the “Survey”
phase includes tactics such as “Study Target Audience (TA) Information Environment”, “Study
Social Landscape”, and “Study Technical Landscape” to support operators in the goal setting and
target audience analysis processes while planning a campaign.

SP!CE tactics lie between phases and techniques and outline “what” an actor may seek to
achieve. Tactics represent the employment and ordered arrangement of forces in relation to each
other. The 23 tactics in SP!CE outline steps to take when developing strategy, organizing
resources, engaging with the target audience, and assessing performance. Many SP!CE tactics
are phrased as outcomes or behaviors. For example, the “Establish Legitimacy”, “Disrupt
Information Flow”, and “Persist in the Information Space” tactics represent short-term goals that

feed into a longer campaign.*

SP!CE techniques lie under tactics and outline “how” an actor could achieve a goal outlined by a
tactic.* Techniques refer to non-prescriptive ways or methods used to perform missions,
functions, or tasks.*” For example, the “Deliver Content” tactic contains specific techniques like
“Post on Platforms”, “Leak Documents”, or “Microtargeting.” Some campaigns may require a
wider diversity of selected techniques than others and operation planners should draw on
previous target audience analysis to select effective techniques. Many SP!CE techniques include
subtechniques which list more specific methods to use a technique. Subtechniques represent
more granular versions of techniques and provide further procedural detail when conducting an
operation. For example, an operation using the “Create AI-Driven Media” technique may benefit
from further exploration of the different forms of artificial intelligence driven content like
deepfakes, cheapfakes, Al-generated text, and Al-generated images.*
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Figure 1: Illustration of the SP!CE Framework Structure, showing the Plan and Survey phases
with its underlying tactics and techniques.

2.2 Updates in SPICE 2.2

The SP!CE 2.2 specification incorporates several updates to the SP!CE framework’s structure,
content, and lexicon with the ultimate goal of enabling communication among analysts and
operators in the information environment. Updates in SP!CE 2.2 resulted from feedback
collected from a framework review conducted by current and former USG operators.

Incorporating DOD literature further aligned SP!CE to the USG’s approach to operations in the
information environment. A review of Department of Defense (DOD) literature on operations in
the information environment, the psychological operations process, and military information
support operations guided many of the edits to the SP!CE framework’s phases, tactics, and
techniques. One change, for example, resulted in the addition of a new “Survey” phase including
many of the tactics and techniques associated with the target audience analysis process. Other
techniques, such as “Identify Optimal Delivery Time” and “Present Desired Target Audience
Actions”, allow operators to study how and when to interact with the target audience before
delivering products.

SP!CE 2.2 further incorporates insights from psychological behavior change models. In order to
include more specific methods to communicate with target audiences, several techniques now
reference relevant models that outline steps to approach target audience research and message
delivery. The “Identify Obstacles to Operation Success” technique, for example, encourages
operators to reference the Fogg Behavior Model when thinking about how individuals in the
target audience will make decisions.

The specification additionally renamed certain techniques to avoid unnecessary jargon while
making the framework’s lexicon as intuitive and descriptive as possible. For example, the
“Utilize Butterfly Attacks” technique was renamed to “Infiltrate and Mimic Social Groups.”
Renaming techniques loaded with jargon will increase the framework’s navigability while
diminishing the time required to familiarize oneself with certain techniques.
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SP!CE 2.2 aims to increase communication among operators in the information environment.
Incorporating changes that better reflect the policies that SP!CE’s users abide by will improve
the way operations are planned and executed. SP!CE 2.2’s updates will also allow operators to
effectively update their leadership on operation progress.

2.3 Plan Phase
2.3.1 Determine Strategic End-State Tactic

23.1.1 Review Existing Strategies and Policies

Sub-Techniques: Coordinate Multinational Operations, Review Rules of Engagement and
Special Instructions, Comply to National-Level Strategies, Conduct Phasing, Review
Authorizations, Review Unified Command Plan, Review Joint Strategic Capabilities Plan,
Identify Relevant Commands and Force Structures

Examine existing national strategy, legislation, guidance from policymakers, external
partnerships, and agreements to help determine an upcoming operation’s objectives.

An operation in the information environment should also abide by national level policies to stay
consistent with previously set goals. Successful operations should successfully identify relevant
policies and find avenues for efficient implementation. Additionally, successful operations
should translate national and theater-specific strategies into operational concepts.

Rating:

0. Operation does not review existing strategies and policies.

1. Operation reviews existing strategies and policies that are irrelevant and unimpactful to its
determined goals.

2. Operation reviews relevant existing strategies and policies but fails to integrate them to its
determined goals.

3. Operation reviews relevant existing strategies and policies and successfully integrates them
with its determined goals.

23.1.2 Determine Strategic Objective

Sub-Techniques: Achieve Domestic Political Advantage, Undermine Public Health and Safety
Attain Policy Change, Achieve Financial Gain, Promote an Alternative, Degrade Adversary
Image, Achieve Geopolitical Advantage, Deter Aggression, Reach Policy Paralysis, Improve
Actor Image, Prop up Local Government to Gain Influence

When determining a strategic objective, one outlines the overarching goals for all of an actor’s
associated entities to follow for the duration of an operation. A strategic objective identifies what
an operation ultimately seeks to work towards while providing broad yet clear guidance to all
related entities.
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Rating:

0. Operation does not determine strategic objectives.

1. Operation achieves one of three criteria: sets a broad, clear, or malleable goal. e.g., to win a
war. (broad, not clear nor malleable).

2. Operation achieves two of three criteria: sets a broad, clear, or malleable goal. e.g., to win a
kinetic war against X country before a set date. (broad and clear, not malleable).

3. Operation achieves three of three criteria: sets a broad, clear, and malleable goal. e.g., to win
a war against X country (broad, clear, malleable).

23.1.3 Determine Desired Operational Outcomes

Sub-Techniques: Manipulate Voting, Join a Movement, Encourage Fringe Behavior, Discredit
Credible Sources, Muddy the Truth, Undermine Trust in Government/Candidates, Promote
Narrative, Discourage Support, Inflame Emotions, Sow Confusion, Receive Recognition

An operation, after determining its strategic objectives, will outline tangible short-term goals to
achieve in pursuit of the strategic goal. Successfully completing multiple operational objectives
is more likely to yield operation success. Some operational objectives may include successfully
evoking behaviors among the target audience.

Rating:

0. Operation does not determine operational objectives.

1. Operation selects erratic, incoherent, and irrelevant operational objectives.

2. Operation selects actionable and relevant operational objectives but communicates them
incoherently.

3. Operation selects actionable, coherent, and relevant operational objectives.

23.14 OQutline Operational Purpose

Sub-Techniques:

Outlining an operational purpose helps planners set priorities and later request relevant forces

and capabilities for a campaign.» An operation's purpose refers to its desired end-state, effects

on the target audience and types of capabilities used.

Rating:

0. Operation does not outline its operational purpose.

1. Operation outlines an unclear operational purpose that refers to vague or irrelevant required
capabilities or strategic objectives.

2. Operation outlines an operational purpose that either clearly refers to required capabilities or
strategic objectives.

3. Operation outlines a clear operational purpose that refers to its capabilities and strategic
objectives.
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2.3.1.5 Identify Relevant Information Activities

Sub-Techniques: Military Information Support Operations, Public Affairs, Information
Operations, Defense Support to Public Diplomacy

After identifying goals and desired behaviors, an actor should identify different information-
related activities that will help them achieve success in the information environment.*"i
Information activities include general functions, capabilities, and tools that help actors formulate
messaging for their intended audiences. For example, an overt campaign seeking to raise
awareness to potentially dangerous weather may rely on public affairs, while an operation
seeking to influence a target audience for geopolitical gains may refer to covert information
operations.

Rating:

0. Operation does not identify relevant information activities.

1. Operation identifies irrelevant information activities that do not support operation goals
or create relevant messaging for the target audience.

2. Operation identifies information activities that will either directly support operation goals
or create relevant messaging for the target audience.

3. Operation identifies information activities that will directly support operation goals and
create relevant messaging for the target audience.

23.1.6 Review Adversary Operation Strategy

Sub-Techniques: Study Adversary Decision-makers and Staff, Study Adversary Intelligence
Systems, Study Adversary Intended Target Audiences, Outline Adversary Command Systems

An operation in the information environment may consult previously documented adversary
operations to best understand commonly used tactics, techniques, and procedures. Understanding
opposing strategies and tradecraft can help operators develop counters and minimize their
adversary’s potential for influence.

Rating:

0. Operation does not review adversary operation strategy.

1. Operation fulfills one of three: reviews adversary strategic doctrine, identifies an
adversary’s previously documented techniques, reviews adversary material capabilities.

2. Operation fulfills two of three: reviews adversary strategic doctrine, identifies an
adversary’s previously documented techniques, reviews adversary material capabilities.

3. Operation fulfills three of three: reviews adversary strategic doctrine, identifies an
adversary’s previously documented techniques, reviews adversary material capabilities.

2.3.1.7 Identify Potential Target Audiences

Sub-Techniques:
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Before conducting a target audience analysis, an operation's leadership should identify multiple
candidate populations to influence. These potential target audiences will provide planners and
researchers with a starting point before prioritizing certain groups to conduct a deeper analysis
on and identify strategies to influence them.

Rating:

0. Operation does not identify potential target audiences.

1. Operation leadership outlines multiple potential target audiences with direction for
further analysis relevant to operation goals but not to organizational roles or material
capabilities.

2. Operation leadership outlines multiple potential target audiences with direction for
further analysis relevant to operation goals and organizational roles but not material
capabilities.

3. Operation leadership outlines multiple potential target audiences with direction for
further analysis relevant to operation goals, organizational roles, and material
capabilities.

2.3.1.8 Identify Desired Level of Engagement

Sub-Techniques:

The desired level of engagement outlines how an operation will interact with its intended
audience. Planners should derive the desired level of engagement by linking an operation's goals
to an effective communication strategy. For example, an operation seeking to evacuate a
population from their homes due to an incoming natural disaster should communicate as clearly
and directly as possible.

When outlining a strategy delineating an operation's desired level of engagement, planners
should consider a population's potential resistance to change by studying the type of material the
audience may pay attention to, the value of forewarning a message, and their prior knowledge or
experiences related to an issue. i

Rating:

0. The operation does not identify a desired level of engagement.

1. The operation identifies a desired level of engagement and fulfills one of three: outlines a
level of engagement that will directly support operation strategic goals, outlines a level of
engagement that appears receptive to potential target audiences, identifies a level of
engagement that is relevant to desired operational outcomes.

2. The operation identifies a desired level of engagement and fulfills two of three: outlines a
level of engagement that will directly support operation strategic goals, outlines a level of
engagement that appears receptive to potential target audiences, identifies a level of
engagement that is relevant to desired operational outcomes.

3. The operation identifies a desired level of engagement and fulfills three of three: outlines
a level of engagement that will directly support operation strategic goals, outlines a level
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of engagement that appears receptive to potential target audiences, identifies a level of
engagement that is relevant to desired operational outcomes.

2.3.2 Develop Operational Requirements

23.2.1 Articulate Force Requirements

Sub-Techniques: Outline Manpower, Outline Training Requirements, Outline Technical
Requirements

Planners should perform an initial assessment of the resources they will require to conduct
operations in the information environment and articulate them to their leadership. This initial
assessment will provide operators with a better picture of what objectives are attainable given the
resources available to them. After articulating their required capabilities, planners may refine
their initial objectives.

Rating:

0. Operation does not articulate force requirements.

1. Operation outlines vague requirements outlining two of three: resources, logistics, and
training requirements.

2. Operation outlines specific requirements outlining two of three: resources, logistics, and
training requirements.

3. Operation outlines specific requirements outlining three of three: resources, logistics, and
training requirements.

23.2.2 Define Impact Indicators

Sub-Techniques:

Impact indicators refer to measures of effectiveness that highlight strategic success for an
operation. For example, an operation in the information environment may want to alert a target
audience to the outbreak of a dangerous virus like COVID-19 in their vicinity. One impact
indicator in this operation monitors how many target audience members choose to quarantine.

Rating:

0. Operation does not define impact indicators.

1. Operation conducts a risk assessment and defines impact indicators that are unmeasurable
or difficult to measure.

2. Operation conducts a risk assessment and defines clear impact indicators that are
measurable with unavailable, but accessible, capabilities.

3. Operation conducts a risk assessment and defines clear impact indicators that are
measurable given readily available capabilities.

2.3.2.3 Establish Initial Assessment Criteria

Sub-Techniques:
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Assessment criteria refers to measurable outcomes that indicate change in behavior among a
target audience. Defining initial assessment criteria helps operators define intelligence
requirements and impact indicators to monitor throughout a campaign.*»

Rating:

0. Operation does not establish initial assessment criteria.

1. Operation establishes assessment criteria that fulfills one of three: contains measurable
impact indicators, represents change in population behavior, accompanied with specific
intelligence requirements.

2. Operation establishes assessment criteria that fulfills two of three: contains measurable
impact indicators, represents change in population behavior, accompanied with specific
intelligence requirements.

3. Operation establishes assessment criteria that fulfills three of three: contains measurable
impact indicators, represents change in population behavior, accompanied with specific
intelligence requirements.

2.3.24 Review Postulations

Sub-Techniques: Identify Assumed Facts, Identify Key Assumptions, Identify Campaign
Constraints, Identify Campaign Ethical Restraints

Postulations refer to key assumptions relevant to an operation. As operators develop strategic
narratives, they should carefully review their research into the TA’s social and technical
landscapes to probe for analytic gaps. Operators should also verify key assumptions in efforts to
enhance the credibility of their narratives.

Rating:

0. Operation does not review postulations.

1. Operation reviews one of five: assumed facts, key assumptions, campaign constraints,
campaign ethical restraints.

2. Operation reviews three of five: assumed facts, key assumptions, campaign constraints,
campaign ethical restraints.

3. Operation Reviews five of five: assumed facts, key assumptions, campaign constraints,
campaign ethical restraints.

2.3.25 Mitigate Analytic Gaps

Sub-Techniques:

Analytic gaps refer to unknown bits of information that prevent a full understanding of a subject.
Operators should identify analytic gaps to ensure that campaign strategy is drafted with a more
complete and refined understanding of a TA.

Rating:
0. Operation does not assess analytic gaps.

1. Operation identifies gaps but does not conduct further research on them or adapt
campaign strategy.
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2. Operation identifies analytic gaps, conducts further research into them, but ultimately
does not adapt campaign strategy.

3. Operation identifies analytic gaps, conducts further research into them, and ultimately
adapts campaign strategy to account for new findings.

2.3.2.6  Outline Operations Security Planning Guidance

Sub-Techniques:

Operations security refers to a “capability that identifies and controls critical information,
indicators of friendly force actions attendant to military operations, and incorporates
countermeasures to reduce the risk of an adversary exploiting vulnerabilities.” Maintaining
strong operation security will prevent adversaries from exploiting vulnerabilities or existing
strategies to their benefit.

Rating:

0. Operation does not outline operations security planning guidance.

1. Operation outlines operations security planning guidance for one of three entities:
individuals, operations systems and capabilities, external partner relationships.

2. Operation outlines operations security planning guidance for two of three entities:
individuals, operations systems and capabilities, external partner relationships.

3. Operation outlines operations security planning guidance for three of three entities:
individuals, operations systems and capabilities, external partner relationships.

2.3.2.7 Develop Master/Strategic Narrative

Sub-Techniques: Develop Competing Narratives

An operation in the information environment should develop a primary strategic narrative from
which sub-narratives extend, allowing the operation to maintain strategic clarity and develop
coordinated content throughout the campaign.

Rating:

0. Operation does not develop a master/strategic narrative.

1. Operation develops an incoherent master/strategic narrative that is difficult for the TA to
interpret or relate to.

2. Operation develops a coherent master/strategic narrative that is relevant to the TA but too
narrow to adapt to changing circumstances.

3. Operation develops a coherent master/strategic narrative that is both relevant to the TA
and adaptable.

2.3.2.8 Integrate Vulnerabilities into Narrative

Sub-Techniques: Integrate TA Adversaries into Narrative, Question Existing Institutions
Studying a target audience’s social and technical landscapes helps integrate findings into

strategic narratives. These findings demonstrate an operation’s attention to detail to the TA’s
information environment and increase engagement over the long run.
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Rating:

0. Operation does not integrate vulnerabilities into narratives.

1. Operation studies a TA’s social and technical landscape but fails to integrate any findings
into a master narrative.

2. Operation studies a TA’s social and technical landscape to integrate irrelevant findings
into a master narrative.

3. Operation studies a TA’s social and technical landscape to integrate relevant findings into
a master narrative.

2329 Mitigate Potential Disruptors

Sub-Techniques: Review Competing Information, Review Uncontrollable Environmental
Physical Factors, Review Uncontrollable Social Behaviors, Review Historical Disruptors to
Operations

Disruptors refer to unexpected events that may prevent an operation from efficiently
communicating with its target audience. Common disruptors may include weak civil
infrastructure or popular opposing narratives. Identifying disruptors early in an operation enables
operators to develop counter-narratives and prepare products that will reach and resonate with
the target audience despite environmental barriers.

Rating:

0. Operation does not review and mitigate potential disruptors.

1. Operation reviews and mitigates potential disruptors by conducting one of three: mitigate
structural disruptors in the information environment, mitigate social disruptors among the
target audience, develop strategy for potential backlash.

2. Operation reviews and mitigates potential disruptors by conducting two of three: mitigate
structural disruptors in the information environment, mitigate social disruptors among the
target audience, develop strategy for potential backlash.

3. Operation reviews and mitigates potential disruptors by conducting three of three:
mitigate structural disruptors in the information environment, mitigate social disruptors
among the target audience, develop strategy for potential backlash.

2.3.2.10 Identify Optimal Delivery Timeline

Sub-Techniques: Identify Deadline to Observe Behavior Change, Identify Initial Product
Delivery Date, Outline Logistics for Product Delivery Timeline

A proper product distribution plan should provide operators with clear yet malleable timeline for
delivery. Delivery times will often change as a result of changing conditions in the information
environment but should set a final deadline to observe behavior changes. This final deadline will
often lie right before or after a major event like an offensive or election.

Rating:
0. Operation does not identify an optimal delivery time.
1. Operation identifies a delivery time and fulfills one of three criteria: sets an initial
delivery time, sets a final deadline to observe behavior change in the target audience,
keeps deadlines malleable to account for unexpected events.
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2. Operation identifies a delivery time and fulfills two of three criteria: sets an initial
delivery time, sets a final deadline to observe behavior change in the target audience,
keeps deadlines malleable to account for unexpected events.

3. Operation identifies a delivery time and fulfills three of three criteria: sets an initial
delivery time, sets a final deadline to observe behavior change in the target audience,
keeps deadlines malleable to account for unexpected events.

2.4 Survey Phase

2.41 Study Target Audience Information Environment

24.1.1 Organize Situation Monitoring Requirements

Sub-Techniques: Order Intelligence Estimate, Conduct Background Studies, Multidiscipline
Counterintelligence, Security Monitoring, Operational Feedback

Before performing a detailed target audience analysis, an operation should organize its resources
to capture a general picture of the information environment using existing resources and
capabilities. Situation monitoring requirements refer to the placement of resources in spaces that
monitor ongoing activities or developments. When organizing situation monitoring requirements,
operation planners should coordinate information requirements and formulate initial key
performance indicators for assessment.

Rating:

0. Operation does not organize situation monitoring requirements.

1. Operation organizes minimal intelligence reporting and does not identify potential
implementation actions.

2. Operation organizes intelligence reporting but does not identify potential implementation
actions.

3. Operation organizes intelligence reporting and identifies potential implementation
actions.

24.1.2 Reference Social Media Analytics

Sub-Techniques:

An operation in the information environment may use social media analytics to determine which
factors will increase the operation content’s exposure to its target audience on social media
platforms including views, interactions, and sentiment relating to topics and content types. The
operation may use the social media platform itself or utilize a third-party tool to collect the
metrics.
Rating:

0. Operation does not monitor social media analytics.

1. Operation monitors one of three platform metrics: views, interactions, and sentiment.

2. Operation monitors two of three platform metrics: views, interactions, and sentiment.

3. Operation monitors three of three platform metrics: views, interactions, and sentiment.
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24.1.3 Evaluate Media Surveys

Sub-Techniques:

An operation in the information environment may evaluate its own or third-party media surveys
to determine what type of content appeals to its target audience. Media surveys may provide
insight into an audience’s political views, social class, general interests or other indicators used
to tailor operation messaging to its target audience. Impactful media surveys should ask clear
questions that the target audience would be interested in engaging with.

Rating:

0. Operation does not evaluate media surveys

1. Operation fulfills one of three: evaluates its own media surveys, evaluates third party
surveys, crafts engaging media survey questions.

2. Operation fulfills two of three: evaluates its own media surveys, evaluates third party
surveys, crafts engaging media survey questions.

3. Operation fulfills three of three: evaluates its own media surveys, evaluates third party
surveys, crafts engaging media survey questions.

24.14 Apply Web Usage Analysis

Sub-Techniques:

An operation in the information environment may conduct web usage analysis to identify
popular search engines, keywords, websites, and advertisements among its target audience. Web
usage analysis monitors communications and interactions across webpages, providing operators
insight into a target audience’s interests.

Rating:

0. Operation does not conduct web traffic analysis.

1. Operation analyzes one of three: commonly searched keywords, individual website
traffic, and popular content.

2. Operation analyzes two of three: commonly searched keywords, individual website
traffic, and popular content types.

3. Operation analyzes three of three: commonly searched keywords, individual website
traffic, and popular content types.

24.1.5 Assess Degree of Media Access

Sub-Techniques:

An operation in the information environment may survey a target audience’s access to the
internet and free media to determine which target audience members will more likely view
operation content and on which platforms. An operation will likely face more difficulty targeting
an information environment with heavy restrictions and media control than an environment with
independent media, freedom of speech and of the press, and individual liberties.

Rating:

0. Operation does not survey the degree of media freedom.
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1. Operation surveys one of three: state media regulations, private media regulations, and
press freedom legislations.

2. Operation surveys two of three: state media regulations, private media regulations, and
press freedom legislations.

3. Operation surveys three of three: state media regulations, private media regulations, and
press freedom legislations.

2.4.1.6 Identify Trending Topics

Sub-Techniques: Identify Trending Hashtags, Monitor Media Developments

An operation in the information environment may study trending topics on social media
platforms for later use in boosting operational content. Topics tend to grow and decline over
time, but studying these patterns helps operators draw insights from the general trends and social
tendencies of a population.

A hashtag refers to a word or phrase preceded by the hash symbol (#) on social media used to
identify messages and posts relating to a specific topic.= All public posts that use the same
hashtag are aggregated onto a centralized page dedicated to the word or phrase and sorted either
chronologically or by popularity.

Rating:

0. Operation does not identify trending topics.

1. Operation identifies general trending topics that are irrelevant to the operation.

2. Operation identifies general trending topics that are slightly relevant to the operation.

3. Operation identifies trending topics that directly relate to the operation’s topic of interest.

2.4.1.7 Identify Obstacles to Operation Success

Sub-Techniques: Identify Resource and Capability-related Obstacles, Identify Structural
Obstacles in the Information Environment, Identify Cognitive Obstacles in the Target Audience

Obstacles to operation success threaten the achievement of operation goals and pose a threat to
its assets.~i Evaluating the physical, digital, and social threats posed to an operation in the
information environment helps guide planning and develop counters. According to the Fogg
Behavior Model, individuals often make decisions based on their ability, motivation, and
prompts to do so.>" Identifying obstacles to operation success could increase the probability of
strategic success by making it easier for the target audience to participate and conduct certain
behaviors. Other models, like Nudge Theory, recommends an indirect approach to asking the
target audience questions without delivering orders.» Nudge Theory could help sway stubborn
members of the target audience by not removing their freedom to make decisions.

Rating:

0. Operation does not identify obstacles to operation success.

1. Operation identifies one of three types of obstacles to operation success: resource-based
obstacles, structural obstacles in the information environment, cognitive obstacles
amongst the target audience.
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2. Operation identifies two of three types of obstacles to operation success: resource-based
obstacles, structural obstacles in the information environment, cognitive obstacles
amongst the target audience.

3. Operation identifies three of three types of obstacles to operation success: resource-based
obstacles, structural obstacles in the information environment, cognitive obstacles
amongst the target audience.

24.1.8 Study Competitors

Sub-Techniques: Identify Adversary Goals, Discern Source of Power, Review Adversary
Critical Capabilities

Competitors in the information environment directly challenge an operation with activities that
prevent the achievement of its strategic goals. Identifying and studying competitors will prepare
a campaign to efficiently counter competing narratives.

Rating:

0. Operation does not study competitors.

1. Operation studies competitors and fulfills one of three activities relevant to activities
between the adversary and the target audience: identify adversary goals, review adversary
capabilities, review major adversarial narratives.

2. Operation studies competitors and fulfills two of three activities relevant to activities
between the adversary and the target audience: identify adversary goals, review adversary
capabilities, review major adversarial narratives.

3. Operation studies competitors and fulfills three of three activities relevant to activities
between the adversary and the target audience: identify adversary goals, review adversary
capabilities, review major adversarial narratives.

2.4.2 Study Social Landscape

24.2.1 Reference Cultural Analysis

Sub-Techniques: Study Law, Study Customs, Study Religions, Study Demographics, Study
Arts, Study Languages, Study Local Geography, Study Taboos, Study Venerated Figures, Study
Myths, Survey Current Attitudes, Study Cultural Dynamics and Decision Making

An operation in the information environment may perform or reference a cultural analysis to
better understand an audience’s cultural tendencies and main characteristics. Cultural analysis
may reference religion, migration patterns, geography, music and art, literature, symbols, law,
customs, socioeconomic status, demographics, and other cultural identifying features.i

Social dynamics play a key role in how a target audience may respond to external influences. For
example, individualistic societies may require a more targeted approach compared to collectivist
ones.>i Different cultural dynamics influence decision-making processes among populations.
For example, the Chinese “face saving” culture emphasizes the “respect, pride, and dignity of an
individual with regards to their 'position in society.”>ii Western cultures will be more utilitarian




and emphasize a 'cost-benefit approach' to difficult decisions by analyzing preferences at an
individual instead of societal level.xx

Rating:

0.
1.

2.

Operation does not perform cultural analysis.

Operation surveys at least two of seven traits relevant to the target audience: local law,
social customs, religions, demographics, arts and music, languages, symbols.
Operation surveys at least four of seven traits relevant to the target audience: local law,
social customs, religions, demographics, arts and music, languages, symbols.
Operation surveys at least six of seven traits relevant to the target audience: local law,
social customs, religions, demographics, arts and music, languages, symbols.

24.2.2 Study Ongoing Target Audience Activities

Sub-Techniques: Wedge Issues, Preexisting Prejudices, Breaking News Events, Active Crisis,
Upcoming Election, Psychological Biases, Social Group Trauma, Existing
Suspicions/Conspiracies, Existing/Emerging Movements, Media System Vulnerabilities
Sentiment Analysis, Monitor News Cycle Analytics, Signals Intelligence, Political Cycle Topics,
Potential Volume Burst/Social Events, Assess Attitude Strength

An operation in the information environment can best study ongoing TA activities by identifying
relevant developments among the population. Studying cultural phenomena, existing conflicts,
emerging trends, and the political landscape, for example, can help operators optimize the
planning process. Planners should relate ongoing activities to the target audience's general
attitude. Strong attitudes may predict the audience's propensity to behave a certain way in cases
where individuals may feel a sense of self-importance, express knowledge of a certain subject, or
directly experience something that inflames their emotions.

Rating:

0. Operation does not study ongoing target audience activities.

1.

Operation studies or identifies three of fifteen: Wedge Issues, Preexisting Prejudices,
Breaking News Events, Active Crisis, Upcoming Election, Psychological Biases, Social
Group Trauma, Existing Suspicions/Conspiracies, Existing/Emerging Movements, Media
System Vulnerabilities, Sentiment Analysis, Monitor News Cycle Analytics, Signals
Intelligence, Political Cycle Topics, Potential Volume Burst/Social Events.

Operation studies or identifies eight of fifteen: Wedge Issues, Preexisting Prejudices,
Breaking News Events, Active Crisis, Upcoming Election, Psychological Biases, Social
Group Trauma, Existing Suspicions/Conspiracies, Existing/Emerging Movements, Media
System Vulnerabilities, Sentiment Analysis, Monitor News Cycle Analytics, Signals
Intelligence, Political Cycle Topics, Potential Volume Burst/Social Events.

Operation studies or identifies twelve of fifteen: Wedge Issues, Preexisting Prejudices,
Breaking News Events, Active Crisis, Upcoming Election, Psychological Biases, Social
Group Trauma, Existing Suspicions/Conspiracies, Existing/Emerging Movements, Media
System Vulnerabilities, Sentiment Analysis, Monitor News Cycle Analytics, Signals
Intelligence, Political Cycle Topics, Potential Volume Burst/Social Events.
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24.2.3 Identify Target Audience Incentives

Sub-Techniques: Positive Reinforcement, Negative Reinforcement, Social Reinforcement
Material Reinforcement

Incentives refer to factors motivating the target audience to behave a certain way. The U.S.
Military Information Support Operations Process refers to four primary types of incentives:
positive reinforcement, negative reinforcement, social reinforcement, and material
reinforcement.> When approaching incentives, planners should consider reaching the best
possible outcome by mitigating potential secondary outcomes after a target audience conducts a
behavior. Secondary outcomes refer to consequences that directly result from the target audience
behaving a certain way. For example, security patrols may increase as a direct result of a rebel
group's attacks. Some behavior models, such as Maurer’s model on “resistance to change”,
recommend direct and clear engagement with the target audience that clearly communicate the
benefits that will arise from behaving a certain way. =

Positive reinforcement refers to instances where the target audience engages in a behavior in
order to receive something desirable. Desirable outcomes may include food, money, justice,
liberty, or praise from peers.

Negative reinforcement refers to instances where the target audience engages in a behavior to
avoid a negative outcome. Negative outcomes may include injury, death, defeat in a conflict,
social ostracism, or reprisal.

Social reinforcement refers to positive and negative reinforcement that stems from a target
audience's cultural environment. Societal reinforcers include physical non-physical, and verbal
affirmations or gestures that indicate either acceptance or rejection in society.

Material reinforcers involve desirable tangible objects that motivate individuals to perform
certain behaviors. Some material reinforcers may include money, land, or material possessions
like cars or clothes.

The Fogg Behavior Model outlines three categories of motivation that may incentivize certain
behaviors among the target audience: sensation, anticipation, and belonging.»i Sensation refers
to physical feelings like pleasure or pain. Anticipation refers to hope and fear. Belonging refers
to instances where an individual is either accepted into or ostracized from a society.

Rating:

0. Operation does not identify target audience incentives.

1. Operation identifies target audience incentives and fulfills one of three: identifies positive
or negative reinforcements, identifies social or material reinforcements, identifies and
mitigates potential negative secondary outcomes.

2. Operation identifies target audience incentives and fulfills two of three: identifies positive
or negative reinforcements, identifies social or material reinforcements, identifies and
mitigates potential negative secondary outcomes.
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3. Operation identifies target audience incentives and fulfills three of three: identifies
positive or negative reinforcements, identifies social or material reinforcements,
identifies and mitigates potential negative secondary outcomes.

2424 Identify Cognitive Predispositions

Sub-Techniques: Identify Group Attitude Polarization, Identify Cognitive Dissonance Causes

A cognitive predisposition, or bias, is an error in judgement that leads individuals to misinterpret
information from their surrounding environment.>" Identifying cognitive predispositions helps
place the target audience in a highly emotional state while incentivizing engagement with
operation content. In a highly emotional state, the target audience may be more susceptible to
calls for action and less likely to think rationally.

When approaching cognitive predispositions, operators should assess whether the target audience
has the knowledge and skills to make a behavior change.»* This involves an understanding of
whether they may want to make the change, whether their environment is conducive to it, and
understanding what barriers may be preventing the behavior change.

Attitude polarization, an effect of confirmation bias, refers to increasing disagreement among a
population as different parties consider contradictory evidence towards an issue. >

Cognitive dissonance refers to an individual's refusal to change their mind when “doing so will
result in inconsistent beliefs or attitudes that are inconsistent with prior behavior.”i Planners
should be wary of sources of cognitive dissonance among a target audience and take measures to
avoid eliciting such responses.

Rating:

0. Operation does not identify cognitive predispositions.

1. The operation conducts or identifies one of three: identify cognitive predisposition that
are observed among the target audience, cognitive predisposition that are construable
from ongoing target audience developments, identify predisposition and integrate them
into an operation’s context or narrative.

2. The operation conducts or identifies two of three: identify cognitive predisposition that
are observed among the target audience, cognitive predisposition that are construable
from ongoing target audience developments, identify predisposition and integrate them
into an operation’s context or narrative.

3. The operation conducts or identifies three of three: identify cognitive predisposition that
are observed among the target audience, cognitive predisposition that are construable
from ongoing target audience developments, identify predisposition and integrate them
into an operation’s context or narrative.

24.2.5 Study Social Sentiment

Sub-Techniques: Identify TA Adversaries, Assess Local Government Power
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An operation could identify individuals, groups, or ideas that do not resonate with or rankle a
target audience. Adversaries could be integrated into operation narratives to inflame emotions
among a population.

Rating:
0. Operation does not identify TA adversaries.
1. Operation identifies one of three: adversary individuals, groups, ideas.
2. Operation identifies two of three: adversary individuals, groups, ideas.
3. Operation identifies three of three: adversary individuals, groups, ideas.

24.2.6 Study Existing Narratives

Sub-Techniques: Identify Key Issues, Identify TA Rewards, Study Historical Sources of
Influence

An operation may survey the information space to study existing narratives with the goal of
integrating existing trends, developments, and topics of interest to the target audience into a
broader campaign. Understanding existing narratives provides operators with key insights as to
what catches a target audience’s attention and could support the development of stronger
campaign master narratives.

Historical sources of influence refer to actors that have conducted operations attempting to
change target audience behaviors. Audiences that have been historically targeted will likely stay
grounded to their beliefs and may grow more resilient to operations in the information
environment.

Rating:

0. Operation does not study existing narratives.

1. Operation studies historical narratives with no direct relevance to a campaign.

2. Operation studies ongoing narratives but fails to integrate them to the campaign's
narratives.

3. Operation studies ongoing narratives and integrates them into relevant campaign
narratives.

2.4.2.7 Identify Social Vulnerabilities

Sub-Techniques: Motives, Psychographics, Psychological Characteristics, Demographics,
Gender, Religion, Symbols, Loyalties

Vulnerabilities refer to pre-existing societal divisions among a target audience. Some common
vulnerabilities may arise from differences in demographics, religion, or competing loyalties to
different political factions.

Rating:

0. Operation does not identify vulnerabilities.
1. Operation identifies vulnerabilities but fails to integrate them into the operation's
products or dissemination techniques.



2. Operation identifies vulnerabilities but only integrates them into either the operation's
products or dissemination techniques.

3. Operation identifies vulnerabilities and integrates them into the operation's products and
dissemination techniques.

24.2.8 Identify Target Audience Proclivity to Change
Sub-Techniques: Identify Target Audience Proclivity to Relapse Behaviors

Analyzing a target audience's social and cultural history, their current information environment,
and incentives will help planners understand their propensity to changing behaviors. After a
behavior change has occurred, some operations should monitor the target audience and mitigate
the risk of relapses in behavior. Mitigating relapses in behavior will improve an operation's long-
term influence.

Behavior change models like the Fogg Behavior Model could help planners study an individual's
motivation, ability, and prompts in their environment to encourage changes in behavior. i

Rating:

0. Operation does not identify the target audience's proclivity to change.

1. The operation analyzes one of three before assessing the target audience's proclivity to
change: the target audience's social and cultural history, the target audience's information
environment, potential target audience incentives.

2. The operation analyzes two of three before assessing the target audience's proclivity to
change: the target audience's social and cultural history, the target audience's information
environment, potential target audience incentives.

3. The operation an