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5G Security: Perspective and Needs

5G is the most secure cellular system to date.
However, security vulnerabilities remain.

Internet

= Decoupling of software and hardware/platform
requires new and additional security measures

= Auxiliary technologies from the Internet are brought
into 5G and their threats inherited

= Complexity of deployments (cloud, physical, hybrid)
poses a configuration/responsibility challenge

=  Supply Chain risk is increasing. Use of COTS* and
Open-source s/w is ubiquitous

= Standards (e.g. 3GPP) leave some controls optional

By applying a comprehensive 5G Threat Framework to specific use cases and architectures, we can

quantify risks and prioritize mitigations to ensure 5G can revolutionize with minimum compromise
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5G Complexity: A system of many systems

UE Protocol stacks Network Protocol stacks
NAS Intra-PLMN Inter-PLMN

AS

(CApp ]

B =
SDAP RRC

TLS1.211.3 TLS 1.2/1.3 | Transport
optional

required layer
NDS/IPsec NDS/IPsec | Network
PDCP optional optionel layer

| D I

Complexity is the enemy of security
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Motivations for a 5G Threat
Based Framework

What can the adversary do against your

critical assets?
A eTough!

= 5G system well defined: environment

bounds adversary operations Tools

eChallenging
» Understanding resulting adversary behavior Network .
can inform cyber defense Host erg;aéts * Annoying

What can you do against the adversary? Sl NerEs eSimple

» Reduce the attack surface through various

= Techniques for hunting and removing ivial
adversaries from the network *Trivia

The Pyramid of Pain by David J Bianco
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Cybersecurity should be threat-informed

Knowledge of my adversary can help me answer...
What do | know about my own strengths and weaknesses?
What do | know about my adversary’s capabilities and intent?

Reference: Engineering-as-a-Moat
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https://editions.seedtable.com/engineering-as-a-moat/

Five-G Hierarchy

MITRE of Threats

FIGHT™ is a threat-based framework to assess FIGHT™ leverages concepts from existing
the confidentiality, integrity, and availability of security frameworks and builds upon them,
our 5G networks, as well as the systems and incorporating predictive and lab-proven

applications using them. threats to critical 5G assets.

Risk Management
% (o}
I ] o
e ( Assessments ) [ s . ] [ . . ]
[ Identification ) Analvsi Prioritizati Acquisition planning Security automation
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FIGHT™ Components

Threat

e Adversary
Mitigations

Tactics, Techniques,
and Procedures (TTPs)

Critical Assets:

Threat Commercial,

Detection

Phase 1
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FiGHT™ Philosophy

= A threat model that documents
adversary behaviors relevant to 5G

» Leverages concepts from ATT&CK but
is a separate framework

= Sources:

= Empirical Observation - adversary behaviors from
contributed threat intel.

» Proof of Concept - adversary behaviors successfully
demonstrated in a laboratory setting

» Predictive - conceptual adversary behaviors not yet
demonstrated in a laboratory setting or in the wild

= Fitting behaviors into a threat model is
iterative journey/subject to discussion

Highly Abstract
Lockheed Martin Kill Chain,
Microsoft STRIDE

Mid-tier Abstraction

ATT&CK and FiGHT

Detailed
MITRE CVE, CWE, CAPEC
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Launched Sept. 2022

FIGHT™ Matrix

https://fight.mitre.org

Matrix Data Sources Mitigations Tactics Techniques Resources ~

Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Credential Discovery Lateral Collection Command  Exfiltration Impact Fraud
Development Escalation Evasion Access Movement and Control
1 technique 2 techniques 8 technigues 3 techniques 4techniques 2 techniques 9 technigues 5 techniques 14 techniques 4 technigues 17 techniques 1 technique 2 techniques 10 technigues 6 technigues

ork Sniffing e te Remote Sniffing & 3 Exploit Public-
& Fa

25? g App

MITRE FiGHT™ and MITRE A e a trademark and regis

CONTACT US
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FiGHT™ can be operationalized

See The Threat

Emulate Adversaries

Develop Analytics

#Parse log file for failed login attempts
failed attempts=$ (grep "authentication failure"
/var/log/auth.loqg)
# Write failed attempts to log file
if [ -n "$failed attempts" ]; then
echo "$failed attempts" >> "S$log file"
fi

Legend

High Confidence of Detection

Some Confidence of Detection

Low Confidence of Detection

FiGHT™ can be used to perform threat-informed defense in risk management and operations.

MITRE

©2023 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE; DISTRIBUTION UNLIMITED. PUBLIC RELEASE CASE NUMBER 23-1945

. . . Privilege . Crede ) Lateral .
Initial Access  Execution Persistence  Escalation  Defense Evasion Access y
9 techniques 10 techniques 18 techniques 12 techniaues 37 techniques 14 techniques 25 techniques 9techniques 17 techniques. » § § ) 8 i i e
— Privilege Escalation Defense Evasion Credential 7.ccess Dist very Lateral Movement Execution Collection Exfiltration
Repliication Native API BITS Jobs Process [Obfuscated Filesor | credentials Replication  Screan Capture
Through o Injection gy, B Information e, from Password Through —— 7 Application Deployment
emovable Hiack Execution E tores emovable ata from Local i ¥ i |
Fencs Mnci i, Hlack exe e T ) e e Features  [Accessibility Features [Binary Padding Brute Force Account Discovery Command-Line Collection Exiltration [
. Instrumentation e Manipulation i Files orinformation Network ay ey > ~ v a
ive-by ratfic niffing Lateral Tool  Audio Capture Bypass User Account AP PTEomimde®™ |Explogtion o c|
Compromise Command and Signaling o, Exploitationfor  Modify Registry [Appinit DLLs VP Credential Dumping ‘;”’ P! § Execution through APl [Clipboard Data Data Compressed
i Scripting - erivlege o ] 98 Credential por . Ahive | Control #Discovery R Ry
Vali Interpreter ¢, Vali scalation rocess Injection (g, [l] Dumping (55, xploitation of  Collectet 5 . —
e Ty iaey s ypass User Account File and Directory |
e :I/x Exiotaton for (@ Hilock Exccution I Rastde 8 o N 0 l:/:m Dutput system | 70 Codgafning Credential Manipulation Discovery Logon Sci Graphical User Interface ~ [Data Staged Data Encrypted )
ploit Public- jlent Execution count T orce (e ipboard Data
aci Manipulation ;.5 y Indicator Removal on System OwnerfUser Taint Shared — y - o Local Network C
Application Shared Modules yoid 05t 5167 Slealweb | Discovery o Video Capture DLLInjection c tirmware  |Credentials in Files B Pass the Hajh Powershell Data from Local System h\rranslsrs\ze Limits
counts ession Cookie
)
External Remote  Scheduled Extensions Query Registry. Remote I Aut " 7 T
Services Task/Job 4, Boot or Logon Manipulation (o) Two-Factor Services g5, Collection ult File " Exploitation of -ocal Network Connectiof y 4 Data ared |Exfiltratiyn Over
(@) L Autostart ) Ruthentication  System Network (©/6) DLL Search Order Hificking |DLL Injection Discovery JPass the Tickpt Process Hollowi rive Alternati\Protocol
Radions Bepieyment Tools  Exeeution ey [ oo ern W fiiraen/Sendoox ) Interception - Eectd Beploymant  Ramovamie Exploitation of Data from Removable | Exfiltratiol
- Group Policy Unsecured # Tools Media Firmware . DLL Search O} Macking |Input Capture Network serfgce scanning |Remote DesWop Protocol |RundlI32 )
Phishing (5, Inter-Process c Modification BITS Jobs Credentials ¢, Jif System Time Vulnerability Media
2 Commurication g i Clen Software 7 - otaton | DISEOvEY mternal - Maninthe Fo—r— e ~
SoPpyCheln s inary Bty ek Bxmoution P o aevice poarphishing|_ SR rder Hijacking |Legitimate Crfidentials ading Network Sniffing ° Remote File Copy cheduled Tk Email Collection
promise 5 ff Sye 190 516, o Syt Discove
v Services ;) ExternalRemote a Access Discovery Remote Datafrom L1 A
Trusted ices Abuse Elevation [ Masquerading s = ervice Network Sharet [Two-Factor Authentication [Permission Groups
Relationship User Execution 5 5, Control Forced Peripheral Dey Session ive Local Port Miinitor Disabling Security Tools y P Remote Services Service Execution nput Capture
Sehedued Mechanism ..,y il Traffic Signaling ., fl] Authentication  Discovery Hiacking oy [l o Discovery
askidob (5.6, ¥ ata from Clou L —
BootorLogon [l Valid Accounts ., [ input Remote System Storags Object Exploitation of Replication Thibggh
ootorLogon | intalization Choture R - redentialspfl[New Service o Process Discovery Third-partyitware screen Capture Scheduled Transfer W
Initialization Cripts (0 Indirect Command (0 Material gy Vulnerability Remavable Me
Seripts (35, n Man-in-the- Application Window Configuration 7 T T
Create or Modify Middle Discovery Reposiory 1, —
Create stem Group Policy
—



5G Deployment life cycle: FIGHT™ | ATT&CK® informed

Architecture €p

Risk Mgmt Plan4p

Procurement Plan€p Assessment Report €p

Security Controls Y 3

Configuration

Security & OAM PN

Testing

@ © ®

Plan

Network/
Infrastructu

Security

Controls, XDR

Assessmen
Plan

4

re

L .

Deploy

Network Health@p
monitoring

Incident mgmt 4

Operate

Network Optimization ‘

Security Optimization€p

Improve
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Example

Threats relevant to untrusted commercial deployments
Adversary identify and locate UE; Goal 2: intercept UE communications

Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Credential Discovery Lateral Collection Command  Exfiltration Impact Fraud
Development Escalation Evasion Access Movement and Control
1 technique 2 techniques 8 techniques 3 techniques 4 techniques 2 techniques 9 techniques 5 techniques 14 techniques 4 techniques 17 technigues 1 technique 2 techniques 10 techniques 6 techniques
ather Victim Host Acquire Software Software Implant Internal Escape to Rootkit & Network Sniffing Remote System Remote Network Sniffing & u Standard Exfiltration Exploit Public- Abuse of Inter-
nformation & Infrastructure & Deployment Deployment image & Host & & Discovery & Services & ! Application Over Facing . operator
Tools Tools Network Exploit Public- kayer Protocol ' |Alternative Application Interfaces
Stage DNS Valid Boundary Supply Chain Remote Services Software Facing Application Protocol Alter Subscrib
Capabilities & Exploit Public- Registration of Manipulation Accounts & Bridging & Compromise & Deployment & Jamming or Prcffrl\eu sernber
Facing N malicious Tools Automated Eemal of Service
Application ?etwtork Xahd Accounts Bypass home Credentials from Network Sniffing Eavesdrop on Exfiltration Charging fraud
unctions routing Password Stores & Escape to Host Insecure Network via NF control
Supply Chain NodeB & & Communication Endpoint Denial
Compromise gompomem Pre-0S Boot & Weaken Network Service of Service SIM boxing

DNS
Manipulation

Unauthorized
access to
Network
Exposure
Function (NEF)
via token fraud

Exploit Semi-
public Facing
Application

galld Accounts

Trusted
Relationship

Manipulation

Integrity

Spoof
network slice
identifier

Vvalid
Accounts

&

Pre-0S Boot &

Impair

Defenses ™

eaken
Encryption &

Adversary-in-the-
Middle &

Container
Administration
Command

Manipulation

Scanning

Network Function
Service Discovery

Network Flow

Locate UE

Malicious VNF
Instantiation

Shared resource
discovery

Call Detail Record
(CDR) collection

Identify UE

slice identifier

Automated
Exfiltration

Container
Administration
Command

Unauthorized
access to
Network
Exposure
Function (NEF)
via token fraud

Network-side SMS
collection

Memory Scraping

Redirection of
[traffic via user
plane network
function

Fraudulent AMF
registration for UE
in UDM

Malicious VNF
Instantiation

Abuse of Inter-
operator Interfaces

Call Detail Record
(CDR) collection

Identify UE

Spoof network
slice identifier

Exploit Semi-public
Facing Application

Adversary-in-the-
Il
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Threats relevant tactical deployments

Adversary goal: intercept or disrupt communications

Example

Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Credential Discovery Lateral Collection Command  Exfiltration Impact Fraud
Development Escalation Evasion Access Movement and Control
1 technique 2 techniques 8 techniques 3 techniques 4 techniques 2 techniques 9 techniques 5 techniques 14 techniques 4 techniques 17 techniques 1 technique 2 techniques 10 techniques 6 techniques
Gather Victim Host Acquire Software Software Implant Internal Escape to Rootkit & Network Sniffing Remote System Remote Network Sniffing &I Standard Exfiltration Exploit Public- Abuse of Inter-
Information Infrastructure Deployment Deployment Image Host & Discovery Services Application Over Facing . operator
Tools Tools Network Exploit Public- Layer Protocol | |Alternative Application Interfaces
Stage DNS Valid Boundary Supply Chain Remote Services Software Facing Application Protocol Alter Subscrib
Capabilities & Exploit Public- Registration of Manipulation Accounts Bridging Compromise & Deployment & Jamming or : e{rl ARISCrSer
Facing N malicious Tools Automated Eenial of Service rotie
Application ?etwtork g‘/ahd Accounts Bypass home Credentials from Network Sniffing Eavesdrop on Exfiltration Charging fraud
unctions routing Password Stores k Escape to Host Insecure Network via NF control
Supply Chain — & & Communication Endpoint Denial
Compromise & gomponent Pre-0S Boot & Weaken Network Service of Service SIM boxing
ipulati Integrity Adversary-in-the- Scanning Unauthorized Network-side SMS
DNS Spoof Middle access to collection Redirection of Falsify
Manipulation nggrc')ork slice Network Function Network traffic via user interconnect
lden‘(lﬂer Container Service Discovery Exposure Netvyork F]ow p]ang network fnvoiee
Unauthorized Administration Function (NEF) Manipulation function
access to valid & Network Flow via token fraud SIM cloning
Network o comman Manipulation Memory Scraping Device Database
Exposure Accounts Manipulation
Function (NEF) Redirection of
via token fraud Pre-0S Boot & Locate UE traffic via user
. Malicious VNF plane network
Exploit Semi- Impair Instantiation function
public Facing p
Application Defenses Shared resource Fraudulent AMF Tunnel Endpoint
discovery registration for UE ID (TEID)
gahd Accounts Weaken in UDM uniqueness
Encryption Call Detail Record . 0 failure
(CDR) collection ocate -
Data
Trusted & Malicious VNF Manipulation &
anipulation
Relationship Identify UE B Instantiation =

Discover network
slice identifier

Automated

Exfiltration &

Container
Administration

Command

Abuse of Inter-
operator Interfaces

Call Detail Record
(CDR) collection

Identify UE "

Retrieve UE
subscription data

Spoof network
slice identifier

Exploit Semi-public
Facing Application

Trusted
Relationship

Network Denial
of Service
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FiGHT Tooling

Tools Tool Use Status
FIGHT Creation and editing of the threat model 90% complete
Pipeline

FIGHT Visual application of the threat model for scenarios 80% complete
Navigator building

STIX & Intelligence sharing STIX — model 70% complete
TAXII TAXIl — communication method Not started
FIGHT User-side editing of the threat model Not started
Workbench

FIGHT Flow Visual modeling of adversary emulation over time Not started
CALDERA  Automated adversary emulation for red team Not started

assessment
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FiGHT summary - DOD

Ensure that the DOD can design, deploy and manage e Secur_itnhg 5G
wi

secure tactical networks, and operate through commoLs Y EiGHT™
commercial 5G networks whenever and wherever !

CONTROL
RISK

Achievements:

. DeveIoPed and published threat-based framework
https://tight.mitre.org

= Continually modernize/extend capability

= Collaborate with vendors, community (e.g., GSMA)
Goals:

» Lab testing of techniques

= Support/collaborate with government sponsors and
operators

Impact: Tactical

= Enables to operationalize security hardening detection
and mitigation techniques --- to protect DOD assets
and communication from adversary activity
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